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Latest trends & technologies in Enterprise Networks
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For explosive traffic, for increased,
“ 4

complexity
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Considerations for a future-proofed campus network

f
Wi-Fi 7 and Smart

Spaces

10Gbps port throughput
UPoE+ Power requirements

Increased uplink and stack
bandwidth

Scaling MAC address density

\—

~
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f
Universal Zero

Trust

Seamless zero trust network
access

Least-privilege MFA & identity
services

Fabric architecture and scaled
policy

Rich telemetry and distributed
enforcement

N [
Campus

Edge Al

Move Al and ML workloads
closer to client and data

Minimize latency

Network-wide visibility
and control

Defend against data export.

a2 )
Future-proofed

Scale

Modern apps and clients are
driving massive client growth

6Ghz Wireless, 4K/8K video, IoT,
Sensors and autonomous robots

Higher scale requirements for L2,
L3, ACL, FNF, across Access and
Core
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Scalable devices
ready for Al

Architecture for the Al-

M
Ready Secure Campus

Cisco and/or its affiliates. All rights reserv

Security

fused into the network

Operational simplicity
powered by Al




What does it mean to build hardware for the Al era?

* Massive packet bandwidth

* High forwarding performance

e Large forwarding info base

* P4 programmable for future
protocols

Pervasive programmability
Deep observability

Highly scalable

Near-zero downtime
architecture

* Integrated application hosting .
e Al-driven visibility .
* Programmable open .

ecosystem .

 Power Efficient

] I10SXE
</>

Sustainability

Smart Power, PoE Assurance and Energy dashboard
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Cisco C9610

Al-Ready Hardware
9350, C9610, Silicon One, 10S XE

Security fused into the network
PQC Compliant, Hypershield Ready, Cisco Live Protect

Cisco C9350

Operational Simplicity with Platform Flexibility

One hardware, your choice of management platform

= <

Architecture for the Al-Ready Secure Networks

alraln
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Introducing C9350 Series

New Hardware launch

. . Cisco 10S XE laln, X86 CPU .
Higher Bandwidth CIsco Flexible Speeds
1.3 TERABYTES 86 10M/100M/1/2.5/5/10/25/50/100G
Silicon One A100
Higher Scale Advanced Security
4 X MAC Scale T Crypto-Ready*, PQC Resistant
4 X ACL Scale ;

6 X Route Scale

Highly Resilient 48 x mGig & 10G + 90W PoE Flexible Uplink Options Smarter & Intelligent

NG-StackWise, StackPower, Redundant Enh. App-Hosting, Unified Management
PS/Fan’s & xFSU*

alraln
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Introducing C9350

Re-designed for flexibility

SSD - up to 240 GB

3 x Fan Modules 3 x Power supplies

Front to back with port side intake v Supportsredundant, combined and cold redundant modes
‘f Back to front with port side exhaust*

Fan Options for Flexible Deployments Up to 4800 Watts.
Highest Power Budget in the Industry

-1600-W AC PS 850W AC PS ) 500W AC PS
Titanium Rated Platinum Rated

*Applicable for the data only skus

Cold redundant mode ‘hibernates’ redundant power supply when power requirement is low <5W consumption

alraln
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Cisco 9350 Series

P e Em mm mm mm o Em Em o Em Em Em Em e Em Em Em Em e Em = = Gigabit SKUs -

Modular Uplink

I - en R R -——;-_1 - ;__] I SOG at access
(e e o - @m] W alare ~clore "N o qe— . Y I‘—' """" ) e Lo o colov v =N e j— I
| [oesetlserealios vetll seeeah S eean Tesenn veeees —
Lot L st s =l (R & i Al e————— i I — ”
I C9350-24P/48P €9350-24U/48U 1 llill
I 24/48x 1G/100M/10M copper 24/48x 1G/100M/10M copper | 2 ey
I Sl Lt 5 SO UPoE I C9350-NM-4C
| i 4x40/100G
I |
I |
| C9350-24T/48T I Ty .
I 24/48x 1G/100M/10M copper I C9350-NM-2C
2x40/100G
\ | ] | ] | ] | ] | ] | ] ] | ] | ] | ] | ] | ] |
R | | L] | L] | L] | L] | L] | L] L] | L] | L] | L] | L] | L] |
| I |
I v ﬂ"'=§ "U;":g | perry -
I C9350-48HX C9350-48TX
I 48x 10G mGig 24/48x 10G mGig C9350-NM-8Y
1 90W UPOE+ Data only 8x10/25G or
I / § J
Note: Uplinks/PSU’s/Stack Cables are not backward compatible with C9300(X) series
alraln
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Unified Experience: The New out-of-box Experience

Effortless Onboarding: Catalyst or Meraki mode, hands-free!

* One box, your choice, hands free S| ngle U N |f|ed P rOd u Ct

No CLI conversion or —M SKUs needed!
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Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c¢) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
17© West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [IOSXE], Cisco L3 Switch Software (CISCO9K_IOSXE), Version 17.18.1eft6, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2025 by Cisco Systems, Inc.

Compiled Wed 23-Apr-25 22:38 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

Please read the following carefully before proceeding. By downloading,
installing, and/or using any Cisco software product, application, feature,
license, or license key (collectively, the "Software"), you accept and

agree to the following terms. If you do not agree, do not proceed and do not
use this Software.

This Software and its use are governed by Cisco's General Terms and any

relevant supplemental terms found at
https://wwu.cisco.com/site/us/en/about/legal/contract-experience/index.html.

If you have a negotiated agreement with Cisco that includes this Software, the L3
terms of that agreement apply as well. In the event of a conflict, the order

of precedence stated in your negotiated agreement controls.

Cisco Software is licensed on a term and/or subscription-basis. The license to
the Software is valid only for the duration of the specified term, or in the
case of a subscription-based license, only so long as all required subscription
payments are current and fully paid-up. While Cisco may provide you
licensing-related alerts, it is your sole responsibility to monitor your usage.
Using Cisco Sofmgmtbr: port 1(oobnd®) entered blocking state

tware without a mgmtbr: port 1(oobnd@) entered disabled state

valid license isoobnd®: entered allmulticast mode

not permitted aoobnd®: entered promiscuous mode

nd may result inmgmtbr: port 1(oobnd®) entered blocking state

fees charged tmgmtbr: port 1(oobnd®) entered forwarding state
0 your account. Cisco reserves the right to terminate access to,
or restrict the function_

! Secure Shell Xterm Zmodem [J z0C2505_r07r12-ts0104.log

alraln
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Cisco C9350 Series Switches

New stacking architecture for the new generation of campus access

1.6T Guaranteed Stacking bandwidth

User friendly Stacking design

Isolated bandwidth loss in event of failure

Standards-based Ethernet Stacking Architecture

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609 Ccisco



New Architecture for StackWise

Example — 6-member stack

Current StackWise architecture Next Generation StackWise architecture

Ring-based stacking Standard SPF/VXLAN based stacking

*  Flexible Cabling Design

*  Spatial Re-Use Algorithm *  Guaranteed Bandwidth

*  Best Effort Bandwidth *  Basedon Proven L3 SPF Algorithm &
‘ VXLAN

Non-Flexible Cabling Configuration
e ECMP & Low Latency

Ensures , and consistent Packet forwarding

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609 cisco



Cisco C9350 StackWise Configurations options

Swil

Sw?2

Sw3

Sw4

Sw5

Swb6

As stack grows, it provides greater flexibility in
cables. No restrictions on how or where you connect to form a full ring.

Considering 6 x C9350 Switches in Stack

}ypicél Stack Cables Configurations

Sw1 Port1- Sw2 PortO
Sw2 Port1- Sw3 Port0O
Sw3 Port1- Sw4 Port0O
Sw4 Port1- Sw5 Port0O
Sw5 Port1- Swé6 Port0O
Sw6 Port1- Sw1l PortO

© 2025 Cisco and/or its affiliates. All rights reserved.

Swil

Sw?2

Sw3

Sw4

Sw5

Swb6

Sw1 PortO- Sw3 PortO
Sw1 Port1- Sw2 PortO

Sw3 Port1- Sw4 PortO
Sw4 Port1- Swé6 Portl
Sw5 Port1- Sw6 PortO

connecting cables in different configurations with shorter stack

BRKENS-2609

Swl

Sw?2

Sw3

Swd |'w8

Sw5

Swbé

Sw1 PortO- Sw4 PortO
Sw1 Port1- Sw2 PortO
Sw2 Port1- Sw3 PortO

Sw4 Port1- Sw5 PortO
Sw5 Port1- Sw6 PortO

alraln
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Enhanced stacking architecture

Failure handling

Next Generation StackWise architecture

Current StackWise architecture

! Switch 1 to 3 bandwidth is halved. Other switches |

[l I .
I Packets are fragmented and load-balanced between . ! operate at full bandwidth.
I stack ports, a single failure will effectively halve the | e . ———
- Switch#sh switch stack-bandwidt
bandwidth for the full stack. I Stack Current

| . Switch# Role Bandwidth

Standby
Member
Member

A link failure only affects bandwidth for directly connected switches, all other switches operate at full bandwidth

alraln
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Cisco C9350 Series - Enhanced StackPower+

New Stack Cables Capable of
Handling Higher Current (55A)

Enhanced Stackport Circuitry
for reliable power distribution

| Shared Power Pool _ Support for up to 4 Switches
forSwitches - in a single StackPower Group

(19.2KW)

Zero-Footprint RPS Power Pooling 1+N Redundancy Priority Power Allocation
Built-in power redundancy, Shared power across switches Inline PSU backup for with unused PSUs
without extra hardware for efficient use higher reliability and uptime on standby

StackPower+ delivers over 30% more power via StackPower ports
alraln
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Cisco C9350 Series Smart Switches

Enhanced Power Designs with StackPower+

Scenario 1: No redundant power supply on second switch Scenario 2: One switch with no power supply

Input Power PoE Required System Power

Input Power PoE Required System Power

C9350-48HX 3 x1600W 90W x 48 C9350-48HX 3 Xglotz)OOW 928\/\;(;( 32
4800W 4320W 4800W W
2 x 850W 30W x24
C9350-48P 280W
€9350-48U 3 x1600W 60W x48 S oW o2 20
4800W 2880W
2 x 1600W 60W x 48
-4 5
C9350-48U — 2850w S0W
24 x 60W
-2
C9350-24U 0 440 260W

N+1 redundancy across entire stack without fully loading
power supplies.

Powering switch and providing PoE without local PSU

Reliable, Uninterrupted Power with StackPower+

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609 cisco



C9350 Smart Switch Reload Enhanced

Improving Boot times with Kernal-exec Reload

C9350# reload
* Performs a kexec-based reload by loading the 10S XE kernel directly, bypassing ROMMON

* Use for normal reloads when no firmware/ROMMON reinitialization is required — saves ~44+ sec

}} C9350# reload firmware
* Forces a full ROMMON based reload with complete hardware and firmware bring-up

* Use when ROMMON, FPGA, MCU, or PHY components need full reinitialization

r

Tested Boot Time* *Boot Time — Timer starts from “reload” to timer ends at “Press RETURN”

C9350 — 24/48/ U/P/T C9350 — 24/48/ HX/TX Catalyst 9300X
71 sec I 121 sec 78 sec 157 sec 197 sec
:/’ Default reload : Catalyst 9300 > ROMMON boot | Cisco C9350 - Kexec based boot

Use reload firmware on Cisco C9350 for ROMMON boot

BRKENS-2609



XFSU Evolution on Catalyst 9300 Series

From Downtime Reduction to more Flexibility

5Min+ 4
Initial Launch of xFSU

“E-’ Supported Platforms:
= Catalyst 9300/L only

c

S

(@)

()

L2/L3 Access Nodes
<30sec | -
Only Regular
upgrades / Full Catalyst 9300
Reloads Platform Support
supported
o - - =

»
|

|OS XE Release

BRKENS-2609
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: Upcoming S t
The Next Gen xFSU on C9350 Smart Switches standalone 105 XE 26.1.1
Achieving Sub-seconds downtime for upgrades and reloads S S8.01808

e Control Plane handles graceful restart «  Control Plane upgraded to 10S XE V2
* Selective non-GR protocols stay active via offload

» All ASIC TCAM/Register entries are

Control Plane upgrades from I10S XE V1 - V2 )
cached in the memory

Data Plane keeps forwarding using V1 FIB entries
* Data Plane goes for an upgrade V1 - V2

* Selective update on registers based on
the enabled features

* Data Plane upgraded to /10S XE V2

Total k
Traffic Downtime

LA < 1 sec

alraln
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Upcoming Support

Flexible xFSU Implementation (Standalone) Standalone 10S XE 26.1.1
No Topology Modification Needed Sl SRR
[ L2 Access/Distribution Node } [ L3 Routed Access Node }

@ L21LAcP/PAGP @ 13 1AcP/PAGP

NEW
L o = -
o = 0 Spanning-Tree
<-—> <-> Root
5 B & 5 4 v 0 Hitless PoE

v
NEW D

B e e . |Sw.

Graceful Restart Routing

Protocol: BGP, IS-1S, OSPF L
NEw Q cbp «# Additional NSF/Graceful restart configuration #

required alnafn
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Ospirent
4

XFSU Demo
Topology

Y

Ospirent




@) xFSU_test.tec - Spirent TestCenter - X
File Edit View Tools Actions Diagnostics Help Sign in to select workspace
J & d lL'ﬁ b 42 (@l Chassis ~ | (%) Apply @ E Eu 00:02:35 1S 3
Test Configuration X

|y Spirent TestCenter
= TestCenter IQ Settings
Cza All Devices (Hosts, Routers, ...)
43, All Multicast Groups
=] Ansegment Lists
B Al Traffic Generators
h All Stream Blocks
‘a All Traffic Analyzers
@ AllPorts
@ 1/0/1Port //1/1
@ Devices
B Traffic Generator
G Traffic Analyzer
 Capture
+- @ 1/0/48 Port //1/2
54| settings

(&7 Edit... Enable Global Analyzer Preload

BN Add... ¥ Delete

Inter frame Inter
Start Delay oap Qap L

I O e A

Status Active Name Tags

< >

Displaying Stream Blocks 1- 1 | Total Stream Blocks: 1 | Selected 1 of 1

xFSU_test:Resuits 1 Launch TestCenter IQ-

Port Traffic and Counters > Basic Traffic Results = Change Result View ~ JJ r,, Streams > Dropped Stream Results
Change Result View ~ ¢ 1 9 U
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters Us < > (|3 Result Count: 0/0 €
Total Tx Total Rx & = Dropped Count Dropped Frame Y
Port Name Cournt (Fra Cournt (Fra Total Tx Count (bits) | Total Rx Count (bits) (Frames) Duration (ms) «
1Jo/1Port //1f1 | 1,903,620 15,226,945,024 250,232 |
1/0/48 Port //1/2 1 1,898,554 512 15,187,939,184
1,903,621 1,898,964 15,228,945,536 15,188,189,416
< > ||| < >

xFSU_test:Results 1

Applied 0 object change(s) to the hardware

@ AION Signin | Host Directory
0 €9350-48HX-Stack

| = About these Buttons

X
1 cosso-2aTr
k] (9350-24T#
(9350-24T#
{ C9350-24T#
(9350-24T#
5 (9350-24T#
] (9350-24T#
(9350-24T#
(9350-24T#
(9350-24T#
(9350-24T#
(9350-24T#
(9350-24T#
(9350-24T#
(9350-24T#
(9350-24T#
(9350-24T#
(9350-24T#

Jaouanbag pu

(9350-24T#
C9350-24T#
C9350-24T#
C9350-24T#
C9350-24T#
(9350-24T#
(9350-24T#
C9350-24T#
C9350-24T#
C9350-24T#
C9350-24T#
(9350-24T#
C9350-24T#
(9350-24T#
(9350-24T#
C9350-24T#
C9350-24T#
C9350-24T#
C9350-24T#
C9350-24T#
(9350-24T#
C9350-24T#
(9350-24T#
(9350-24T#

BN (9250 -24T#

- Telnet

Xterm

on Disconnec

. Unix Commands

Zmodem

B X

1 Scroll Back as Window Clear Scroll Buffer Show Data Str

| 0 C9350-24T-Standalone

u Run Sample Script

Z0C2511_C9350-24T-Standalone0111.log

= Call Host from Host Directory

B

eam Viewer Clear Data Stream Buffer

00:27:05

e Purchase License

108x47




Scaled up for Smart Buildings

Density & Resiliency

E“n:rqy Nanlg:rolnl
C9350 Sta Ck T Cisco Spaces -~ ;17”’" :
( I :
| |
| |
0 2 |
k= I I
3 [ L
o 1 I Catalyst Center I
k= i
Q i | |
= Lo |
s |
| | >
— Operational
1 Meraki Dashboard | :
| S
PoE Budget
Monitoring
48 ports of UPOE+
Connect - Secure
e Extended connectivity with * Device classification and profiling * Secure Virtual networks and segmentation of
SD-Access Extended node solutions with ISE loT from IT with SD-Access
¢ COAP to access lights and other sensors for lighting ¢ Emerging standards support for access control * Scalable group-based policies
control (ex: Manufacturers Usage Description [MUD])

End-to-end solution managed by central IT team that lowers TCO

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609

Catalyst Center

Energy Dashboard

$0.02

0.03kgCO2e

=
Chssification Availabili wany

* PoE HA —Perpetual PoE, Fast PoE, 2-event
classification

* Container-hosted Cloud-tethered
apps on open Cisco 10S
XE Software

alraln
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Cisco 9350 — Energy Management

With SmartPower

Monitor Optimize Catalyst Center/ Meraki Cloud — Policy Management*

Device integrations*

Level 1 Shut off

Level 2 Hibernation*

Level 3 Deep sleep*

Level 4 NA

Room OS  WirelessAP ~ Smart Desks Smart lights

Level 5 NA

Level 6 NA

Auto off — LED, PSU and SFP

Auto off — LED and SFP

, : e — - Negotiate over LLDP . |
Level 9 Auto off — LED ' | = |
~——
Level 10 Full Power
9 Endpoint integrations with switch

Example: Set SmartPower level for IP phone to 7

IP Phone integration available toda
0 Global control for device optimization

Example: Set SmartPower level to 7

Power Optimization 0 to 100%

alraln
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Securing the Switch — Hardware to Software

I// _________________________________________________________________________________________ ~\\\
I ° o,_ . 1
1 l g = :
L .+ At > Ny e, S B 1 AENRTITNNY | B 1 AT (|

: g Vﬁ‘/ \ v-\'/ v Vﬂ‘/ v tet‘ra;on i
: ________ > Replace RSA/ECC with DSA-87 for signature verification eBPF :
: Quantum Resistant v I
|

[

: e S ® > I = I

: CVE Protected
I Power On

| Trust Anchor Module Microloader Bootloader OS Kernel

|

\ (TAm)

alraln
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C9350 Enhanced Application-Hosting

Unlocking emerging use cases

App-Hosting Deployment & Management

----------------- T-———mmmmm—————s

\

I

Infrastructure to host Catalyst Center IT Operations & : :

multiple Cisco Signed security App’s : :

o H

Applications -E? o @) | :

PO Mgmt Port <_|_> Y= I 319 party App Hosting |

I USB 3.0 120/240G (6i0/0) S Thousandeyeses I (25+ certified apps) |
I

=20 ; | I

A — 2x 10G AppGig Ports Ekbana pefs@Naf == | :

External SSD Datapath ASIC [ | d e s

16G DDRS RAM

8GB for 10X

4CGenl2 2.4Ghz

9

4 vCPU for IOX

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
/

o T -

App-hosting HA
with Stacking (1+1)

2x App Memory 213% faster! DDR5 235% faster? Gen12 Expanding capabilities for the next generation

alraln
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Cisco C9610R Chassis

Four serviceable
fan trays in rear side

Built-in RFID (optional)

Blue Beacons
(system, fan tray, sup,
line cards)

I I

8 line-card slots

Modular power supplies }7

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKENS-2609

(1.25 RU)
\
2 supervisor slots
(dedicated)
(2.5 RU)
J
)
51.2 Thps
System Bandwidth
J
N
Dimensions
(H x W x Dinches)
3147 x17.4x26.1
(18RU)
J

Cisco




Cisco C9610R Series Supervisors

Supervisor 3 and Supervisor 3 XL

4 N\ 4 / N\
4x K100/E100
(full duplex)
25.6 Thps + 1x Fabric ASIC
. J . J
Powered by Silicon One E100 s N - N Powered by Silicon One K100

8x Line Card slots

3.2 Thps per slot + 2Xx Supervisor slots

. J \\ J
4 N\ 4 N\
8 core X86 CPU 32GB DDR4
@ 2.5 GHz DRAM
. J \_ J
4 2\ 4 2\
Built-in REID Copper and Fiber
Mgmt ports
1M IPv4 Prefixes \ J . Y,
768K Exact Match ~ N e ~N
) 556K Polic SATA SSD 1 x USB 3.0 storage
. OHetes (Field Replacable) 1x USB C console

alraln
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Cisco C9610R Support CO9606R Line Cards

N
17.18.2 €9600-LC-40Y14CD -
. 400G/200G"/100G/50G/40G/
€9600-LC-24C - 100G/40G(fiber
/406(fiber) 25G/10G (fiber)
° 24 —‘.
ports | & 40+2+2 ports
. SFP28/QSFP+ :
= /a SFP56/QSFP56+/QSFPDD
« 100G and 40G i
400G,200G**,100G,50G,40G, 25G, 10G
and 1G”
Y,
N
17.18.2
C9600-LC-48YL — 50G/ 25G/10G/1G €9600X-LC-32CD -
(fiber) [ —— ‘a . 400G/200G"/100G/40G(fiber)
g‘ PR . ——
. 48 ports T 30+2 ports
«  SFP56/SFP28/SFP+ “ QSFP28/QSFPDD
«  50G,25G,10G,and 1G* N Supports 400G,200G*,100G, and 40G
y,
C9600X-LC-56YL4C -
C9600-LC-48TX - mGi
mGig (copper) 100G/50G/40G/25G/10G (fiber)
Cllis 56 50G+4 100G ports
. Co pperdloG (NBASE-T/10BASE-T) SFPS6/QSFP28
. 1 1G”
0G and 16 100G, 50G, 40G, 25G, 10G and 1G’

© 2025 Cisco and/or its affiliates. All rights reserved.
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C9610-LC-ADPT

(9606 and C9610
have
the same
chassis width.

C9606 line-cards were 1RU form factor

1.25RU Adapter house the C9606 line-cards

=1 +* No changes in rack
; width required

C9606 line-cards were designed for left-to-right air flow

Adapter internally redirects airflow from front-to-back

el Wl )| @) @)
'uhmﬂmnﬁ,._.

Backward Compatibility with C9606 LCs i

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609 cisco
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Cisco C9610R Chassis

Port Density (Without breakout)

Density with C9606 Density with C9610
Port speed
Sup 2 Sup3/3XL

400G 8 16
200G 8** 16**

100G 128 256

50G 224 448

2X

40G 128 256

10/25G fiber 224 448
10G Copper 192 384
1G 8 (192 with Sup1) 384*

© 2025 Cisco and/or its affiliates. All rights reserved.
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Enterprise-Class High Availability

Protect business continuity

. . . In-Service Software Next Generation StackWise
Physical redundancy Stateful Switchover (SSO) Non-Stop Forwarding (NSF) Upgrade (ISSU) Virtual
Redundant hardware Sub-second failover Resilient L3 topologies Minimize upgrade time Infrastructure resilience
* Upto 8 Redundant power * Between Supervisors in same * NSF support for * SMU * Multi-chassis EtherChannel
supplies chassis (< 5ms) OSPF, EIGRP, ISIS, BGP . ISSU (MEC)
* Upto4 Redundant * Between chassis with Next . GIR * Dynamic add/change
fan trays Generation StackWise Virtual Modules & Links
¢ Redundant supervisors (<150ms) . 17.18.2
\

alraln
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C9610R Power Supplies and FanTrays

Chassis
Mount

_____ > 5

Fan Exhaust Vents (6)

Fan-Tray
Handle (2)

-
-
-
-
-
-

o9

© 2025 Cisco and/or its affiliates. Al rights reserved.
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7

Power Switch
PSU1to 4

AC/DC Power
Cord Input

Grounding
Lug

1
1
1
v
Power Switch
PSU5to 8

]
il @
cisco T

7
’

afrafee
cisco

0 od

FAN Status

LED (Bi-
Color)

7. fa r\‘\‘

— -
-’

[ - 1I

BRKENS-2609

Front to back Airflow

N+ 1 Redundancy

3KW - Titanium Rated
2KW — Platinum Rated

alraln
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e - 17.18.2

Next Generation StackWise Virtual

Back panel (C9350) and front-panel (C9610) stacking use the same implementation.

C9610R

SVL

* Simplify Operations by Eliminating STP, FHRP
and Multiple Touch-Points

DAD

r
: |
. |
: I
: |
. |
: I
: |
: * Double Bandwidth & Reduce Latency with :
l Active-Active Multi-chassis EtherChannel I
| (MEC) |
: |
. |
: I
: |
. |
: I
' I

* Minimizes Convergence with Sub-second
Stateful and Graceful Recovery (SSO/NSF)
Standard Ethernet Based (VXLAN)
* Use shortest-path-first (SFP — ISIS)
* Dynamically adding and removing
e SVL members
* DAD links

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609 cisco



e : 17.18.2

Enhanced app-hosting infrastructure on
Cisco 9610-Sup 3/XL

8x Core Int.el Genl0 32G DDR4 RAM
Xeon Series CPU

App hosting
4 vCPU + 8G

s~ sSD

Mgmt port -
(Gi0/0) or Mgmt-Bridge

(Ten 0/1)

A

Field
Replaceable

Internal connection
2x 10G AppGigEthernet Ports

External connection
Management port (gi0/0 or Ten 0/1)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609 cisco




Cisco 9610 — Supervisor engine 3

Switch Database Management (SDM) template

User-customizable template
Allows customizable
ACL TCAM resources

Default template (Core)
Maximizes system resources

for Layer 3 unicast and multicast
routes

Cisco®
C9610 Series

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609

Custom template*
Provide flexibility for
customizing TCAM space for
specific requirements

alraln
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C9610 Default SDM Template

This is the Core template.
Feature-Name

Unicast MAC addresses

FIB Host Route

OGACL

SGACL Hosts

SGACL Cells

Max MPLS Label

L3 Multicast entries

L2 Multicast entries

Number of VLANs

Overflow Unicast MAC addresses
Overflow L2 Multicast entries
Overflow L3 Multicast entries
Ipv4/Ipv6 shared unicast routes
Overflow shared unicast routes
STP Instances

Tunnels

VRF

Max MPLS VPN Routes Per-Vrf label mode

Max MPLS VPN Routes Per-Prefix label mode

Max L3 adjacency
Max L3 Interface
Max MPLS TE TUNNEL
Security ACL IN
Security ACL OUT
QO0S ACL IN

QO0sS ACL OUT
PBRNAT ACL IN
PBRNAT ACL OUT
MIRROR ACL IN
MIRROR ACL OUT
FNF ACL IN

FNF ACL OUT

FNF FLOW IN

FNF FLOW OUT

(**) - SDM library is referred to only obtain scale

Resource scale information
EM

HCAM

OTHER

© 2025 Cisco and/or its affiliates. All rights reserved.

Reserved-Scale
131072
131072
2048

24576

24576

65536

32768

16384

4094 (**)
512 (**)
512 (*%*)
512 (**)
131072 (**)
1000000 (**)
4094 (**)
1024 (**)
3839 (**)
1000000 (**)
65536 (**)
131072 (**)
12288 (*¥*)
4096 (**)
21504

21504

5120

5120

8192

8192

1024

1024

2048

2048

32768

32768

1280000
131072
0

CLI: show sdm prefer

SUP-3XL

SUP-3

BRKENS-2609

This is the Core template.
Feature-Name

Unicast MAC addresses

FIB Host Route

OGACL

SGACL Hosts

SGACL Cells

Max MPLS Label

L3 Multicast entries

L2 Multicast entries

Number of VLANs

Overflow Unicast MAC addresses
Overflow L2 Multicast entries
Overflow L3 Multicast entries
Ipv4/Ipv6 shared unicast routes
Overflow shared unicast routes
STP Instances

Tunnels

VRF

Max MPLS VPN Routes Per-Vrf label mode
Max MPLS VPN Routes Per-Prefix label mode
Max L3 adjacency

Max L3 Interface

Max MPLS TE TUNNEL

Security ACL IN

Security ACL OUT

Q0S ACL IN

QO0S ACL OUT

PBRNAT ACL IN

PBRNAT ACL OUT

MIRROR ACL IN

MIRROR ACL OUT

FNF ACL IN

FNF ACL OUT

FNF FLOW IN

FNF FLOW OUT

(**) - SDM library is referred to only obtain scale

Resource scale information
EM

HCAM

OTHER

Reserved-Scale
131072
131072
2048

24576

24576
131072
32768

16384

4094 (**)
512 (*%*)
512 (*%*)
512 (*%*)
131072 (**)
2000000 (**)
4094 (**)
1024 (**)
3839 (**)
1000000 (**)
65536 (**)
131072 (**)
12288 (*¥*)
4096 (**)
38912

38912

8192

8192

16384

16384

1024

1024

2048

2048

65536
65536

1280000
131072
0



Scalable devices

]
—
|

T ready for Al
Architecture for the Al- “ ~ A
Security
Ready Secure Campus fused into the network
\_ | J
ﬁ'—j— Operational simplicity

=1 powered by Al

© 2025 Cisco and/or its affiliates. All rights reserv



Comprehensive security
fused into every layer

The Switch The network
~—— Secured Secured

Users, endpoints and apps
Secured

The Switch is the first point of network access

Make it your first point of security enforcement




Threats are accelerating

-

Exploits remain #1
infection vector:

of infections start as
exploits?

33%

~

days - average
breach lifecycle?

Stolen credentials grant
longest access:

292

loT devices are targets
and threat

\

devices

1/3

of breaches involved loT

/

© 2025 Cisco and/or its affiliates. All rights reserved.
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Secure Your Network Against “Harvest Now,
Decrypt Later” Quantum-Enabled Attacks

25 February 2025 - 1D G00825373 - 9 min read

By: Tim Zimmerman, Mike Leibovitz, Matthew Brisse, Mark Horvath
Initiatives:1&0 Platforms

Malicious actors using a "harvest now, degiss
a hidden risk for enterprises. Encrypted @4
unreadable today but can be stored untilg
decrypt them. 1&0 leaders can mitigatgith

THE WALLSTREET JOLRNA

English Edition ™

postquantum cryptology strategy
CI0 JOURNAL
Overview

Key Findings Quantum Computing Is Closer Than
Cryptographically relevant quantum computers (€ Ever. Evel.ybody’s TOO Busy tO Pay

conventional cryptographic systems by being ablj
.
I Attention.

A technology that feels like it's ‘always five years away’ may suddenly
be two years away—but businesses are a little preoccupied

By Isabelle Bousquette

Feb. 13, 2025 7:00 am ET

alraln
cisco



Securing the switch

Secure from hardware to software, from boot time to runtime

Trustworthy
Technologies Verification

No tampering detected

Supply chain 48
attack

e @) -

Booted securely
tampering attack

_— Image authenticated
BIOS/Rommon ( ;
attack ‘ I . I
S E N—"

Hardware authenticated

Software binary S
attack \

Runtime
attack

No spoofing detected

Data protected from MITM attack

alraln
BRKENS-2609 cisco



Cisco 9610

Data plane Protects against ‘harvest now decrypt later’ attack on quantum
Security vulnerable protocols like MACSEC & IPSec

Quantum Resistant PQC signed Quantum secure operating system protects against forging &

|OS-XE unauthenticated OS

PQC Compliant Secure PQC compliant bootloader and ROMMON verification protects

Boot against boot-level tampering

PQC compliant hardware

Quantum Resistant and PQC Compliant ready

alraln
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Vulnerability Lifecycle

Cisco 9610

published
(CVE ID)

O| 12
| [
WV

Tetragon agent™

Exploit
published

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
: Vulnerability
I
I
I
I
I
I
I
[
I
I
I
I
I

Compensating
Controls

J

Tetragon can use eBPF to monitor and enforce security policies
in real time by tracing kernel level events

Compensating Controls for Vulnerabilities

alraln
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Firewall services on Campus Edge
Firgwall Selective traffic steering for stateful inspection*
. Centralized Firewall Policy
( Highly Scalable
Up to 3000 Edge devices per site — 3X Scale
Scalable segmented clients with Cisco 9000s
NS
: Ultra Resiliency
Integrated High Availability with ISSU and xFSU*
{ Sub second convergence

SD-Access
Fabric secured by Firewall

SD-Access — Secure, Resilient and Scalable

alraln
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SDA LISP: Advancing Automation Capabilities

Silicon One Hardware Support

C9350 FE role with I0S-XE 17.18.2, Dec’25
Catalyst Center 2.3.7.11 & 3.1.6

C9350 FIAB + eWLC, C9610 with I0S-XE 26.1.1
Catalyst Center 3.2.1 Mar'26

EFT

i E ‘5

I\ N
AN

-
s e e

End-to-End LISP Control Plane

PubSub Architecture & Migration

Simplified border design with faster convergence with
the new PubSub architecture.

© 2025 Cisco and/or its affiliates. All rights reserved.

Streamlined migration path from BGP/LISP to
enhanced PubSub-based fabrics (IP/SDA Transits)

BRKENS-2609

Overlay Network

Automated IPv6 Underlay

IPv6 Only Underlay —3.2.1
Dual Stack Underlay - 3.2.3

alraln
cisco



SSI Fabric: Stateful Security On-Demand

Hybrid worker/ 10T/ User Internet/ Private/ Public Cloud

@ & A —— - ) @

U

Policy-Driven Protection — Seamless Cisco or
3rd-Party Integration

Key Concept

Efficient, Scalable Design — Optimize Firewall
Investments

Allows select traffic redirection to
security appliances.

This means:

Flexible — topology-agnostic rollout for
faster time-to-value

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609



Cisco Campus Fabric Management Evolution

( Since 2017 )

Intent Based Networking

Campus Optimized Fabric
Integrated Scalable Wireless

Multi-site, Multi-domain, IT/OT

© 2025 Cisco and/or its affiliates. All rights reserved.

> @y

AmsilEles  Terraform
templates

( Since 2019 >

Common Fabric— Campus | DC

“Ship-In-Night” Wireless solution

Multi-vendor compatible

BRKENS-2609

CB

( LA: Dec 2025 >

Intent Based Networking

Enterprise-grade Cloud Managed Fabric
Integrated Wired, Wireless | Automation & Assurance

Scalable | Secure | Flexible architecture

* Beta : Nov’25 | FCS : Mar’26 bl

Cisco



Introducing cloud-managed fabric

EVPN Fabric Orchestration from Meraki Dashboard

© 2025 Cisco and/or its affiliates. All rights reserved.

Fabric border routing configuration

Benefit from Cloud Simplicity
Build and manage large sites from an intuitive
cloud networking platform

Leverage Existing Investments
Modernize the network while utilizing
existing C9K infrastructure

Migrate at Your Own Pace
Incrementally migrate devices and
subnets to the cloud over time

Beta: Nov 5, 2025 | Limited Availability: December 2025 (I0S XE 17.18.2)

BRKENS-2609
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Border

Spine

m
<
o
=
—
<
>
—
>
=,

Cloud-Managed Fabric Solution
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&

8 & (%

Meraki

Global Overview

Organization
raj-lab v

Network
sjc_03_fab v

Network-wide

Assurance

Switching

Insight

Organization

Automation

Access Manager (New'

Find in Menu

Switches

C ® 0

+ Add a switch

0 offiine =] ] [ 0 Alerting 6 Online ] 0 pormant -] ]
[ Q Search ] [ Status v ] [ Tags v ] [ Device type v ] 6 resuits

D Status Name MAC address Connectivity (UTC-8) v+  Cloud ID Local IP Model Configuration source #activeports B}

D (] spbdr-2  8c:94:61:cf:8a:00 m———— Q5VY-XQDS-H7YR  192.168.129.65 C9500-48Y4C Cloud 5/52

D (-] spbdr-1 S5c:5a:c7:d6:ad:cO0 Q5VY-2GGK-C2QN  192.168.129.64 C9500-48Y4C Cloud 6/52

D o Leaf-1 74:86:0b:77:€6:80 msssss——— Q5TJ-JRZ4-NSMP 192.168.129.62 C9300-48UXM Cloud 3/50

D (] Leaf-2 €4:46:06:de:e8:80 m——— Q5KJ-9X45-8NVZ  192.168.129.61 C9300-48UXM  Cloud 3/50

D (] Leaf-4 9c:09:8b:61:da:00 m——————— Q5JP-HKAX-8HOY 192.168.129.167 C9300X-48HX Cloud 3/50

O © Leaf-3 9c:09:8b:d3:11:80  m—— Q5JM-XV3C-YFGZ  192.168.129.63  C9300X-48HXN  Cloud 3/50

© 2025 Cisco Systems, Inc.

Privacy policy Terms of service Cookie preference



Cisco C9000 High Availability

00

O

® © |5 )
=

—] Platform Resiliency Network Resiliency Operational Resiliency
* StackWise-1.6T * StackWise Virtual * ISSU
*  Power Stack * Graceful Insertion & Removal (GIR)  xFSU

*  PS/Fan Redundancy *  SMU/Patching

alraln
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Cisco C9000 High Availability — Design Redundancy

ESI Multihoming

@ Active
@ Hot-Standby

BRKENS-2609



BGP EVPN Multihoming for Fabric & Non-Fabric

C Non-Fabric ) ( Fabric )

&l /\\ &) wicHA
N

@ @ , Firewall HA
\@/ \@
Active VLAN

2Xperformance,high availability Flood free Access

and scale

Extensive security

L2 multipath solution for with Layer 3 segmentation and

Layer 2 extension with EVPN

traditional IP / non-fabric
fabric

networks

for transition path from FHRP to
EVPN Multihoming

ol
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609 cisco



Introducing ESI Multihoming

Uncompromised Network Resiliency for Traditional | Fabric networks

Cisco Catalyst Center

9600 m 9300 m

Fixed — StackWise

SW-1 SW-2
SEEEEEEEERET SEEEEEEEERET

=ESEEEEEEENY =ESEEEEEEENY

=EESEEEEEEN =EESEEEEEEN

=EESEEEEEEN =EESEEEEEEN

\?/

@ Active
@ Hot-Standby

* RFC 8365 based Layer 2 Multipathing solution — EVPN Multihoming
* Flexible network deployment options — Traditional ( L2, IP, MPLS ) | EVPN VXLAN Fabric
* Deterministic network availability during I0S-XE software upgrade for Fixed or Modular platforms

* Uncompromised network performance with Modular system software upgrade with ISSU

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609 Ccisco
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]
—
|

Architecture for the Al-

M
Ready Secure Campus

Scalable devices
ready for Al

Security

fused into the network

Cisco and/or its affiliates. All rights reserv

Operational simplicity
powered by Al

~




Unified Platform and OS

The Foundation of Operational Simplicity

-

Fast, consistent out-of-box
provisioning

-

Simple day O operations
Simple, streamlined onboarding
Automated port config

Secure, fast onboarding of devices

J

-

-

Expanding IOS XE Capabilities available
in Cloud and CLI

~

J

CLOUD MANAGEMENT AVAILABLE NOW 1H"26

& s amm.... 7T EEEEmmaw (0T === . et
Spmnmnnmannm | Gl EESEENEETT  GunBRRAEREENTT  snmmmmesesc: g
C9300L C9300 C9300X C9200L C9500

€9200/CX

C9300LM

Modular

© 2025 Cisco and/or its affiliates. Al rights reserved.
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4 N

Terminal Opens a troubleshooting conscle to this device, similar 1o an $0S-XE CLI window

VRF

3 This terminal allows limited access to read-ony 10S-XE commands, such as show.

BGP

In-Service Software Upgrade (ISSU)

StackWise Virtual

Energy Dashboard

CNCONC Y N\
NN NI AN AN

. J

Cloud management (with device as the configuration source) unlocks
the breadth of 10S XE Features

Meraki Dashboard for Enterprise use cases

alraln
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B Maeoemant Catalyst Center Global Manager
= ) (28 ours +] (wioevice ) QI Avto refrosh data © g

Summary  Energy Consumption  Carbon Emission  Savings ~ Comparison

Total energy consumption Energy consumption by device type Estimated cost and emissions Savings

‘ sas0 152.99 Wh Catalyst Center Virtual Appliance on Azure

e period.

Estimated emissions t

Cost saving
5.54 kgCO2e $0.02

Greenhouse gas reduced
0.03 kgCO2e

Site-based RBAC & Rule-based Compliance

View Energy Consumption

Campus Automation

Energy Dashboard

ThousandEyes Integration

NI AN NI D N

Continued Investment in Catalyst Center

alraln
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Simplify Troubleshooting

Wired Assurance: Delivering the best wired experience
from client to cloud

Assurance enhancements®: Org-wide assurance view, Device
Health, Digital Optical Monitoring

Intelligent Packet Capture & Analyzer!: Automated packet
capture & analysis

Thousand Eyes Integration?: Identify, isolate, and action issues
across owned and unowned

Al Event Analytics?: Correlated events from Syslogs, Device
Reachability, Radio Events, Client Onboarding

1. Available on Meraki Dashboard today, Packet Capture and Optical Monitoring on roadmap for Catalyst Center
2. Available on Catalyst Center today, ThousandEyes switch integration on roadmap for Meraki Dashboard

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-2609

SPANTREE-2-BLOCK_BPDUGUARD
(3 Al Explanation

SPANTREE-2-BL OCK_BPDUGUARD

Feb 4 14:41:24: Received BPDU on
port Gil/0/32 with BPDU Guard
enabled. Disabling port.

This syslog

;. The blockage
red BPDU guard

g, and the switch is preventing the loop from

Business Relevant ADD[ICBIIOD Health © Jun 1, 2024 3:20 PM - Jun 2, 2024 3:20 AM () Global &} San Jose (7 Building 14

verall etw
@ Global/San Jo ThousandEyes©>  Active Monitoring el . A Q0 webex A
‘0 ’

=

Good: 66.7%
H] patacenter © box Box (] aws  Aws °
25%
r: 8.3
-~
a Salesforce (] O Oracle (] 'C ] Google Apps @
OVERVIEW  SEGMENT VISUALIZATION
SUMMARY
17 Segment visualization
Business Re|
From To
[ Alexanders laptop ® | [ office3ss.com D | m
Business )

ata from Jun2,2024 a1 03:20 PM (UTE) ¥
LATEST

—_— @ LAN A\ WAN © Target

alraln
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“E]ﬂ Client troubleshooting using unique

partnership with Apple, Intel, Samsung

o

Al-driven RCA, end-to-end network
correlation orchestrated through
conversational interface

J

Q
O%?VQO Conduct network change
O&O management by conversation

P Al-generated summarization of Cisco

document libraries and best practices

¥ Al Assistant 2:06 pm

Certainly, | can assist with the root cause analysis of

the degraded Webex performance for the client
John-MacBook, with the MAC address
26:20:3b:92:09:2¢, according to the Analysis Plan.

¥ Al Assistant

Here is what | found.

Client status A Fair

John-MacBook 6/10

e

RSSI ® -90dBm Tx 201.46kB Retries 3%

SNR 48 dB Rx 327.75kB Packetloss 5%

Datarate 102 Mbps

v

£l s—e—38 = 8s—e—ss

Operational Simplicity with Al Assistant

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center Campus Automation

Per Device Configuration

mmmmmm

Profile Creation

Learn Device Configuration

The goal of this workflow is to help create a
Network Profile by learning the current
configurations of a device in your network.

— g4

Service Management

Enabling device by
device feature
configuration

Layer 3 & Network Settings (In
Planning)

Licensing
Catalyst Essentials

© 2025 Cisco and/or its affiliates. All rights reserved.

Business continuity by
retaining existing
configurations

Create Profiles based on existing
networks

Licensing
Catalyst Advantage

BRKENS-2609

Roadmap

3.2.1+

Service profile for

network scalability and

security

Manage service edits and
provisioning at scale

Licensing
Catalyst Advantage

alraln
cisco



Summary

CISCO Live !



.....
it

Al- Ready Hardware
C9350, C9610, Silicon One, Cloud Native I0S-XE

Security fused into the network
PQC Compliant, Hypershield Ready, Compensating Controls

Cisco C9350

plapepe——

Operational Simplicity with Platform Flexibility

One hardware, your choice of management platform

Architecture for the Al-Ready Secure Networks

ol
© 2025 Cisco and/or its affiliates. Al rights reserved. BRKENS-2609 cisco



Complete your session evaluations

Complete a minimum of 4
session surveys and the
Overall Event Survey to
claim a Cisco Live T-Shirt.

2o
00

Earn up to 800 points by
completing all surveys and
climb the Cisco Live
Challenge leaderboard.

© 2025 Cisco and/or its affiliates. All rights reserv

~
ﬁg!é E\?j
Level up and earn exclusive Complete your surveys in
prizes! the Cisco Live
Events app.
J
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Continue your education

¢

Visit the Cisco Stand for
related demos

2
(1

Book your one-on-one
Meet the Expert meeting

© 2025 Cisco and/or its affiliates. All rights res

p)
p)

(o))
MM

Jo

O
M

Attend the interactive
education with Capture the
Flag, and Walk-in Labs

@l‘D
16D

Visit the On-Demand
Library for more sessions at
www.Ciscolive.com/
on-demand

alraln
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you CISCO Live !
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