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Cloud Networking Use case and Challenges

Hybrid Cloud Connectivity a

Extend on- premises to public clouds for workload
migration & disaster recovery

Multi-Region Global Networking WS A A

Deploy applications across regions to reduce Azure Google Cloud
latency and meet data sovereignty requirements

Multi-Cloud Interconnect

Leverage best - of- breed services and interconnect I
Bl
: Dat t
Secu rity atacenter

Enforce consistent security policies, micro -segmentation
across hybrid/multi - cloud environments
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Cisco Multi - Cloud Networking
use cases
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Multicloud Networking Workflow

Secure Connectivity achieved in minutesé.

@ h

Associate Cloud
Providers account with
SD- WAN Manager

Discover and Tag the
VPC and vNets

S

SD- WAN
Manager

.

Create Cloud Gateway
(8KV) at closest region
Mapping- Build the

J connection between

'L VPC/vNet to the
Gateway
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Architecture Option - Direct access to the Cloud

Branch security
Bl SD- WAN Fabric a @3
Campus

Google Cloud

B Microsoft 365

‘ ‘ \ 00 webex
N R "
i

Data center Data center

B2B Sites

aljhab e
© 2026 Cisco and/or its affiliates. All rights reserved. BRKENT- 2283 cisco



Direct Cloud Access

Hybrid Cloud Connectivity

CISCO Live !



SD- WAN Native Integration using IKE Ipsec/ GRE
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Hybrid Cloud Connectivity - TGW
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Hybrid Cloud Connectivity - Resilient connectivity

Connectivity over Hybrid

o

Cloudops Account

Q’ ol o Netops Account
ER [ -]
EEE S API Y

X Transit VPC \

Enterprise site

Cisco SD- WAN
Fabric :
INTERNET L ats dbibr ;% BGR session .

——G'lﬂh Ipsec/GRE
QPLS/DirectConnect ;%2

SOdA PeOPIOM

BGP|session

—
Gl4

N CAT8kv F
< of = / - LT;/

Enterprise site N

Simple Automated Secure

© 2026 Cisco and/or its affiliates. All rights reserved. BRKENT- 2283 cisco



Direct Cloud Access - Azure

Hybrid Cloud Connectivity
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Hybrid Cloud Connectivity T vVWAN/VHUB
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transit vNet
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Hybrid Cloud Connectivity - Resilient connectivity

Connectivity over Hybrid
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Direct Cloud Access 0 Google
Cloud

Hybrid Cloud Connectivity
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Hybrid Cloud Connectivity- NCC/GCR Goud. it il fom BGP flom Service VPN 0 Goog
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Hybrid Cloud Connectivity - Resilient connectivity

Connectivity over Hybrid
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Hybrid Cloud Connectivity via

Interconnect/ Carrier Neutral Facilities

With Equinix & Megaport
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Architecture Option 2 - via Cloud interconnect
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Hybrid Cloud Connectivity - Megaport or Equinix

Enterprise site

Enterprise site
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Hybrid Cloud Connectivity - Megaport or Equinix

Fully Encrypted

Enterprise site

Enterprise site
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For distributed applications

Multi- Region Global
Networking
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Multi - Region Global Networking - TGW
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Multi - Region Global Networking - Cloud WAN
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Multi - Region Global Networking - VWAN/vHUB
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Multi - Region Global Networking
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Multi- Region Global Networking

For International sites /
Building a Global backbone

CISCO Live !
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For International sites o Cloud Agnostic
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For International sites 0 AWS
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For International sites o Google Cloud

5

SD- WAN Manager
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For International sites - Azure
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For International sites AWS TGW

o

T

SD- WAN Manager

TGW- TGW peering to build Backbone. Control

redirection

policy or Multi region Fabric required for traffic

SD- WAN fabric across AWS Cloud global network
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For International sites AWS Cloud WAN High performance dynamic architecture

that is uniquely co - innovated by Cisco

and AWS
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SD-WAN wi |
backbone (Google NCC) to extend SD - WAN

For International sites Google NCC/Cloud WAN
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For International sites Azure

5
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Multi-Cloud Integration 0 Over Internet or MSP Underlay
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Multi-Cloud Integration d via Megaport /Equinix
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Multi-Cloud Integration @ via Megaport /Equinix BGP
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OCI- Site-to- Cloud

T
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Enterprise site
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Config@
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IKE

ORACLE

Enterprise site
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SD- WAN fabric to OCI Cloud workloads
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Security and Compliance with
Cloud Networking

With Cisco Multicloud Defense
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Multicloud Defense Workflow

Secure Connectivity achieved in minutesé.

4 )

Associate Cloud
Providers account with
Multicloud Defense

Controller
. Create Secure Firewall
CopD)— Threat Defense Virtual
WS

(FTDv)

Multicloud Defense Controller

Enable traffic
inspection and
protection
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Cisco Multicloud Defense is the Multicloud Network

Security Platform

e [ e

Consolidated security for cloud “
networks to consistently connect aws ‘ A rzure ‘  Googlcios e
and protect workloads and data

Dy Dy oy \"‘“““”\”ﬁ”,

Inbound Outbound Lateral
Stop Inbound Block Command Mitigate
Threats for Web & & Control, Botnets, Attacker Reduce Enable Gain
Non-Web Apps Data Exfiltration Movement Risks Agility Efficiencies
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Cisco Multicloud Defense

N pagerduty & slack servicenow
=’Terraform AGRE > Cisco Multicloud Defense AGRE >
AP Controller splunk > ¥ pataboc
Cloud networking & cloud netsec 0 as coded
< Unified Security Policy >
Cisco Secure ' ' ' :
Firewall Threat = INGRESS - SEGMENTATION O EGRESS - MULTICLOUD
Defense Virtual O PROTECTION - (EAST-WEST) ] SECURITY 2 CONNECTIVITY
(FTDv)
aws IA Azure Y Google Cloud oracLe
< Multicloud Networking >
NETWORK VISIBILITY ROUTING & CONNECTIVITY SECURITY AUTOMATION
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Security Model

AFirewalls are deployed in Service
VPC

ATraffic from Spoke VPC is routed
to Service VPC for inspection

ATraffic Inspection: Ingress,
Egress, and E/W

AFully orchestrated Load balancer
sandwich model
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Multicloud Defense Architecture

il Multicloud Defense - Overview
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AWS Cloud Centralized
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AWS Cloud Centralized
AEgress
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Azure Cloud Centralized

AE ast- West

Controller simplifies
orchestration

A Security VNet
A Network Load Balancers

A Secure Firewall Threat Defense Virtual
- Egress and East- West

A Automation

Peering

Routing

Load balancer configuration
Autoscaling
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Azure Cloud Centralized

AEgress

Controller simplifies
orchestration

A Security VNet
A Network Load Balancers

A Secure Firewall Threat Defense Virtual
- Egress and East- West

A Automation
- Peering
- Routing
- Load balancer configuration
- Autoscaling

© 2026 Cisco and/or its affiliates. All rights reserved.

Azure Subscription
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Google Cloud Centralized

AE ast- West

Controller simplifies
orchestration

A Security VPC

A Network Load Balancers
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A Secure Firewall Threat Defense Virtual
- Ingress Traffic inspection
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Peering
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Load balancer configuration
Autoscaling
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Google Cloud Centralized
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Multicloud Defense + SDWAN
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AWS - Site-to- Cloud
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Azure - Site-to- Cloud
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Google Cloud - Site-to- Cloud -
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OCI - Site-to-Cloud
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Branch to AWS Workload VPC Connectivity
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Branch to Azure Workload VNet Connectivity

Multicloud Defense Route Table
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Branch to GCP Workload VPC Connectivity
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Branch to OCI Workload VCN Connectivity
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