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Lakshmi Ganesh Kondaveeti (LG)

▪ Senior Technical Leader - SDA Fabric , Catalyst Centre
▪ Passionate about building scalable, resilient, and future-ready networks

Professional  Role

▪ Overall 20 years with 15 years of TAC experience.
▪ Deep expertise in Enterprise Switching ,Routing and Cisco Catalyst Centre, SDA 

Fabric including wired and wireless
▪  Dual CCIE certified: Enterprise Infrastructure & Service Provider

Professional  Experience

Key Highlight

▪ Cisco Inventor, 4 issued patents, with a strong focus on innovation and 
engineering excellence. 
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Agenda
Architecture Overview
• Best Practices

• Design and Deployment

Basic Workflows and 
Troubleshooting
• AP Join 

• Client Onboarding

• Client Roaming 

Some troubleshooting tools

*Some scenarios, useful 
commands & tools
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Where do we start? Legacy 
Network?
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Where  d o  w e  start?
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If we could “break the dependence” 
between IP addressing and policy, we
could greatly simplify networks – and
make networks much more
functional.

Key Assertion

WITH A FABRIC…

Overlay uses alternate forwarding attributes to provide additional 

services Policy is applied irrespectively of network constructs 

(VLAN, subnet, IP) Easily implement Network Segmentation (w/o 

implementing MPLS) Provide L2 and L3 flexibility (w/o stretching 

VLANs)



Brief intro of SDA Wireless 
Architecture
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SD-Access Wireless Architecture
Simplify Control Plane and Optimizing the Data Plane

BRKEWN-3515

ISE / AD

Cisco Catalyst Center

SD-Access
Fabric

BB

Policy Abstraction 
and Configuration 

Automation

Automation
▪ Cisco Catalyst Center simplifies the Fabric deployment, 
▪ Including the wireless integration component

C

Fabric enabled WLC:
WLC is part of LISP control plane

Centralized Wireless Control Plane
▪ WLC still provides client session management
▪ AP Mgmt, Mobility, RRM, etc.
▪ Same operational advantages of CUWN

CAPWAP
Cntrl plane

LISP
Cntrl plane

LISP control plane Management
▪ WLC integrates with LISP control plane
▪ WLC updates the CP for wireless clients
▪ Mobility is integrated in Fabric thanks to LISP CP

VXLAN
Data plane

VXLAN from the AP
▪ Carrying hierarchical policy segmentation starting from the edge 

of the network

Optimized Distributed Data Plane 
▪ Fabric overlay with Anycast GW + Stretched subnet
▪ VLAN extension with no complications
▪ All roaming is Layer 2Fabric enabled AP:

AP encapsulates Fabric 
SSID traffic in VXLAN

VXLAN 

(Data Plane)



Quick overview of the design 
and deployment



Best practices
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Cisco SD-Access Network Requirements
Latency Requirements (RTT)
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ISE (PSN) EdgeCatalyst Center Border Control WLC
Access

Point

300msec10msec

* currently all ISE to NAD communication (including TrustSec) is using
Radius.

* RTT – Round-Trip Time

* longer execution time may be experienced for events with latency higher than 100
msec.

100 msec RTT

200 msec RTT

100 msec RTT

100 msec RTT

100 msec RTT

100 msec RTT

100 msec
RTT

20 msec
RTT
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Best Practices

BRKEWN-3515

Quick verifications

There is a series of requirements in SD-access scenarios that is often a source of mistakes, so please verify first that 
these requirements are met . 

➢ You have a specific route (and not using the default one) pointing to the WLC on the LISP control plane node

➢ Your APs are in the Infra VN, using the global routing table

➢ APs have connectivity to the WLC by pinging the WLC from the AP itself

➢ The fabric status of the control plane on the WLC is up

➢ The Wireless network profile and SSID is configured properly from Cisco Catalyst Center

➢ The Wireless IP Pools, AP and Client pools, are mapped against the respective Virtual Network (VN).

➢ The WLC and AP Provisioning is done.

➢ The APs are in fabric-enabled state.



Design and Deployment
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Add WLC to Fabric

BRKEWN-3515

• Fabric configuration is pushed to WLC. WLC becomes Fabric aware. Most importantly
WLC is configured with credentials to established a secure connection to CP

• WLC is ready to participate in SD-Access Wireless. Once AP(s) join the WLC and  
provisioned then those would be also part of SD-Access Wireless.

SDA Fabric

B

C

Cisco
Catalyst Center

In Cisco Catalyst Center, first create the design, network settings, Wireless settings, discover,
provision the WLC and then add it to the Fabric site

1

2

3

FE1

2

Fabric WLC
Control Plane (CP)

1



© 2026 Cisco and/or its affiliates. All rights reserved.

Add WLC to Fabric – Verify settings

BRKEWN-3515

Configuration > Wireless > Fabric

Fabric status is
enabled

CP is correctly
configured



SD-Access Wireless Basic 
Workflows



AP Join/Onboarding Flow
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SD-Access Wireless Topology

Wireless Client

ISE / AD

Cisco Catalyst Center

SD-Access
Fabric

BB CC

Wireless LAN Controller (WLC)

Fabric Edge

Access Points (AP)

DHCP

Nodes/Devices Details IP/MAC Details

Cisco Catalyst Center (CatC) 10.127.84.3

Cisco Identity Services Engine (ISE) 10.127.84.5

DHCP 10.127.84.8

Fabric Devices

Border/Control Plane - SJ-BDR1 10.127.84.100

Border/Control Plane - SJ-BDR2 10.127.84.101

Fabric Edge - SJ-Edge1 10.127.84.104

Fabric Edge - SJ-Edge2 10.127.84.105

Wireless LAN Controller (WLC) 
c9800-40-SJC 10.127.84.21

Access Points

SJ-Edge2-AP2 (Connected to SJ-Edge2)

IP: 10.127.85.85
Ethernet MAC: 
1006.edfc.2cdc

Radio MAC: 889c.ade7.9880 
(Used for AP Join)

889c.ade7.9881 (Fabric SSID)

SJ-Edge1-AP2 (Connected to SJ-Edge1) IP: 10.127.85.83

Wireless Client

IP Details 10.127.85.51

MAC Details d037.45b7.5027SJ-Edge2-AP2

SJ-Edge1-
AP2

SJ-Edge1 SJ-Edge2

c9800-40-
SJC

SJ-BDR1

SJ-BDR2

Fabric Edge

BRKEWN-3515
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AP Onboarding Flow

BRKEWN-3515

FE DHCPAP CP WLCISE

FE LISP MAP Register for AP IP

CP sends LISP MAP Notification to FE after 
receiving WLC MAP Register along with 
Radio MAC

AP gets IP from DHCP & Learns about WLC*

AP is onboarded with 
VXLAN or Access 

Tunnel formed

WLC LISP MAP Request for AP IP

FE receives the 
LISP MAP 
Notification and 
then forms the 
VXLAN Tunnel

AP joins WLC in Local mode. WLC checks if AP is fabric capable? If yes, then proceed to next step.

WLC LISP MAP Register with 
Radio MAC of the AP as 
identifier

*DHCP option 43, 
DNS, PnP are 

different options

AP Authentication & Authorization

FE LISP MAP Register for AP MAC
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Fabric AP Join Process

show lisp instance-id x ethernet 
server

show lisp instance-id y ipv4 server 

show access-tunnel summary
show lisp instance-id x database wlc

show ip tunnel fabric show fabric ap summary

show ap summary

Device classifier

show ip dhcp snooping binding

Access PointFabric Edge WLC Control Plane

Access Point Powers UP

AP gets DHCP IP

CAPWAP is established

Map-Registration for AP’s IPv4 address

WLC Registers Radio MAC on CP(L2-VNID)

Map Notify to Build Access-Tunnel (VxLAN Tunnel between Edge and AP)

Access-Tunnel formed

MAP Query to get FE IP: (AP-IP, L3-VNID)

MAP-Response: RLOC: FE IP 

CP sends Registration ACK

WLC updates AP  
on the received RLOC

x = L2 instance ID
y = L3 instance ID

DHCP Server

Map-Registration for AP’s Ethernet MAC

On-boarding AP on Closed Authentication port

On Client join

21
BRKEWN-3515

../../../Jacob/: https:/community.cisco.com/t5/networking-knowledge-base/secure-ap-onboarding-an-introduction-to-enhanced-network/ta-p/5054204
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AP DHCP Flow - FE Uplink Captures 

BRKEWN-3515

f1040a7f5415=10.127.84.21 Agent Circuit ID = VLAN 1027

Agent Remote ID
Sub-option: 3
Length of option: 8
LISP Instance ID: 4097
IP Locator : IPv4
Remote Locator: 10.127.84.105
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AP Joining WLC - WLC Captures
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AP Joins in Local Mode
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Fabric Edge (FE) MAP Register for AP MAC & IP
FE Uplink Captures 

BRKEWN-3515
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WLC to CP MAP Request & Reply - WLC Captures

BRKEWN-3515

RLOC IP in 
MAP Reply
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WLC LISP MAP Register to CP - WLC Captures

BRKEWN-3515

Note, AP Radio MAC, L2 
VNID, L3 VNID, AP IP, Client 

SGT

Note, WLC Registration 
Message Type 31

Note, AP Join (A-bit) is set to 1
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VxLAN Tunnel Formation
CP sends the MAP Notification to FE - Control Plane Captures 

BRKEWN-3515

FE receives the MAP Notification and then forms the VXLAN Tunnel – FE Uplink Captures

Note, Mapping Notification 
Message Type 21, L2VNID 
and Radio base MAC

Note, Same Mapping 
Notification Message Type 
21, L2VNID and Radio 
base MAC is received
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When something breaks ….

BRKEWN-3515



AP Join Troubleshooting
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Catalyst Center Checks

BRKEWN-3515

Assurance > Dashboards > Health > Network > Device 360

Provision > Inventory > Device > Run Commands
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Catalyst Center Checks

BRKEWN-3515
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Fabric Edge Checks

BRKEWN-3515

SJ-Edge2#show vlan
<snip>
1027 10_127_85_80-INFRA_VN active    L2LI0:8193, Gi1/0/1, Gi1/0/24
<snip ends>

SJ-Edge2#show run int Vlan 1027
<snip>
interface Vlan1027
 description Configured from Cisco DNA-Center
 mac-address 0000.0c9f.ffdd
 ip address 10.127.85.81 255.255.255.240
 ip helper-address global 10.127.84.2
 ip helper-address global 10.127.84.8 => This is our DHCP server
 ip helper-address global 10.127.84.9
 no ip redirects
 ip route-cache same-interface
 no lisp mobility liveness test
 lisp mobility 10_127_85_80-INFRA_VN-IPV4
end
<snip ends>

Note the VLAN, 
VLAN Name. We 
should use same 
VLAN Name in the 
ISE Authorization 
Profile

1) Note the IP 
Address, Subnet 
mask, DHCP 
Server IPs. 

2) LISP mobility is 
configured for 
dynamic EIDs to be 
learnt
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Fabric Edge Checks

BRKEWN-3515

SJ-Edge2#show run | s router lisp
router lisp
<snip>
 instance-id 4097
  remote-rloc-probe on-route-change
  dynamic-eid 10_127_85_80-INFRA_VN-IPV4
   database-mapping 10.127.85.80/28 locator-set rloc_b99de326-de2f-4125-9f35-40fcf2d020c7
   exit-dynamic-eid
  !
  service ipv4
   eid-table default
   exit-service-ipv4
  !
  exit-instance-id
  !
 instance-id 8193
  remote-rloc-probe on-route-change
  service ethernet
   eid-table vlan 1027
   database-mapping mac locator-set rloc_b99de326-de2f-4125-9f35-40fcf2d020c7
   exit-service-ethernet
<snip ends>

Note the 
corresponding 
configured L3, L2 
instance IDs, IP Pool 
and the VLAN
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Fabric Edge Checks

BRKEWN-3515

SJ-Edge2#show run | i dhcp
<snip>
ip dhcp relay information option
ip dhcp snooping vlan 1025,1027
ip dhcp snooping

SJ-Edge2#show ip dhcp snooping binding
MacAddress                    IpAddress             Lease(sec)  Type                 VLAN   Interface
------------------  ---------------  ----------  -------------  ----  --------------------
10:06:ED:FC:2C:DC   10.127.85.85         7755659     dhcp-snooping  1027  GigabitEthernet1/0/1

SJ-Edge2#show access-tunnel summary

Name    RLOC IP(Source)    AP IP(Destination)         VRF ID  Source Port  Destination Port 
------  ---------------  ------------------  ------  -----------  ----------------
Ac1     10.127.84.105       10.127.85.85                    0            N/A          4789             

Name   IfId            Uptime       
------ ---------- --------------------
Ac1    0x00000046 0 days, 02:58:45 
<snip ends>

Ensure that DHCP 
configuration is 
present, and 
snooping is enabled 
for AP VLAN

Note the “Uptime” 
of the access-
tunnel

Ensure we have 
DHCP snooping 
entry
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Fabric Edge Checks

BRKEWN-3515

SJ-Edge2#show platform software fed switch active ifm interfaces access-tunnel 
Interface                         IF_ID                    State             
----------------------------------------------------------------------
Ac0                               0x0000003d          READY             
Ac1                               0x00000046          READY             

SJ-Edge2#show platform software access-tunnel switch active R0 
Name     SrcIp                 DstIp                    DstPort   VrfId       Iif_id  
---------------------------------------------------------------------
Ac0      10.127.84.105    10.127.85.88       0x12b5  0x0000  0x00003d  
Ac1      10.127.84.105    10.127.85.85       0x12b5  0x0000  0x000046 

SJ-Edge2#show platform software access-tunnel switch active F0 
Name     SrcIp                 DstIp                    DstPort  VrfId      Iif_id           Obj_id       Status        
---------------------------------------------------------------------------------------
Ac0      10.127.84.105    10.127.85.88       0x12b5  0x000  0x00003d    0x05a99e  Done          
Ac1      10.127.84.105   10.127.85.85      0x12b5  0x000  0x000046   0x05a99f  Done          

Access-Tunnel 
should be in ”READY” 
state

Entry should remain 
stable, and 
parameters should 
match with earlier 
CLIs.

Entry should remain 
stable, match above 
CLIs and in “Done” 
status
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Fabric Edge Checks
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SJ-Edge2#show platform software access-tunnel switch active R0 statistics 
Access Tunnel           Counters (Success/Failure)
------------------------------------------
Create                            20/0
Create Obj Download      20/0
Delete                            18/0
Delete Obj Download      18/0
NACK                              0/0

SJ-Edge2#show platform software access-tunnel switch active F0 statistics 
Access Tunnel     Counters (Success/Failure)
------------------------------------------
Create                     20/0
Delete                     18/0
HW Create               20/0
HW Delete               18/0
Create Ack              20/0
Delete Ack              18/0
NACK Notify             0/0

There should not 
be any failures

There should not 
be any failures
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WLC Checks
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c9800-40-SJC#show wireless fabric summary 

Fabric Status      : Enabled

Control-plane: 
Name                                    IP-address                            Key                                       Status
-------------------------------------------------------------------------------------------
default-control-plane            10.127.84.100   91d46493aca049b7                  Up 
default-control-plane            10.127.84.101                   91d46493aca049b7                  Up   

Fabric VNID Mapping:
Name                                              L2-VNID   L3-VNID  IP Address   Subnet                       Control plane name
-------------------------------------------------------------------------------------------------- 
10_127_85_48-Corp                         8194       0                   0.0.0.0                                   default-control-plane            
10_127_85_80-INFRA_VN               8193      4097    10.127.85.80 255.255.255.240     default-control-plane 

Fabric Status is Enabled

1) CP IPs. 

2) LISP session 
is Up between 
WLC and CPs

IP Address Pool Name L2VNID and L3VNID IP Address and Subnet Mask
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WLC Checks
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c9800-40-SJC#show fabric ap summary 
Number of Fabric AP : 4

AP Name          Slots    AP Model             Ethernet MAC    Radio MAC             Location            Country    IP Address  
State         
-----------------------------------------------------------------------------------------------------
---------------------------------
SJ-Edge1-AP1    3      C9130AXE-D      00df.1d9a.0e38  24d7.9c20.2d60    default location     US        10.127.85.83    
Registered    
SJ-Edge1-AP2    3      C9130AXI-D      6c71.0df2.4c04  2c57.4158.71a0     default location     US        10.127.85.84    
Registered    
SJ-Edge2-AP1    3      C9130AXI-D      1006.edfc.2c1c  889c.ade7.9280     default location      US        10.127.85.82    
Registered    
SJ-Edge2-AP2    3      C9130AXI-D      1006.edfc.2cdc  889c.ade7.9880  default location     US        10.127.85.85    
Registered 

Note the AP Name, 
Model, Ethernet 
MAC, Radio MAC, 
Country, IP Address, 
State
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Control Plane (CP) Checks

BRKEWN-3515

SJ-BDR1#show lisp session

Sessions for VRF default, total: 16, established: 11
Peer                                      State      Up/Down     In/Out                              Users
10.127.84.21:56077             Up         5d07h         143/87                              2
10.127.84.100:4342              Up         17w3d         21485363/16095310        6
10.127.84.100:27272            Up         17w3d         16095310/21485363        4
10.127.84.101:4342              Up         17w3d         21460827/16095308        6
10.127.84.101:52967            Up         17w3d         16095019/21462324        4
10.127.84.104:51559            Up         5w3d           390/478                            10
10.127.84.105:15603           Up         5w1d           335/439                            8
SJ-BDR1#

Note the LISP 
session with 
WLC and the 
Fabric Edge(s)
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Control Plane (CP) Checks
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SJ-BDR1#show lisp instance-id 8193 ethernet server address-resolution
<snip>
Address-resolution data for router lisp 0 instance-id 8193

L3 InstID    Host Address                                Hardware Address
     4097    10.127.85.85/32                             1006.edfc.2cdc

SJ-BDR1#show lisp site 
LISP Site Registration Information
* = Some locators are down or unreachable
# = Some registrations are sourced by reliable transport

Site Name      Last                  Up            Who Last                             Inst            EID Prefix
                      Register                            Registered                           ID       
site_uci          never                no             --                                       4097         0.0.0.0/0
                     04:11:13           yes#         10.127.84.105:15603        4097         10.127.85.85/32

Note the Host 
Address (AP IP), 
L3 InstID, AP 
Hardware Address

Note the Last 
Register, Up, Who 
Last Registered 
(FE Loopback IP), 
Inst ID, EID Prefix 
(AP IP)
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AP Checks
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SJ-Edge2-AP2#show ip interface brief 
Interface            IP-Address      Method   Status     Protocol   Speed      Duplex  
wired0               10.127.85.85    DHCP     up           up        1000          full

SJ-Edge2-AP2#show controllers wired 0                  
wired0    Link encap:Ethernet  HWaddr 10:06:ED:FC:2C:DC  
          inet addr:10.127.85.85  Bcast:10.127.85.95  Mask:255.255.255.240
          UP BROADCAST RUNNING PROMISC MULTICAST  MTU:1500  Metric:1

SJ-Edge2-AP2#show ip tunnel fabric                     
Fabric GWs Information:
Tunnel-Id     GW-IP       GW-MAC                               Adj-Status   Encap-Type  Packet-In  Bytes-In    Packet-Out  
Bytes-out
        1         10.127.84.105     00:00:0C:9F:FF:DD      Forward       VXLAN         25746       5325422    3077          
401508
AP APP Fabric Information:
GW_ADDR ENCAP_TYPE VNID SGT FEATURE_FLAG GW_SRC_MAC GW_DST_MAC
SJ-Edge2-AP2#

Note the access-tunnel 
is formed with the Edge 
10.127.84.105. Encap-
Type is “VXLAN” and 
Adj-Status is “Forward”.

Note the wired0 
interface of the AP

Note the IP, Hwaddr, 
“UP” status



Client Onboarding Flow
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Client Onboarding Flow
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DHCPClient WLCAP CP FE

Client Association & Authentication

LISP MAP Notification

L2 Forwarding
Table Updated

Client gets IP from DHCP

Device Tracking 
DB Updated

Client moves to RUN state 
and Device Tracking DB 

gets Updated

FE LISP MAP Register for 
client IP and MACSends Client IP

ISE

WLC LISP MAP Register for client MAC 

Policy download from ISE
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show mac address-table mac <MAC>
show device-tracking database mac <MAC>

Show lisp instance-id y ipv4 database

show lisp instance-id x ethernet database wlc

show lisp instance-id y ipv4 <IPv4>

show lisp instance-id x ethernet server <MAC>

show lisp instance-id x ethernet server <MAC>

show client summary

Fabric EdgeWLC Control PlaneClient through AP

Client Authenticates based on 
L2 Authentication method

WLC Map Registration: 
L2-VNID, EID = Client MAC, RLOC = FE IP, 

TLV( AP IP, SGT), is_ap_flag = False

Registration ACK WLC Map Registration: L2-VNID
EID=client-mac, RLOC=FE IP; TLV:

AP-IP, SGT, is_ap_flag=FALSE

L2 LISP Entry created
MAC Entry created

Device-Tracking L2 Entry Created

Clients gets IP through DHCP or ARP (Through VxLAN Tunnel). Traffic doesn’t go through WLC

Device-Tracking L3 Entry Created

Edge Registration (TCP): client-L2-VNID
EID=client-mac, RLOC=FE IP, 

Map-Register: client-VRF (L3 VNID)
EID=client-IP, RLOC=FE IP

x = L2 instance ID
y = L3 instance ID

Fabric Client Join Process

44
BRKEWN-3515
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Client Onboarding Flow
Client Association & Authentication – WLC Captures

BRKEWN-3515

Note Association Request, 
Response, Request 
Identity, Response Identity

Note EAP Request, 
Success, Radius Access-
Request, Access-Accept 
and EAPOL Messages
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Client Onboarding Flow
LISP MAP Register for client MAC from WLC – WLC Captures

BRKEWN-3515

Note, WLC Registration 
Message, Type (31), 
L3VNID, AP IP, L2VNID, 
Client MAC Address and 
Client SGT Assigned (4)
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Client Onboarding Flow - RA Traces from WLC
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Client Association & Authentication

2024/09/30 14:01:10.957037338 {wncd_x_R0-0}{1}: [client-orch-sm] [15082]: (debug): MAC: 
d037.45b7.5027  Received Dot11 association request. Processing started,SSID: SJ_Corp_SSID, Policy profile: 
SJ_Corp_SSID_profile, AP Name: SJ-Edge2-AP2, Ap Mac Address: 889c.ade7.9880BSSID MAC0000.0000.0000wlan 
ID: 18RSSI: -60, SNR: 37

2024/09/30 14:01:10.958102013 {wncd_x_R0-0}{1}: [dot11] [15082]: (info): MAC: d037.45b7.5027  dot11 send 
association response. Sending assoc response of length: 115 with resp_status_code: 0, DOT11_STATUS: 
DOT11_STATUS_SUCCESS

2024/09/30 14:01:10.964660337 {wncd_x_R0-0}{1}: [dot1x] [15082]: (info): [d037.45b7.5027:capwap_90000008] 
Dot1x authentication started for (d037.45b7.5027)
2024/09/30 14:01:10.999026952 {wncd_x_R0-0}{1}: [wncd_0] [15082]: (debug): AAA/BND(00000000): Received aaa 
Authentication request, list handle 0x5600002b. Ownership changed from Unknown to AAA

2024/09/30 14:01:13.820176010 {wncd_x_R0-0}{1}: [radius] [15082]: (info): RADIUS: Received from id 1812/175 
10.127.84.5:0, Access-Accept, len 360

Note the client association request, 
WLAN/SSID and AP associated. 
We shall see similar logs.

Note the Radius “Access-Accept” 
received from the ISE

https://10.127.84.5:0/


© 2026 Cisco and/or its affiliates. All rights reserved.

RA Traces from WLC -Continued

BRKEWN-3515

2024/09/30 14:01:13.823605836 {wncd_x_R0-0}{1}: [client-keymgmt] [15082]: (info): MAC: d037.45b7.5027  
EAP key M1 Sent successfully
2024/09/30 14:01:13.829479061 {wncd_x_R0-0}{1}: [client-keymgmt] [15082]: (info): MAC: d037.45b7.5027  
M2 Status: EAP key M2 validation success
2024/09/30 14:01:13.829671267 {wncd_x_R0-0}{1}: [client-keymgmt] [15082]: (info): MAC: d037.45b7.5027  
EAP key M3 Sent successfully
2024/09/30 14:01:13.834630804 {wncd_x_R0-0}{1}: [client-keymgmt] [15082]: (info): MAC: d037.45b7.5027  
M4 Status: EAP key M4 validation is successful
2024/09/30 14:01:13.834890467 {wncd_x_R0-0}{1}: [client-orch-sm] [15082]: (debug): MAC: d037.45b7.5027  
L2 Authentication of station is successful., L3 Authentication : 0

WLC MAP Register for client MAC and WLC MAP Notification

2024/09/30 14:01:13.837449848 {wncd_x_R0-0}{1}: [lisp-agent-internal] [15082]: (note): MAC: d037.45b7.5027 
Successfully sent the map register message to map server IPV4  10.127.84.101  with message id 217 client delete 0

2024/09/30 14:01:13.837460566 {wncd_x_R0-0}{1}: [lisp-agent-db] [15082]: (debug): MAC: d037.45b7.5027 
Successfully inserted the CLIENT history node with details VNID: 8194, SGT: 4, for AP MAC MAC: 889c.ade7.9880 , 
XTR-IP: 10.127.84.105 ,MS-IP: 10.127.84.101

Note the M1, M2, M3 and M4 Messages

Note the LISP Map register sent for the client 
MAC to WLC and the subsequent MAP 
notification with L2 VNID, SGT and FE IP

https://10.127.84.101/
https://10.127.84.105/
https://10.127.84.101/
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Client Onboarding Flow
LISP MAP Register from WLC and CP’s LISP MAP Notification – CP Captures

BRKEWN-3515

DHCP Flow (DORA Process) – Fabric Edge Uplink Captures

Note, The SGT (2) and 
L3VNID

Note, The same WLC 
Registration Message is 
received on the Control 
Plane (CP) Node
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Client Onboarding Flow
DHCP Offer packet – Note Option 82 – Fabric Edge Uplink Captures

BRKEWN-3515

For the Agent Circuit-ID;
000404010d02
00  => Sub-option 1 = Vlan/Module/Port
04  => Length of option
0401  => Vlan 1025 (0x401)
0d  => Module 13
02  => Port 2

For the Agent Remote-ID:
0308001003010a7f5469
03 => Sub-option LISP
08 => 8 = Length of option
001003 => 4099 in decimals = L3 LISP 
Instance ID 4099
01 => IPV4 locator (IPv6 would be 02)
0a.7f.54.69 => 10.127.84.105 Remote 
locator (Loopback 0 of xTR)

Decode of Option 82
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Client Onboarding Flow
Fabric Edge LISP MAP Register for client IP and MAC – CP Downlink Captures

BRKEWN-3515

After AP Sends Client IP – WLC Captures
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Client Onboarding Flow – RA Traces from WLC

BRKEWN-3515

AP Sends Client IP

2024/09/30 14:01:14.921276911 {wncd_x_R0-0}{1}: [client-iplearn] [15082]: (debug): MAC: d037.45b7.5027  sisf 
binding table event cb. SISF Binding event STATE_CHANGE IP 10.127.85.51 vnid 8194 state REACHABLE origin PK4
2024/09/30 14:01:14.921279853 {wncd_x_R0-0}{1}: [client-iplearn] [15082]: (debug): MAC: d037.45b7.5027  sisf 
binding table event cb. SISF move to Run state
2024/09/30 14:01:14.921282021 {wncd_x_R0-0}{1}: [client-iplearn] [15082]: (note): MAC: d037.45b7.5027  Client IP 
learn successful. Method: IP Snooping IP:10.127.85.51

2024/09/30 14:01:14.910081521 {wncd_x_R0-0}{1}: [client-orch-fabric] [15082]: (debug): MAC: 
d037.45b7.5027  Sanet Resolved VNID Policy Name = 10_127_85_48-Corp
2024/09/30 14:01:14.910081835 {wncd_x_R0-0}{1}: [client-orch-fabric] [15082]: (debug): MAC: 
d037.45b7.5027  VNID Overrride Name From Sanet (Shouldnt be empty): = 10_127_85_48-Corp
2024/09/30 14:01:14.910086007 {wncd_x_R0-0}{1}: [client-orch-fabric] [15082]: (debug): MAC: 
d037.45b7.5027  VNID Mapping record L2-VNID Value = 8194
2024/09/30 14:01:14.910086301 {wncd_x_R0-0}{1}: [client-orch-fabric] [15082]: (debug): MAC: 
d037.45b7.5027  Value from VNID Mapping Table in case of override = 8194
2024/09/30 14:01:14.910086795 {wncd_x_R0-0}{1}: [client-orch-sm] [15082]: (debug): MAC: 
d037.45b7.5027  vlan_mode_api: switching_mode Local-swtiching vnid 8194

Note the Client IP 
being learned 
successfully while 
associating it with 
L2VNID

https://10.127.85.51/
https://10.127.85.51/


Client Onboarding 
Troubleshooting
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Catalyst Center Checks

BRKEWN-3515
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WLC Checks

BRKEWN-3515

c9800-40-SJC#show wireless client summary 
Number of Clients: 1

MAC Address          AP Name              Type     ID   State            Protocol Method     Role
------------------------------------------------------------------------------------                        
d037.45b7.5027    SJ-Edge2-AP2    WLAN  18   Run                 11n(2.4) Dot1x      Local 

c9800-40-SJC#show wireless client mac d037.45b7.5027 detail | sec Fabric
Fabric status : Enabled
  RLOC    : 10.127.84.105
  VNID    : 8194
  SGT     : 4
  Control plane name  : default-control-plane

c9800-40-SJC#show wireless device-tracking database mac                   
  MAC             VLAN  IF-HDL      IP
  ------------------------------------------------------------
  d037.45b7.5027  1     0x90000008  10.127.85.51
c9800-40-SJC#show wireless device-tracking database ip 
  IP                               ZONE-ID              STATE          DISCOVERY                MAC
--------------------------------------------------------------------------------------        
10.127.85.51 0x00000000        Reachable     IPv4 DHCP                d037.45b7.5027

1) Client in “Run” 
state?

2) Note AP Name

1) Note the RLOC, 
VNID, SGT

2) Same info is 
passed to CP

1) Device-
Tracking 
Database is 
finally updated



© 2026 Cisco and/or its affiliates. All rights reserved.

WLC Checks

BRKEWN-3515

c9800-40-SJC#show wireless fabric summary 

Fabric Status      : Enabled

Control-plane: 
Name                                    IP-address                               Key                                        Status
----------------------------------------------------------------------------------------------
default-control-plane            10.127.84.100                         91d46493aca049b7                  Up   
default-control-plane            10.127.84.101                         91d46493aca049b7                  Up   

Fabric VNID Mapping:
Name                                                    L2-VNID   L3-VNID  IP Address   Subnet                     Control plane name
--------------------------------------------------------------------------------------------------- 
10_127_85_48-Corp                            8194       0                   0.0.0.0                                  default-control-plane            
10_127_85_80-INFRA_VN                     8193      4097    10.127.85.80 255.255.255.240      default-control-plane 

Fabric Status is Enabled

1) CP IPs. 

2) LISP session is 
Up between 
WLC and CPs

IP Address Pool Name L2-VNID
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WLC Checks

BRKEWN-3515

Ensure basic configuration is present on WLC

Tags configurations are pushed from the Catalyst Center.

Configuration > Wireless > Access Points (Click the AP > General - Notice the Tags and other fields)

Click to open it 
to see the details 
of the Policy tag. 

You can also 
click the tags  
like Site and RF 
for more details.
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WLC Checks

BRKEWN-3515

c9800-40-SJC#show ap tag summary 
Number of APs: 6

AP Name          AP Mac            Site Tag Name                 Policy Tag Name                                       RF Tag Name                     
Misconfigured     Tag Source    
----------------------------------------------------------------------------------------------
….
SJ-Edge1-AP1   00df.1d9a.0e38     ST_SanJo_Corporat_9248f_0  PT_SanJo_Corpo_Corporat_78519     HIGH                             
No               Static        
SJ-Edge1-AP2   6c71.0df2.4c04   ST_SanJo_Corporat_9248f_0    PT_SanJo_Corpo_Corporat_78519     HIGH                             
No               Static        
SJ-Edge2-AP1   1006.edfc.2c1c   ST_SanJo_Corporat_9248f_0    PT_SanJo_Corpo_Corporat_78519     HIGH                             
No               Static        
SJ-Edge2-AP2   1006.edfc.2cdc   ST_SanJo_Corporat_9248f_0    PT_SanJo_Corpo_Corporat_78519     HIGH                              
No               Static 

On WLC we can 
see the details in 
the following 
command output

SSH, Username, 
Password needs to 
be enabled in the 
AP Join Profile
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AP Checks

BRKEWN-3515

SJ-Edge2-AP2#show controllers Dot11Radio 0 wlan      
wifi0     Link encap:Ethernet  HWaddr 88:9C:AD:E7:98:80  
          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1
          RX packets:3647 errors:0 dropped:0 overruns:0 frame:0
          TX packets:1333 errors:0 dropped:0 overruns:0 carrier:0
          collisions:0 txqueuelen:2699 
          RX bytes:316177 (308.7 KiB)  TX bytes:118081 (115.3 KiB)

radio vap id               mac         ssid state
    0      0 88:9C:AD:E7:98:80      EEC_Exp    UP
    0      1 88:9C:AD:E7:98:81 SJ_Corp_SSID    UP
...
...
...

VAP-ID         SSID   Bridging Type
     0      EEC_Exp CAPWAP-Tunneled
     1 SJ_Corp_SSID Fabric-Tunneled

Take note of Fabric SSID 
and state

SSID Bridging Type 
should be “Fabric-
Tunneled”

SSH, Username, 
Password needs to be 
enabled in the AP Join 
Profile
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Fabric Edge(s) Checks

BRKEWN-3515

SJ-Edge2#show cdp neighbors 
Device ID               Local Intrfce     Holdtme    Capability  Platform     Port ID
SJ-Edge2-AP2     Gig 1/0/1         122              R T        C9130AXI- Gig 0

SJ-Edge2#show device-tracking database | inc 1/0/1
DH4 10.127.85.85  1006.edfc.2cdc  Gi1/0/1    1027    0024   8s  REACHABLE 239 s(6093071 s)

SJ-Edge2#show access-tunnel summary 

Access Tunnels General Statistics:
  Number of AccessTunnel Data Tunnels       = 2  

Name    RLOC IP(Source)     AP IP(Destination)      VRF ID  Source Port     Destination Port 
------  ---------------  ------------------  ------  -----------  ----------------
Ac0        10.127.84.105      10.127.85.88                 0        N/A                  4789             
Ac1        10.127.84.105     10.127.85.85                0        N/A                  4789             

Name   IfId            Uptime       
------ ---------- --------------------
Ac0    0x0000003D 6 days, 23:36:15            
Ac1    0x00000046 6 days, 23:36:13            

Note the “Uptime” of 
the access-tunnel

Note the AP in the CDP

AP should be reachable
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Fabric Edge(s) Checks

BRKEWN-3515

SJ-Edge2#show ip dhcp snooping binding 
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface
------------------  ---------------  ----------  -------------  ----  --------------------
10:06:ED:FC:2C:1C   10.127.85.87     58401       dhcp-snooping   1027  GigabitEthernet1/0/24
D0:37:45:B7:50:27     10.127.85.51     8640112     dhcp-snooping   1025  AccessTunnel0
10:06:ED:FC:2C:DC   10.127.85.85     57106       dhcp-snooping   1027  GigabitEthernet1/0/1
Total number of bindings: 3

SJ-Edge2#show lisp instance-id 8194 ethernet database wlc

WLC clients/access-points information for router lisp 0 IID 8194

Hardware Address   Type   Sources   Tunnel Update  

----------------  ------  -------   -------------  
 d037.45b7.5027       client     2            Signalled

SJ-Edge2#

Note the client should 
be in “Signalled” Tunnel 
Update state. Same is 
signalled by WLC via 
Control Plane node

Note the IP address and 
the MAC of the client
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Fabric Edge(s) Checks

BRKEWN-3515

SJ-Edge2#show cts role-based permissions
IPv4 Role-based permissions default:
 Deny IP-00
IPv4 Role-based permissions from group Unknown to group Unknown:
 Permit IP-00
IPv4 Role-based permissions from group 2:TrustSec_Devices to group Unknown:
 Permit IP-00
IPv4 Role-based permissions from group 4:Employee to group Unknown:
 Permit IP-00

SJ-Edge2#show cts role-based counters
Role-based IPv4 counters
From    To      SW-Denied  HW-Denied  SW-Permitt  HW-Permitt   SW-Monitor    HW-Monitor
*            *             0               27477              0                 0                     0                    0 
0           0             0                    0                 0             17913110           0                    0     
2           0             0                    0                 0              8213220           0                    0     
4           0             0                    0                 0              7813220           0                    0 

Note the required 
permissions are present 
for the corresponding 
SGTs

Note the HW-Permitt or 
SW-Permitt is  
happening and HW-
Denied is not 
incrementing
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Fabric Edge(s) Checks

BRKEWN-3515

SJ-Edge2#show vlan

VLAN Name                                                  Status               Ports
---- -------------------------------- --------- -------------------------------
1025 10_127_85_48-Corp active        L2LI0:8194, 
1027 10_127_85_80-INFRA_VN                 active        L2LI0:8193, Gi1/0/1, Gi1/0/24

SJ-Edge2#show run | s  instance-id 8194
 instance-id 8194
  service ethernet
   eid-table vlan 1025
   database-mapping mac locator-set rloc_b99de326-de2f-4125-9f35-40fcf2d020c7
   exit-service-ethernet
  !
  exit-instance-id
SJ-Edge2#

Note the Vlans, 
client IP pool and 
AP IP pool names 
along with L2 VNID 
instances

Vlan 1025 is 
mapped to L2 
LISP instance-id 
8194
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Fabric Edge(s) Checks

BRKEWN-3515

SJ-Edge2#show run interface Vlan1025
interface Vlan1025
 description Configured from Cisco DNA-Center
 mac-address 0000.0c9f.f48b
 vrf forwarding Corp
 ip address 10.127.85.49 255.255.255.240
 ip helper-address 10.127.84.8
 ip helper-address 10.127.84.9
 no ip redirects
 ip route-cache same-interface
 no lisp mobility liveness test
 lisp mobility 10_127_85_48-Corp-IPV4
end

SJ-Edge2#show run interface Loopback0
interface Loopback0
 description Fabric Node Router ID
 ip address 10.127.84.105 255.255.255.255
 ip router isis 
 clns mtu 1400
end

Note the configuration 
is deployed by the 
Catalyst Center. 
Please take note of 
the VRF, IP Pool and 
DHCP details.

Note the Loopback0 
IP of the Edge
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Fabric Edge(s) Checks

BRKEWN-3515

SJ-Edge2#show ip interface Vlan1025
Vlan1025 is up, line protocol is up
  Internet address is 10.127.85.49/28
  ...
  MTU is 9100 bytes
  Helper addresses are 10.127.84.8
                       10.127.84.9
  ...
  VPN Routing/Forwarding "Corp"

SJ-Edge2#show lisp session 

Sessions for VRF default, total: 2, established: 2
Peer                                     State      Up/Down        In/Out    Users
10.127.84.100:4342             Up         2w6d          169/124  10
10.127.84.101:4342             Up         2w6d          169/124    10

Note the SVI is in 
up/up state, MTU is 
9100, DHCP Helper 
addresses are 
present, VRF

Note the LISP 
session is “Up” with 
the CPs
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Control Plane (CP) Node Checks
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SJ-BDR1#show lisp session 

Sessions for VRF default, total: 16, established: 11
Peer                                      State      Up/Down      In/Out     Users
10.127.84.21:59391             Up  2w6d           57/46       2
10.127.84.105:15603          Up 2w6d          124/169    8
SJ-BDR1#
SJ-BDR1#show lisp instance-id 8194 ethernet server registration-history reverse 
Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?
Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event

Timestamp (UTC)           Instance   Proto       Roam    WLC         Source           
                                                                                                  EID prefix / Locator
*Sep 30 15:00:59.750     8194      TCP           No        No          10.127.84.105  
                                                                                               + d037.45b7.5027/48

Note the LISP 
sessions being 
“Up” with the WLC 
and Edge.

Note the LISP 
registration history 
and + symbol



Client Roaming Flow
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Client Roaming Flow

BRKEWN-3515

DHCPClient WLCAP CP FE

Client Association & Re-Authentication

LISP MAP Notification

L2 Forwarding
Table Updated

Client gets IP from DHCP [Message Seq – DHCP Discover, Offer (May or may not happen), DHCP Request and Ack]

Device Tracking 
DB Updated

Client moves to RUN state 
and Device Tracking DB 

gets Updated

FE LISP MAP Register for 
client IP and MACSends Client IP

ISE

WLC LISP MAP Register for client MAC 

Policy download from ISE

Changes w.r.t Client Onboarding – Client moves from one AP to other

Changes are noted in Yellow Color
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Old Fabric EdgeWLC Control PlaneClient New Fabric Edge Old Access PointNew Access Point

Reassociation Request

Reassociation Request sent to WLC via CAPWAP Check if the new AP’s RLOC is same as the old RLOC or not.
RLOC is same, no need to update CP

ADD-MOBILE with context transfer 

Update Policy

Delete Client

Fabric Client Roaming across AP on Same Fabric Edge

69
BRKEWN-3515
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Old Fabric EdgeWLC Control PlaneClient New Fabric Edge Old Access PointNew Access Point

Reassociation Request

Reassociation Request sent to WLC via CAPWAP Check if the new AP’s RLOC is same as the old RLOC or not.
RLOC is different

ADD-MOBILE with context transfer
Update Policy

Delete Client

Update Client-mac with new FE IP 
address (and new AP IP address)

Send client MAC information to new FE

Create dynamic client entry
Update old FE

Control Plane also 
updates Border Nodes(Pub/Sub)

Creates an away entry 
for client MAC

Fabric Client Roaming across AP on Different Fabric Edge

70
BRKEWN-3515
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Fabric Edge 3WLC Control PlaneWireless Client 1 Fabric Edge 2
Wired Client/

Wireless Client 2Fabric Edge 1

Client connected Client connected

Traffic forwarding via vxlan tunnel

Client Roams from AP on FE1 to AP on FE2

Map-Cache for client 2 
pointing to FE 3

Map-Cache for client 1 
pointing to FE 1

Update Client-mac with new FE IP 
address (and new AP IP address)

Send client MAC information to new FE

Create dynamic client entry

Update old FE

Creates an away entry
 for client MAC Solicit-Map-Request from FE1 to FE3 to inform FE3 to refresh map-cache

Map-Cache for client 1 
pointing to FE 2

Map-Cache for client 2 pointing 
to FE 3

Traffic convergence with Fabric Client Roaming

71
BRKEWN-3515
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Client Roaming Flow - RA Traces
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Client Reassociation

2024/09/30 15:17:58.739820062 {wncd_x_R0-0}{1}: [client-orch-sm] [15082]: (note): MAC: d037.45b7.5027  Re-
Association received. BSSID 2c57.4158.71a1, WLAN SJ_Corp_SSID_profile, Slot 0 AP 2c57.4158.71a0, SJ-Edge1-
AP2, Site tag ST_SanJo_Corporat_9248f_0, Policy tag PT_SanJo_Corpo_Corporat_78519, Policy profile 
SJ_Corp_SSID_profile, Switching Local, Socket delay 0ms

2024/09/30 15:17:58.743611610 {wncd_x_R0-0}{1}: [sisf-gleaner] [15082]: (note): Wireless reassociation received 
from CO for mac: d037.45b7.5027, Vlan: 1, Zone-id: 0x00000000, if_handle : 0x90000015

2024/09/30 15:17:58.743717084 {wncd_x_R0-0}{1}: [client-iplearn] [15082]: (debug): MAC: d037.45b7.5027  Client 
event to WSA from EWLC_CLIENT_FSM_IPLEARN: State from: S_IPLEARN_COMPLETE to: S_IPLEARN_COMPLETE on: 
E_IPLEARN_INTRA_WNCD_ROAM

2024/09/30 15:17:58.743728958 {wncd_x_R0-0}{1}: [wsa-clt-evt] [15082]: (debug): WSA CLT FSM EVT create 
Populate: Skipping duplicate event reason Mac:d037.45b7.5027, Event:WSA_CL_EVENT_INVALID, Reason: 
WSA_CL_EVT_REASON_INTRA_CTRL_ROAM_SUCCESS

Note the reassociation 
received, IP Learn 
complete and Roam 
Success Messages



Client Roaming 
Troubleshooting
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WLC Checks

BRKEWN-3515

c9800-40-SJC#show wireless client mac d037.45b7.5027 mobility history

Recent association history (most recent on top):

AP Name          BSSID                    AP Slot   Assoc Time              Instance  Mobility Role Run Latency (ms)  Dot11 Roam 
Type
------------------------------------------------------------------------------------------------------
----------
SJ-Edge2-AP2   889c.ade7.9881    0        09/30/2024 20:30:26      0          Local           318                    802.11i Slow        
SJ-Edge1-AP2   2c57.4158.71a1    0        09/30/2024 20:10:26      0          Local           393                    802.11i Slow        

c9800-40-SJC#

Note the client 
mobility history
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Control Plane (CP) Checks

BRKEWN-3515

SJ-BDR1#show lisp instance-id 8194 ethernet server registration-history reverse 
Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?
Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event

Timestamp (UTC)            Instance       Proto   Roam    WLC      Source           
                                                                                                EID prefix / Locator
*Sep 30 15:00:59.750     8194            TCP     No        No         10.127.84.105    
                                                                                              + d037.45b7.5027/48
*Sep 30 15:00:59.748     8194            TCP     No        No         10.127.84.104 
                                                                                              - d037.45b7.5027/48
*Sep 30 15:00:59.745     8194            TCP     Yes       Yes       10.127.84.21     
                                                                                              + d037.45b7.5027/48 / 10.127.84.105
*Sep 30 14:41:00.082     8194            TCP     No         No        10.127.84.104    
                                                                                              + d037.45b7.5027/48
*Sep 30 14:41:00.081     8194            TCP     No         Yes       10.127.84.21     
                                                                                              + d037.45b7.5027/48 / 10.127.84.104

Note the LISP 
registration history 
for the client
+, -



Some troubleshooting tools
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Cisco WLC and Monitoring Catalyst Center

Scenario  : Obtain insights, assurance information, collect 

troubleshooting command outputs and various reports 

Catalyst Centre

• Leverage CatC for 360 
troubleshooting of networks 
and clients.

• Example : Network Reasoner, 
Reports, Assurance 

Cisco WLC

• Troubleshooting tools from 
Cisco WLC

• Example : Packet 
Captures, Debug bundle, 

Radioactive Traces

BRKEWN-3515
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Network Reasoner - Fabric Data Collection

BRKEWN-3515

Cisco Catalyst Center
1

2

3

4
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Network Reasoner - Fabric Data Collection

BRKEWN-3515

Download the SDA_Digger tool from 
https://github.com/michelpe/SDA_Digger . Unzip the 
SDA_Digger file and it shall unzip into a folder. Analyse 
as following :-

Download the 
bundle

https://github.com/michelpe/SDA_Digger
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Network Reasoner

1

2
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Running Machine Reasoning – AP Data Collection 

Download the 
bundle
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Network Reasoner Activity - Client

Detailed insights 
of activities



© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-3515

Client 360
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Client 360 - Issues Insights

• Client A  took longer to authenticate due to network delay.

• Network latency for Netflix application above 387ms.

• Client B connectivity issue due to RF at AP location B.
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Detailed insights of the issue 

Failure due to - 4 way 
handshake key timeout
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ICAP (Intelligent Capture) in Catalyst Center – Client 360
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OTA capture

• Go to AP 

Device 360

View

• Run OTA 
Capture

• Select band, 
radio, 
channel 
width and 
channel
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AP Packet Capture Type

• OTA Sniffer

• Turns radio into Sniffer
mode, no client serving
capability

• Captures all packets on
specific channel

• Requires 17.11 and 2.3.7

88
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Cisco WLC – Troubleshooting Tools

BRKEWN-3515

Cisco WLC – Troubleshooting Tools



© 2026 Cisco and/or its affiliates. All rights reserved.

Cisco WLC – Radioactive Traces Generation and Collection 

BRKEWN-3515

Cisco WLC – Radioactive Traces Generation and Collection 

1

2

3

4

5

6

7

It is advisable to 
”Enable Internal 
Logs” to get 
more details in 
the RA Traces
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Some Tools

BRKEWN-3515

1) Assurance Dashboards, Client 360 - Cisco Catalyst Center
2) Network Reasoner – Cisco Catalyst Center

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-
center/tech_notes/b_collect_data_from_sda_fabric.html

3) OTA Captures – Cisco Catalyst Center

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-
assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html

4) SPAN Captures – Switches

https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/218111-verify-span-and-erspan-on-
catalyst-9000.html

5) Wireless Troubleshooting Tools 

https://developer.cisco.com/docs/wireless-troubleshooting-tools/

WCAE, WiFi-Hawk, WLAN Poller, Wireless Debug Analyzer, Guestshell scripts, Cisco Support Assistant Extensions

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/tech_notes/b_collect_data_from_sda_fabric.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/tech_notes/b_collect_data_from_sda_fabric.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/218111-verify-span-and-erspan-on-catalyst-9000.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/218111-verify-span-and-erspan-on-catalyst-9000.html
https://developer.cisco.com/docs/wireless-troubleshooting-tools/
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Some More Tools

BRKEWN-3515

1) OTA Captures – Cisco Catalyst Center

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-
assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html

2) SPAN Captures – Switches

https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/218111-verify-span-and-erspan-on-
catalyst-9000.html

3) Wireless Troubleshooting Tools 

https://developer.cisco.com/docs/wireless-troubleshooting-tools/

WCAE, WiFi-Hawk, WLAN Poller, Wireless Debug Analyzer, Guestshell scripts, Cisco Support Assistant Extensions

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/218111-verify-span-and-erspan-on-catalyst-9000.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/218111-verify-span-and-erspan-on-catalyst-9000.html
https://developer.cisco.com/docs/wireless-troubleshooting-tools/
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Recap

BRKEWN-3515

Architecture Overview
• Best Practices

• Design and Deployment

Basic Workflows and Troubleshooting
• AP Join 

• Client Onboarding

• Client Roaming 

Some troubleshooting tools

*Some scenarios, useful commands & tools

*Appendix
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Complete your session surveys

BRKEWN-3515

Complete your surveys in the Cisco Events 
App.

Complete a minimum of 4 session surveys and 
the overall event survey to receive a unique 
Cisco Live t-shirt. 
(from 11:30 on Thursday, while supplies last)  
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Book your one-on-one 
Meet the Engineer 
meeting

Visit the Technical
Solutions Clinics to 
discuss your technical 
questions

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
CiscoLive.com/On-
Demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

BRKEWN-3515

Contact me at: Webex space

https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html


Thank you



Appendix



Some scenarios and the list of 
useful commands
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Scenario -1 - AP is not joining

BRKEWN-3515

ISE Checks 

Dynamic AP Profile is not matching on the ISE and misconfiguration in the policy set, authorization profile

Policy > Policy Set
Ensure the configuration is correct
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Scenario – 1 - Contd
ISE Checks 

BRKEWN-3515

Take note of Profiles
Security Group Tags can be created 
navigating to “Work Centers > 
TrustSec”
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Scenario – 1 - Contd
ISE Checks 

BRKEWN-3515

Policy > Policy Elements > Results
Go inside the noted “Authorization 
Profile”

SJ-Edge2#show vlan | i 1027
1027 10_127_85_80-INFRA_VN active L2LI0:8193,
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Client stuck in IP Learn – Client abandoned Auth
MAB Authentication is successful, and client is in IP learn state.

Client has not initiated the DHCP process

00:28:29.484 {wncd_x_R0-0}{1}: [client-orch-sm] [20578]: (note): MAC: d453.83da.cd5c Association received 

00:28:29.487 {wncd_x_R0-0}{1}: [radius] [20578]: (info): RADIUS: Started 5 sec timeout

00:28:29.997 {wncd_x_R0-0}{1}: [dot11] [20578]: (debug): MAC: d453.83da.cd5c send association response.

Note: The clients also have timers and will not move forward if the association takes longer than 200-350 ms. We need to 
troubleshoot on client side.

Scenario - 2

IT IS NOT ALWAYS 
THE NETWORK 
PROBLEM !! ☺ 



Useful commands and debugs
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Useful commands and debugs

BRKEWN-3515

These are the command cheat sheet for fabric on Control Node, Edge Node, Wireless Lan Controller (WLC), and Access Point (AP).

Control Node:
•show lisp instance-id <L2 ap instance id> ethernet server - MAC to Endpoint Identification (EID) Mapping
•show lisp instance-id <L3 ap instance id> ipv4 server - IP to EID Mapping
•show lisp instance-id 8188 ethernet server address-resolution - MAC to IP Mapping for a specific instance ID
•show lisp site
•show tech-support
•show tech-support lisp

Debugs
•debug lisp control-plane all 
•debug platform software l2lisp events 
•debug cts all 

Edge Node:
•show lisp instance-id <L2 ap instance id> ethernet database wlc
•show lisp instance-id <L2 client instance id> ethernet database wlc
•show access-tunnel summary
•show platform software fed switch active ifm interfaces access-tunnel
•show platform software access-tunnel switch active R0
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Useful commands and debugs

BRKEWN-3515

•show platform software access-tunnel switch active R0 statistics
•show platform software access-tunnel switch active F0
•show platform software access-tunnel switch active F0 statistics
•show platform software object-manager switch active F0 statistics
•show platform software object-manager switch active F0 pending-issue-update
•show platform software object-manager switch active F0 pending-ack-update
•show platform software object-manager switch active F0 error-object
•show tech-support
•show tech-support lisp

•Debugs
•debug device-tracking 
•debug lisp control-plane all 
•debug platform fhs all 
•debug platform software l2lisp events 
•debug matm all 
•debug cts all 
•debug access-tunnel detail
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Useful commands and debugs

BRKEWN-3515

WLC (IOS-XE)
•show ap summary
•show fabric ap summary
•show wireless fabric summary
•show wireless client summary
•show tech-support wireless
•show tech-support wireless fabric
•show tech-support lisp (If Fabric in a box or Embedded wireless running on 9300/9400/9500)
•show tech-support (If Fabric in a box or Embedded wireless running on 9300/9400/9500)

Debugs

debug wireless mac <mac address> internal
debug capwap-idb error
debug capwap-idb info
debug capwap-idb packet

Access Point:
•show ip tunnel fabric
•show tech-support
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Diagnostic Tools

Scenario : Troubleshooting AP Join, Best Practices, Client Connectivity, PCAPs

AP/WLC Debugs

• Correlating AP and 
WLC side of debugs 

• Example : AP join 
issues

WCAE

• Gain insights on best 
practices, warnings, 
RF, performance 
issues

• Example : Checking 
WLC Performance 

Debug Analyzer

• Analyze client RA 
traces in table, 
graphical format for 
quick and easy 
consumption with 
various statistics

• Example : Client 
connectivity 

WiFi-Hawk (OTA)

• Get insights on over 
the air packet 
capture, outputs 
from AP

• Example : 
Debugging an RF 
Issue

BRKEWN-3515
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Correlating AP Debugs & WLC Traces 

• AP side debugs : In AP CLI : “debug capwap client events”  and “debug capwap client error”

• WLC side : In WLC : RA trace for AP mac address from WLC : Troubleshooting > RA trace 

1. Discovery Phase

AP Debugs :

Sep  7 12:57:46 kernel: [*09/07/2025 12:57:46.1638] CAPWAP State: Discovery

Sep  7 12:57:46 kernel: [*09/07/2025 12:57:46.1666] Discovery Request sent to 10.127.84.20, discovery type 
STATIC_CONFIG(1)

Sep  7 12:57:46 kernel: [*09/07/2025 12:57:46.1877] Discovery Response from 10.127.84.20

Sep  7 12:57:46 kernel: [*09/07/2025 12:57:46.1879] Found Configured MWAR 'c9800-40-BGL' (respIdx 0).

WLC RA Trace :

2025/09/07 12:57:47.156982498 {wncmgrd_R0-0}{1}: [capwapac-discovery] [14867]: (note): MAC: 1416.9d2a.bf80  
IP:10.127.85.77[5256], Discovery Request received

2025/09/07 12:57:47.157593433 {wncmgrd_R0-0}{1}: [capwapac-discovery] [14867]: (note): MAC: 1416.9d2a.bf80  
IP:10.127.85.77[5256], Discovery Response sent

BRKEWN-3515
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Correlating AP Debugs & WLC Traces 

2. DTLS Phase

AP Debugs :

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.0099] CAPWAP State: DTLS Setup

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.0240] DTLS connection created sucessfully local_ip: 10.127.85.77 
local_port: 5256 peer_ip: 10.127.84.20 peer_port: 5246, app_tag: 2C5741582524 CN:Cisco Manufacturing CA III

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.0649] dtls_verify_server_cert: Controller certificate verification 
successful

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.4022] Dtls Session Established with the AC 10.127.84.20, port 5246

WLC RA Trace :

2025/09/07 12:57:47.222608830 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [15069]: (note): MAC: 1416.9d2a.bf80  
DTLS session create callback received.

2025/09/07 12:57:47.284328730 {wncd_x_R0-0}{1}: [ewlc-dtls-sessmgr] [15069]: (info): Remote Host: 
10.127.85.77[5256] MAC: 1416.9d2a.bf80 Completed cert verification, status:CERT_VALIDATE_SUCCESS 

BRKEWN-3515
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Correlating AP Debugs & WLC Traces 
3. Join Phase

AP Debugs :

Sep  7 12:57:47 kernel: [*09/07/2025 12:57:47.4135] CAPWAP State: Join

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3521] Sending Join request to 10.127.84.20 through port 5256, packet 
size 1376

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3565] Join Response from 10.127.84.20, packet size 1397

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3873] Starting Post Join timer

WLC RA Trace :

2025/09/07 12:57:48.550108207 {wncd_x_R0-0}{1}: [capwapac-smgr-sess] [15069]: (note): MAC: 1416.9d2a.bf80  
Received CAPWAP join request

2025/09/07 12:57:48.553214349 {wncd_x_R0-0}{1}: [apmgr-capwap-join] [15069]: (note): MAC: 1416.9d2a.bf80  
Successfully processed Join request. AP name: BGL-Edge1-AP1, Model: C9130AXE-D, radio slots: 3, rlan slots: 0, site 
tag name: ST_Banga_BGL18_caba6_0, policy tag name: PT_Banga_BGL18_BGL18-Se_52ab9, rf tag name: TYPICAL

2025/09/07 12:57:48.553368425 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [15069]: (info): MAC: 1416.9d2a.bf80    
Join Response generated with MTU 1485. as per MTU payload, update flag: 0

2025/09/07 12:57:48.553386207 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [15069]: (note): MAC: 1416.9d2a.bf80  
Join processing complete. AP in joined state

BRKEWN-3515



© 2026 Cisco and/or its affiliates. All rights reserved.

Correlating AP Debugs & WLC Traces 
4. Image 

AP Debugs :

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3962] CAPWAP State: Image Data

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3968] AP image version 17.9.5.47 backup 17.9.3.50, Controller 
17.9.5.47

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3969] CAPWAP Image Data: MWAR Controller image running version 
17.9.5.47 is accepted.

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.3969] Version is the same, do not need update.

WLC RA Trace :

2025/09/07 12:57:48.554127571 {wncd_x_R0-0}{1}: [apmgr-capwap-join] [15069]: (info): 1416.9d2a.bf80 Retrieved 
AP SW version: 17.9.5.47, for AP model: C9130AXE-D, AP image type: ap1g6a, site-tag: ST_Banga_BGL18_caba6_0

BRKEWN-3515
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Correlating AP Debugs & WLC Traces 
5. Configure & Run 

AP Debugs :

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.5007] CAPWAP State: Configure

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.8400] Configuration Status sent to 10.127.84.20 (part 0)

Sep  7 12:57:48 kernel: [*09/07/2025 12:57:48.8434] Configuration Status Response from 10.127.84.20

Sep  7 12:57:49 kernel: [*09/07/2025 12:57:49.3048] CAPWAP State: Run

Sep  7 12:57:49 kernel: [*09/07/2025 12:57:49.3395] CAPWAP data tunnel ADD to forwarding SUCCEEDED

Sep  7 12:57:49 kernel: [*09/07/2025 12:57:49.3543] AP has joined controller c9800-40-BGL

WLC RA Trace :

2025/09/07 12:57:49.038381077 {wncd_x_R0-0}{1}: [capwapac-smgr-sess] [15069]: (note): MAC: 1416.9d2a.bf80  
Received CAPWAP config status request

2025/09/07 12:57:49.038455973 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [15069]: (note): MAC: 1416.9d2a.bf80  
Successfully handled Config status request.

2025/09/07 12:57:49.040192648 {wncd_x_R0-0}{1}: [lisp-agent-api] [15069]: (info): AP Join Successful for MAC: 
1416.9d2a.bf80 

BRKEWN-3515
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Wireless Config 
Analyzer Express

(WCAE)
• How to leverage WCAE

BRKEWN-3515
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WCAE – Cloud Version

BRKEWN-3515
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WCAE –Excel Download

Client delete reasons breakup

Back to Content tab

BRKEWN-3515
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Wireless Config Analyzer Express (WCAE) – Summary

BRKEWN-3515
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WCAE – WLC and AP Checks  

WLC Checks

AP Checks

BRKEWN-3515

Low coverage detected, action on 
AP placement recommended 
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RF Summarization

For every AP :
• Neighbor info -  names with channel, width, power

For every AP :
• Channel, Power, Utilization, Interference
• Number of RX/TX Neighbors, Number of clients at SNR X 

For every Rogue :
• Rogue MAC, Number of detecting APs, strongly heard AP
• Classification, Heard RSSI, Channel, Band

BRKEWN-3515

Path : Access Points > RF Summary/ RF Health Details/Neighbors  or Rogue Report in home page  

For every AP :
• Health score(0 to 100), co-channel utilization/noise
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Client Types And Count

BRKEWN-3515
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Client Delete Reasons

• Count per delete reason

• Reason

• Explanation

BRKEWN-3515



© 2026 Cisco and/or its affiliates. All rights reserved.

Usecase : Troubleshooting High WNCd Utilization

Check Score

Interim 
Accounting

HTTPS 
redirect

Multicast 
Mode

Site Tag 
Count

mDNS :-
IPv6, >120 
services, 
gateway,

Apple Cont

BRKEWN-3515
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Load 
Balancing 

GUI Latency

Data Plane 
Util

WNCd - AP 
count

Troubleshooting High WNCd Utilization (Continued..)

BRKEWN-3515
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WNCd view  

Fairly balanced WNCds

BRKEWN-3515

High Inter WNCd expected(expensive)
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WNCd Load Balancing Options 

17.3.X:

• The controller load 
balances the site-tags 
across the WNCds in 
a round robin fashion

• not always optimal for 
large networks.

17.9.3 and higher:

• To prevent unbalanced site-tag 
assignment to WNCds, the site 
load command was introduced in 
17.9.3 and higher.

• This allows administrators to 
predefine the expected load of 
each site tag.

17.12.X and higher:

• The RF based Automatic AP Load 
Balancing feature uses Radio Resource 
Management (RRM) neighbor report-
based AP grouping and load-balancing 
across WNCd instances.

• When this feature is enabled, it forms AP 
clusters based on the RSSI received 
from AP neighbor reports. These 
clusters or neighborhoods are further 
split into sub-neighborhoods and smaller 
areas.

• The resulting groups of APs are then 
distributed evenly across the WNCd 
processes

BRKEWN-3515
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Debug Analyzer

•RA Trace Analyzer

•Obtain quick insights

BRKEWN-3515
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Simplified Data Collection - Debug Bundle 

• This  collects  and  captures  both  RA  traces(debug  level)  and  internal  RA  for  the 
configured clients

• Show tech wireless client MAC of two instances, one before RA trace is enabled and 
once after RA trace is stopped are captured

• C9800# debug wireless bundle client <client_mac1 ...client_mac5>

RA Traces & 
Client Tech 

Support 

• Packet captures at the WLC control plane is collected for the clients

• C9800# debug wireless bundle include epc client <client_mac1 ...client_mac5> 

Packet 
Capture

Log collection in a single command : 

BRKEWN-3515
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Bundle Contents 

Client tech support after RA stopped

RA Traces - Internal

RA Traces - debug level 

Client tech support before RA started

Client tech support before RA started

Control plane PCAP

i. Two sets of RA traces for all the clients
ii. Two sets of clients tech support 

iii. WLC control plane captures

BRKEWN-3515
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RA Trace – Raw File 

Who likes 
reading 
this ?

BRKEWN-3515
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Debug Analyzer - Home Page

BRKEWN-3515
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Advanced Debug Insights

# of success/failed sessions, start/end timestamp per client

Success/Failure stats per WLAN

BRKEWN-3515
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Advanced Debug Insights

# of success/failed sessions, start/end timestamp per client

Client Onboarding time for 0-5/10 secs, Delete Reasons, Roam (Intra/inter WNCd/WLC stats

Success/Failure stats per WLAN

BRKEWN-3515



© 2026 Cisco and/or its affiliates. All rights reserved.

Client Session Table

BRKEWN-3515
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Packet Flow Between Client, AP, WLC

Client Assoc 
Starts

Client in RUN 
state

BRKEWN-3515
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WiFi-
HAWK

•Over the air capture analyzer

BRKEWN-3515
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WiFi-Hawk

BRKEWN-3515

• Expert system to identify problems over from a wireless capture

• Hard to see issues found in huge files

• Low level protocol analysis

• Interoperability problems

• Generate a summary of events per client and AP WLANs

• Create expert reports



© 2026 Cisco and/or its affiliates. All rights reserved.

WiFi Hawk

BRKEWN-3515

How to use?

• Upload file

• View Excel Analysis
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Quick Index view

BRKEWN-3515

• List of BSSIDs (APs) and clients active during the capture
• Quick glance on who is having problems
• Last known state for each client (probing, auth, full traffic, etc)
• Click on each item for full details
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Event Flow

BRKEWN-3515

• Color coded events registered per device
• Summary of repeated items for a more concise view
• Quick location in capture of important issues (frame/time)
• Added information for better understanding
• Translation of reason codes, failures, EAP types, etc
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Detecting easy to miss problems

BRKEWN-3515

Simplify finding issues across large captures

• Unencrypted traffic leak (client/AP)

• Beacon loss

• High co-channel

• Incorrect data rates
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Diagnostic Tools - Takeaways

Scenario : Troubleshooting Client Connectivity, AP Join, Best Practice miss etc

AP/WLC Debugs

• Correlating AP and 
WLC side of debugs, 
outputs

• Example : AP join 
issues

WCAE

• Gain insights on best 
practices, warnings, 
RF, performance 
issues

• Example : Checking 
WLC Performance 

Debug Analyzer

• Analyze client RA 
traces in table, 
graphical format for 
quick and easy 
consumption with 
various statistics

• Example : Client 
connectivity 

WiFi-Hawk (OTA)

• Get insights on over 
the air packet 
capture 

• Example : 
Debugging an RF 
Issue/AP/Client issue

BRKEWN-3515
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