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Webex App

Questions?
Use Webex App to chat with the speaker after the session

How

ﬂ Find this session in the Cisco Events App
9 Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until February 27, 2026.
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< Catalyst 9000 Series Switching Family - ...

session will talk about the component at the
heart of these switches which is the ASIC. It
will also cover common attributes,
technologies, and features in the Catalyst
9000 Switches.
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What is Cisco Cyber Vision?

How Cyber Vision complements Splunk
What exactly is Splunk?

[Demo] Splunk’s Cyber Vision App

[Demo] Building your own dashboards
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48% of respondents believe Al
IS the emerging technology
likely to have the biggest

impact within the next five
years.
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2024 State of Industrial Networking Report

-----
||||||||||||||||



N

Dﬁf’ﬁ:’j'.
Security and facilities

/ _I

W

ﬂ-l

Industrial automation

== =
=

Utilities

L=

&
L
=-—.u-§w‘

Warehouse automation

o

Energy management

s

Patient monitoring

BBBBBBBBBBB

75% of enterprise-
generated Al data
will be created in

industrial
environments
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Al-Driven Vulnerability Exploitation

Fuels Up to 45% of Initial Access

How | Used Al to Create a Working Exploit for CVE-2025-32433 Before Public
PoCs Existed

By Matthew Keeley | April 17, 2025

Red Teaming Researc ] Threat Intelligence

Al Systems Can Generate Working Exploits
for Published CVEs in 10-15 Minutes

But Al also makes
the nEtWO rk ChaosGPT | The Al That Went Rogue?

Exploring Autonomous Al, Its Risks, and the
Future of Al Safety

Al-Assisted Malware Evolves into a
Daily Threat

alfbal ]l
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Cisco Industrial Security
Security fused into the network to protect OT at scale

Q__P OT Visibility
@ embedded in
O O network equipment

OOC' _(i)
(©) =
S 7 Segmentation
D/ ﬁ enforced by
network equipment

>y  Secure Remote Access
JHJ@LD embedded in
— network equipment
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We do not have enough visibility into our most critical
assets
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Cisco Cyber Vision “turns on the lights” for industries

/—C Manufacturing Dﬁ /—C Utilities )ﬁ /—C Roadways Dﬁ

Traffic
Control Center .

Grid
Control Center .

Private
Fiber
Backhaul

Level 3 ppp— pp—
MES SCADA Historian

1 = T
Cyber I X _ Sl e :
S 1 === e e
Vision i 1 - \ s [0 A [ i
| === == =0 1 ( —| 1 1 1 1
1 : i o 1 1 1 1 1
1 EE 1 1 1 = 1 [:] ] l l 1
- % Q ! : Physical | 1 1 .©. 1 1
0 00' , D Security | 1 Traffic SO 1 - Traffic CCTV !
1 Volt P Traffi SCADA | | | 1 1
\ Reg:’lator Me?:lrier:g Cor:?roll(lzer RTU 'I P : 1 1 Coptclcy 1 Cyber 1 Conteley 1
_____________________ Volt Regulator ] 1 ] . x 1 1
Cyberl\ _________ J N e e e e e e , Vision Soooomoo o o= = 14
Substation Automation Vision Cellular Connected Fiber Connected
Distribution Automation Intersection Intersections & Roadways

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKIOT-2846 CcIsco



Cvbe

Visibility into
connected
Industrial assets

Understand the identity of all assets
in the environment. View rack slot
details for modular assets.

© 2026 Cisco and/or its affiliates. All rights reserved.
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< Assets
—— @ MS206_150LiquidSmoke
Global >
Summary Vulnerabilities 3 Communications Properties Interfaces
Dashboard
Alerts ( _ N ) s
Functional group actions -~ © Top 5 Vulnerabilities View All
Assets Type
PLC Alerts Name Cisco Security Risk Score © CVSS Score O
Vulnerabilities
Vendor . . .
Multiple Rockwell Automation Products CVE-2018-17924 Remote D... A\ 51 Medium © 8.6 High
Communications Rockwell Automation
Functional Group Inclusion of Functionality from Untrusted Control Sphere Vulnerability ... 4k 34 Medium © 10 Critical
Configuration 5 Global distributed OT process
Insufficiently protected credentials in Logix controllers A 34 Medium © 9.8 critical

Sensors

MS-LN1-CASEPACKER  +14

Closest Sensors

MS-LN1-CASEPACKER  +13
Rack Slots @

Firmware Version

36.12

Slot# =« Model Name Type Firmware Version Serial Number
Model
1756-L72/B LOGIX5572 Port1-Link00 1756-L72/B LOGIX5572 CPU 36.12 00c95608
Reference Port1-Link01 1756-1B16/A DCIN 10 Module 25 001fe071
1756-L72/B LOGIX5572 .

Port1-Link02 1756-1B16/A DCIN 10 Module 3.3 008feBe5
Serial Number

Port1-Link03 1756-0B16E/A DCOUT .. 10 Module 3.4 00bbbB4c
00c95608

Port1-Link05 1756-IF8/A 10 Module 1.5 00Zcbabb
Primary Interface

Port1-Link06 1756-ENBT/A Communication Module 6.6 0077c07c
IP Address
10112.204.150 Port1-Link07 1756-HSC/A Ver. 1.5 10 Module 1.5 80203fe0
VLAN Port1-LinkD8 1756-HSC/A Ver. 1.4.35 10 Module 1.4 802026cd
204 Port1-Link09 1756-EN3TR/B Communication Module 121 0116cdb8
Network
MS - Line 1 9 Records Show Records: 10 v 1-9 o

View all 2 interfaces

N
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Cyber Vision

— ¢ Assets

m 192.168.10.10
@ Qrganization ~
? TE= . . -
Siesg Summary Vulnerabilities o Communications Properties Interfaces
‘ -"k O 7™ Dashboard
Q Asset All Communications @ 3 ® v Last month
A Alerts
- Asset You are in: )
] S55e1s Home @
{2} Vulnerabilities Rockwell Auto...

Communication pesss
Map e @) (@)

IFM Floctrnni__:. Rockwell Auto..
-29 KB -730 KB

Highly performant rendering for IQ
thousands of nodes _~192.168.10.10

-56 KB -730KB
Rich overlay capability to turn on p ()
visuals as needed to reduce : ] —riT ] lQ
d|StraCt|0nS IFM Electroni.., Rockwell Auto..
Sl

192.168.10.17
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Cvb

ldentify & Track
Vulnerabilities

Identify known asset vulnerabilities so
you can patch or protect them before
they are exploited

Cisco Security Risk Score provides dynamic
vulnerability scoring using indicators such as
being actively exploited in the wild

© 2026 Cisco and/or its affiliates. All rights reserved.

CVE-2025-7353

Remote Code Execution Vulnerability in

Cisco Security Risk Score CVSS Score

56 9.8
Medium £ Critical €

Details

C iption

A security issue exists due to the web-based debugger agent enabled on released devices. If a specific
IP address is used to connect to the WDB agent, it can allow remote attackers to perform memory d...
View more

Mitigation

Update to version 12.001

Published on User Interaction
August 14, 2025 MNone

Attack Vector Priv Required Availability Impact
Network None High
Attack Compl

Low MITRE ATT&CK® A\ 3 Tactics matchad

Exploit code maturity Description
Unproven that exploit exis' | 1actics represent an attacker's goals, such as gaining initial access, escalating privileges, or evading
detection.
Links ¥
https://nvd.nist.gov/vuin/ TADOO9 - Collection 4\ 1Technique matched
https://www.rockwellauto
advisory.SD1732.html : Name
Data from Local System [7

TAO002 - Execution 4k 2 Technigues matched

Name

Native API
BRKIOT-2846




';'I';;l;' Cyber Vision Q Search @ | Q alex@email.col

Organization
®) o , Alerts o4

7> Dashboard 10 ac

Cvbe

A Alerts
Active 4 Cleared 0

Assets

2 critical Q 1 High o 0 Medium A 1 Low

« = Communications

{:} Vulnerabilities
Q v v v v v 4 results | Export

&- Configuration > Alert Type - Trigger Instances . Severity - Trigged By - Last Detected -
> Malicious Domains darkweb.com (4.0.1.20) 2 ) Critical Communication Dec 10, 2024 10:30 £
v Severe Vulnerabilit... CWVE-2022-1161 - Inclusion of Functionality f... 2 € Critical Vulnerability Dec 10, 2024 10:30 £
H . CVE-2022-1161 - Inclusion of Functionality from Untrusted Control Sphere Vulnerability in Rockwell Automation Logix Controllers
* New rule engine to configure Alert
2 monitored assets are affected by this vulnerability which CVSS score is = than the threshold defined in the alert rules.
thresholds

Cisco Security Risk Score CVSS Score Exploitability Attack vector
© 86 High © 9.2 Critical @) Functional exploit exists © Network

» Alerts grouped based on trigger to
reduce number of alerts generated

View alert summary =

> Severe Vulnerabilit... CWVE-2025-9102 - Out-of-bounds Write Vuln... 3 © High Vulnerability Dec 10, 2024 10:30 £

> End of Support Fir...  Allen Bradley / SLC505 / 18.0.1 1 @ Low Vulnerability Dec 10, 2024 10:30 /

Rows per page | 30 v | 1-12 of 12 b

N
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Cyber Vision Center

Visibilitv built-i
not bolted Lt

v" Network embedded sensor
No need for addition hardware

v" No need for SPAN collection AN
networks | (AT

v Active discovery passes NAT
boundaries

Cisco network with
built-in Cyber Vision
sensor software

v" Comprehensive visibility, even at
lowest Purdue levels

-
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Flexibility to mix and match sensor types

Cyber Vision
Center

Lightweight o N
Metadata S

\
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Cisco Switch

Industrial
Compute

Pl ()

Docker Sensor

Hardware Sensor

Network Sensor

© 2026 Cisco and/or its affiliates. All rights reserved.

SPAN

Non-Cisco
Switch

Scales across brownfield and greenfield environments

BRKIOT-2846

Network embedded sensor - No need for
addition hardware

No need for SPAN collection networks
Active discovery passes NAT boundaries

Comprehensive visibility, even at lowest
Purdue levels
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Attacks can come from anywhere

Chinese APT41 Exploits Google Calendar for Malware Command-and-
Control Operations

& Ravie Lakshmanan [ May 29, 2025

Chinese Hackers Target Taiwan's Semiconductor Sector with Cobalt Strike,
Custom Backdoors

& Ravie Lakshmanan [ Jul 17,2025 Malware / Cyber Espionage

EdgeStepper Implant Reroutes DNS Queries to Deploy Malware via Hijacked
Software Updates

& Ravie Lakshmanan [ Nov 19, 2025 Cyber Espionage / Malware

CISA Warns of Flaws Affecting Industrial Control Systems from Major
Manufacturers

& Ravie Lakshmanan [ Jan 16,2023 Industrial Control Systems

© 2026 Cisco and/or its affiliates. All rights reserved. BRKIOT-2846
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A siloed approach is not enough to secure OT

Detecting threats requires cross-domain visibility

& s

A well-tailored
email causing a
user to click....

i

ALS

Which downloads
malware to the users'
machine....

Cisco Secure Endpoint

Which goes to a
questionable
website....

L N
[ 4

Ao 4

Cisco Secure Email Cisco Umbrella

L N
[ 4

010110
110010
001011

Which causes
unusual activity in
the OT....

24x7x4

Who logs in to the
OT network
remotely....

\ad

Cisco Secure
Equipment Access

Cisco Cyber Vision

- splunk>-

a CISCO company
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What is Splunk?

Splunk Security focuses on finding, ——
investigating and stopping threats Powered by Splunk Al

APls | Integrations | Models | Visualizations

Custom and
Splunk Observability helps understand the e i
health and performance of systems and «— _ — )
applications, to eliminate downtime and _— T — R
find the root cause of failures / . Iprivate Clouds \
Centers

Digital resilience is important in a modern industrial environment. Security and Observability
are two sides of the same coin - you can't have a "safe" factory if it’s offline, and you can't
have a "high-performing” factory if it's compromised.

N
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Understanding core Splunk concepts

Splunk Enterprise has two core components - SIEM &
SOAR

Security Information & Event Management (SIEM) is a central hub that collects and

analyses log data from across your entire network to detect suspicious activity and provide
real-time security alerts.

Security Orchestration, Automation & Response (SOAR) takes SIEM alerts a step further by
using automated "playbooks" to coordinate and execute rapid responses to threats without
needing manual intervention for every task

The focus of this presentation will be Splunk’s SIEM capabilities

N
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Understanding core Splunk concepts

Splunk Enterprise is not the same as Splunk Enterprise

Security

§p|un|< Enterprise

The full name of the product. This is the foundational software.

@ Collect and Index Data
@ Search, Analyze and Visualize

@ Monitor, Alert and Report

@ Powerful App Library

( Cyber Vision App runs on Splunk Enterprise

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKIOT-2846

§p|un|< Enterprise Security 8.0

A premium app that sits on top of Splunk Enterprise

@ Complete TDIR platforms

Native Splunk SOAR integrations
Detection Engineering

Risk Based Alerting

MITRE ATT&CK visualizations

QK

Splunk OT Security

+ much more

N
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Understanding core Splunk concepts

Add-ons are for the system, Apps are for Humans

Cyber Vision Add-on is a background process that contains data parsing rules, field
extractions, and configurations to ingest data from Cyber Vision correctly

Cyber Vision App contains dashboards, reports, saved searches and custom navigation
menus so humans can make use of the data ingested by the add-on

> Cyber Vision App
Cyber Vision Add-on — Splunk Enterprise Security

= Splunk Asset & Risk Intelligence (ARI)

N
© 2026 Cisco and/or its affiliates. All rights reserved. BRKIOT-2846 CcIsco



Global Overview  Cyber Vision Center Overview  Operational 1& y Insigt t Overview  SyslogOverview ~ Search  Dashboards

u u Global Overview ~
Provides an overview across all Cyber Vision centers
vber Vision App

Al m- No - Last7 days.

Global Asset Count by Center #Sensors by Center
Expand the panels verticaly to accomm: Expand the panels vertical)

88 35 530 31 12 2

Aggregate all Cyber Vision deployments et e o S

Focused view per local center r EEEEEEEEEEEEEEEEE

ccccccccccccccccc

Operational & Security Overview v ¢ st e < P

Vulnerabilities Overview

Real Time Syslog Collection

QRARARAR |

Schedule reports over email

N
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Demo




Complete your session surveys

4 N I
Complete your surveys in the Cisco Events Complete a minimum of 4 session surveys
App. and the overall event survey to receive a

unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

N
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Continue your education

© 2026 Cisco and/or its affiliates. All rights reserved.

Contact us at: kakamra@cisco.com , anmcphee@cisco.com

BRKIOT-2846

r N [ A A
( » —0= [o] ==
) 0000 Y'Y
—_—— MMM
Visit the Cisco Book your one-on-one Attend the interactive Visit the On-Demand
Showcase for related Meet the Engineer education with DevNet, Library for more
demos meeting Capture the Flag, and sessions at
Visit the Technical Walk-in Labs Ciscolive.com/On-
Solutions Clinics to Demand
discuss your technical
questions
g - J Y, Y,
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https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html

Thank you CISCO Live !
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Backup slides if demo has
connection issues




Cyber Vision Splunk Apbc

A Global Overview
across your entire
installation

Aggregate data from all local Cyber
Vision Centers in a single platform

© 2026 Cisco and/or its affiliates. All rights reserved.

Global Overview  Cyber Vision Center Overview ~ Operational & Security Insights ~ Assets Summary  Vulnerabities Overview

Global Overview ~

Provides an overview across all Cyber Vi

n centers
Cyber Vision Center Include Inactive Devices (>30...  Global Time Range

Al (U0 No - Last7 days -
Global Asset Count by Center
Expand the paneis vertically to accommodate for more centers

cv-centeri.cisco.com cv-center2.cisco.com cv-center3.cisco.com

88 35 530

# Inactive Sensars by Center Vuln Severity across Centers (Last 7 days)

Critical

Medium

cv-utility.cisco. com ov-centerl cisco.com

High
cv-centerd.cisco.com Low

# Devices with Critical or High Risk by Center

cveutility.cisco.com

cv-center3.cisco.com

cv-center.cisco.com

cv-center2.cisco.com

Inactive Sensors

CV Center & Name 2 Model =

Cyber Vislon Sensor by Location

Zoom area and focus can be set in editor

cv-utility.cisco.com

3

# Vulnerable Devices by Center

cu-utiltycisco.com

cv-centerd.clsco.com r

cv-center2.cisco.com

Top 10 Device Risks

1521680 45{cv-center dscocomp
1758-ENZT/Djev-center 2 dsco,com)
192768.50.5(cv-centerl csco.com)
192 168 10 A5{rv-center! asco.com)
F756-LBIES Blcv-center csco.com)

SecBema_LinePLC | 17_R{cw-center cisco.com)

Devices

SecDemo_CeNPLE | 17_Ricu-center] dsco.com)
1756-LBSE LOGIXS880E(cv-centers dsco.com)
‘SecDeMo_LNePLC | 17 ER(CY Ay, CSco.£om)
SecDemn_CalPLG | 7. ERfev-umty isco,com)

Creation Time &

Syslog Overview  Search  Dashboards

# Sensors by Center
Expand the panels vertically to accommodate for more centers

cv-centeri.cisco.com cv-center2.cisco.com «cv-center3.cisco.com

12 2 2

# Devices with External Communications

' Actions = Edit

cv-utility.cisco.com

4

# Devices with Cleartext Credentials

cvilty.cisco.com

cv-canter2cisco.com

cw-centerl.cisco.com cv-centerl.cisco.com

0 0 20 30 40 50 60 70
Risk Score

State Operational Status & Enroliment Status &

cv-centerd.cisco.com ol

cv-center2.cisco.com

85
84
80
80
kel
75
75
75
75
75
80 %0

Last Received System Info

100




Global Overview  Cyber Vision Center Overview  Operational & Security Insights

Cyber Vision Center Overview

Assets Summary

Vulnerabities Overview

Syslog Overview  Search  Dashboards

' Actions + Edit
Cyber Vision Center Risk Severity Global Time Range
cv-centerl.cisco.com ~ Critical, High, Me... (4}~ Last 7 days A
Q filter # Critical and High Risk Devices Total Sensors All Sensors by State Risk Score across Center
Current state of all sensors
-/ cv-centeri.cisco.com High
cv-center2.cisco.com o Inactive. Medium
cv-center3.cisco.com I I 2 e Low
cv-utility.cisco.com
# Vulnerabilities by Severity Vulnerability by Severity
. . Critical High Medium Critical
N nn 21 75 59 ¢
High
New Devices by Type A Inactive Devices
Devices that started communicating after the beginning of the tme range Devices that have not communicated since the baginning on the time range
3
H
S2
g
[ | =
'K
H
H
1200 AM 12:00 AM 12:00 AM 1200 AM 12:00 AM 12:00AM 12:00 AM 12:00 AM 1200 AM
No search results returned MonNov24  MonDec1 Mon Dec 8 MonDects  MonDec22  MenDec29  MonJans Mon Jan 12 Mon Jan 19
2025 2036
_time.
e r O C a e n t e r Controller Net Management Server [l Network Switch
Top 10 Devices with Vulnerabilities Top 10 Devices with Highest Risk
192168.302 1921681045 |
192168.40.2 192168605
192168.20.2 101601100
192168.60.2 1016011200
w 17226161 % 101601110
o 192168102 < 192168.2010 |
1921681045 192168.2011
192168.605 1921681010
1016011250 192.68.3010
192168.2010 192.168.4010
o 5 1 5 20 5 30 35 ) 45 50 55 65 7 o 1 20 0 0 50 60 s 80 %
D 0 t f h I I count riskScore
e CII ca e Cl Scre e nS O r eac Dca Events by Category Events by Severity Events by Source Events by Destination
. . .
h f h I “Cisco Cyber Vision Operatians” Low 1019015232
Instance when turther analysis IS — v g -
1721610010
. 192168012 21216621080
required
Show Sensor State Sensor Name
Inactive Only .
Sensor States
Host $ Name 3 Model = State = Operational Status + Enroliment Status Last Received System Info
cv-center!.cisco.com RALEIGH-INTERSECTIONO7 10X_ZTP 1/07/2025 22:07:40.09
cv-center!.cisco.com RALEIGH-INTERSECTIONO8 IOX_ZTP 11/07/2025 22:07:40.09

© 2026 Cisco and/or its affiliates. All rights reserved.

Cyber Vision Sensor by Location

Milburnie




Cyber Vision Splunk App

Operational &
Security Overview

Aggregated view of security events
with a timeline view to understand
origin and impact

© 2026 Cisco and/or its affiliates. All rights reserved.

Operational & Security In;

Activity by Source
Shows all activity by source

- -
1048015232 2

1723610010 1
172.261001 1

212166.210.80 al
182168.25012 1
192168.9912 i

Signature based Detection 8

Login of the user 'disco clsco IP... 1
Login of the user ‘disce clsca iIP.. 1
Login of the user ‘cisce clsco IP.. 1
Login of the user 'disco clsco IP.. 2

INDICATOR-COMPROMISE DN... 8

cv-centerZ.cisco.com 5

"
Al aperatonl and secuity deta being coll
e Vison Canter Camgory
Evants Distribution By Severty Over Tise oana By Sevarty T
. ot
n S —— o
r e Ve Tami T Tz e . -
actnary nctiany by
e sy et oy Sy e
e Bl oo B cmeger- L [ s v u
- . e 1 a1 " camnsman "
= W= o oot 1 e 1| e + ) i )
R — — N/, (—
\ I
[ V| me—— |
Seceny 1| weaeecsems 1 wwses s/
\
Spetrsomtbecin 8| RO ot 1| mwAmOD '
P T '
a@o08
o Cenier ¢ Tope Category @ e s Dest 3 Uner Message &
24 asaa74 200 Banaviers . w00 aze snan o MISE DN st , 22600253
2402028 1816 387363 sehaver 8100 w2 lll8s7 it signature NDICATOR: ons. o - ais
s20 vaze . sfo one 805 2 17226
a0y afeo or o
S — - o " 1 0t o properiife:: been purg
1z o3 e m s
a0 08
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Message 3

Snort UDP alert id 44037 with signature "INDICATOR-COMPROMISE DNS request for known malware sinkhole domain iug

proto unknown

‘gwea.com - WannaCry" 192.168.250.10:62805 -> 192.168.25012:53
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Assets Summary ~ N Actionsv  Edit

Asset data being colls d and across the
Cyber Vision Center Protocol Fllter Risk Level Show Device Tags Search Time
|ecmmicime. @ | Norcsmmonbrowe, v || MovMedumlow@r (Ko - EEETEEE
Devices by Device Type Devices by Asset Vendor Assets by Risk Level Devices by Activity Period
Devices braken down by type Devices broken down by vendor Classifies asset based on risk score Classifies the device based on its last activity
Windows Camera YASKAWA ELECTRIC CORPORATION ABB Automation products GmbH High
] ] Operator Panel Vhware. Inc. Axis Communications AB
b e r V I S I O n I u n k A Network Sueh Controller TURCK. Inc. Banner Engineering e
Net Management Sarver [E——— Cisco Systems, Inc
Slemens Dell nc. Low
10 Module DNS Server Sagemcom Broadband SAS FANUC ROBOTICS NORTH
Engineering Station Rockwell Automation AMERICA, Inc. Last 24 Hours
Top 10 Pratocols Top 10 Talkers
ENIP Siemens 85319 <> Siemens SLI13c
cP_o 17EELBAE LOGIK_. CIMR-AUAAQOOS.
SNMP RECIPESTATION <. xls DESAAITSOTa0
o  PROFINET COOLINGAM-H.. axis bEBATICSTaE
S PROFINET_IO § COOUNGCAM-H.. as-bBeddficTice
H  T3AAENTRIS Em_RUB LOGDXG6ER
& TTH-AENTRIC Eth. BAE LOGIXSSB0E
1756.L64E LOGIK.. 7 SI0 400W DLR.
PNIO_CM 172.2616.10 <> 17 BAE LOGIXSSB0E
1765-LIGER/B LOG._. CIMR-AU4A0003
0 10 20 30 40 50 60 70 80 a0 100 0 107 20T 30T 40T 50T
Count Bytes Count
Device Vendor Device Type Model
‘ lc 9o omo
Devices Details
.
Help understand which assets need bawce & - DevieType ¢ Vendor 5 gy § RskScoe 5 CVGemer ¢ Frsdety 5 LatAchmy & #Vuorabites $
. . . . plexbldOed 1016011.250 Network Switch Siemens AG BEST 215-1AG40-0XBO Va.2.2 cv-centerl.cisco.com 09/19/2024 01/24/2026 27
refreshed & identify risky vendors in
19216810.45 192.16810.45 Operator Panel Siemens B6AV2 124-0JCO1-0AX0 V1500 cv-centerl.cisco.com 11/07/2025 01/24/2026 32
your deployment
192168.60.5 192.168.60.5 Operator Panel Siemens B6AV2 124-0JCO1-0AX0 V15.00 cv-centerl.cisce.com 1/07/2025 01/24/2026 32
22:24:33.648 17:41:01124
AGV_CTRL 192168.601 Controller Siemens AG 6ES7 512-1SK01-0ABO V294 cv-centerl.cisco.com 11/07/2025 01/24/2026 14
22:24:33648 17:41:01124
RawMaterialPLC 192168101 Controller Siemens AG 6ES7 512-1SK01-0ABO V294 cv-centerl.cisco.com 1/07/2025 01/24/2026 14
22:24:33.648 17:41:47.273
SHIPPING_CTRL 192.168.60:10 Controller Siemens AG 6ES7 512-1SK01-0ABO V294 cv-centerl.cisco.com 1/07/2025 01/24/2026 14
22:24:33.648 17:41:0178
192.168.10.41 192.168.10.41 10 Module Siemens AG 35U1400-1LL10-3BA1 V21 cv-centerl.cisco.com 1/07/2025 01/24/2026 [o]
22:24:33648 17:41:47.273
19216810.42 19216810.42 10 Module Siemens AG 3SU1 400-1LL10-3BA1 Va2 cv-centerl.cisco.com 11/07/2025 01/24/2026 o
22:24:33648 17:41:47.272
19216810.43 19216810.43 10 Module Siemens AG 3SU1 400-1LL10-3BA1 V211 cv-centerl.cisco.com 11/07/2025 01/24/2026 o]
22:24:33648 17:41:47.266
192168.60.30 192.168.60.30 10 Module Siemens AG 35U1400-1LL10-3BA1 Va1 cv-centerl.cisco.com 1/07/2025 01/24/2026 Y]
22:24:33648 17:41:0178
N
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Cyber Vision Splunk Ap

Vulnerabilities
Overview

Identify the riskiest vulnerabilities in
my environment & which ones can
be eliminated in the next
maintenance window

© 2026 Cisco and/or its affiliates. All rights reserved.

Vulnerabities Overview v
Overview of all detected vulnerabilities

Cyber Vision Center Device Type

Total Distinct Vulnerabilities

196

Total Devices with Vulnerabilities

44

®  Top10 Devices with Vulne:

Vendor Global Time Range

bilities

[ ] Top 10 Devices with Firmware Vulnerabilities

[E9300.DIST

[E3400.L)

INEY

1E9320-B1.clsco.com

E300NES 34004
bilities by Severlty
Crttcal
Medium
Low
High

Devices with Highest # of Critical and High Severity Vulnerabilities.

1765 IBER/E LOG. centerlasco.com)
IE3400-LINES(cv-cenierldscocom)
IE3400-LINEA(cv-cenierlcscocom)

9320 81 1500 ¢ y-my.isen.com)

R —
|- e ——
19208 I045(ccantra asco.com)
19236860 Sicvcentenasco.com)
E340D-NEI Cu-centersasco.com)
1ES300-DISTiewcentert etco.com)

o 5

Severlty

0 5 20
Total Detections

Dest

All Vulnerabilities

TseENzTD

TseLmESE

TFUAENTRIC . £t Aapter

INE4

SecDemo_Cel_LOGHGIIGER

Secbemo_Lin. LOGXSTI6ER

783 L3688 BMOD.

Last Found & CV Center 2 Dest 3 Device 2 Asset 2 Vendor 2
Type
012412026 cv-centert.cisco.com 1016011100  SecDemo_Celll  Controller Rockwell
17:50:03 PLC | 1769- Automation
L16ER/B
LOGIX5316ER
01/24/2026 ility.ci m SecDemo_Celll  Controller Roclewell
17:45:02 PLC|1769- Automation
L1GER/B
LOGIX5316ER
012412026 cv-centert.cisco.com 1016011100  SecDemo_Celll  Controller Rockwell
17:50:03 PLC | 1769- Automation
L16ER/B
LOGIX5316ER
01/24/2026 ility.ci m SecDemo_Celll  Controller Rockwell
T PS Bi~imEa POS———
Firmware Vulnerabilities
Last Found & CV Center = Dest & Device & AssetType ¢  Vendor
01/24/2026 cv-centerd.cisco.com 1016041100 SecDemo_CelfPLC|  Controller Roclkwell
17:50:03 1769-L16ER/B Automation
LOGIX5316ER
01/24/2026 ility.ci m J SecDemo_CelfPLC|  Controller Roclwell
17:45:02 1769-L16ER/B Automation
LOGIX5316ER
01/24/2026 cv-centert.cisco.com 1016041100 SecDemo_CelfPLC|  Controller Rockwell
17:50:03 Automation

1769-L16ER/B

w2Es0s

@

40

Description

CVE-2019-12255

CVE-2018-12255

CVE-2019-12261

CVE-2013-12261

Model &

1769-L16ER/B
LOGIXS316ER

1769-L16ER/B
LOGIX5E316ER

1769-L16ER/B
LOGIXS316ER

w2san4s Oparator Panal

,_'l Actions » Edit

®  Vulnerabilities by Vendor

Siemens a6

Controlier
Semens
prosos 10 Module Rociw.maton e
RS Auz.0, 1
Network Switch MOXA o
TESLI6ERE LOGNGIIEER
Top 10 Vulnerabilities by Frequency ®
CVE:2021-22681
CVE-2019-12262
CVE-2019-12261
CVE-2019-12257
w CVE-2019-122585
Bcve 2022 30065 I M
CVE-2020-15782
CVE-2021-27384
CVE-2020-15798
CVE-2020-15786
o o 02k 03 oak o5k osk o7 o8k 05K 10K K
# Detections
[ ]
Severity &  Description & cvss & Link 2
VxWorks TCP/IP Stack (IPNET) Urgent/ft 98  hitpsi//us-cert.cisa.goviics/advisories/ICSA-
Vulnerabilities - TCP Urgent Pointer = 0 leads to 22-090-05
Integer underflow
\sWorks TCP/IP Stack (IPNET) Urgent/t 98  hitpsi/jus-cert.cisa.goviics/advisories/ICSA-
Vuinerabilities - TCP Urgent Pointer = 0 leads to 22-090-05
Integer underflow
VisWorks TCP/IP Stack (IPNET) Urgent/tt 98  hitpsi/us-cert.cisa.goviics/advisories/ICSA-
Vulnerabilities - TCP Urgent Pointer State 22-090-05
Confusion during connect() to remote host
\sWorks TCP/IP Stack (IPNET) Urgent/t 98 hitpsi/jus-cert.cisa.goviics/advisories/ICSA-
Y 22 nan AR
<Prev | 1 2 3 4 5 .. Next>
[ ]
Version &  CVE & Severity & Description & Solution =
VxWorks TCP/IP Stack (IPNET) Rockwell Automation recommends users
12255 Urgent/!l Vulnerabilities - TCP Urgent update to the latest firmware version to
Pointer = 0 leads to Integer underflow  mitigate this vulnerability.
CompactLogix 5380, Compact GuardLogix
5380, CompactLogix 5480, ControlLogix
5580, GuardLogix 5580: Upgrade to v33.011
firmware
CompactLogix 5370, Compact GuardLogix
5370, ControlLogix 5570, GuardLogix 5570:
Upgrade to v34.0M firmware
311 CVE-2019- VxWorks TCP/IP Stack (IPNET) Rockwell Automation recommends users
12255 Urgent/t1 Vulnerabilities - TCP Urgent update to the latest firmware version to
Pointer = 0 leads to Integer underflow  mitigate this vulnerability.
CompactLogix 5380, Compact GuardLogix
5380, CompactLogix 5480, ControlLogix
5580, GuardLogix 5580: Upgrade to v33.011
firmware
CompactLogix 5370, Compact GuardLogix
5370, ControlLogix 5570, GuardLogix 5570:
Upgrade to v34.0M firmware
311 CVE-2019- High VxWorks TCP/IP Stack {IPNET) Rockwell Automation recommends users
12257

Urgent/ft Vulnerabilities - Heap

update to the latest firmware version to



Cyber Vision Splunk App

Real Time Syslog
Collection

Customize your alerts to be notified
immediately of events that matter
the most to you

© 2026 Cisco and/or its affiliates. All rights reserved.

Syslog Overview ~

Syslog data is only recommended when other API's or data ingest methods are not available

Cyber Vision Center Severity

. - All

Syslog Distribution By Severity Over Time

10
5
E:00PM 8:00PM 10:00 PM
Fii Jan 23 Frl Jan23
2026
All Syslog Events
Time % CV Center =
172.26154123
172.26154123
172.26154.123
2026-01-24 172.26154123
00:00:17122
172.26154.123
172.26154123
172.26154123

12:00 AM

Category

m~ Al m-

2:00 AM 200 AM 6:00 AM

_time

Severity +

Message

High

High

High

High

High

High

BRKIOT-2846

Event Class ID

All

B:00 AM

SSH)

mmunication has

321681971:22

1119216819

1 on the network:

Search

- .
10:00 AM 12:00 PM
communication has bee

7.55 has

Dell

Time

Last 24 hours -

Syslog Events by Severity

High
Low

2:00PM

2:00 PM 6:00 PM

EventClassID % Vulnerability Count =

unicatior

rom com|

communicatior

on baseline

37.55, M,

High

Vulnerable s
Component

L Actions =

Syslog Event Class ID by Severity

component_new

~

communscation_new.

Source 3 Destination

1921681971 192168187,

Edit

baseline_afrerences

1921681971 19216819
N
cisco
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Cyber Vision Spl

Build your own
dashboard

All graphs are powered by Splunk
Processing Language (SPL).
Customize the search and save your
own

© 2026 Cisco and/or its affiliates. All rights reserved.

Devices by Device Type

Devices broken down by type

Windows
Operator Pane
Network Switch

Net Management Server

10 Module

New Search

Events Patterns Statistics (10)
Page v # Format Pr

et_type &

BRKIOT-2846

Camera

Contraller

* DNS Server

Engineering Station
Q ® o0 3

Open in search

ty,host,lastActivity, firstActivity, device_tag

Create Ta

e < |

L * Smart Mode v

N
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Complete your session surveys

4 N I
Complete your surveys in the Cisco Events Complete a minimum of 4 session surveys
App. and the overall event survey to receive a

unique Cisco Live t-shirt.

(from 11:30 on Thursday, while supplies last)

N
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

——

Book your one-on-one
Meet the Engineer
meeting

Visit the Technical
Solutions Clinics to
discuss your technical
questions

N
(2] T
0000 Y9
MMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs Ciscolive.com/On-
Demand
Y,

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKIOT-2846
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https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html

Thank you CISCO Live !
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