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Questions? 

Use Webex App to chat with the speaker after the session

Find this session in the Cisco Events App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until February 27, 2026.
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Catalyst 9000 Series Switching Family - …
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Components

Large 
Language 

Model (LLM)

- Pretrained on a vast and diverse data set, able to understand process and generate language (images)

- In AIOps, interpret complex human queries, "reason" and generate insights

- Cannot get access to live data, external datasets, only what it was trained on

Agent
(Model Context 

Protocol) 
MCP

- MCP is a "USB" like protocol to connect to agents to access external resources (e.g. network data)

- Agents expose tools to access live data or make configuration changes

- Usually expose a subset of capabilities of the underlying platform

Tools

- Allow agents to interact with the outside world

- Typically make API calls or invoke other software

- Relatively small number of tools  / agent (compared to API endpoints)

BRKOPS-1481

Skills

- Shows the model how to use tools

- Sequence of steps, like a playbook

- No side-effects, tools do the work
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Skills vs Tools
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Example:

Tools:  CLI, API, configuration change, ping etc

Skills: Troubleshooting reasoning

Skill: I need to check dhcp scope, then wireless client 
events.  Find the clients impacted when scope exhausted

Tool: get_dhcp_scope(), check_wireless_clients()

Skill        
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Determinism
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"identical inputs always lead to identical outputs."

Start

Good 

output

Finish

No

Yes
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The art of prompting (new human skill)
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Naïve: 

How is my network doing?

Compound, self correcting: 
You are a Network Operations Copilot (Wi-Fi + LAN) helping an on-call engineer. 

Task: Troubleshoot a suspected Wi-Fi performance degradation at the London office. Symptoms (from user 
reports): - Users report intermittent disconnects and high latency on the CORP-WIFI SSID. - Started “this 
morning” and is affecting multiple floors. 

Constraints: - Do NOT recommend disruptive actions (channel plan changes, controller reboot, mass AP 
reboot) unless evidence strongly supports it. - If you need more info, ask up to 3 clarifying questions first. 

Work style: 

1) State 2–4 hypotheses and the minimum evidence you need to confirm/deny each. 

2) Propose an investigation plan that pulls only the most relevant data first. 

3)  For each hypothesis, cite which observed metrics/events support it and which contradict it. 

4) Identify 3–5 ways your reasoning could be wrong (misread KPI, missing time window, correlation vs 
causation, etc.). 

5)  For each possible mistake: either show why it’s unlikely given the evidence OR revise your hypothesis 
and update the plan. 6) Output a short incident-ready summary: “Symptoms / Impact / Likely cause / 
Next actions / Risky actions to avoid”.

 Keep the response technical and specific to Wi-Fi operations.



AgenticOps in Practice: 

AI Assistants
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Today’s IT environments are more complex, noisy, 
and fragmented than ever

of IT pros say alert 
fatigue is a top challenge

of IT outages caused by 
human error are procedure 
or process related

Saas apps are used by the 
average enterprise, operating 
across the 2.2 public clouds

hours of average mean 
time to resolution for 
critical incidents. MTTR 
is still too high 

70% 85% 112 15+

BRKOPS-1481
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However, this is not a new problem … 

 Scripted Automation
Use of scripts and point tools to automate repetitive tasks
Faster changes, but logic is static and brittle
Still requires human interpretation and decision-making

 Centralized & Intent-Based Operations
Controllers and centralized platforms manage network state
Shift from device-by-device to policy-based configuration
Improved visibility, but actions are still largely manual

 AIOps
ML models correlate events, anomalies, and root causes
Noise reduction and faster mean time to resolution

 AgenticOps
AI agents reason, plan, and act across domains
Humans set policies and guardrails

 Manual Operations
Device-centric, reactive, largely manual
CLI-driven configuration and troubleshooting
Siloed teams with limited shared context
Reactive “break-fix” model based on tickets and alerts
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AI Assistant Value Prop

AI Assistant brings conversational 

intelligence directly into the Platforms

It allows IT teams to ask questions in 

natural language, get actionable 

insights, and automate network 

operations all within a familiar, secure 

environment.

BRKOPS-1481
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Examples of AI assistant across Cisco Portfolio
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Authentication & compliance

Duo

Private & SAAS Resource 

Access

Secure Access

                           

     

Topology, client details, 

location, etc.

Cisco Meraki

WAN, Internet, App Insights

(*) Available soon

Topology, client details, location, etc.

Catalyst Center *

WAN Details

SD-WAN

Cisco and third-party insights

Voice and video experience
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Streamlining Network Operations with AI Assistant
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┃ Instantly diagnose and resolve issues 
across Cisco platforms

┃ Automate troubleshooting workflows 
for efficient, streamlined network 
management

┃ Transform vast amounts of 
networking data into clear, concise, 
and actionable insights

Seamless monitoring, troubleshooting, and 
management across Cisco architectures
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AI Assistant Under the covers
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User Request: User asks a question with context.

Conceptual and simplified view for learning purposes
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AI Assistant Under the covers

BRKOPS-1481

Guardrails

Guardrails: Request checked for security/malicious 
intent.

Conceptual and simplified view for learning purposes
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AI Assistant Under the covers
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GuardrailsOrchestrator

Agent 1

Agent 2

Agent 3

Data Decision: AI determines what needs to be 
done & what data is needed

LLM

Conceptual and simplified view for learning purposes
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AI Assistant Under the covers
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GuardrailsOrchestrator

Agent 1

Agent 2

Agent 3

Tool A

Tool B

Tool C

Tool D

LLM

Data Collection: Agent selects the tool & relevant data 
is gathered.

Your network data

Documentation

LLM

Conceptual and simplified view for learning purposes
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AI Assistant Under the covers
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GuardrailsOrchestrator

Agent 1

Agent 2

Agent 3

Tool A

Tool B

Tool C

Tool D

LLM

LLM Processing: Data fed to LLM for response 
generation.

Response: LLM provides the answer

LLMYour network data

Documentation

Conceptual and simplified view for learning purposes
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Demo

AI Assistant
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Security and Privacy
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| All interactions are encrypted.

| No personally identifiable information is stored.

| The AI Assistant adheres to Cisco’s rigorous data protection standards.

| Customer data remains within Cisco’s secure environment and is not used to 
train the AI Assistant.

Cisco AI Assistant Offer Disclosure:
https://trustportal.cisco.com/c/r/ctp/trust-portal.html#/19616397641515805
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AI powered automation natively in the Meraki 
dashboard

Leverages built-in AI Assistant integration for 
agentic operations

Automates workflows across Meraki, Catalyst Center, 
Catalyst SD-WAN Manager, ISE, Nexus, and more

Agentic workflows
Agentic automation across cloud and on-prem deployments

BRKOPS-1481
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Demo

AI Assistant Cisco 
Workflows
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AgenticOps in Practice:

Cisco AI Canvas
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Reimagined user 
interface for 
human/agent interaction

Cross-domain

Multiplayer

Purpose-built models

AI Canvas

BRKOPS-1481

Generative UI
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Deep Network Model
Purpose-built for networking, 
expert accuracy

• More precise reasoning for 
troubleshooting, configuration, and 
automation

• Fine-tuned on 40+ years of expertise 
and expert-vetted for accuracy

• Evolves with live telemetry and real-
world Cisco TAC and CX insights

0.00

0.25

0.50

0.75

1.00

GPT-4o Llama 30B GPT-4o mini Gemma Cisco Deep

Network

Outperforms general-purpose models by ~20%

Accuracy on CCIE-style multiple choice questions (590-question benchmark), May 2025

BRKOPS-1481
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Behind-the-scenes with 

AI Canvas

BRKOPS-1481



© 2026 Cisco and/or its affiliates. All rights reserved.

-

Agentic AI gives models the ability 
to interact with systems and take 

actions

BRKOPS-1481© 2026 Cisco and/or its affiliates. All rights reserved.
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Capabilities
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Ask ThousandEyes 
to provide telemetry 

data

Prompt: Is our 
SD-WAN having 
problems? A few 
sites seem slow

Agent asks the 
LLM to interpret 

the prompt 

LLM 
Interprets 
Prompt

Ask Splunk to pull 
network data and 
other relevant logs

LLM + agent begin 
solving problem

ask help from tools, 
including Dashboard, 

ThousandEyes, Splunk

LLM reasons 
on the data 
provided by 
agent and 

tools

Agent returns 
an answer to 

the user

Check SD-WAN 
status in Meraki 

Dashboard

Dashboard

MCP ServerMCP ServerMCP Server

AI Canvas Behind the Scenes Example

BRKOPS-1481

Answer is returned 
to user

Widgets created via 
generative UI MCP
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Demo

Cisco AI Canvas

Dashboard + 
ThousandEyes

BRKOPS-1481

https://dcloud2-rtp.cisco.com/content/profile/experience-agenticops-ai-canvas
https://dcloud2-rtp.cisco.com/content/profile/experience-agenticops-ai-canvas
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Agentic Ops Across IT and SecOps

Security & connection events

Firewall

Authentication & compliance

Duo

Private & SAAS Resource 

Access

Secure Access

                           

     

Topology, client details, 

location, etc.

Cisco Meraki

User trust level, identity checks 

& reasons

Identity Intelligence

Related Threat Incidents

XDR

WAN, Internet, App Insights

Cisco and third-party insightsTopology, client details, location, etc.

Catalyst Center

Authentication Insights

ISE

Voice and video experience

WAN Details

SD-WAN

Data center network management.

Nexus Dashboard

Data center network management.

Hyperfabric

Unified management, automation, 

security.

Intersight

Campus and Branch Data Center Security and Observability

AI Assistant

AI Canvas

BRKOPS-1481
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Demo

Putting it all together

BRKOPS-1481

https://dcloud2-lon.cisco.com/content/profile/cisco-cloud-control


Model Context Protocol
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About MCP… 

BRKOPS-1481© 2026 Cisco and/or its affiliates. All rights reserved.
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REST API

stateless granular composable

Resources

BRKOPS-1481
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Approaches for building MCP servers

BRKOPS-1481

Wrap the 
REST API

Conserve tokens
"count number of devices"

Tool to pre-process

Single tool (knowledge 
of how to call API) Engineering 

Trade-off

Fast

Good
Cheap

MCP 
memory



© 2026 Cisco and/or its affiliates. All rights reserved.

-

Some example servers
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https://developer.cisco.com/codeexchange/github/repo/CiscoDevNet/radkit-mcp-server-community

https://help.splunk.com/en/splunk-cloud-platform/mcp-server-for-splunk-platform/mcp-server-tools

https://github.com/zapodeanu/network_platforms_mcp_servers.git

https://docs.thousandeyes.com/product-documentation/integration-guides/thousandeyes-mcp-server

https://help.splunk.com/en/splunk-cloud-platform/mcp-server-for-splunk-platform/mcp-server-tools
https://github.com/zapodeanu/network_platforms_mcp_servers.git
https://docs.thousandeyes.com/product-documentation/integration-guides/thousandeyes-mcp-server
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Internet of Agents Architecture

BRKOPS-1481
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At first, I was skeptical about achieving 
tangible results due to the project's tight 
timeline and ambitious scope. However, my 
doubts were quickly dispelled. Outshift’s 
Agentic Network Validator solution 
demonstrated its remarkable potential by 
analyzing real-world network changes, 
enabling it to predict and prevent errors 
before they occurred. This technology will 
change the way we operate networks, and 
the transformation will happen much more 
swiftly than I ever anticipated." -Martin Gysi, 
System Architect at Swisscom

https://outshift.cisco.com/blog/swisscom-oushift-network-change-management
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All sorts of models, large and small!

BRKOPS-1481

Multiple models 

 Multiple sizes – model to book an air ticket?

 Resources and economics

 Speed of change
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Demo

BRKOPS-1481

Claude + RadKit MCP
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Summary

BRKOPS-1481

• Speed of change – this is evolving rapidly

• Agents are just another technology to make people more productive (vs replacing them)

• Provides the most benefit to the expert – today like an enthusiastic intern (who can make 
mistakes)

• Super low barrier to entry – immerse, learn, understand
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Complete your surveys in the Cisco Events 
App.

Complete your session surveys

BRKOPS-1481

Complete a minimum of 4 session surveys 
and the overall event survey to receive a 
unique Cisco Live t-shirt. 

(from 11:30 on Thursday, while supplies last)  
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Book your one-on-one 
Meet the Engineer 
meeting

Visit the Technical
Solutions Clinics to 
discuss your technical 
questions

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
CiscoLive.com/On-
Demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

BRKOPS-1481

Contact us at: BRKOPS-1481 Webex Space

https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html


Thank you



Cisco
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