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Enter your personal notes here

Catalyst 9000 Series Switching Family - …

Webex App

BRKOPS-2416

Questions? 

Use Webex App to chat with the speaker after the session

Find this session in the Cisco Events App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until February 27, 2026.
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… any regularly repeated behaviour 
that requires little or no thought and 

is learned rather than innate.

Habit

BRKOPS-2416
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Agenda Habit #1 Deploy at scale with Campus 
Automation

Habit #2 Stay Compliant by Design

Habit #3 Keep Software Current

Habit #4 Assure with Insight

Habit #5 Transform with AIOps

Habit #6 Integrate to Innovate

Habit #7 Maintain Platform Currency 
for Maximum Resiliency

BRKOPS-2416



Habit #1

Deploy at scale with Campus 
Automation
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Campus Automation

Evolution of Automation

BRKOPS-2416

Intent
Wireless primary

Switching templates

Per Device
Day-N

Wired + Wireless

Config At 
Scale

Coverage/scale
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Simplified View and Edit of Switch Configuration

BRKOPS-2416

Summary View of Configurations

Actionable Switch Ports 

Instant Edit and Provisioning

View/Edit of Detailed Configurations

XXXXX
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Catalyst Center- Per-Device Configuration - Switches

BRKOPS-2416

Simplified visualization

Phase 1: Layer 2 configurations
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Catalyst Center- Per-Device Configuration - Switches

BRKOPS-2416

Simplified 
Configuration

Phase 1: Layer 2 
configurations
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Catalyst Center- Per-Device Configuration - Switches

BRKOPS-2416

• Catalyst 9000 Series Switches running Cisco IOS-XE 17.3 or later

• Cisco Catalyst Center version 2.3.7.9 or later

• L2 Configurations available

• For devices provisioned using SDA, only Config Visibility is supported

Reference

Pre-Requisites
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9800 WLC  - Per device configuration

BRKOPS-2416

Private Beta: 2.3.7.6
2.3.7.9

IOS-XE 17.12+
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Management choice: Site-Based or Per-device

BRKOPS-2416
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2.3.7.9 – Convert to per-device mode

BRKOPS-2416

Device Mode Per Device 
Config Support

Intent Mode config read only

Greenfield read-write

Assurance only read-write
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Per-Device configuration mode

BRKOPS-2416
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Features supported

BRKOPS-2416

WLAN
• WLAN Profiles 
• Policy Profiles 
• Remote LAN Profiles 
• Remote LAN Policies 
• 802.11be Profiles 
RF
• RF Profiles 
• Radio Antenna Profiles 
• Multi BSSID Profiles 
AP Join
• AP Join Profiles 
• AP Priming
• Mesh 
• Power Profiles 
• Calendar Profile 
Flex Profiles 
Tags
• Site Tags 
• Policy Tags 
• RF Tags 
• Tag Mapping 

Security
• AAA 
• AAA Policy 
• ACL 
• EAP 
• URL Filters 
• Guest User 
• Web Auth 
• Trustsec 
• Local Policy 
• Wireless Protection Policies 
Global Radio Configurations
• CleanAir 
• High Throughput 
• Media Parameters 
• Network Parameters 
• Global Parameters 
• RRM 

Global Wireless Configurations
• Airtime Fairness 
• Guest LAN 
• Media Stream 
• Advanced 
• Multicast 
• Location 
• Excluded Clients 
• QoS 
• Application Visibility
• Mobility**
• Country
mDNS 
EoGRE 
Layer 2
• VLAN 
• Interfaces 
• Discovery Protocols 

Network Settings
• DHCP Pools 
• HTTP/HTTPS 
• SNMP 
• NTP

Layer 3
• Routing 
Administration
• Device 
• User Administration
• DNS
Mobility** 

in 2.3.7.9
New in 3.1.3
** removed in 3.1.5

Reference
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Mobility is now part of inventory configuration 
(not per-device) 

BRKOPS-2416
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A Policy Profile contains a lot of attributes

BRKOPS-2416
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Example: Turn off 2.4GHz

BRKOPS-2416
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Now in VCR mode

BRKOPS-2416
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Visibility

BRKOPS-2416

Convert yang to CLI – human readable
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Provisioning Task

BRKOPS-2416
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Success 

BRKOPS-2416
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Updating/Adding Telemetry

BRKOPS-2416

This does not change from 
intent or assurance only.

Not part of the per device 
configuration
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2.3.7.10 / 3.1.3 – clone profile from another device

BRKOPS-2416



© 2026 Cisco and/or its affiliates. All rights reserved.

What about the AP?

BRKOPS-2416

• Manage AP tags @ scale

• Bulk edit tags

• Use AP existing config workflows for other configuration

• Remember resync is important after any config push (it happens automatically – not instant)
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Why Catalyst Center?

Summary

✓ Supports both Brownfield & Greenfield deployments

✓ 95% config parity with Cisco Prime (for C9800 WLC)

✓ C9800-like intuitive UI experience

✓ Config drift detection: track what changed and when

✓ Audit trail: see who made changes and when

✓ Visibility & Control: change management with CLI 
preview

✓ Assurance: Visibility, Observability and Insights

✓ Smart search: find favorite “config” by name, 
description, or common terms — even with typo

✓ Config Cloning introduced in 2.3.7.10

Step1: 

Inventory > View 
Device Details

Step2: 

“Enable Per-Device 
Configuration”

Step3:

Resync WLC

How?

CatC Platform offered capabilities

* In ideal conditions, subject to change.

When 'Per-Device Configuration' is enabled, 
no configuration is pushed.

Catalyst Center only learns the device’s 
existing configuration.

* Capabilities mentioned are supported for Wired Infrastructure as well 

BRKOPS-2416
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What is next?

BRKOPS-2416

Per Device
Day-N

Wired + Wireless

Config At 
Scale

Coverage/scale
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3.1.5 Networks, and Device Groups  - Beta

BRKOPS-2416

NOTE:  Today this is switching only

• Networks are a logical grouping containing device groups

• Device groups are group of devices that have similar 
configuration

• Group profiles are configurations required in device groups

• Report on devices that don’t have the configurations within 
the profile (config push in the future)
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3.1.5 Compare to profile – no provisioning (yet)

BRKOPS-2416



Habit #2

Stay Compliant by Design
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Cisco Catalyst Center Compliance Landscape
Configuration Compliance

Identify whether the 
startup and running 
configurations of a 
device are in sync. 

Violation of 
application 

visibility intent 
provisioned to  a 
device through 

CBAR and NBAR

Difference in network 
settings compared to 
“Network Settings” in 

Design

Violation of intent 
provisioned to a 
device through 
Catalyst Center

BRKOPS-2416
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Cisco Catalyst Center Compliance Landscape
Configuration Compliance

Violation of intent provisioned to a 
device through Catalyst Center

BRKOPS-2416

Note: Currently  available for Intent Based Automation only
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Cisco Catalyst Center Compliance Landscape
Non-Configuration Compliance

See if the tagged golden / standard 
image is running on the device. 

Check whether the 
devices are running 

without critical security 
vulnerabilities.

End of Sale & 
End of Life alerts

BRKOPS-2416
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Config Drift

BRKOPS-2416
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New in 3.1 Rule Based Compliance

• Custom rules and policies 
to detect any violations 

• Can use string 
comparisons, regular 
expressions, and 
expression evaluations 

• Applied to configs, show 
commands, and device 
properties

• Each rule can have 
variables, multiple 
conditions, and 
configurable violation 
messages and severity 
level
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New in 3.1 - Rule Based Compliance

Policy

BRKOPS-2416

A policy is a logical grouping of rules

A policy is applied by assigning it to one or more sites, 
including Global. 



© 2026 Cisco and/or its affiliates. All rights reserved.

New in 3.1 - Rule Based Compliance

Policy

BRKOPS-2416

The policy is inherited by all the children of the 
policy root sites.

There is no overriding of policies at a child site

More than one policy can be assigned

Policy 1

Policy 2
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New in 3.1 - Rule Based Compliance

Rule

BRKOPS-2416

Rules contain 
platform-
specific 
sequence of 
checks that 
constitutes 
configuration 
violations. 
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New in 3.1 - Rule Based Compliance

Conditions

BRKOPS-2416

• Define the specific checks 

• Executed sequentially as defined by the user. 
There is no priority for conditions.

• Conditions can be chained together for complex 
use-cases.

• Contain three major sections: Scope (Source for 
the check), Operator (Validation to be performed), 
and Actions. 
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New in 3.1 - Rule Based Compliance

Conditions: Scope, Operators and Actions

BRKOPS-2416
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New in 3.1 - Rule Based Compliance

Conditions: Scope, Operators and Actions

BRKOPS-2416
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New in 3.1 - Rule Based Compliance

Variables

BRKOPS-2416

• Variables allow the customization of policies and 
rules across multiple sites. 

• Variables are instantiated when assigning the policy 
to a site

• Variables values are inherited by the child sites but 
can be overridden
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Rule-Based Compliance Scale Considerations

BRKOPS-2416

Category System Limit Individual Limits

Policies 500

Rules 5000 One policy: Up to 20 rules

Variables
12,500 (50% of rules use 
variables, avg. 5 per rule)

One rule: Up to 10 variables

Conditions
25,000 (avg., 5 conditions per 
rule

One rule: Up to 10 conditions

Reference



Demo:
1) Create a policy
2) Create a rule
3) Create a Basic Condition
4) Testing Conditions
5) Assign Policy
6) Run Compliance Check
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Demo:

Import of Policy
Use of Variables



© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416



© 2026 Cisco and/or its affiliates. All rights reserved.

Understanding a rule starts with what it can validate

BRKOPS-2416
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Run compliance for assigned policies in bulk

BRKOPS-2416



Habit #3

Keep Software Current
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Intent Based Network Upgrades
Golden/Standard-image driven to automate process and 
drive consistency

Select Golden Image
(3.x change to standard image)

Common Upgrade Workflow

Catalyst Center

Distribution Activation

Copy of Images to flash via HTTPS/SCP

Install add file <Image Name> 

ap image pre-download (C9800)

Install activate <image name>

Install Commit

BRKOPS-2416
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Image Update- Parallel or sequential order

Select between Parallel 
and Sequential Order

BRKOPS-2416

Reference
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Image Update- Parallel or sequential order

Select between Parallel 
and Sequential Order

Ability to select the 
specific order for  
Sequential category

BRKOPS-2416

Reference
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Image Update- Parallel or sequential order

Select between Parallel 
and Sequential Order

Ability to select the 
specific order for  
Sequential category

Ability to act upon failed 
upgrades

BRKOPS-2416

Reference
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Devices with no 
standard image 

tagged

New Data points: 
Devices that failed 
readiness checks

New in 3.1.x - SWIM Page Redesign - More insights

BRKOPS-2416
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New in 3.1.x - SWIM Page Redesign - More insights

Software Insights
Ex. Of 33 x 9300 switches, they 
have 9 images and only one of 

those images is standard

BRKOPS-2416
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Control Plane                

Catalyst 9300/X/L/LM
Command to trigger xFSU

C9300# install add file <image> 
activate xfsu commit

Control Plane goes for an 
upgrade IOS XE V1        V2

Data Plane lets traffic flow 
based on V1 FIB entries

Switch and certain feature configurations 
are cached in the bootflash

Control Plane upgraded to IOS XE V2

Data Plane goes for an 
upgrade V1        V2

Control plane notifies 
neighbors of Graceful Restart

Data Plane upgraded to V2

Total Downtime 
  < 5 sec

The ASIC is reset by 
Flushing all the TCAM entries

Data Plane 

xFSU uses Control and Data plane separation 
with NSF and Graceful Restart architecture

Extended Fast Software Upgrade (xFSU) 

• xFSU minimizes downtime during software reloads and upgrades

• For Catalyst 9300 Series Switches in both standalone and stack



Habit #4

Assure with Insight
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Catalyst Center and ThousandEyes Agents

BRKOPS-2416

C9300/C9400

ThousandEyes 
Enterprise Agent

ThousandEyes portal

Agent Deployment at Scale

Visualize Test results in 
Application Health 
Dashboard

Catalyst Center
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ThousandEyes Integration

BRKOPS-2416

Before 3.x - Manually paste Oauth 
Bearer token from ThousandEyes portal

After 3.x: Single Sign-On. 
Account Admin or Org Admin user 
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New in 3.1 - ThousandEyes Enterprise Agent 
Enhancements

BRKOPS-2416

Out-of-the-box Test creation 
from Catalyst Center at the time 

of Agent installation without 
going to ThousandEyes portal 

later
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You do need HTTPS credentials on the switch

BRKOPS-2416

To enable application hosting on C9K 
switch:

• Configure a secure HTTP server

• Configure local or AAA 
authentication for the HTTPS user. 
Privilege level 15 required

• Configure NETCONF port on the 
device before discovery
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You do need HTTPS credentials on the switch

BRKOPS-2416

To enable application hosting on C9K 
switch:

• Configure a secure HTTP server

• Configure local or AAA 
authentication for the HTTPS user. 
Privilege level 15 required

• Configure NETCONF port on the 
device before discovery
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You do need HTTPS credentials on the switch

BRKOPS-2416

WHY?
There is a REST API that is used to deploy 

and manage the container in IOS-XE.

The valid characters for the HTTP credential 
is different to IOS-XE ssh passwords

This has always been the case

To enable application hosting on C9K switch:
Configure a secure HTTP server

Configure local or AAA authentication for the 
HTTPS user. Privilege level 15 required

Configure NETCONF port on the device before 
discovery
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New in 3.1.6 -  Energy Management Dashboard

BRKOPS-2416

• Energy consumption
• Emissions
• Cost 
• Savings

DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values
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New in 3.1.6 -  Energy Management Dashboard

BRKOPS-2416

Energy Consumption tab: 
Consumption by device type and 

series with trends

DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values
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New in 3.1.6 -  Energy Management Dashboard

BRKOPS-2416

Energy Consumption tab: 
Consumption by device type and 

series with trends

Savings tab: 
Cost and energy savings 

realized for wireless APs when 
in energy savings mode

DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values
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New in 3.1.6 -  Energy Management Dashboard

BRKOPS-2416

Carbon emissions tab: Total carbon 
emissions and carbon intensity trend.

Energy mix showing ratio of renewable and low-
carbon sources versus

fossil fuel-based sources of electricity
DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values
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New in 3.1.6 -  Energy Management Dashboard

BRKOPS-2416

Comparison tab: Compare 
consumption, cost and 

emissions between sites.
Compare trends over 2 different 

time periods

DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values
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Where does the data come from?

BRKOPS-2416

• Data from 9200/9300/9400 + AP

• 17.15.2 IOS-XE

• Need streaming telemetry connection 
from switches/WLC (60min updates)

• Cisco Energy Management Capability 
(EMC) uses electricitymaps.com for 
costs, etc

• Need Catalyst Center to be registered 
with cloud to access EMC

• Data kept for 30 days on Catalyst Center

• API and reports to get it off
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Subscriptions on switch – Pre 3.1.6

BRKOPS-2416

telemetry ietf subscription 500

encoding encode-tdl

filter tdl-uri /services;serviceName=ios_oper/poe_port_detail

receiver-type protocol

source-address 10.10.3.122

stream native

update-policy periodic 60000

receiver name DNAC_ASSURANCE_RECEIVER

telemetry ietf subscription 501

encoding encode-tdl

filter tdl-uri /services;serviceName=ios_oper/poe_module

receiver-type protocol

source-address 10.10.3.122

stream native

update-policy periodic 60000

receiver name DNAC_ASSURANCE_RECEIVER

telemetry ietf subscription 504

 encoding encode-tdl

 filter nested-uri 

/services;serviceName=ios_oper/platform_component;cname=0?platform_prope

rties

 receiver-type protocol

 source-address 10.10.9.4

 stream native

 update-policy periodic 30000

 receiver name DNAC_ASSURANCE_RECEIVER

• These are the 3 subscriptions required

• Periodic time is in cento-seconds 

• 600 seconds = 10mins
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Subscriptions on switch – 3.1.6

BRKOPS-2416

telemetry ietf subscription 500

encoding encode-tdl

filter tdl-uri /services;serviceName=ios_oper/poe_port_detail

receiver-type protocol

source-address 10.10.9.4

stream native

update-policy periodic 360000

receiver name DNAC_ASSURANCE_RECEIVER

telemetry ietf subscription 501

encoding encode-tdl

filter tdl-uri /services;serviceName=ios_oper/poe_module

receiver-type protocol

source-address 10.10.9.4

stream native

update-policy periodic 360000

receiver name DNAC_ASSURANCE_RECEIVER

telemetry ietf subscription 504

encoding encode-tdl

filter nested-uri 

/services;serviceName=ios_oper/platform_component;cname=0?platform_proper

ties

receiver-type protocol

source-address 10.85.54.54

stream native

update-policy periodic 30000

receiver name DNAC_ASSURANCE_RECEIVER

• Periodic time is in cento-seconds 

• 3600 seconds = 1 hour
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On the POE dashboard, notified of change

BRKOPS-2416

Energy Management Dashboard provides "Energy" view of environment vs PoE view

POE dashboard great for drilling into client devices
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New in 3.1 - ISE Authentication Failures
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Previously check the ISE live 
logs to understand the Client’s 

onboarding failure reason

With ISE integration, see the the 
failure reason of client 

onboarding, in Catalyst Center

NOTE: AAA Failure reasons count 
might be different to ISE due to 
retries and failure throttling on ISE



Habit #5

Transform with AIOps
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Why radio resource management

BRKOPS-2416

• 10min worth of data
• No "busy hour(s)"
• No building 

segmentation
• No visibility
• Lots of tuning knobs
• No simulation mode **
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Dashboard

BRKOPS-2416
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Scale Limits 

BRKOPS-2416

Enabled per WLC

"Brownfield" now supported 2.3.7.4

All AP can be enabled:

Limit per building
- 1500 (5 & 2.4 GHz radios)
- 600 (6GHz radio) 

Release 3.1.3

Significant provisioning scale 
improvements

Extreme case: 24h+ -> 4 hour
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AI Assistant

BRKOPS-2416

EFT:  December 2025

Beta: 2.3.7.11 / 3.2.x 
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Dashboard + Catalyst Center Global Overview

BRKOPS-2416

EFT:  Mid November

 Requires:  2.3.7.x or 3.x build

 Limited access



Habit #6

Integrate to Innovate
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Why API?

BRKOPS-2416

AUTOMATION INTEGRATION INNOVATION
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API First 2.3.7.6 release notes

BRKOPS-2416
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2.3.7.9 release notes

BRKOPS-2416
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3.1.5 release notes

BRKOPS-2416
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3.1.5 release notes

BRKOPS-2416



Habit #7

Maintain Platform Currency for 
Maximum Resiliency



© 2026 Cisco and/or its affiliates. All rights reserved.

Catalyst Center - Improving Quality Trends

SR Trends Escalation Trends Defect Trends Defect Density*

-1.0% Q/Q
+3.1% Y/Y

-14.0% Q/Q 
  -37.1% Y/Y

 -9.1% Q/Q      
-16.7% Y/Y 

   -38.8%  Q/Q
-56.0% Y/Y

• Marginal 3.1% increase in YoY SR 
cases despite a huge 15.2% 
increase in CatC deployments 
and 27.2% increase in managed 
devices count during the same 
period

• Huge decrease in Q/Q and Y/Y 
escalated case volumes

• Healthy reduction in field defects • Systematic and large reduction 
in Q/Q and Y/Y defect density*

Q1FY25 Q2FY25 Q3FY25 Q4FY25 Q1FY26

+3.1%

Q1FY25 Q2FY25 Q3FY25 Q4FY25 Q1FY26

-37.1%

Q1FY25 Q2FY25 Q3FY25 Q4FY25 Q1FY26

-16.7%

Q1FY25 Q2FY25 Q3FY25 Q4FY25 Q1FY26

-56.0%

* No of defects per Million managed devices 

BRKOPS-2416
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Why is upgrade to 3.x different than previous upgrades?
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Catalyst Center 3.x introduces an architectural evolution for efficiency and 
innovation:

• improved network automation and monitoring 

• optimized resource utilization, and 

• increased security

Data migration will be used as the bridge to the new platform

• As part of the upgrade workflow, both RSYNC and NFS will be required 

Faster upgrades

SB-RBAC

Single backup destination

Backup Retention

Automation Enhancements

Consistent look and feel across Cisco platforms

Rule-based compliance
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Catalyst Center - Current RBAC

SUPER - ADMIN - ROLE

NETWORK- ADMIN - ROLE

OBSERVER - ROLE

Users Role Permissions

BRKOPS-2416
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New in Catalyst Center 3.1.x– Site based RBAC

SUPER - ADMIN - ROLE

NETWORK- ADMIN -
ROLE

OBSERVER - ROLE

Users Role Permissions Site
Access-Group

Access-Group

Access-Group

BRKOPS-2416
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New in Catalyst Center 3.1.x– Site based RBAC

BRKOPS-2416

Create an 
RBAC Role
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New in Catalyst Center 3.1.x– Site based RBAC

BRKOPS-2416

Create an 
Access 
Group 

(Associated to 
Role)

• Access Group = Role + Scope
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New in Catalyst Center 3.1.x– Site based RBAC

BRKOPS-2416

Create an 
Access 
Group 

(Associated to 
Role)

• Access Group = Role + Scope

• A scope is a SINGLE site, but includes children
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New in Catalyst Center 3.1.x– Site based RBAC

BRKOPS-2416

Create an 
Access 
Group 

(Associated to 
Role)
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New in Catalyst Center 3.1.x– Site based RBAC

BRKOPS-2416

Add user & 
assign 
Access 
Group

A user can have multiple Access Groups: user selects the access-
group, No logout/login required.  Context change

Internal and external users are supported. For SBRBAC the access-
group needs to be configured in your AAA server

Example: Cisco-avpair=ags=TBRANCH-Operator
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What habit will you be embracing?

BRKOPS-2416

Deploy at Scale

Stay Compliant

Keep your software current

Assure with insight

Transform with AIOps

Integrate to Innovate

Maintain Platform Current



© 2026 Cisco and/or its affiliates. All rights reserved.

Complete your session surveys

BRKOPS-2416

Complete your surveys in the Cisco Events 
App.

Complete a minimum of 4 session surveys and 
the overall event survey to receive a unique 
Cisco Live t-shirt. 
(from 11:30 on Thursday, while supplies last)  
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Book your one-on-one 
Meet the Engineer 
meeting

Visit the Technical
Solutions Clinics to 
discuss your technical 
questions

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
CiscoLive.com/On-
Demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

BRKOPS-2416

Contact me at: BRKOPS-2416 Webex Space

https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html


Thank you
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