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Webex App

Questions?
Use Webex App to chat with the speaker after the session

How

ﬂ Find this session in the Cisco Events App
9 Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until February 27, 2026.
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< Catalyst 9000 Series Switching Family - ...

session will talk about the component at the
heart of these switches which is the ASIC. It
will also cover common attributes,
technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

Kenny Lei
Cisco Systems, Inc. | Technical Market.

Categories

Technical Level

Intermediate (596)

Tracks

Networking (220)

Session Type

Breakout (453)

Webex

w Join the Discussion

Notes

Enter your personal notes here
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Habit
(93

. any regularly repeated behaviour
that requires little or no thought and
IS learned rather than innate.
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Agenda Deploy at scale with Campus
Automation

Stay Compliant by Design
Keep Software Current
Assure with Insight
Transform with AlOps
Integrate to Innovate

Maintain Platform Currency
for Maximum Resiliency

'
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Habit #1

Deploy at scale with Campus
Automation

CISCO Live !



Evolution of Automation

Intent Per Device Config At
Wireless primary Day-N Scale

Switching templates Wired + Wireless Coverage/scale

Campus Automation




Simplified View and Edit of Switch Configuration

Summary View of Configurations

Actionable Switch Ports
Instant Edit and Provisioning

View/Edit of Detailed Configurations

© 2026 Cisco and/or its affiliates. All rights reserved.

All Devices [ C9K-STANDALONE-2.cirrus.cloud

CI9K-STANDALONE-2.cirrus.cloud

® Reachable ‘ © Managed | IP Address:

Site: Global/Canada/Ontario/Toronto/TBRANCH-SCARBOROUGH

CONFIGURATION
Layer 2 v
VLAN
Discovery Protocols
STP
VTP
DHCP Snooping
IGMP Snooping
MLD Snooping
Authentication
Cisco TrustSec
Logical Ports

Port Configuration

&4 Run Commands [ View 360

. )QX‘ Device Model: Cisco Catalyst 9300 Switch

Discovery Protocols ~ Edit

CDP

Admin Status @
Hold Time (1)
Timer @

(3) Default Configurations

LLDP

Admin Status @
Hold Time @
Timer @

(3) Default Configurations

Enabled (default)
180 (default)

60 (default)

Disabled (default)
120 (default)

30 (default)

Device Role: ACCES

BRKOPS-2416
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Catalyst Center- Per-Device Configuration - Switches

Phase 1: Layer 2 configurations

CONFIGURATION
Layer 2
VLAN
Discovery Protocols
STR
VTP
DHCP Snooping
IGMP Snooping
MLD Snooping
Authentication
Cisco TrustSec
Logical Ports

Port Configuration

Port Configuration # edit

Ports (41) Focus: Default View v

Q, search Table

Port Name = ()

TenGigabitEthernet1/0/22

TenGigabitEthernet1/0/23

TenGigabitEthernet1/0/24

TenGigabitEthernet1/1/1

Switchport Description

@ Only Layer 2 ports ar

@

wrkwexex Uplink #1 to C3650 DISTRI **

Frkxkxtx Uplink #2 to C3650 DISTRI **

Simplified visualization

© 2026 Cisco and/or its affiliates. All rights reserved.

View Port  / Edit

Port Name @

Vv Switchport

Description @
Mode @

Access VLAN ID @
Voice VLAN ID (3)
Admin Status @
Allowed VLANs (D)

() Default Configurations

> VLAN Trunking

~ Dotl1x

Authentication Mode (1)

TenGigabitEthernet1/0/23

#rxxxksx Uplink #1 to C3650 DISTR] ****##*x
Trunk

1 (default)

Enabled (default)

419,420

Closed (default)

Close

BRKOPS-2416
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Catalyst Center- Per-Device Configuration - Switches

Phase 1: Layer 2

Edit 2 Port

2 Selected Ports >

v Switchport

Switchport Description ()

Switchport Mode ()

Switchport Access VLAN ID (D

Switchport Admin Status ()

@ Add Configurations

configurations

Campus Automation Description

Access g
420 (VLAN0420) & v
Enabled & v

© 2026 Cisco and/or its affiliates. All rights reserved.

Simplified

Configuration

Configuration to be Deployed ®
10 Line(s)

interface GigabitEthernetl/1/2

description Campus Automation Description
switchport access vlan 420

switchport mode access

exit

interface GigabitEthernetl/1/3

description Campus Automation Description
switchport access vlan 420

switchport mode access

exit

O W oo oy e W

=
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Catalyst Center- Per-Device Configuration - Switches |=

Reference

Pre-Requisites

« Catalyst 9000 Series Switches running Cisco I0S-XE 17.3 or later
» Cisco Catalyst Center version 2.3.7.9 or later
« L2 Configurations available

» For devices provisioned using SDA, only Config Visibility is supported

alfbal ]l
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



9800 WLC - Per device configuration

All Devices | ar9800.adamlab.cisco.com

@ ar9800.adamlab.cisco.com & Manage 1 APs & Run Commands 7 View 360 Last Updated: 3 hours 12 minutes ago O

@ Reachable \ @ Managed \ IP Address: 10.10.21.200 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS | Uptime: 185 days 11 hrs 18 mins
Site: Global/SYD/north sydney

SEVUKITT

Advisories Hardware

Device Type Wireless Controller Series Cisco Catalyst 9800 Wireless Controllers for
FIELD NOTICES Gloud

. . Platform C9800-CL-K9 Serial Number 9MZF69DI31J

Field Notices

MAC Address 00:50:56:a0:66:8f Vendor Cisco
Potential Field Notices

ftwar

CONFIGURATION BETA Software

Image C9800-CL-universalk9.17.14.01.SPA.bin Version 17.141
WLAN >
RF >

Operational Summary
AP Join > : : < i

Uptime 185 days 11 hrs 18 mins Provision Status Success
Flex Profiles Last Provisioned Jul 16, 2024 8:38 PM Resync Interval 24 hours
Tags > Last Synced 3 hours ago Cisco ISE Integration Not Applicable

Status

Security >
Global Radio Configurations >
Global Wireless Configurations >
MDNS
EoGRE
Layer 2 >
Network Settings >

’e |
~

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416

2.3.7.9

IOS-XE 17.12+

Private Beta: 2.3.7.6
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Management choice: Site-Based or Per-device

All Devices / ar9800.adamlab.cisco.com l

ar9800,ad8m|ab_CiSCO_Com =) Manage 1 APs b4 Run Commands 4 View 360 Last Updated: 3 hours 12 minutes ago () -
@ Reachable © Managed IP Address: 10.10.21.200 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 185 days 11 hrs 18 mins

Site: Global/SYD/north sydney

O\ Search Features WLAN PrOf”eS [©) Managed via Site-Based Network Profiles ()
DETAILS
This device is managed using site-based Network Profiles.
Interfaces > ) ) .
. All configurations are in read-only mode. Changes can
System > WLAN Profiles (2) only be made via the Network Profile.
Browse Configurations >

Q Search for WLAN Profile Name or SSID Name

User Defined Fields

0 Selected
Wireless Info

D WLAN Profile Name Status WLAN ID SSID Name Policy Tags AP Configuration Sets
Mobility

new_profile (] 18 new 6 0

SECURITY
Advisories test_profile (] 17 test 3 1

2 Record(s) Show Records: 25 v 1 -2 < o >

FIELD NOTICES

Field Notices

Potential Field Notices

]
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2.3.7.9 - Convert to per-device mode

= lube Catalyst Center

All Devices / pnp-9800

pnp—QSOO Enable Per-Device Configuration &% Run Commands 7' View 360 L4

@ Reachable | @ Managed IP Address: 10.10.10.146 ‘ Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 63 ¢

DETAILS Hardware

e s S Device Type Wireless Controller Series Cisco Catalyst 9800 Wireless Cq
Cloud

System > )

Platform C9800-CL-K9, C9800-CL-K9 Serial Number 9P015USKRBS8, 93KOFYPUL17
Browse Configurations % MAC Address 00:Te:e5:a7:bf:ff Vendor Cisco

User Defined Fields

Wireless Info Software

Image C9800-CL-universalk9.17.12.03.SPA.bin Version 17.12.3
SECURITY
Advisories Operational Summary

- -
Uptime 63 days 5 hrs 30 mins Provision Status Success Ah DeVIce MOde Per DeVIce
U UICES Last Provisioned Dec 8, 2024 2:08 PM Resync Interval 24 hours Config Support

Field Notices Last Synced 4 hours ago Cisco ISE Integration Success @

Potential Feld Notices stetus Intent Mode config read only

Greenfield read-write
Assurance only read-write

]
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Per-Device configuration mode

All Devices | ar9800.adamlab.cisco.com

ar9800,adam|ab,CiSCO_C0m Manage 1 APs Run commands 7 View 360 Last Updated: 3 hours 11 minutes ago ® &
® Reachable | ® Managed | IP Address: 10.10.21.200 | Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 27 days 27 mins
| Site: Global/Sydney/RoseBay
DETAILS
WLAN PI"OfileS ©) Per-device configuration O o
Interfaces >
System > Any configurations made outside Catalyst Center (e.g., via
i CLI or WebUlI) will be detected and imported at the next
Browse Configurations > WLAN Profiles (3) ; ) - p
inventory sync, which may cause conflicts. To ensure
User Defined Fields consistency and predictable ocutcomes, it's recommended
O\ Search for WLAN Profile Name or SSID Name always use Catalyst Center for all supported configurations.
Wireless Info
0 Selected Actions v
CONFIGURATION O WLAN Profile Name Status WLAN ID SSID Name Policy Tags AP Configuration Sets
WLAN v
O new_profile o 18 new 6 0
WLAN Profiles
Policy Profiles [:] test_profile o 17 test 3 1
Remote LAN Profiles
O sss_profile [ <] 1 sss 0 0
Remote LAN Policies
802.11be Profiles 3 Record(s) Show Records: 25 v 1 -3 < @ >

© 2026 Cisco and/or its affiliates. All rights reserved.
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Features supported

« Tag Mapping

© 2026 Cisco and/or its affiliates. All rights reserved.
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Reference
WLAN Security Global Wireless Configurations Network Settings
WLAN Profiles « AAA « Airtime Fairness  DHCP Pools
«  Policy Profiles * AAA Policy  Guest LAN « HTTP/HTTPS
« Remote LAN Profiles « ACL * Media Stream « SNMP
. Remote LAN Policies « EAP « Advanced « NTP
« 802.11be Profiles * URL Filters * Multicast
RF * QGuest User * Location Layer 3
RF Profiles + Web Auth » Excluded Clients » Routing
 Radio Antenna Profiles * Trustsec * QoS Administration
. Multi BSSID Profiles * Local Policy » Application Visibility » Device
AP Join » Wireless Protection Policies —MobHity= * User Administration
« AP Join Profiles Global Radio Configurations « Country « DNS
AP Priming » CleanAir mDNS MobHiy=
« Mesh * High Throughput EoGRE
«  Power Profiles * Media Parameters Layer 2
«  Calendar Profile * Network Parameters  VLAN
Flex Profiles * Global Parameters * Interfaces in 2.3.7.9
Tags * RRM » Discovery Protocols .
. Site Tags New in 3.1.3
« Policy Tags =% removed in 3.1.5
« RF Tags

]
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Mobility is now part of inventory configuration

(not per-device)

m Routers Switches Wireless Controllers

Devices (4) Focus: [ Software Images v ]

Access Points Sensors

Take a tour

a8 = | %

& Export

[ Q  Click here to apply basic or advanced filters or view recently applied fil

ters

1 Selected Tag + Adddevice Software Image Management Actions ~ @

= Tags Device Name * IP Adc
D O 9k-tor-app-temp.adamlab.cisco.com 10.16
D O APFA4BD.9E9A.F1EC 10.1€
O ar9800.adamlab.cisco.com 10.1€
O o perth-9k-edge 10.1€

As of: Oct 1, 2025 11:20 A

Reachability ©

Image Version

Inventory >
Software Image >
Provision >
Telemetry >

Device Replacement >

Switch Refresh >
Compliance >
More >

Assign Device to Site
Provision Device
Configure WLC HA
Configure WLC Mobility
Manage LED Flash Status

Factory Reset

17181

17.15.3.28

17.15.3

17.15.3

© 2026 Cisco and/or its affiliates. All rights reserved.
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A Policy Profile contains a lot of attributes

Edit Policy Profile: adam x

Q_ search

u Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated

General with this Policy profile.

Access Policies

QoS and AVC General
Mobility Configure WLAN switching policy , status and related configs
Advanced Policy Profile Name
O

WLAN Timeout adam

WLAN Flex Policy Description

AAA Palicy

DHCP

Vi
DNS Layer Security Length: 0 to 64

Miscellaneous

B

Status (i)

[:' Passive Client (i)

IP MAC Binding ()

Encrypted Traffic Analytics ()

WLAN Switching Policy

Central DHCP (1)

Wl W0

D Central Switching (i)

Central Authentication (1) Flex NAT/PAT (O

]
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Example:

Turn off 2.4GHz

Q Search

I General
Security
Layer 2
Layer 3
AAA
Advanced
11ax
11k
11v BSS
Device Analytics
Max Clients
Off Channel Scan

Miscellaneous

Edit WLAN Profile: test_profile

General

The General tab allows to define the basic WLAN profile properties such as the name, the SSID, the WLAN ID, radio

policy and so on.

SSID State

.:] Admin Status @

Broadcast SSID (1)

Radio Policy (i) Show Slot Configuration

6 GHz
5 GHz

2.4 GHz

afiaf®

Bg Policy*
802.11b/g v ®

() Band Select (0

© 2026 Cisco and/or its affiliates. All rights reserved.

Edit WLAN Profile: test_profile

Q Search

General
Security
Layer 2
Layer 3
AAA
Advanced
11ax
11k
11v BSS
Device Analytics
Max Clients
Off Channel Scan

Miscellaneous

General

The General tab allows to define the basic WLAN profile properties such as the ng

policy and so on.

SSID State

Admin Status ()

Broadcast SSID (i)

alls

Radio Policy () show Slot Config

(O oo

(I 2o

Edit WLAN Profile: test_profile | Provision

Provision

@ Learn how the Visibility and Contral of Configurations feature helps optimize your workflow.

devices. To configure this setting, go to System = Settings = Visibility and Control of Configurations.

This workflow supports enforcing network administrators and other users to preview configurations before deploying them on the network X

O Preview and Deploy (Recommended) @

Allows previewing device configurations and deploying them at any time. View status in Tasks

Task Name™

Edit WLAN Profile: test_profile-04_Dec_2024_

BRKOPS-2416
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ow in VCR mode

Edit WLAN Profile: test_profile-04_Dec_2024_12_48_AM As of: 12:51:58 AM

Step 1 of 3: Performing Initial Checks
A Cisco Catalyst Center is now performing early validations to ensure a seamless provisioning operation.

~ @ Pending Operations (i

Warning

You are provisioning changes using the
Per-Device Configuration. This feature
is currently in Beta with no official Cisco
technical support. Contact Cisco for

more details. ~ @ Device Level Validations (1)

Success. No pending operations conflicting with the current operation found

Cancel
Success. No issues were found on a preliminary check of the devices invelved in this operation. More checks will be performed as the workflow progresses. Currently, these preliminary checks are performed only
on Switches and Routers. Wireless controllers, Access Points and other devices are not included

£] Exit Recheck

]
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Visibility

Edit WLAN Profile: test_profile-04_Dec_2024_12_48_AM

Step 3 of 3: Preview Configuration

Review the device configuration provided below by clicking on each device. When you are done reviewing, click Deploy. Click Exit and Preview Later to defer the review. The deferred review can

be found in the Tasks menu.

Q Search by device name Device IP: 10.10.21.200 Site: Global/Syd ()

ar9800.adamlab.cisco.com @ Configuration to be Deployed

View by Configuration Source - All ]

YANG - All

17 Line(s)

1~ <wlan-cfg-data xmlns= "http://cisco.com/ns/yang/Cisco-I0S-XE-w
2~ <wlan-cfg-entries >

do <wlan-cfg-entry >

4~ <profile-name>

5 <![CDATA[test_profile]]>

6 </profile-name>

T~ <wlan-radio-policies >

B~

<wlan-radio-policy >
<band>dotll-5-ghz-band</band>

10 <slot0>true</slot0>
11 <slotl>true</slotl>
12 <slot2>true</slot2>
13 </wlan-radio-policy>

14 </wlan-radio-policies>

5 </wlan-cfg-entry>

16 </wlan-cfg-entries>

17 </wlan-cfg-data>

() Generation Status Legend

As of: 12:52:58 AM 3 Refresh

Status: @ Ready

Device IP: 10.10.21.200 Site: Global/Sydney/RoseBay (1)

Configuration to be Deployed

[ View by Source - All ~v/ J

GENERATED CLI - ALL
1 Line(s)

Q) search configuration

B- -

Below is the “CLI preview” of the effective configuration change on the device after applying the YANG configuration payload. This CLI configuration should not be applied directly by logging onto the

device.

1 no radio policy dotll 24ghz

Exit and Preview Later

© 2026 Cisco and/or its affiliates. All rights reserved.

Convert

BRKOPS-2416

to CLI - human readable
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Provisioning Task

. PROVISION

Active ) - @ In Progress

Start: Dec 4, 2024 12:53 AM

TASK PROGRESS

Edit WLAN Profile: test_profile-04_Dec_2024_12_48_AM

As of: 12:53:49 AM

T 1 0O O 0 0

Total Success Failed Stopped In Progress Not Started

£ Refresh

@ This task was created to deploy configuration that was previously previewed as a work item. View Work Item Details

Hostname ar9800.adamlab.cisco.com
IP Address 10.10.21.200

Status ® Success

v Payload

cd7c-42ca-961¢c-

[{" featureName" :" WlanConfigProfileGen_Configuration"," featurelnstances" :[{" @operator" :" UPDATE"," connectedModelGraph" :
{" wlanDot11BeProfileName" :" *," wlanRadioPolicyGen" :[" java.util. HashSet",

Bbe2f358a5f2"," wlanProfileName" :" test_profile"," wlanRadioPolicySlot2" :true," wlanRadioPolicySlot1" :true}]]," wlanWpa2Aes" :true," @class" :
8d33-4009-9df3-5030d5¢33530"," wlanProfileName" :" test_profile" }}]}]

[{" @class" :" com.cisco.dnac.wireless.model WlanCfg.WlanRadioPolicyGen"," wlanRadioPolicySlot0" :true," wlanRadioPolicyBand" :" DOT11_5_GHZ_BAND"

non

com.cisco

© 2026 Cisco and/or its affiliates. All rights reserved.
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Success

Edit WLAN Profile: test_profile-04_Dec_2024_12_48_AM
- PROVISION

Completed ) - @ Success

Start: Dec 4, 2024 12:53 AM End: Dec 4, 2024 12:53 AM As of: 12:54:30 AM @ Refresh

TASK PROGRESS
1 1 0 0 0 0

Total Success Failed Stopped In Progress Not Started

@ This task was created to deploy configuration that was previously previewed as a work item. View Work Item Details

Hostname ar9800.adamlab.cisco.com
IP Address 10.10.21.200

Status @ Success

> Payload

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



Updating/Adding Telemetry

Update Telemetry Settings Task

As of: 3:48:56 PM O Refresh
Step 3 of 3: Preview Configuration

Review the device configuration provided below by clicking on each device. When you are done reviewing, click Deploy. Click Exit and Preview Later to defer the review. The deferred review can
be found in the Tasks menu. status: @ Ready

snmp-server source-interface traps GigabitEthernetl
no crypto pki trustpoint DNAC-CA

3
n
Search by device name :
Q Search by device name |@ 5  crypto key *#ss&% rsa DNAC-CA
6 ip http client source-interface GigabitEtherneti
7
8
9

ip ssh source-interface GigabitEthernet1
ip ssh version 2

n
ip domain lookup
b e intent or assurance on
11 source interface GigabitEthernet? L)

12 enrollment mode ra

13 enrollment terminal

14  usage ssl-client

15 revocation-check crl none

ar9800.adamlab.cisco.com @& I

16 exit
17 crypte pki authenticate DNAC-CA
IS ————- BEGIN CERTIFICATE-----

Generated CLI - All

mINot part of the per device

Below is the "CLI preview” of the effective configuration change on the device after applying the YANG configuration payload. This CLI configuration should not be applied directly by logging onto the device.

] ]
crypto pki trustpoint sdn-network-infra-iwan
enrollment url http://18.18.21.124:88/ejbca/publicweb/apply/scep/sdnscep-PREVIEN

fqdn PREVIEW_FQDN.com

1
2
3
4 no revocation-check crl

5 no rsakeypair sdn-network-infra-iwan

6 subject-name CN=PREVIEW_ sdn-network-infra-iwan
7 no subject-alt-name ar9808.adamlab.cisco.com
B

Is this feature helpful? ioRRn] Exit and Preview Later

Deploy

J

]
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2.3.7.10 / 3.1.3 - clone profile from another device

All Devices | ar9800.adamlab.cisco.com

ar9800.adamlab.cisco.com

@ Reachable | ® Managed
Uptime: 153 days 2 hrs 54 mins

Q Search Features

DETAILS

Interfaces

System

Browse Configurations
User Defined Fields

Wireless Info

CONFIGURATION
WLAN
WLAN Profiles
Policy Profiles
Remote LAN Profiles

Remote | AN Policie

IP Address: 10.10.21.200

=] Manage 1 APs

Site: Global/Sydney/RoseBay

N

WLAN Profiles ©

&4 Run commands

[ view 360

‘ Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud

Last Updated: 31 minutes ago @ £

Device Role: ACCESS ‘

. " . Ty
Per-device configuration (

WLAN Profiles (3)

Q Search for WLAN Profile Name or SSID Name

0 Selected Actions v

O WLAN Profile Name

D new_profile

D test_profile

Status

WLAN ID

SSID Name

new

test

° Create WLAN Profile-30_Sep_2025_02_38_PM is completed successfully. View Task Details

© Add

Policy Tags

Clone from another WLC

AP Configuration Sets

© 2026 Cisco and/or its affiliates. All rights reserved.
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What about the AP?

All Devices / ar9800.adamlab.cisco.com
(£ ar9800.adam|ab.cisco_com Run commands [ View 360 Last Updated: 25 minutes ago @ 3

© Reachable | ® Managed | IP Address: 10.10.21.200 | Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 34 days 19 hrs 52 mins |
Site: Global/Sydney/RoseBay

Q, search Features Hardware
DETAILS Device Type )
Access Points <
Interfaces >
Platform

System > MAC Address

Browse Configurations >

User Defined Fields Software

@ This Operational Access Points tab displays the state o nork only after the gller has been resynced. ©
Wireless Info Image To configure other AP and Radio Parameters, launch thll Configure Access Points workflow
Operational Access Points (1) M Export 6%

Q Click here to apply basic or advanced filters or view recently applied filters . X .
Access Points / Edit AP Configuration Set

0 Selected Edit AP Configuration Set Assign AP to Site As of: Nov 11, 2025 Edlt AP Conflguratlon Set
C] AP Name * IP Address AP Ethernet MAC Address Connection Status Policy Tag Site Tag
AP Ethernet MAC Address
()  APF4BD.9ESA.FIEC  10.10.33.2 f4:bd:9e:9a:f1:ec @ Reachable PT_SYD_north_F1_407e5  ST_SYD_port{ “:Pd:9e9aflec ©

Manage AP tags @ scale oty Tao

PT_SYD_north_F1_407e5 v

Bulk edit tags

ST_SYD_northsyd_576e4_0 v
Use AP existing config workflows for other configuration RF Tt
test v

Remember resync is important after any config push (it happens automatically - not instant)

]
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Q D

SU m m a ry Introduced in

CatC 2.3.7.9

X Why Catalyst Center? How? i e

Catalyst Center only learns the device’s
existing configuration.

v' Supports both Brownfield & Greenfield deployments

Bl
tour tEwport

v' C9800-like intuitive Ul experience
v Smart search: find favorite “config” by name, — Step2:
description, or common terms — even with typo Inventory > View Sty Beistai e e e

Device Details
e 7 98001

95% config parity with Cisco Prime (for C9800 WLC) o

v Config Cloning introduced in 2.3.7.10 o

X CatC Platform offered capabilities i o

v Visibility & Control: change management with CLI
preview

v' Config drift detection: track what changed and when

v Audit trail: see who made changes and when = l

* Capabilities mentioned are supported for Wired Infrastructure as well

v' Assurance: Visibility, Observability and Insights

© 2026 Cisco and/or its affiliates. All rights reserved.
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What is next?

Per Device Contig At

Day-N Scale

Wired + Wireless Coverage/scale

OOOOOOOOOOOOOOOO



3.1.5 Networks, and Device Groups - Beta

Networks

Learn mory

Overview Unassigned devices 0

Q Search 1 results

& Export + Create Network

Network name Device groups Devices

Network 1 2 3

NOTE: Today this is switching only

4 All networks
Network 1 &

Device groups 2 Devices 3

Device group name Type Devices

Learnmore  Action|

Device group 1 wired 2

Device group 2 wireless 1

Networks are a logical grouping containing device groups |Exustiia

Device group 1 & Wired device aroup

Device groups are group of devices that have similar
configuration

Devices

Q Search 2 results

& Export

Group profiles are configurations required in device groups

Report on devices that don’t have the configurations within
the profile (config push in the future)

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416

[:] Device name IP address Manageability Platform Uptime Site
D 9k-tor-app-temp.adamlab.cisco.com 18.18.15.182 © Managed C9300-48U 7 days, 23:19:40.29 Global/S
[:] perth-9k-edge 18.18.9.4 © Managed C9300-48U 111 days, 20:26:16.00 Global/S
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3.1.5 Compare to profile - no provisioning (v

Compare configuration

All devices selected.

Compare the configurations of devices in a device group against a group profile.

Select profile type

et

[ Layer 2

vJ

Select profile

9k-tor-app-temp.adamlab.cisco.com @ managed

l[ adam ® v ]l Compared with adam on Sep 30, 2025 03:47 PM
IP address Platform Device Role Uptime Site Network
10.10.15.102 Cisco Catalyst 9300 Switch ACCESS 7 days, 23 hrs Global/Sydney/RoseBay Network 1
Layer 2 VLAN
VLAN [ -]
Discovery Protocols VLANs (10} Focus: Default View \ T Export
STP [<]
Q Search Table
VTP
DHCP Snooping VLANID = (O VLAN Name Admin Status O
IGMP Snooping
15 @ Missing in profile VLANOO15 Enabled
MLD Snooping
uDLD 20 @ Missing in profile VLANO020 Enabled
Authentication
80 @ Missing in profile VLANOOSO Enabled
99 @ Missing in device - ==
10 Bacordls) Show Racarde: 28 N\ 1-10 rd

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416
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Habit #2

Stay Compliant by Design

CISCO Live !



Cisco Catalyst Center Compliance Landscape R

Configuration Compliance QJ"

= Cisco DNA Center

All Devices / C9K-STACK

C9K-STACK & Run Commands @ view 360

|dentify whether the Violation of intent
startup and running N provisioned to a

@ Reachable °Managed [ IP Address: 10.85.54.54 | Device Model: Cisco Catalyst 9300 Switch

configurations of a device through

, : device are |n sync Catalyst Center
D Iffe re n Ce I n n etWO rk can now fix all configuration compliance issues on this device. You will De a a i onnguration Compliance Issues

settings compared to §
11 N etWO rk Setti n g S []) i n mpliance Summary iew Preference for Acknowledged Violations
Des i g n levents detected to trigger com@liance check Run Compliance Check

User Defined Fields & Network Settings ® A\ EoX - End of Life ® @ Startup vs Running Configuration ® & Network Profiles ®

Config Drift Non-Compliant since Dec 13th, 2022, 09:33:23 AM Compliance last run on: Dec 13th, 2022, 09:33:23 AM Compliance last run on: Dec 13th, 2022, 09:33:22 AM Non-Compliant since Oct 14th, 2022, 01:23:01 PM
Compliance last run on: Dec 13th, 2022, 09:33:23 AM Compliance last run on: Dec 13th, 2022, 09:33:23 AM

Module : & Compliant 3 6 da S Lines added: 0
REP Rings
2 Software : @ Compliant y Lines removed: 0 2
General: 2 since in sync Lines modified: 0 CLI Template: 2

Hardware : @ Compliant

Vi O I ati O n Of Open Violations .

I " t-
@ Application Visibility ® @ Software Image ® @ Critical Security Advisories ®
. " T L ]
VI SI bl I Ity I nte nt Compliant since Dec 13th, 2022, 09:33:40 AM Compliant since Nov 17th, 2022, 12:35:00 PM Compliant since Oct 14th, 2022, 11:38:16 AM

Compliance last run on: Dec 13th, 2022, 09:33:40 AM Compliance last run on: Dec 13th, 2022, 09:33:22 AM Compliance last run on: Dec 13th, 2022, 09:33:22 AM
isioned t
Running Version: 17.9.2
rovisioned to a 17.09.02
p O Stack Member Status: Up to O
device through

CBAR and NBAR

Open Violations
Version

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



Cisco Catalyst Center Compliance Landscape

Configuration Compliance

= Cisco DNA Center Q e @ 5

All Devices / C9K-STACK

C9K-STACK & Run Commands @ View 360 Last updated: 9:26 AM

@ Reachable ©Managed | IP Address: 10.85.54.54 Device Model: Cisco Catalyst 9300 Switch | Device Role: ACCESS | Uptime: 25 days 20 hrs 49 mins | Site: Global/Canada/Ontario/Toronto/TBRANCH

DETAILS

Interfaces >

Violation of intent provisioned to a
device through Catalyst Center

Configuration

5 View Preference for Acknowledged Violations
B Compliance Summary g
ower
Fans No events detected to trigger compliance check Run Compliance Check
SFP Modules
User Defined Fields @ Network Settings ® A\ EoX - End of Life ® @ Startup vs Running Configuration ® @ Network Profiles ®
Config Drift Non-Compliant since Dec 13th, 2022, 09:33:23 AM Compliance last run on: Dec 13th, 2022, 09:33:23 AM Compliance last run on: Dec 13th, 2022, 09:33:22 AM Non-Compliant since Oct 14th, 2022, 01:23:01 PM
Compliance last run on: Dec 13th, 2022, 09:33:23 AM Compliance last run on: Dec 13th, 2022, 09:33:23 AM
Module : & Compliant 36 da S Lines added: 0
REP Rings : A
2 Software : @ Compliant y L!nes rem(?\{ed. 9 2
General: 2 since in sync Lines modified: 0 CLI Template: 2
Stack Hardware : @ Compliant
Open Violations Open Violations
-
SECURITY
Advisories @ Application Visibility ® @ Software Image ® @ Critical Security Advisories ®
Compliant since Dec 13th, 2022, 09:33:40 AM Compliant since Nov 17th, 2022, 12:35:00 PM Compliant since Oct 14th, 2022, 11:38:16 AM
COMPLIANCE Compliance last run on: Dec 13th, 2022, 09:33:40 AM Compliance last run on: Dec 13th, 2022, 09:33:22 AM Compliance last run on: Dec 13th, 2022, 09:33:22 AM
Running Version: 17.9.2
Summar 17.09.02
y O Stack Member Status: Up to O

Currently available for Intent Based Automation only

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



Cisco Catalyst Center Compliance Landscape

Non-Configuration Compliance

= Cisco DNA Center

All Devices / C9K-STACK

End of Sale &

itch Device Role: ACCESS |

C9K-STACK & Run Comma .
End of Life alerts
@ Reachable °Managed ‘ IP Address:
DETAILS
Interfaces >

Hardware & Software

Configuration
Power
Fans

SFP Modules

User Defined Fields @ Network Settings ® A\ EoX - End of Life ® @ Startup vs Running Configuration ® @ Network Profiles ®
Config Drift Non-Compliant since Dec 13th, 2022, 09:33:23 AM Compliance last run on: Dec 13th, 2022, 09:33:23 AM Compliance last run on: Dec 13th, 2022, 09:33:22 AM Non-Compliant since Oct 14th, 2022, 01:23:01 PM
Compliance last run on: Dec 13th, 2022, 09:33:23 AM Compliance last run on: Dec 13th, 2022, 09:33:23 AM

Module : & Compliant 36 da S Lines added: 0

REP Rings : A
2 Software : @ Compliant y L!nes rem(?\{ed. 0 2
General: 2 since in sync Lines modified: 0 CLI Template: 2
Stack Hardware : @ Compliant
Open Violations Open Violations

SECURITY
Advisories @ Application Visibility ® @ Software Image ® @ Critical Security Advisories ®

COMPLIANCE

Summary

Compliance Summary

No events detected to trigger compliance check

Run Corfpliance Check

Uptime: 25 days 20 hrs 49 mins

You can now fix all configuratipn compliance issues on this device. You will be able to review before the fix is applied. Fix All Configuration Compliance Issues

| Site: Global/Canada/Ontario/Toronto/TBRANCH

Last updated: 9:26 AM

Q

View Preference for Acknowledged Violations

Compliant since Dec 13th, 2022, 09:33:40 AM
Compliance last run on: Dec 13th, 2022, 09:33:40 AM

0

Open Violations

Compliant since Nov 17th, 2022, 12:35:00 PM
Compliance last run on: Dec 13th, 2022, 09:33:22 AM

Running Version: 17.9.2

17.09.02
Stack Member Status: Up to
Golden Image Date
Version

Compliant since Oct 14th, 2022, 11:38:16 AM
Compliance last run on: Dec 13th, 2022, 09:33:22 AM

0

Check whether the
devices are running

See if the tagged golden / standard

© 2026 Cisco and/or its affiliates. All righ

image is running on the device.

BRKOPS-2416

without critical security
vulnerabilities.

]
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Config Drift R

e o
Ethernet Ports Configuration changes on your device will be saved on the internal Cisco DNA Center server. The number of configuration drifts saved (as set in System > Settings > Device Settings > Configuration
Archive) will include labelled configs and config drift versions.
VLANs
Total config drifts being saved: 15 Total labelled configs: 1
Hardware & Software
Ganflguration v Change History (Running Config)
FOWGEE Start Date End Date
Fans Config Drift Date Range: Sep 30, 2022 Oct 15, 2022
SFP Modules
900
g
User Defined Fields Csco-mm e
Szoo-EM L eeeeeememememmemmesmanoas - -
I Config Drift o eI ® Out-of-band Config Drift
2500 I SRR LTS L
REP Rings 400 ; . . ; g . g ‘ Config version with changes made
11:39 11:40 11:41 11:42 ey 11:44 11:48 1148 outside of Cisco DNA Center since it's
Stack Config Drift Days previous version.
l : z 2 : : ; ; ; Lines Added: 322
Oct 14 11:39 Oct 14 11:40 Oct 14 11:41 Oct 14 11:42 Oct 14 11:43 Oct 14 11:44 Oct 14 11:45 Oct 14 11 i .
SECURITY Lfnes Remf)ye(i'. 0
@ In-band Config Drift @ Out-of-band Config Drift @ Labelled Config Lines Modified: 0
Advisories Triggered By: Config Change
Config Drift Version Config Drift Version Event
CCA_C9K-TBRANCH-Std-Config v | Remove Label 7 October 14, 2022 11:48 AM Terminal Name vty2
COMPLIANCE Login IP 10.24.150.225
Running Config (461 Li Running Config (784 Li s g ol
Summary unning Config ( ines) unning Config ( ines) Config Method sorsdia
17 switch 1 provision c9300-24p 17 switch 1 provision c9300-24p October 14, 2022 11:48 AM
18 switch 2 provision c9300-24p 18 switch 2 provision c9300-24p
19 ip routing 19 ip routing
l | I I 20 ip nbar http-services I
1p name-server 04.102.6.247°173.37.137.85 21 1p name-server 64.102.6.247 173.37.137.85
21 ip domain lookup source-interface Loopback® 22 ip domain lookup source-interface Loopback®
22 login on-success log 23 login on-success log
23 vtp mode transparent 24 vtp &ode tra_nsparent
25 avc sd-service
26 segment AppRecognition
27 controller
28 address 10.85.54.177
29 destination-ports sensor-exporter 21730
dascp 16

]
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New in 3.1 Rule Based Compliance

Custom rules and policies
to detect any violations

Can use string
comparisons, regular
expressions, and
expression evaluations

Applied to configs, show

commands, and device
properties

Each rule can have
variables, multiple
conditions, and
configurable violation
messages and severity
level

© 2026 Cisco and/or its affiliates. All rights reserved.

Condition

Scope

Show command * @

show install summary

[:] Parse as blocks

Operator ©

[ Contains the string

Value * @

CSCwn27950

Device command outputs

Action

Match

Action

[ Do not raise a violation

Does not match

Action

[ Raise a violation

Violation severity

[ A Minor

Custom violation message (optional) @

The device may reload unexpectedly because the required
fixed SMU is not activated.

]
cisco



New in 3.1 - Rule Based Compliance
Policy

A policy is a logical grouping of rules

A policy is applied by assigning it to one or more sites,
including Global.

Create compliance policy

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CO N D I T I 0 N s VA R I A B L ES cisco



New in 3.1 - Rule Based Compliance
Policy

The policy is inherited by all the children of the
policy root sites.
There is no overriding of policies at a child site

More than one policy can be assigned

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416

v Q Global
> ¢ APAC

> ¢ APJC

¢ Canada

> ¢ Alberta

> ¢ British Columbia

v ¢ Ontario

> ¢ Baden
v ¢l Toronto
BRANCH-AAA
RoLlo-Home
> TBRANCH
TBRANCH-NORTH-YC
TBRANCH-SCARBORC(
> TRNG6
> vBRANCH-ENFV

> ¢ Quebec

> ¢ Saskatchewan

Policy 1

Policy 2

]
cisco



New in 3.1 - Rule Based Compliance

Rule

Rules contain
platform-
specific
sequence of
checks that
constitutes
configuration
violations.

© 2026 Cisco and/or its affiliates. All rights reserved.

Create rule

Rule name *

[ Posture Check for SNMP

Description

v Add impact and suggested fix

Impact @

Suggested fix @

Software type *

Device family *

[ 10S-XE

[] Dpevice series

3 Selected

D Rockwell Stratix 5800 Series Switches

BRKOPS-2416

CONDITIONS

VARIABLES



New in 3.1 - Rule Based Compliance

Conditions

Conditions 2

~
+ Add condition

[ Q Search
O # Condition scope MATCH action DOES NOT MATCH action Actions
D 1 Configuration must match the expression 'snmp-server community (publi.. Raise a violation Continue
I:] 2 Configuration must match the expression '“snmp-server enable traps.*' Do not raise a violation Raise a violation and continue

» Define the specific checks

 Executed sequentially as defined by the user.
There is no priority for conditions.

« Conditions can be chained together for complex
use-cases.

« Contain three major sections: Scope (Source for
the check), Operator (Validation to be performed),
and Actions.

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416
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VARIABLES <



New in 3.1 - Rule Based Compliance
Conditions: Scope, Operators and Actions

Add condition©

Sample conditions (optional)

Condition

Add condition®

Sample conditions (optional)

]

Scope

L Configuration

Configuration

Device command outputs

X

C’ Advanced settings @

Condition

Scope

N\

Configuration

Operator ®

Value * @

Contains the string

Contains the string
Does not contain the string
Matches the expression

Does not match the expression

A

Evaluate expression

rd

Antinn

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2416

CONDITIONS

VARIABLES



New in 3.1 - Rule Based Compliance
Conditions: Scope, Operators and Actions

Add condition© X
Sample conditions (optional) g
n Add condition @ X
Condition [ Sample conditions (optional) v ] C’ Advanced settings @
Scope
l Configuration [ Condition ~
Action A - )
Avg
Action
[ Raise a violation and continue A J ~
Continue v
Raise a violation and continue v
Custom violation message (optional) ©®
/)

]
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New in 3.1 - Rule Based Compliance
Variables

 Variables allow the customization of policies and
rules across multiple sites.

* Variables are instantiated when assigning the policy
to a site

» Variables values are inherited by the child sites but
can be overridden

Input required
]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CO N D I T I 0 N s v A R I A B L E s cisco



Rule-Based Compliance Scale Considerations =

Reference
Category System Limit Individual Limits
Policies 500
Rules 5000 One policy: Up to 20 rules
Variables 12’.500 (50% of rules use One rule: Up to 10 variables
variables, avg. 5 per rule)
Conditions r2u5|’e000 (avg., 5 conditions per One rule: Up to 10 conditions

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



Demo:
1) Create a policy

2) Create a rule

3) Create a Basic Condition
4) Testing Conditions

5) Assign Policy

6) Run Compliance Check



i |
r Es Mail - Lila Rousseaux (lrouss: X ¥ Home - Catalyst Center X + v

© NotSecure  https://10.85.54.180/dna/home * O 0

il Catalyst Center w Q & 0 o

= Welcome to Catalyst Center! [ Explore  Try the new home page!®* "
>/t Design >

@ cisco Catalyst Center Ul is changing X
(1) Policy X As part of our vision to unify our products and deliver a consistent experience, we will be updating the Ul theme of Catalyst Center. Please rest assured that the capabilities and
functionalities of Catalyst Center will remain unchanged. These updates will be rolled out over the next few releases, and during this period, you may notice some minor
- inconsistencies in the Ul. Thank you for your understanding and patience as we work to enhance your experience.

Provision > *

o Assurance > A  Some of your license compliance requirements have not been met. Learn more.

e+« Workflows

Assurance Summary
(* Energy Management

N Tools S Health ® Critical Issues Trends and Insights
Healthy as of Oct 3, 2025 5:23 PM Last 24 Hours Last 30 Days
L% Platform >
2%  Activities > \ ) f ) i 1 O O E ) w O O
Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations

@ Reports Advisories

‘ View Details View Details View Details
el System >

g  Explore

Network Snapshot

Sites Network Devices Application QoS Policies
As of Oct 3, 2025 5:23 PM As of Oct 3, 2025 5:23 PM As of Oct 3, 2025 5:25 PM

N Unclaimed: 1 Successful Deploys: 0
DNS Servers : 2 BRKOES = PIoy
R Unprovisioned: 3 Errored Deploys: O
NTP Servare - A



Demo:

Import of Policy
Use of Variables




=
r o Mail - Lila Rousseaux (Irouss: X X Catalyst Center X % Catalyst Center X ® Home - Catalyst Center X + v

2 > ; © Not Secure  hitps:/[10.85.54.180/dna/policy/rule-based-compliance w : 0

bl Catalyst Center Policy / Rule-Based Compliance Policies [\48

= Rule-Based Compliance Policies 8 policies

s/ Design >
Q Search & Import polic -+ Create polic
@ oty : [ J polcy
a o (7] Policy name Description Rules Sites Status < Actions
~. Provision > k
D A Bank Slots Floor 1 Validate correct configuration is unchanged 1 Assign @ No Sites assigned
@ Assurance >
D ACL check for all the interfaces This Policy checks to make sure that all interfaces (that... 1 3 @ Active
*+> Workflows (] ATM Connectivity Ensure the ATM connections are not changed 1 Assign @ No sites assigned
(‘ Energy Management D Basic Device Security Devices should be configured with secure protocols 3 Assign @ No sites assigned
D Basic Device Security Updated Devices should be configured with secure protocols 3 5 @ Active
AL Tools >
() Devices should be FIPS 140-2 compliant Devices should be using secure protocols and FIPS 140... 4 Assign @ No sites assigned
-~ Platf > :
- Platform C] Infrastructure Resilience readiness Check for insure commands for Secure by Default 3 3 @ Active
£ Activities > C] Prohibit well known SNMP community strings Prohibit well known SNMP community strings 1 3 @ Active
e
|Z!] Reports
1O System >
&  Explore

Rows per page m 1-80f8 @



Understanding a rule starts with what it can validate

All Devices | C9K-STACK-1

09 K—STACK—1 t+ Run commands ] View 360 Last Updated: 2 hours 22 minutes ago ® )
® Reachable ® Managed IP Address: 10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Device Role: DISTRIBUTION Uptime: 37 days 6 hrs 22 mins

Site: Global/Canada/Ontario/Toronto/TBRANCH

[ Switch Number 1 \/ ] Color Code Status v E ==

Summary
Platform: C9300-48UXM Address: 6¢:dd:30:ef:26:00 Serial Number: FCW2146L0CO Role: STANDBY Switch Number: 1
System >
Interfaces >
Browse Configurations > . Command Runner C9K-STACK-1@10.85.54.54 4 X

User Defined Fields

Welcome to Catalyst Center command runner.
You can access this window from anywhere using the key combination Q+T.

Stack p : " ] ]
You can access recently viewed devices using the key combination Q+D.
Wireless Info @ Connected SIGIEPIEEICEN FGIMGENE Note: You can enter "man" anytime to get the list of currently supported commands and
shortcuts.
[ Switc ] Installed Package(s) Information:
Laver 2 > State (St): I - Inactive, U - Activated & Uncommitted,
Yy v SyStern C - Activated & Committed, D - Deactivated & Uncommitted
Security >
Image 17.15.3 |
(Version)
IP Address 10.85.54.54 [ ettt
. i Auto abort timer: inactive
Advisories =
MAC 70:18:a7:33:82:@
Address

C9K-STACK-1> ||

lllllllll
cisco



Run compliance for assigned policies in bulk

Devices (9) Focus: [ Inventory v ] Takeatour & Export &

[ Q  Click here to apply basic or advanced filters or view recently applied filters = ]

2 Selected Tag + Adddevice ¢ EditDevice [J Delete Device Actions ~ © As of: Nov 8, 2025 7:49 AM "y
Inventory

a Tags Device Name * IP Addr ichability © EoX Status @ Manac
Software Image

S O © C3650-ACCESS.cisco.com 10.85.| Provision 2eachable 3 alerts XY

Telemetry
Device Replacement

Q0 C9K-STACK-1 10.85. 2eachable 2 alerts o
Switch Refresh

) Compliance Run Compliance Check

O COK-STANDALONE-1.cisco.com 10.85. N
More Write Running Config to Startup Config

] Q© TBranch_NonFabric_AP1 10.85.54.38 NA Check Startup Config Write Status N

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416
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Habit #3

Keep Software Current

CISCO Live !



Intent Based Network Upgrades

Golden/Standard-image driven to automate process and
drive consistency

Tag (¥ Add Di JE ) D D Actions A ©
(-] Tags  Device Name v Inventory > Reachabllity (0] EoX Status ()
Software Image >
0 o Image Upd;
ion
Image Upd
cat9k_lite_iosxe.17.01.01.SPA.bin 17.01.01.0.203 etr
0 e O TBRANGH-C9300-2 Download
@ Verified Add On (N/A)
Check |
[} Q TBRANCH-C9200L-2.mtllab.cisco.com

Select Golden Image
(3.x change to standard image)

Sensor -p0g-0 @ Unreachable
ore

Corﬁéthpgrade Wéfkflo()v

Catal%nter

Distribution

Copy of Images to flash via HTTPS/SCP Install activate <image name>

Install add file <Image Name> Install Commit

ap image pre-download (C9800)

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416
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Image Update- Parallel or sequential order

Reference

Parallel Sequential

(Q Filter Devices

0 Selected love t alle te

0O Device Name

Device Activation Order

Devices in Sequential(2) and Devices in Parallel(4) / Edit Order

Z Reorder List @

You can use filters to sort devices and order their activation in parallel or
sequentially. After devices are sorted, you can reorder them sequentially.

Terminate on Update Failure: C_ D

IP Address Site Device Series Device Role Current Image Update Image @
D TRN6-TBRANCH-DIST.cisco.com 10.85.54.17 Global/Canada/Ontario... Cisco Catalyst 3650 Se... Distribution cat3k_caa-universalk9.16... cat3k_caa-universalk9.16...
D TRN6-TBRANCH-C3650-S1.cisco.com 10.85.54.53 Global/Canada/Ontario... Cisco Catalyst 3650 Se... Access cat3k_caa-universalk9.16... cat3k_caa-universalk9.16...

Select between Parallel

and Sequential Order

© 2026 Cisco and/or its affiliates. All rights reserved.
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Image Update- Parallel or sequential order

Reference

Device Activation Order

You can use filters to sort devices and order their activation in parallel or Select between Pa ra I Iel
sequentially. After devices are sorted, you can reorder them sequentially.
and Sequential Order

Devices in Sequential(2) and Devices in Parallel(4) £ Edit Order Terminate on Update Failure: CTD

Parallel Sequential Ablllty tO SeleCt the
specific order for

Sequential category
Edit Order

Update Image @

4 devices will be updated together and then, 2 devices will be updated

one after the other. Change activation order by reordering list below.
cat3k_caa-universalk9.16...

UPDATE ORDER:

£ Devices in Parallel(4) .16... cat3k_caa-universalk9.16...

# Devices in Sequential(2)

k

Cancel

]
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Image Update- Parallel or sequential order

Reference

Device Activation Order

You can use filters to sort devices and order their activation in parallel or
sequentially. After devices are sorted, you can reorder them sequentially.

Devices in Sequential(2) and Devices in Parallel(4) £ Edit Order Terminate on Update Failure: CTD

Parallel Sequential

(Q Filter Devices

0 Selected Move to Parallel Update L Reorder List @
D Device Name IP Address Site Device Series Device Role Current Image
O TRN6-TBRANCH-DIST.cisco.com 10.85.54.17 Global/Canada/Ontarjo... Cisco Catalyst 3650 Se... Distribution cat3k_caa-universalk|

Select between Parallel
and Sequential Order

Ability to select the

specific order for
Sequential category

Ability to act upon failed
upgrades

O TRNG-TBH /

Terminate on Update Failure: @D %

n

vilLes

a w a;'

1
M o

caa-universalk9.16...

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416
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New in 3.1.x - SWIM Page Redesign - More insights

il Catalyst Center Provision / Network Devices / Software Image Management w Q & 6 O | Q amm v
=  Software Image Management | AiDevices v ] Cisco.comiD  ak range) Sync Updates ©
Overview Images Devices Updates X Updated 9 minutes ago O Refresh &)
7 ——
2 Images Devices
n Cisco recommends assigning standard images to product families. Total eligible devices No standard image tagged
ot 3518 318 A
@ Device families without standard Critical advisories
. 76 A 194 ©
Ready for update Update readiness failed
X 74 150
2l High advisories
3225 A
oS Failed jfiage updates Running staRdard image
36 60
&9
. Updates
4 Failed Updates In Progress Updates
650 oe D o . h
evices with no New Data points:
et standard image Devices that failed
100 tagged readiness checks

o]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



New in 3.1.x - SWIM Page Redesign - More insights

el Catalyst Center Provision / Network Devices / Software Image Management w Q ¢ 06 Q | Q  admin1 v

cisco

Software |mage Management [ Switches X Wireless controllers X (%) v] Cisco.com ID (Change) Sync Updates @

Overview Images Devices Updates Updated 10 minutes ago ,=* Refresh

-»
| - = Images Images running x Show images summary
et k
gy = | [ Q Search product family J Show imported images Show task
(é Product Family Name Devices Images Images Marked Standard Critical Advisories High Advisories
\ Cisco Catalyst 9300 Switch 33 9 Q1 23 363
Cisco Catalyst 3650-24PD-E Switch 84 4 'y 13 150
Cisco Catalyst 9800-CL Wireless Controller for Cloud 22 9 r:y 18 373
~
Cisco Catalyst 38xx stack-able ethernet switch 13 5 22 289

Software Insights
Ex. Of 33 x 9300 switches, they

have 9 images and only one of
those images is standard

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



Extended Fast Software Upgrade (xFSU)

 XFSU minimizes downtime during software reloads and upgrades

* For Catalyst 9300 Series Switches in both standalone and stack

A Control plane notifies k
Control Plane Upgraded to IOS XE V2 neighborS of Graceful Restart

Switch and certain feature configurations A Data Plane goes for an k
are cached in the bootflash upgrade V1——>V2

Data Plane lets traffic flow k Control Plane The ASIC is reset by k
based on V1 FIB entries Flushing all the TCAM entries

A

Control Plane goes for an ‘ Data Plane upgraded to V2

upgrade I0S XE V1—>V?2

Command to trigger xFSU

C9300¢# install add file <image>
activate xfsu commit < H sec

Total Downtime

xFSU uses Control and Data plane separation k el
© 2026 Cisco and/or its affiliates. All rights reserved. Wlth NSF and GracerI Restart arChIteCture Cisco



Habit #4

Assure with Insight

CISCO Live !



Catalyst Center and ThousandEyes Agents

Catalyst /Cénter

_/

Thousandeyes< Enterprise Agent Tests (4)

Q  Search Table

" . Packet Loss (%) (T

Test Name Test Type Target Device Name Latest Fetch Sampling Time Rl

NetSense - www.stack-redir,net Web - HTTP Server https://www.slack-redir.net Sa001 5 months ago 0/--
tSer Www.slz dir.net il o % €9300-01 9

Office 365 Login Network - Agent to Server  52.112.14.70:80 Sdeor 5 months ago 100/ --

€9300-01

Salesforce Web - HTTP Server https://www.salesforce.com  SocO!” 5 months ago 0/--

Salesfo el ps: ' & €9300-01 v
Web - HTTP Server https://www.webex.com o0t 5 months ago 0/

E WK 5

° Eve " €9300-01 9

Jitter (ms) ()

Avg / Latest

0/--

0/--

0/--

0/--

Export

V. 202 3 PM
Latency (ms) ( Resp
Avg / Latest

o/

o/

o/

o/

Agent Deployment at Scale

isualize Test results In
Application Health
Dashboard

© 2026 Cisco and/or its affiliates. All rights reserved.

ThousandEyes
Enterprise Agent

C9300/C9400
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ThousandEyes Integration

Before 3.x - Manually paste Oauth
Bearer token from ThousandEyes portal

"c||'£ég' Catalyst Center

After 3.x: Single Sign-0n.
Account Admin or Org Admin user

Settings / External Services

() Search

Cisco Spaces/CMX Servers ThousandEyes Integration TRoisAHErA Bt s
Global Manager Integration
ThousandEyes token is associated with the user profile Login Acc @ connect Thousandeyes Connect ThousandEyes
Machine Reasoning Engine @ Cisco Catalyst Center collects the data that is returned from Thoy
based on the saved token. Changing the user profile Login Accou cisco
Cisco Catalyst Cloud the data returned from the API. ThousandEyeS@
Webex Integration Authorize ThousandEyes access to Catalyst Center
. Use this page to enable Thousand Eyes integration_ Once enabled, Cisco ( By connecting your ThousandEyes account to Catalyst Center, you agree to Cisco's Terms and Conditions
ThousandEyes Integration provide ThousandEyes tests information for Application Health dashboard | to authorize ThousandEyes access to System Information.
System Configuration e Go to ThousandEyes page to get the OAuth Bearer Token Device authentication code for existing accounts:
B Verify that the popup window shows the same code after you click Log in.
DebUggmg LOQS [ 0N ] Log In - ThousandEyes
Visibility and Control of Configur... Insert new token here _ Authenticating

. cIsco
Geo Map Settings ;

. ThousandEyes@
roxy

Email

Password

Region

Default >

[] Keep me logged in
< Cancel Alicha

‘ [ = ] !
]

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco




New In 3.1 - ThousandEyes Enterprise Agent

Enhancements

ThousandEyes Enterprise Agent ;| Manage / Install

@ Connect ThousandEyes Select Applications

Choose applications to monitor with enhanced application monitoring.

Out-of-the-box Test creation
from Catalyst Center at the time

of Agent installation without

e

° Select Applications |

3 Configure Application ° Microsoft 365

AN

4  Select Locations

@ Select Switches

@ Summary @ Salesforce

E] Custom application

Do not want to set up an application right now?

Continue without an application

© 2026 Cisco and/or its affiliates. All rights reserved.

ThousandEyes Enterprise Agent [ Manage | Install

@ Connect ThousandEyes

@ Select Applications

° Configure Application |

Configure Application

going to ThousandEyes portal
later

o Microsoft 365  Test(s) 5 http-server ~
Subdomain name * ® Test included (5)
[ ex: your_company .sharepomt‘com] M365 - OneDrive - Web
M365 - Login - Web
Test interval M365 - App Portal - Web
M365 - Sharepaint - Web
M365 - Outlook - Web
Delete
I.. ~
.-'- Slack Test(s) 2 http-server
Subdomain name * @ Test included (2)
[ ex: your_company ‘slack‘com] Slack - Web
Slack - api.slack.com
Test interval
Delete
m Webex  Test(s) 1http-server A
Webex site ID*® Test included (1)
Cancel  All changes saved

BRKOPS-2416
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You do need HTTPS credentials on the switch

< All discoveries

® C9K-STANDALONE-1 [ @ Feb 25, 2025 02:47 PM v ]

@ Completed Type: Range Retry count: 3 Protocol order: SSH

Last updated: this minute

Total time: 2 minutes 14 seconds View all details Re-discover

° 0 Unreachable °

O piscarded °

N
r~

1 piscovered u 1 reachable
Devices 1
[ Q Search ]
IP address Device name
10.85.54.77 C9K-STANDALONE-1

To enable application hosting on C9K
switch:

« Configure a secure HTTP server
« Configure local or AAA

authentication for the HTTPS user.
Privilege level 15 required

Configure NETCONF port on the
device before discovery

Command Runner

CO9K-STANDALONE-1.cisco.com@10.85.54...

C9K-STANDALONE-1.cisco.com>

show run | i httpuser

username httpuser privilege

15 password 7 XXXXXXXX

CO9K-STANDALONE-1.cisco.com>

show run | i secure-ser

ver

ip http secure-server

C9K-STANDALONE-1.cisco.com>

show run | i netconf

netconf-yang

C9K-STANDALONE-1.cisco.com>

© 2026 Cisco and/or its affiliates. All rights reserved.
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You do need HTTPS credentials on the switch

1 Selected Tag + Adddevice Software Inage Management Actions ~ @ As of: Jan
Inventory > || Edit Device
a Tags Device Name IP Addressg ma
Software Image > Resync Device ||
D O TBRANCH-C3650-STACK 10.85.54| Pprovision > Reboot Device 6.1
Telemetr > i
O © TRNG-TBRANCH-DIST.cisco.com 10.85.54 Y Delete Device 5.1
Device Replacement > Export Inventory
& C3650-ACCESS.cisco.com 10.85.54 . 5.8
D Switch Refresh > | sSchedule Maintenance
Devices (8) F > SNMP Retries and Timeout*
O C9K-STANDALONE-1.cisco.com 10.85.5 |
[ Q  Click here to a|
v HTTP(S)
D O TRN6-TBRANCH-FUSION 10.85.5
1 Selected Tag +
. . . O Select global credential @ Add device specific credential
To enable application hosting on C9K B s 0 | Usermamer ——
SWltCh: [ httpuser ] [ ---------- Show]
. < D TE View Username Criteria View Password Criteria
« Configure a secure HTTP server o
. 0 o TH
Configure local or AAA 43 ]
authentication for the HTTPS user. O o ¢
an”ege Ievel 1 5 requn"ed O | n The HTTP(S) credentials are required for connecting to Meraki, Firepower Management Center, Application
C Hosting, and NFV/Compute devices. The HTTP(S) credentials are not validated for Network Devices.
Configure NETCONF port on the _

device before discovery

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



You do need HTTPS credentials on the switch

Why is "10.10.15.102" marked "Not Ready"? x To enable application hosting on C9K switch:
Readiness Check Result Message COnﬁgure a Secure HTTP Server

Are HTTPS Credentials Provided in the Inventory © Failed HTTP(s) Username is missing in the Inventory. Provide
HTTP(s) Username in the Inventory and try again.

The HTTPS credentials are required to connect to App Configure Iocal Or AAA authentication for the

Hosting. Provide the HTTPS credentials in Device

eentery HTTPS user. Privilege level 15 required

Are HTTPS Credentials Valid © Skipped Test cannot be performed as HTTPS credentials for the
device are not provided in the inventory.
The HTTPS credentials are required to connect to App

Hosting. Provide the HTTPS credentials in Device CO nfig u re N ETCO N F po rt On the d eVice befo re

Inventory.
Does I0S-XE Version support App Hosting @ Passed d |SCOV9 ry

Is App Hosting in Sync with the Device © Failed Failed to authenticate with the device. Verify HTTPS
credentials specified in Inventory.
Go to Inventory page and edit the device. Confirm that
you have provided the correct HTTPS credentials. Also,
ensure that the HTTPS username that you have provided WHY?
in Catalyst Center is also configured on the device with

privilege level 15. There is a REST API that is used to deploy

Is App Hosting in Sync with the Inventory @ Passed and manage the Contalner In IOS_XE.

Is Device Series Supported by Catalyst Center for App @ Passed

Hosting

Is Device compatible for App © Failed The device capability is not discovered successfully. The Va I Id Cha ra Cte rS for the HTTP C red e ntla I
Resyne the devie from Inventoy and e setry. is different to |OS-XE ssh passwords

Is Device in Managed state in the Inventory © Passed

Is HTTPS Username Configured on the Device @ Skipped ThiS haS a IWayS been the Case

Is Secure HTTP Server Configured on the Device © Passed

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



New in 3.1.6 - Energy Management Dashboard

Energy Management

contracts. Read disclaimers.

Summary Energy consumption Carbon emissions

Total energy consumption

11.69 kwh

The total energy consumed by the devices on-site over
the selected time period.

Data for Power over Ethernet (PoE) endpoints is
captured at the port level from switch, router, or
wireless controller.

View energy consumption

Energy consumption trend

S
It
3

Energy (Wh)

4:00 PM 6:00 PM

Savings

Energy consumption by device type

8:00 PM

[Global w ] [24 Hours v ] [Aunevi:es v ] B Auto refresh data © View Disclaimer [Shuw site dmns] [g, Generate Rﬂpurls]
ﬂ In the last 24 hours, only 2 (9%) of 23 Switches are sending energy consumption telemetry. Please consider upgrading software to 17.15.2 (or later) on existing catalyst switches or upgrading to new Catalyst series of switches. x
ﬂ Data and other information generated in this dashboard are subject to the disclaimers indicated in the "Disclaimer” section. As described therein, data and other information generated regarding greenhouse gas (GHG) emissions, carbon X

intensity, energy mix and cost are based on and subject to data availability from different sources. For more precise estimates, we recommend downloading reports and customizing them with utility providers' data based on location and

Comparison

85

68 : i i i i i i 3 ] 3 3
51
234
117
0

10:00 PM

Estimated cost and emissions Savings
Estimated cost @ Energy savings @
$1.46 0.00 Wh [ J

Emissions

Estimated emissions © Cost savings @
1.25 kgCO2e $0.00

Cost
Savings

Greenhouse gas reduced @

0.00 kgCO2e

By device type

12:00 AM 2:00 AM 4:00 AM 6:00 AM 8:00 AM 10:00 AM 12:00 PM 2:00 PM

© 2026 Cisco and/or its affiliates. All rights reserved.

DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values
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New in 3.1.6 - Energy Management Dashboard

l TUraTToT weaw ST

Summary

Energy consumption Carbon emissions

Energy consumption by device type

11.69

Total energy
consumption
(kWh)

Savings

Comparison

. Switch (11.65 kWh - 99.67%)

Other PoE ... (38.78 Wh - 0.33%)

[ Q Search by device name ] 2 results

Name Type Series Consumption (k
C9K-STANDALO... Switch Cisco Catalys... 5.16
CO9K-STACK-1 Switch Cisco Catalys... 6.49

Energy Consumption tab:

Consumption by device type and
series with trends

Energy consumption trend

940
752

564

By device type

3

~

6

Energy (Wh)

1

@
@

0

8:00 PM 10:00 PM 12:00 AM 2:00 AM

4:00 AM

6:00 AM 8:00 AM 10:00 AM 12:00 PM 2:00 PM 4:00 PM 6:00 PM

- Average [ Energy

© 2026 Cisco and/or its affiliates. All rights reserved.

DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values alvaln
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New in 3.1.6 - Energy Management Dashboard

l TUraTToT weaw

Summary Energy consumption Carbon emissions

Energy consumption by device type

11.69

Total energy
consumption
(kWh)

Savings Comparison

[ Q Search by device name ] 2 results

Name Type Series Consumption (k

C9K-STANDALO... Switch Cisco Catalys... 5.16

S — PP Energy Consumption tab:
ST ——— Consumption by device type and
series with trends

Estimated Cost Savings

s 0.02

Estimated Energy Savings

135.15 wn

management policy,

Estimated totel energy cost saved

The total energy saved from the devices on

site over the selected time period, as a result of your energy

................................................................................................................................

Savings tab:

Cost and energy savings

ro Aversge = Energy cost saved

realized for wireless APs when
in energy savings mode

z
3 3
£

ergy cont

1400 16:00 18:00 20:00 22:00 60:00 02:00 04:00 68:00 08:00 10:00 12:00

© 2026 Cisco and/or its affiliates. All rights reserved.

DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values

]
BRKOPS-2416

cisco



New in 3.1.6 - Energy Management Dashboard

Summary Energy consumption Carbon emissions Savings Comparison

Estimated total emissions Energy mix
1.25 kgcoze ‘ B e
B ces 71.26% of energy is from low-carbon sources.
!Est|maFed Co2 e.quwalent greenhouse em|55|ons. |.s calculated from energy usage and local energy grid carbon intensity B Hydro This energy mix of your local grid is provided by
is provided by Cisco Energy Management Capability. B wind Cisco Energy Management Capability.
Others

Emissions trend

ooor oy emissions and carbon intensity trend.
Energy mix showing ratio of renewable and low-
carbon sources versus
DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values fOSSII fuel - based Sources Of eIeCtrIC Ity
© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 el
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New in 3.1.6 - Energy Management Dashboard

Summary Energy consumption Carbon emissions Savings Comparison
Rank of energy usage (kWh) © Rank of estimated emissions (kgCO2e) © Rank of estimated cost ($) © Rank of carbon intensity (gCO2e/kWh) ©
Canzds NI .50 Canads N .25 canada N .45 Canads N 10555
EMEA 0.00 EMEA 0.00 EMEA 0.00 EMEA 0.00
LBC-Canad... 0.00 LBC-Canad... 0.00 LBC-Canad... 0.00 LBC-Canad... 0.00
APJC 0.00 APJC 0.00 APJC 0.00
APAC 0.00 APAC 0.00 APAC 0.00
Loblaw - ... 0.00 Loblaw - ... 0.00 Loblaw - ... 0.00 C = b -
omparison tab: Compare
consumption, cost and
e e e emissions between sites.
View all 6 sites View all 6 sites View all 6 sites

Compare trends over 2 different
time periods

Compare time periods [ Oct 13, 2025 ] [ 3:00PM v ] > [ Oct 14, 2025 ] [ 3:00PM ~ | Compareto | Oct13, 2025

14 Oct 2025
4:00 AM
© 487.27 Wh
.- 48714 Wh
585
= 468 = ““5iaa e B s ekl s =T ms ey N B ==~ - s B o P s e e B Bl ey [
2
2
= 234 |
0

Time

Average of 1st option --- Average of 2nd option I st option H 2nd option

DISCLAIMER: Data and outcomes shown are for illustrative purposes and do not represent actual values

]
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Where does the data come from?

€ D> S 25 electricitymaps.com

i e R e Data from 9200/9300/9400 + AP
17.15.2 I0S-XE

Need streaming telemetry connection
from switches/WLC (60min updates)

The world’s most comprehensive
electricity data platform

Electricity Maps provides global access to electricity mix, prices, load,
and carbon intensity. Available in real-time, historically and forecasted.

Cisco Energy Management Capability
(EMC) uses electricitymaps.com for
costs, etc

Need Catalyst Center to be registered
with cloud to access EMC

Data kept for 30 days on Catalyst Center

APl and reports to get it off

® -
bg Cisco User Defined Network %8 Talos Threat Intelligence

::::::::

0o
00 ApPpXMS-Teams

gg Meraki Dashboard

tttttttt

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



Subscriptions on switch - Pre 3.1.6

telemetry ietf subscription 500

encoding encode-tdl

filter tdl-uri /services;serviceName=ios oper/poe port detail
receiver-type protocol

source-address 10.10.3.122  These are the 3 subscriptions required
stream native
update-policy periodic 60000 * Periodic time is in cento-seconds

receiver name DNAC ASSURANCE RECEIVER

e 600 seconds = 10mins

telemetry ietf subscription 501

encoding encode-tdl

filter tdl-uri /services;serviceName=ios oper/poe module
receiver-type protocol

source—-address 10.10.3.122

stream native

update-policy periodic 60000

receiver name DNAC ASSURANCE RECEIVER

telemetry ietf subscription 504

encoding encode-tdl

filter nested-uri
/services;serviceName=ios oper/platform component;cname=0?platform prope
rties

receiver-type protocol

source-address 10.10.9.4

stream native

update-policy periodic 30000

receiver name DNAC ASSURANCE RECEIVER

]
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Subscriptions on switch - 3.1.6

telemetry ietf subscription 500

encoding encode-tdl

filter tdl-uri /services;serviceName=ios oper/poe port detail
receiver-type protocol

source-address 10.10.9.4

stream native

update-policy periodic 360000

receiver name DNAC ASSURANCE RECEIVER

telemetry ietf subscription 501

encoding encode-tdl

filter tdl-uri /services;serviceName=ios oper/poe module
receiver-type protocol

stream native
receiver name DNAC_ASSURANCE_RECEIVER

telemetry ietf subscription 504

encoding encode-tdl

filter nested-uri

/services; serviceName=ios oper/platform component;cname=0?platform proper
ties

receiver-type protocol

source-address 10.85.54.54

stream native

update-policy periodic 30000

receiver name DNAC ASSURANCE RECEIVER

source-address 10.10.9.4 * Periodic time is in cento-seconds

update-policy periodic 360000 . 3600 SecondS = 1 hOUf

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416
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On the POE dashboard, notified of change

Assurance / Dashboards / PoE w Q @ ® O | Q adam v ‘

O Global E 24 Hours ~ Nov 6, 2025 5:03 PM - Nov 7, 2025 5:03 PM &

@ Update: PoE Data Collection Frequency Change. Collapse to hide. X

Data Collection Frequency for PoEs reduced to once per hour.

PoE Data Collection Frequency is now once per hour in order to improve system response time and accommodate additional energy consumption data.

Seven (7) Impacted Dashlets:
PoE Operational State Distribution
PoE Powered Device Distribution
PoE Insights
Power Allocation Load Distribution
Power Usage
PoE Port Availability

PoE AP Power Mode Distribution

Energy Management Dashboard provides "Energy" view of environment vs PoE view

POE dashboard great for drilling into client devices

]
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New in 3.1 - ISE Authentication Failures

= dule Catalyst Center Health * Q & 0 O Q admin1 v

Overall Network Client Network Services v Applications SD-Access Al Analytics v

Previously check the ISE live
logs to understand the Client’s
onboarding failure reason QI = s Cetabst Conter RO 0 | & e

Overall Network Clien)

0

vl Catalyst Center Dashboards / Health / Client 360 w Q & ® L | R netadmin v

Wireless Clients s of Jan 30, F025 ZEOPM. X

24 Hours TREND: Jan 29, 2:50 PM - Jan 30, 2:50 PM r2 Global

Q Global } 24 Hours v

With ISE integration, see the the L
failure reason of client UL L

LATEST TREND

s @ Failed (528)
. . C t I t C t / g 9 @ AAA (526) Top AAA Failure Reasons Top ISE Failure Reasons ()
onboarding, in Catalyst Center “ omer 2
g ) y @ Telemetry Status 530 b (Click a failure reason to load detailed data)
) @ Success ful (2)

@ Failed to negotiate EAP for inner method because EAP-MSCHAP not allowed under PEAP configuration in the Allowed Protocols (99%)

@ Wrong password (0%)

@ Subject not found in the applicable identity store(s) (0%)
LATEST TREND

NOTE: AAA Failure reasons count B |

might be different to ISE due to 0
retries and failure throttling on ISE . 11 /J V

Total Clients

Please select an element on chart to load more detailed data
Site Analytics

Analyze key client
performance metrics across
sites to identify performance
improvement opportunities.

]
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Habit #5

Transform with AlOps

CISCO Live !



Why radio resource management

hiatl Cisco Catalyst 9800-CL Wireless Controller
o

Configuration - > Radio Configurations = >

5 GHz Band 2.4 GHz Band FRA

RRM

Weicom|

General  Coverage  DCA  TRC  RFGrouping  Spatial Reuse
Profile Threshold For Traps
*\/ !obal > Floor Selector
Interference Percentage* 10
Clients* 12 v & aribalay
Noise® e > @8 B1 v KPIs
Heatmap Metrics
Utilization Percentage® 80 > 8 B2 P
i None SNR
Throughput* 1000000 > a8 Willy
v & San Jose
Nok leanair/S| hannels € Heatmap Type
¢ v @# B22 Point Cloi Isosurface Scanner
Ghannel List Gountry Channels v
RRM Neighbar Discover Type Transparent . £ Warehouse e Heatmap Opacity
> o8 B23 50.00
Monitor Intervals: —)
Neighbor Packet Frequency 180 > 8 SJC04 0 100
(seconds)* L
Telemetry
Reporting Intarval (seconds)* 180
Sensors-APs AP Neighbors
Neighbor Timeaut factor* 20
Telemetry Opacity
50.00
—)
] 0 100
1 l I lI I Wor O ata RF Model
FSPL v

No "busy hour(s

Clipping Planes

No building
segmentation

No visibility
Lots of tuning knobs
NO SImU|atI0n mOde o BRKOPS-2416 cisco




Dashboard

Assurance / Al Network Analytics / Enhanced RRM
() 24 Hours ¥  Band  5GHz Al RF Profile: baseAlRF  Next RRM Run (1):12m 33 s Jun 11, 2022 3:07 AM - Jun 12, 2022 3:07 AN

Q@ @ [

@ Enhanced RRM supports 2.4 GHz and 5 GHz bands for Al RF Profiles. 6 GHz support is coming soon.

SUMMARY RF PERFORMANCE SUMMARY RF COVERAGE SUMMARY
3 0 51 /100 0 % 1 Low N/A
Total AP Count Total Clients RRM Performance ()  APs with High CCI () RRM Changes AP Density Connectivity

Our Al Insights Engine is getting familiar with your PER5's wireless environment.
Please stay tuned, it will recommend tailor made wireless configs and thresholds once it gets to know your environment!

v RF Performance

RRM Changes @

LATEST TREND

Total APs Optimized

1

RRM Performance

LATEST TREND

Total Access Points

2

Co-Channel Interference ©

LATEST TREND

Total Access Points

2

© 2026 Cisco and/or its affiliates. All rights reserved.
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Scale Limits

Enabled per WLC Release 3.1.3

"Brownfield" now supported 2.3.7.4 | |Significant provisioning scale

Improvements
All AP can be enabled:

Extreme case: 24h+ -> 4 hour
Limit per building

- 1500 (5 & 2.4 GHz radios)
- 600 (6GHz radio)

CCCCC



| Assistant

i
cis

il Catalyst Center

Assurance / Dashboards / Health

—_ Overall Network Client Network Services Applications SD-Access Al analy,  — Al Assistant ¢ O~
y () Global 24 Hours ~ Y/ Filter (0) v
5:25p You
1 "
o Show me all switch ports connected to access points. Tell me how many are APs, Cisco APs,
and how many are third-party APs?
-
5 o O Al Assistant 05:30 pm
5‘0 I T T
p 8p 10p e 28 4a L Here are the results for switch ports connected to access points (APs):
@ Telemetry Status
LR ad
AP connectivity summary
@a
Total APs connected Cisco APs connected Third-party APs connected
6 0 ]
q\ LATEST TREND
- Wireless Clients Wil This means all 6 APs currently connected to your switch ports are not identified as Cisco or
third-party APs by name. If you need a detailed list of the specific ports or more information
~ 1 OO% ® ToTAL: 6 (D 1 | about the APs, please let me know.
Healthy -6 . . Healt
Active: 6 Inactive: 0 New: 0 o] R
O
6
Active 6 Onboarded Good Connectivity 100 % Cor
o Clients
View Details
( Ask the Al Assistant a question »
Assistant can make mistakes. Verify respon A sistant handles your data at Al Assistant

© 2026 Cisco and/or its affiliates. All rights reserved.
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Dashboard + Catalyst Center Global Overview

& Gobal Overview Global Overview o M Reivesh .
EFT: Mid November
=) ot Network /site health Offiine/Poor devices -
Swiect an organizaton
~ Routers & WAN Apptances Core Switcnes Olstrtion Switches
o— ‘ o o oo . .
Requires: 2.3.7.x or 3.x build
x " Foar
1.1k ©.: A O pe—— pr——— q g D .
08 o361 o: on
Celhuiar Gateways L . -t I
— Organizations  Poor Networks & Sites
® 0 § emess—————
Organizaton Controfter Type Nutworks & Sites Crimical Alurts Houters & WAN Apphances Swiches WLCs 4 COs
Contral Surope ACenter @3 (231 ne O e o (567 o °
S— on 0 o1 n os f6s ° Access Switches X
.7 us os we o 03 (00 oz ° Offline / Poor devices
Crna at o we 01 is 01 /1 a
[ Q Search I 9 results
Japan Catalyst Center @4 /483 5 AS e 02 (45 L A °
Corp Retad Group Desrtcar o n o oa Av (a4 o L ]
P — o n oW e Y ° Status  Device name Network / Site Organization Total alerts -
ncta Bengaru 28 ow 2
——— — G e - 0 98:18:88:01:55:80 Bluejay-CoreNet Singapore 3
wba Japur o AS 338 0w A on °
Canada Torento srecar a0 0 o 0 2 a ©  ISwitchC9200L-PEN [0y lronPeak-HuG =~ -~~~ - -~ - _Central Europe 3
e e TP —
o D\ayas—m:cesﬂm DeltaPoint-BranchQ1 UK Manchester
©  Branchi-MS150-566 Ce
3 mart. | Device 360
' -] Marketing-C9300-667 T Fal .
Organizations  Poor networks & sites aretine o0 “% Switch C9200L-PEN.enprglab.local o ves see oesis
] SEA-F1-9164%6 OF Map 2 Hous
\ #505
.
©  Ho-access57-MS130 Nim
[ Q Search ] [ vork/site health ~ ][ Device status ~ ] 115 results Export CSV ~ m by
.
° HUB-East-MS150-45 *, Crin I :
\ s
C] Organization Controller type Networks & sites © - Critical alerts Routers & WAN @ Cellular g [o] i @ WLCs & CGs © @® .
(-] HQ-RTR1-675 ' Echi B Tolomelry Status
D Central Europe 7 CatalystCenter @16 /231 217 @2 /60 99 /567 91 /8 017 /4334 b
v
1
O singapore Dashboard 013 /35 20 ©1 /23 ©3 /3 08 /64 @3 /512 N
S 192108 13810 83 e Acces ® ot Pracue R -t Prtieg_Devces (13 mar
O us 7 CatalystCenter @5 /201 1B @1 /17 03 /80 02 /2 0N /1456
(] china [ CatalystCenter @5 /31 18 @1 /9 02 /31 As |25 ‘\ lsues  Physical Neighbor Topology  Event Viewer  PathTrace  Apphcation Experience  Devicelnfa Interfaces  FabricSite  Pof
[ Japan Catalyst Center @4 /483 15 AS /16 02 /45 01 /8 086 /3118 3708 ] |
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API First 2.3.7.6 release notes

Feature
New APIs

Compliance API

Issues APIs

Licenses APIs

Network Settings APls

SDA APIs

Table 6. New and Changed Features in Catalyst Center Platform, Release 2.3.7.7

Description

Catalyst Center platform supports the following Compliance API:
« POST <cluster-ip>/dna/intent/api/v1/compliance/networkDevices/${id}/issues/remediation/provision
Compliance Remediation.
To access the new Compliance AP, click the menu icon and choose Platform > Developer Toolkit > APIs.
Expand the Know Your Network drop-down list and choose Compliance.

Catalyst Center platform supports the following Issues APIs:
« POST <cluster-ip>/dna/intent/api/v1/issues/resolve
Resolve the given list of issues.
« POST <cluster-ip>/dna/intent/api/v1/issues/ignore
Ignore the given list of issues.
» POST <cluster-ip>/dna/intent/api/v1/issues/S${id}/update
Update the given issue by updating selected fields.

To access the new Compliance API, click the menu icon and choose Platform > Developer Toolkit > APIs.
Expand the Know Your Network drop-down list and choose Issues.

Catalyst Center platform supports the following Licenses APls:
« PUT <cluster-ip>/dna/intent/api/v1/licenseSetting
Update license setting.
« GET <cluster-ip>/dna/intent/api/v1/licenseSetting
Retrieve license setting.

To access the new Licenses APIs, click the menu icon and choose Platform > Developer Toolkit > APIs.
Expand the Cisco DNA Center System drop-down list and choose Licenses.

Catalyst Center platform supports the following Network Settings APls:
» PUT <cluster-ip>/dna/intent/api/v1/sites/{id}/timeZoneSettings
Set time zone for a site.
» PUT <cluster-ip>/dna/intent/api/v1/sites/{id}/bannerSettings
Set banner settings for a site.
« PUT <cluster-ip>/dna/intent/api/v1/sites/${id}/telemetrySettings
Set telemetry settings for a site.

To access the new Network Settings APls, click the menu icon and choose Platform > Developer Toolkit > APls.

Expand the Site Management drop-down list and choose Network Settings

Catalyst Center platform supports the following SDA APIs:
Multicast APls
» GET <cluster-ip>/dna/intent/api/v1/sda/multicast/virtuaiNetworks
Get multicast virtual networks.

GET <cluster-ip>/dna/intent/apifv1/sda/multicast
Get multicast.

PUT <cluster-ip>/dna/intent/apifv1/sda/multicast/virtualNetworks

Update multicast virtual networks.

GET <cluster-ip>/dna/intentfapifv1/sda/multicast/vir I count
Get multicast virtual network count.

DELETE <cluster-ip>/dnafintent/api/v1/sda/multicast/virtualNetworks/${id}
Delete multicast virtual network by ID.

« POST <cluster-ip>/dna/intent/api/v1/sda/multicast/virtualNetworks
Add multicast virtual ¢ rk

Site Design APIs

SWIM APIs

© 2026 Cisco and/or its affiliates. All rights reserved.

Catalyst Center platform supports the following Site Design APls:
+ POST <cluster-ip>/dna/intent/api/v1/networkDevices/assignToSite/apply
Assign network devices to a site.

- POST <cluster-ip>/dnafintent/api/v1/networkProfilesForSites/${profileld}/siteAssignments
Assign a network profile for sites to the given site

To access the new Site Design APIs, click the menu icon and choose Platform > Developer Toolkit > APls,
Expand the Site Management drop-down list and choose Site Design

Catalyst Center platform supports the following SWIM APIs:
+ GET <cluster-ip>/dna/intent/api/v1/images
Get list of images available under the given site and product name,
« POST <cluster-ip>/dna/intent/api/v1/images/${id}/download
Download the software image from Cisco.com on the disk for the given 'id".

GET <cluster-ip>/dna/intent/api/v1/productNames

.

Get the list of network device product names, their ordinal, and the support PIDs based on filter criteria,

.

GET <cluster-ip=/dna/intent/api/v1/productNames/count
Get count of product names based on filter criteria.

GET <cluster-ip>/intent/api/v1/images/${imageld}/productNames/${productNameOrdinal}
Update the list of sites for the network device product name assigned to the software image.
GET <cluster-ip>/dna/intent/api/v1/siteWiseProductNames

Get network device product names for a site.

POST <cluster-ip>/dna/intent/api/v1/images/${imageld}/productNames

Assign network device product name and sites for the given image identifier.

GET <cluster-ip>/dna/intent/api/v1/siteWiseProductNames/count

Get the count of network device product names for the given filters.

DELETE <cluster-ip>/dna/intent/api/v1/images/S{imageld}/productNames/${productNameOrdinal}
Removes the network device product name from all the sites for the given software image.

PUT <cluster-ip> /dna/intent/api/v1/images/${imageld}/productNames/${productNameQrdinal}
Update the list of sites for the network device product name assigned to the software image.

GET <cluster-ip>/dna/intent/api/v1/images/count

Count of images available under the given site and product name.

GET <cluster-ip>/dna/intent/api/v1/images/${id}/addonimages

Retrieves the list of applicable add-on images if available for the given software image.

« GET <cluster-ip>/dna/intent/api/v1/images/${id}/addonimages/count
Count of add-on images available for the given software image identifier.

GET <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings

Retrieve the list of remote image distribution servers.

POST <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings

Add image distribution server for distributing software images.

+ GET <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings/${id}
Get image distribution server for specified server identifier.

PUT <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings/${id}
Update remote image distribution server.

DELETE <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings/${id}
Delete remote image distribution server.
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2.3.7.9 release notes

For detailed information about the APIs, see the Cisco Catalyst Center APIs on Cisco DevNet.
Table 9. New and changed features in Catalyst Center platform 2.3.7.9

Feature Description
New APis
Applications APIs Catalyst Center platform supports the vnuuwmg Applications APs:
: g:;leves the Ilst of network apphcalions along with experience and health metrics.
* GET
Retrieves the tom! count of network applications by applymg basic mtenng
+ POST <cluster-ip: 1

Retrieves the Trend analytics data related to network applications.

To access the new Applications APIs, click the menu icon and choose Platform > Developer Toolkit > APIs.
Expand the Know Your Network drop-down list and choose Applications.

Application Policy APls | Catalyst Conter platiorm supports the following Application Poicy APis:
GET

Retrieve the hst of network devlces with their BDDlICetIOn visibility status.
« GET <cl
‘Retriove the count of network devuces for the glven appllca(lon wsubimy status filters.
» POST <cl ip: 1 \Pp y
Enable application teleme(ry feature on multiple network devices.
« POST ip: i1 ppTelemetry
Disable applacanon telemstry feature on mumnle ne!work devices.
» POST <cl 1 i i bar
Enable CBAR fea(ura on multiple network devices.
+ POST <cl 1 y bar
Disable CBAR lea(uve on mulllple network devices.
» GET <cl
Retrieves the appﬁcabon QoS pol»cy semng
« PUT
Updates the application QoS pollcy senlng
To access the new Application Policy APIs, click the menu icon and choose Platform > Developer Toolkit > APls.
Expand the Policy drop-down list and choose Application Policy.

Cisco Integrated Catalyst Center platform supports the following Cisco IMC APIs:
Management Controller « GET <cluster-ip; 1
(IMC) APIs Retieves Cisco IMC configurations for Catalyst Center nodes.
« POST <cl i
Adds Cisco IMC configuration to a Calalys! Center node.
« GET <cl

Retrieves the Cisco IMC conﬁgumtion fora Calalyst Center node.
« PUT <cluster-ip
Updates the Cisco IMC configuration for a Catalyst Center node.
+ DELETE 1
Deletes the Cisco IMC configurations for a Catalyst Center node.
To access the new Cisco IMC APIs, click the menu icon and choose Platform > Developer Toolkit > APls.
Expand the Appliance drop-down list and choose Cisco IMC.

Compliance APIs Catalyst Cenler plar(arm supports the following Compliance APIs:
ST

1
Creates a trial Ior bugs detection on network devices.

Configuration Archive APIs ' Catalyst Center platform supports the following Configuration Archive APls:

+ GET <cluster-ip>/dna/intent/api/v1/networkDeviceConfigFiles
Get Network Device Configuration File Details.

+ GET <cluster-ip>/dna/intent/api/v1/networkDeviceConfigFiles/count
Count of Network Device Configuration Files.

+ GET <cluster-ip>/dna/intent/api/v1/networkDeviceConfigFiles/${id}
‘Get Configuration File Details by ID.

+ POST <cluster-ip>/dnafintent/api/v1/networkDeviceConfigFiles/${id}/downloadMasked
Download masked device configuration

+ POST <cluster-ip>/dnafintent/api/v1/networkDeviceConfigFiles/${id}/downleadUnmasked
Download Unmasked (raw) Device Configuration as ZIP.

To access the new Configuration Templates APIs, click the menu icon and choose Platform > Developer Toolkit > APls.

Expand the Site Management drop-down list and choose Configuration Archive APIs.

Configuration Templates | Catalyst Center platform supports the following Configuration Templa(es APIs:

APls

Devices APls

« GET <cluster-ip> tent/api/v1/templ Site
Retrieve the network profiles attached to a CLI template.
= GET <cluster-ip>/dna/intent/api/v1/ter i}/ networkProfilesForSites/count
Retrieve count of network pmﬁles attached to a CLI template.
+ POST <cluster-ip 1jtem
Attach network proﬁle toa Day-N CLI template.
« POST <cl pify Ly {i
Attach a list of newmm profiles tn a Day-N cu template
+ DELETE <cluster-ip ifv1 rkProfilesFarSi illc
Detach a list of network Dmﬁlss from a Day-N CLI template.
DELETE <cluster-ip>/d; } kProfilesForSi {
Detach a network profiles from a Day N CLI template.
» GET <cluster-ip>/templates/${templateld}/versions
Get Template Versions.
« GET =cluster-ip>/dna/intent/api/v1/ter i i}
Get Template Version.
« GET <cluster-ip>/dnaintent/api/v1 /ter
Get Template Versions Count.
= POST <cl ip=/dnali vl fter {templ ions/commi
‘Commit Template For a New Versuon
+ GET <cluster-ip>/dna/intent/api/v1/projects
Get Template Projects.
« POST <cluster-ip>/dna/intent/api/v1/projects
Create Template Project.
« PUT <cluster-ip>/dnali pifv1/projects/Slprojectid)
Update Template Project.
= GET <cluster-ip>/dna/fintent/api/v1/projects/${projectid}
Get Template Project.
DELETE <cluster-ip>/dna/intent/api/v1/projects/${projectid}
Delete Template Project.
+ GET <cluster-ip>/dna/intent/api/v1/projects/count
Get Template Project Count.

To access the new Configuration Templates APIs, click the menu icon and choose Platform > Developer Toolkit > APls.

Expand the Site Management drop-down list and choose Configuration Templates APis.
Caha\y:n Cenoer platfurm supports the following Devices APls:
POST

« GET <cl 1/networkDevi leanup
Get trial detalls for bugs detechon on network devices. Delete a network device without configuration cleanu
« POST <ch D 1 ggerScan « POST <cluster-io>/ ifyv1/networkDevi fGanuD

© 2026 Cisco and/or its affiliates. All rights reserved.
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3.1.5 release notes

Site Design AP Operations The siteHierarchyId attribute is included in the response of these API operations:

* GET <cluster-ip>/dna/intent/api/v1/areas/$(id}
Gets an area.

+ GET <cluster-ip>/dna/intent/api/v2/bulidings/${id)
Gets a buiiding.

* GET <cluster-ip>/dnafintent/api/v2/floors/${i)
Gets a floor.

* GET <cluster-ip>/dna/intent/api/v1 /sites
Get sites.

Wireless API Operations The featureTemplates attribute is included in the query of these API operations:

« POST <cluster-ip>/dnajintent/api/v1/wirelessProfiles
Create Wireless Profile.

« PUT
Update Wireless Profile.

- POST

Wireless Controler Provision.
The featureTemplates attribute is included in the response of these AP| operations:
« GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles
Get Wireless Profiles.
« GET (i}
Get Wireless Profile by ID.

The ne ighbourApName attribute is included in the response and two new fiters meshRo 1|

- GET
Get Mesh Ap Neighbours.

The beamState attribute is Included s a query parameter in the API operation:

« POST i i
AP Provision.

With this release, s idRadioType, ghz24Policy, ghz6PolicyClientSteering af
overridable attributes.

Beta AP Operations.
Licenses 4P| Gperation,

A1 Oparation Enhancamants

SD-Access APl aperations

4t this: redease, Gatalyst Cemter piatiorm supports the fodowing Beta AP operatin;

- et

Rt summary of natwork device ioorss

To scas the rew Licsnsas 491 operaton, cick the mand loon and choase Platform » Developer Toslki »
v " Licansas.

i t, isRes:
airkautes ars include) as ogtional parametors i the mspansa of these AP| aperatioes:

+ GET cluster-ips/dnaiinmentiapiiv? fda/srycastiasmeiays
Get anycast gateways.

« GET <clustac-ip/drafinbentiagily! cs/laysc2VirusiNetaorks
et iaper 2 iral neraorks.

The layer ess, Lay ignment, isResourceGuarde]
afirtules are included a5 the optianal uery pararmelers in these AP aperations:
+ POST schustar-ips janaienent/saif fscafanycastGatoways
Al anyeast gataways.
« PUT <clustie—ios/duafonentisoi) fscfsencastataways.
Upaate soycast ateways
+ POST acter- i fdnafeont/opi/scaiioyor 2Vetallietworks
A Laper 2 virtual netwarke,
+ PUT <cluster-is dnafimentjapi/v acklayer 2 irmusibesmors
Upelata layar 2 virtual natworks.
The 1sWoiceV'lanEnabled striuts s Inclused a5 an aptional parametar i the respoase af the AP ope|
« GET <Clustar-ip/Onaintant/agily 140 sumanscasonPronies
Get authemtication profees.
The LsVoiceVianEnabled sirbuts s included as an options! query parameter n the APf ogerstion:
+ PUT <clustae-ip>/dnafienentiapiie fsca/ashensicadianProsiss
URIEte sumantication peosie,
The £1teTd stirbute & Included as an aptcnal paramater n the responsa af the API casratian:
+ GET <clustor-pi/drainsantfapisy) sca/warsiNetwarks
et Transit Networks.
The 5 teTd striute i inclused as an optons query parameter in these AP operations:
+ POST schsster-ips fanafiant ity /scaitransitletwers
Craato Transh Notwarks.

Vireless AP| Operations Catatyst

Ut

Update AP PrP Location Setting.

- GeT

Get AP PP Location Seting.

+ DELETE

Delets Notive Vian Settngs By Site

-t

Update Native Vian Seftings By Ste.

- T

et Native Visn Setiings By Site

+ DELETE

Delete AAA Overrid Vian Setings By Sio.

.Ut

Updste AAA Overrida Vian Settings By Sae.

. GET

Get AAA Overide Vien Settings By Sae,

« poST

Create Evant Driven RAM Canfguration Feature Template.

. GeT

et Event Driven RRM Configuration Feature Tomplats.

- pur

Updats Even Driven RRM Configuration Festure Tampiate.

- DELETE

Delete Event Driven RRM Configuration Festure Tempiste.

« poST

Create Muticast Configuration Feature Tempiate.

Get Multicast Conguration Feature Tempiste.

- pur

Undste Musticast Configuration Feature Tempiste.

+ DELETE

Delots Masticast Conguration Fosture Template.

- pOST

‘Creste Dot Tax Configuration Festure Tempiste.

- pur

Updste Dot 1ax Configuration Featurs Tempiste.

The policyProfileName attribut] Oevices A% apararions

« POST <cluster-ip>/dnalintent/apil
Croate SSID.

« PUT <cluster-Ip>/dna/intent/api/v|
Update SSID.

« POST <cluster-ip>/dna/intent/apil
Updste or Override SSID.

« POST <cluster-ip>/dna/intent/apil
Create Wireless Profe.

« PUT <clustor-ip>/dna/intent/api/v|
Update Wireless Profile.

Energy Arslytcs AP Operations

sl CorAguration AP Opersticrs

Catalyst Cemor plttorm supparts th foliowing Devices AP cperatians:

LAN Autoemation Pert Channed AP! Opesations

+ POST <chustar-lp>/dnadata/aply1 fecargyirotwerkDevicas mey -
Cuery covices enerpy pvics e e
oo Jes s incluce
Count cuvicas energy tom cury.
+ GET <clustar-ip>dnaicista/ao\v1 femargy/netwrkDevicesicount s
Count devices enary I—
+ GET <chuster-Ip>idnalcata/apyv1 fevergy/netwarkDevicesiSiii) san:
Get dsuice snargy by .
+ GET <clunter-ip> dnalstal ol enaegy/netwerkDevicen
orp—— .
- cer
Resioss por channals count for & ratwork device re.
- cer fovico opa |
an optioet
. oer

Resioves e lst of port channets for the network device

7o sccass e rew

+ POST «clustur-lp dna/catal i feeargyreretAratyics
Get ecergy end snsyecs

+ POST <clustar- i dnaJcata ' rargy smmmmaryAnayics
et erargy summary anaytics

> Developer Toaikt > Al

* operasons:

Shas API Cporatians

o o

+ GET <clustar-ip>/dnafintant/scitvi ot repRgaliid)
Get 920 REP ring bamed on the fing 10

« POST <cluster-ip>/dnafntent/spitv) lotrepiings/aquery
Rutioves st of REP iogs.

+ POST <chustar-ip> GnATIBn/ itV 10U NOnFabec ropRings
Canhigur 3 REP Aing on NON-FABRIC depioymern,

+ POST ccluster-lp> dnafitant/sgifv) ot fabdc/rapRings
Conhgur a KEP Ring on FABRIC deploymant.

+ DELETE ccuster-ips/cnafinteot/api) fottabesrepingsSidh
Deletn REP rog configured i the FABRIC dngloyreant.

« DELETE <cusmer-ip>/onafntert/api) fctincnk adricirepings/$(c)
Deiese AEP rng corfigured i the NON-FABRIC deplayment

+ POST cehustar-lp> dnafiment/sgits) ot/ repRiga/query/count
Raiems e count of AEP regs.

. cer

Softevare krisge Managerment (SWIM) AP| Operations

Raierns e count of MRP rnge.
. cer

Rawiovos the st o MAP rings.
+ GET <clustae

Rewiovos thelst of network devices part of MAP g

Retioves tre count of MAP rng members
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Cataiyst Conter platform supparts the fellawing LAN Automation AP aperasians for Part Char
- posT rannat
Croata & Naw Part Chareal boswaan devices.
- GiT
Get Pt Ghanneis,

. GET
Gt Port Channe information by D,

Ak 8 LAN Automsted brk 10 & Port Ghannel
+ posT " ik
Rsrmave a Ik from Part Channel

Ta access the LAN Automaticn AP aperations, cick the menu con and chasse Plationm > Df
Expard 8 80t chocas L

Cataiyst Conter platform supparts the fellawing Siios AP oparations:
+ GET <clusmer-ip{anaydatalapyyi fenerayisies/Sli)

ot site anorgy by D

+ GET <cluster-ip>dnaidsialagi/vi feosrayisites

Got ez energy.

+ GET <clustar-ip>idnaidaalapi/v] fenargyisites/count
Count sihes anargy.

+ POST scluster-ps na/data/spil1 fanergy stesiquery
‘Subrmit recuest to query sites ensrgy.

+ POST <cluster-i> dna/datafsoife fenergy tesiqueryicount
‘Subimit recuest 1o count sites enargy from query.

T acossa the nasw Sites API coscations, lick he meew icon ard choase Platform » Develon

Espand the Know Your Network drap-—town lst and chocse Sites.

Catsiyat supparts

+ GET <clustar-ip>/dnafintentiapi/y! instworkDeviceimages.
Gt the lst of network devices with image detals,

- GEr
‘Count of natwerk derices. far the given stahus Sters

+ GET <cluster-ip>idnafintentiagiiy! instworkDevicsimages Sk}
Fench ratwors device whh Imsge detsils

« posT
Usdsta images on the etwork dsvice

« posT
Distriuite images an the netwark device

Bulk updata images on network devices.
+ posT "

Bulk distriute nages on network devices.
posT

Trigger updste reatiness for netwoek denice.
- GEr
[ R ——

« GET i

Caunt of netwerk device image updste valdation results.
+ GET <clumer- p/onsfintent/agsiyi fproducteries

Fisioves the s of netwars devios preduct e,
+ GET <clustar-Ip>/dnafintentiapi/y! fproductSeslasicount
Count of network product sécies.

11ax
<l
ot |

Asglicaiions A| Cperations

Backup APl Gperations

Chents API Cpsrations

ol operations:
« posT
Retrieves the Trers snshtics related 1o specifc netwark spmication

Retriewes:sumrmary ansytics data reoted 1o retwork applcations siong whh heah mesics.
- et

Th treec anaitics data for ThaussndEyes.test resubs In the speciied time range
+ GET <chuster-i> dnaldatafapi/v1 thoussdEyss FestResults

mesics,
- oer
Rt th o conm of ThenusandEyes ess resuls,
To acoass the plcatians AP operatins, £ick L » D]
ollowing

+ GET <clusier-ip> dna/systomyapify! foackn Starages
et Baciup Storages.

+ GET cchuster-i> dnalpystomapif ioackos Sk}
et Backup By .

+ POST ccluster-ipsdua/iystemiaci/v] backuphfsCorigurations
Groae NS Genaguration.

+ DELETE coluster-ig> dnaisystem/apife? nackps/ Sl

Oelete Backup.

er

Gt Backup e Festors Esscution.

+ DELETE
Ovlete NS Canbguration

+ GET cchuster-i> dna/systomapify ioackaNisConfigurations
Gt AN NFS Combguration

+ GET <chustar-i> dnalsystam/apity! ibacks
e AN Backin,

+ DET <chuptar-ion dralsystar/agily’ iDackoRRstcraEsecutions
Gt Bachup Arel Rt Exncutions,

+ POST ccluster-is/Cra/sy3teenvagi/v1 backups
Craste Baciup.

+ POST <cluster-igsdhalysteniagi/v] IbackupConsguration
Graste Bacup Configurmian,

+ GET <chustar-i0» el systam/apity FoackConfigurstion
Gt Backup Confgurasn.

+ POST sclustar-igcra/systeeniagi/v1 backupaiSiidhivasiore
Resiare Backus,

To accass the new dams, ek the
EXD8N the Systeen crop-daws 14 803 choois Backuip
Catalyst Cantar platicrm supparts the fllowing Cliends AP| opaeations:
+ GET <chuster-i> dnaldatafagiiy ) fenergy/chacts/cou
Genrn clerts ererpy.
+ POST <cluster-igchalistalacilv] anarayiclientsiavery
Query clierss snrgy
+ GET schuster-ios i dotafapiiv fenergy/chents
Gt clnets ererpy
+ GET acluster-ip2dnaldatafapiv)fenergy/clierma/Siid)
Gt cluet a0aay by 10,
+ POST clussar- i caekaealopifu! anargyiclianisiquary femunt

]
cisco



3 1 5 | e I e a S e n 0 t e S Devices AP| Operations Catalyst Center plattorm supports the tollowing Devices APl operations:
u |

GET <cluster-ip>/dna/intent/api/v1/filterGroups

Get the filter groups for given search criteria.
Compliance API Operations Catalyst Center platform supports the following Compliance APl operations:

POST <cluster-ip>/dnafintent/api/v1/filterGroups
« POST <cluster-ip>/dnafintent/api/v1/compliancePolicys
Create filter group.

GET <cluster-ip>/dna/intent/apifv1/filterGroups/${id}

(Create a new policy.

GET <cluster-ip>/dna/intent/api/v1/compliancePolicys
Retrieve the policies. Get the filter group details for the given ID.

PUT <cluster-ip>/dna/intent/api/v1/filterGroups/${id}
Update filter group.
DELETE <cluster-ip>/dna/intent/api/v1/filterGroups/${id}

Delete a filter group.

GET <cluster-ip>/dna/i apifv1/ I licys/count

Retrieve the count of policies.

GET <cluster-ip>/dnafi apifv1 iancePolicys/${id}
Retrieve a specific policy.

PUT =<cluster-ip>/dna/ pi/v1/complianceF {id}

Update an existing policy. GET <cluster-ip>/dna/intent/api/v1/filterGroupAssociations

DELETE <cluster-ip>/dna/intent/api/v1/compliancePolicys/${id} Get the filter group associations.

Delete a specific policy. DELETE <cluster-ip>/dna/intent/api/v1/filterGroupAassociations/${id}

POST <cluster-ip>/dna/intent/api/v1/compliancePolicys/${policyld}/rules Delete filter group association
Create a new rule.

GET <cluster-ip>/dna/i apifvl i Poli icvid) » POST <cluster-ip>/dna/intent/api/v1/filterGroupAssociations
N P policy

Retrieve the rules. Create filter group association.
+ GET <cluster-ip>/dnalii apifvl i licys/${policyld} /count

To access the new Filter Groups API operations, click the menu icon and choose Platform

Retrieve the count of rules. . N
. Expand the Know Your Network drop-down list and choose Devices.

GET <cluster-ip>/dna/i apifvl i icys/${poli 1$(id}
Retrieve a specific rule. User and Roles API Operations Catalyst Center platform supports the following User and Roles API operations:

+ PUT <cluster-ip>/dna/intent/api/v1/compliancePolicys/${policyld}/rules/${id}

POST <cluster-ip>/dna/system/api/v2/roles
Add role v2.

Update an existing rule.

DELETE <cluster-ip>/dna/intent/api/v1/compliancePolicys/${policyld}/rules/${id}
Delete a specific rule.

POST <cluster-ip>/dna/system/api/v1/accessGroups

POST <cluster-ip>/dnafintent/api/v1/compliancePolicys/${policyld}/rules/${ruleid}/conditions Add access group.
Create a new condition

GET <cluster-ip>/dna/system/api/v1/accessGroups/S${id}

. et . iancePolicys/ ’ . .
GET <cluster-ip: apifvl ys/${policy ruleld)/conditions Get access group.

Retrieve the conditions.

DELETE <cluster-ip>/dna/system/api/v1/accessGroups/S${id}

+ GET <cluster-ip>/dnafi apifvi i icys/${policy /${ruleld)/conditions/count
Retrieve the count of conditions. Delete access group.

« GET <cluster-ip>/dnafi apifvl i Poli icyld}/rules/${ruleld}/conditic {id} « PUT <cluster-ip>/dna/system/api/v1/accessGroups/${id}
Retrieve a specific condition. Update access group.

» PUT <cluster-ip>/dna/intent/api/v1/compliancePolicys/S{policyld}/rules/S{ruleld}/conditions/${id}

GET <cluster-ip>/dna/system/api/v1/accessGroups
Update an existing condition.
Get access groups.

DELETE <cluster-ip>/dna/intent/api/v1/compli {policyld}/rules/${r itions/${id}

Delete a specific condition. GET <cluster-ip>/dna/system/api/v1/accessGroups/count
» POST <cluster-ip>/dna/intent/api/v1/compliancePolicys/${policyld}/rules/${ruleld}/variables Get access group count.
Create a new variable. DELETE <cluster-ip>/dna/system/api/v2/roles/S{id}

Delete role v2.

GET <cluster-ip>/dnai api/v i icys/${poli 1${ruleld}/variables

Retrieve the variables.

GET <cluster-ip>/dna/system/api/v2/roles/Permissions

GET =<cluster-ip>/dnafi apifvl licys/${p /S{ruleld}/variables/count

Retrieve the count of variables. Get permissions v2.

+ GET <cluster-ip>/dnali api/vl i alicys/$l; I${ruleld)/variables/${id} GET <cluster-ip>/dna/system/api/v2/roles/${id}

Retrieve a specific variable. Get role v2.
PUT <cluster-ip>/dna/intent/api/v1/compliancePolicys/S{policyld}/rules/S{ruleld}/variables/${id}

PUT <cluster-ip>/dna/system/api/v2/roles/${id}
Update an existing variable.

Update role v2.
+ DELETE <cluster-ip>/dnali fapijv1/compli [ {policyld}/rules/${ruleld}/vari /${id}

Delete a specific variable. GET <cluster-ip>/dna/system/api/v2/roles

+ PUT <cluster-id>/dna/ pifv1/compl {policyld} Get roles v2.

Set site assignments for policy. To access the new User and Roles AP| operations, click the menu icon and choose Platforr|

GET <cluster-id=/dna/i apifvl i il if ianments

Expand the System drop-down list and choose User and Roles.

AP O i Ch

]
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Habit #7

Maintain Platform Currency for
Maximum Resiliency

CISCO Live !



Catalyst Center - Improving Quality Trends

+3.1%

o -37.1%
16.7% -56.0%

Q1FY25 Q2FY25 Q3FY25 Q4FY25 Q1FY26 Q1FY25 Q2FY25 Q3FY25 Q4FY25 Q1FY26 Q1FY25 Q2FY25 Q3FY25 Q4FY25 Q1FY26 Q1FY25 Q2FY25 Q3FY25 Q4FY25 Q1FY26
SR Trends Escalation Trends Defect Trends Defect Density*
-1.0% Q/Q -14.0% Q/Q -9.1% Q/Q -38.8% Q/Q
+3.1% Y/Y -37.1% Y/Y -16.7% Y/Y -56.0% Y/Y
* Marginal 3.1% increase in YOY SR * Huge decrease in Q/Q and Y/Y * Healthy reduction in field defects ¢ Systematic and large reduction
cases despite a huge 15.2% escalated case volumes in Q/Qand Y/Y defect density*

increase in CatC deployments
and 27.2% increase in managed
devices count during the same
period

* No of defects per Million managed devices

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco



Why is upgrade to 3.x different than previous upgrades?

Catalyst Center 3.x introduces an architectural evolution for efficiency and
innovation:

* improved network automation and monitoring
» optimized resource utilization, and

* increased security

Data migration will be used as the bridge to the new platform
» As part of the upgrade workflow, both RSYNC and NFS will be required

Faster upgrades _ —
Single backup destination Automation Enhancements

SB-RBAC Consistent look and feel across Cisco platforms

© 2026 Cisco and/or its affiliates. All rights reserved. RU Ie = based CO m p I ia n Ce

N ]
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Catalyst Center - Current RBAC

Users Permissions

v Assurance (O Deny @Read (O Write
>
Monitoring and ‘
Troubleshooting O Deny ° Read O Write
Network @
Design ° Read C
> Advanced

Network © Read (O Write
Settings

v Platform @ Deny (O Read (o) Write

v

(O beny (O Read @ Write

]
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New in Catalyst Center 3.1.x- Site based RBAC

Permissions

Access-Group

Access-Group

Access-Group




New in Catalyst Center 3.1.x- Site based RBAC

Define the Access

These permissions enable different capabilities in Catalyst Center, some of which are inter-dependent. Before making the selections, please ensure you X

‘ : re a te a n @ understand the details of what each of these permissions allow. Click here to Learn More.

Define th Cisco-Live-Operator(v2)

R BA : RO I e configurelsrith-Read-permmasion—rwiie
from the GUI.

7/ EXtensions

Network
Design

o Network
Management

Discovery

Hierarchy

Inventory

License

() Deny

O Deny

(@ Deny

O Deny

(O Deny

© Deny

© Read

© Read

(@) Read

O Read

© Read

O Read

(O Read

() Write

O Write

O Write

O write

O write

O write

O write

ole. Custom roles permit or restrict user access to certain Catalyst Center functions. By default, roles are
h is an Observer role. If a role is configured with Deny permission, all related content for that capability is removed

and third-p

Configure n|
repository.

Discover an

Discover ne

Create a ne
location. Th

Add, updatd
manage net

Manage sof
This permis
Group if se

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2416

Role Created Successfully.

Any changes made should take effect immediately.

Cisco-Live-Operator has been created.

What's Next?

Add Access Group

Back to Roles Page

<] Workflows Home

]
cisco



New in Catalyst Center 3.1.x- Site based RBAC

Create Your Access Group

C reate a n Let’s start by naming the access group and we recommend to give
a brief description of the group which could be helpful to other
administrators. From there you can select the level of access and

ACCeSS which site to apply it to.

Group
(Associated to Q search Hisrarchy .
Role)

v O O Global

O db APAC

O # APJC

(O #b Canada

O db EMEA

(O # LBC-Canada-Ontario

Role* A

Q Search

Assurance-Only

>
>
>
>
>
>

O @b Loblaw - George Weston
Cisco-Live-Operator

Access Group = Role + Scope

]
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New in Catalyst Center 3.1.x- Site based RBAC

Create Your Access Group

( reate a n Let’s start by naming the access group and we recommend to give
a brief descr

aaminisratol Create Your Access Group
AcceSS which site to
Let’s start by naming the access group and we recommend to give
a brief description of the group which could be helpful to other
administrators. From there you can select the level of access and
which site to apply it to.

Group

(Associated to

Role)
TBRANCH-CL-Operator
Description thd X v
Search Help
v O O Global
z
~ (O ¢ Canada
Role*
) ) ~ (O ¢ Ontario
Cisco-Live-Operator v

v (O db Toronto

> O TBRANCH

0o TBRANCH-NORTH-YORK

O TBRANCH-SCARBOROUGH

Access Group = Role + Scope

A scope is a SINGLE site, but includes children

© 2026 Cisco and/or its affiliates. All rights reserved. BRKOPS-2416 CIsco




New in Catalyst Center 3.1.x- Site based RBAC

Create Your Access Group

C reate a n Let’s start by naming the access group and we recommend to give
a brief description of the group which could be helpful to other

administrators. From there you can select the level of access and

which site to
ACCGSS Create Your Access Group
G ro u p Let’s start by naming the access group and we recommend to give

a brief description of the group which could be helpful to other

(ASSOCIGted tO administrators. From there you can select the level of access and
which site to apply it to.
Role)

Name* Scope *
TBRANCH-CL-Operator

Description thd X
Search Help
Done! Access Group created Successfully. ¥ O 0 cioba
~ (O d¢b Canada

Any changes made should take effect immediately. O @ ontari
NV ntario

v (O db Toronto
> O TBRANCH
What's Next?
O © TBRANCH-NORTH-YORK

Add Users O TBRANCH-SCARBOROUGH

<] Back to Access Group

]
cisco
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New in Catalyst Center 3.1.x- Site based RBAC

Add user &
assign
Access

Group

© 2026 Cisco and/or its affiliates. All rights reserved.

user Vianagement

Catalyst Center uses Users, Roles and Acq

Q Search Table

Y Filter Edit
Username = First N
@) ciscotac Cisco
O crwickha Craig
O demouser
O donnyo Don

Update Internal User

First Name Access Group*

Lila SUPER-ADMIN_GLOBAL X v
Tbranch-Assurance X

Last Name TBRANCH-CL-Operator X

Rousseaux

Email

Iroussea@cisco.com

A user can have multiple Access Groups: user selects the access-
group, No logout/login required. Context change

Internal and external users are supported. For SBRBAC the access-
group needs to be configured in your AAA server

Example: Cisco-avpair=ags=TBRANCH-Operator

BRKOPS-2416

cisco



[E Calendar - Lila Rousseaux ( X & Catalyst Center X +

© Not Secure  hiips://10.85.54.180/dna/provision/devices/softwarelmageManagement w 4 O

‘tees’  Catalyst Center Provision / Network Devices / Software Image Management v Q & 0 NEs

Software Image Management [ All Devices vJ Cisco.comID Iroussea@cisco.com (Change) Sync Updates ©

K Design >
Overview Images Devices Updates Updated 5 minutes age * Refresh {O)
' Policy >
- P »
- = Provision > Images Devices k
o Assurance > B Cisco recommends assigning standard images to product families. No standard image tagged Ready for update
24 24
=¢= Workflows
Device families without standard Critical advisories
(¢ Energy Management 24 13 )
Failed image updates
¢ 0
’\ Tools > = 19
High advisories
= Platform > 160 A
2% Activities >
14
“l  Reports
Updates
o System >
Failed Updates
o Explore 29 0

Successful Updates

228

Image Update Tools

£ cahadilia Imacma [Indata A Checll Imace lindate CHatiie [ Dauminad llndats Dosdinace Bonard



What habit will you be embracing?

© 2026 Cisco and/or its affiliates. All rights reserve

Deploy at Scale
Stay Compliant
Keep your software current

Assure with insight

Transform with AlOps

Integrate to Innovate

Maintain Platform Current

CCCCC



Complete your session surveys

App.

5

Complete your surveys in the Cisco Events

© 2026 Cisco and/or its affiliates. All rights re:

Complete a minimum of 4 session surveys and
the overall event survey to receive a unique

Cisco Live t-shirt.
(from 11:30 on Thursday, while supplies last)

afraln
cisco



Continue your education

~ N [ N
—OC]— I-r‘%_—l ==
(] 0000 L6
—T— MMM
Visit the Cisco Book your one-on-one Attend the interactive Visit the On-Demand
Showcase for related Meet the Engineer education with DevNet, Library for more
demos meeting Capture the Flag, and sessions at
Visit the Technical Walk-in Labs CiscoLive.coszn—
Solutions Clinics to Demand
discuss your technical
questions
- J Y,

© 2026 Cisco and/or its affiliates. All rights reserved.

OPS-2416 Webex Space
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https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html

Thank you C1SCO Live !
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