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Webex App

Questions?
Use Webex App to chat with the speaker after the session

How

ﬂ Find this session in the Cisco Events App
9 Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until February 27, 2026.
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Introduction




Disclaimer

This session is focused on troubleshooting, basic knowledge on Secure Firewalls is suggested.

Session troubleshoot is based on Snort 3, although same troubleshooting applies for Snort 2.

In this presentation LINA refers to data path.

LINA CPU troubleshoot is applicable for ASA high CPU troubleshooting scenarios.

Additional hidden content, for post session review.

« Datapath Bonus (Routing Loops, VPN, Offload) + Commands cheat sheet and documentation.

Terminology

TP - Throughput

DP - Datapath

CP - Control Point

OGS - Object Group Search

|00 - Interface Object Optimization
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High CPU Processing - The Big Picture

ORME

Packet Drops /
Latency

©)

/A

Oversubscription

Unresponsive $erviqe
Management Disruption
KNOWN SYMPTOMS
Defects

Misconfigurations /
Bad Practices
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What Features Can Impact CPU?

LINA

* Focused on L2-L4 functionalities.
 ARP, Routing, L3/L4 ACL’s, NAT, TCP State Checking, S2S/RA VPN.

« Basic L7 inspection capabilities.

Snort
« Focused on L7 functionalities.

« Application, URL Filtering, IPS, SSL decryption, Geolocation, User Awareness, Security Intelligence.

]
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Troubleshoot




Day-0 Information
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Starting CPU Flow Chart

REFERENCE

Issues
Reported?

Datapath or Control Point High? Yes LINA CPU High? No Snort CPU High? | __No CPU is not root
show process cpu-usage sorted non-zero show cpu usage show snort cpu cause of issue

v

[ Check Datapath ] Check CP All Snort Cores High? | No Check 1 or X ]
Specific Tshoot Specific Tshoot top -H Cores Tshoot

Yes

Check All Snort
Cores Tshoot

Confirm the findings with FMC Health Monitoring
System > Health > Monitor

]
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FMC Health Monitoring

* LINA/Snort/Per-core utilization can be checked in System > Health > Monitor.

« If CPU tab is disabled, enable it from System > Health > Policy.

Data Path - 3 Cores - Avg 18%
Snort - 3 Cores - Avg 9%

O,
Health: TWS-FTD-SNORT3-CPU | © Normal | System - 2 Cores - Avg 29% 3 Last 1 hour
View System & Troubleshoot Details ...
Overview cPU Memory Interface Connections Snort ASP Drops +
CcPU Memory Throughput | Avg — all interfaces . I Connection Statistics
Data Path Avg 18 % Snort Avg 9 % System Avg 29 % Data Plane Avg61% Snort Avg 16 % System Avg 46 % Avg 279.26 Mbps hvg 279.24 Mbps Connections Avg 435K NAT Translations Avg 0
3cores  0-74% dcores 0-30% Zeores 27%-34% Ge  BO%-63% G4 GE IS%-21% 5.44GE 46 %-48% Input Rate ~ - ups—-135 Gbps Output Rate obps—w-assbps 8-6555K 0-0
Critical 100 % Critical 8 ’ 5.5 K
Warning & 1€ /, — 65.5 K
o . 492K
50 % _ . . _ ‘. 3ZEK
- - — - _; .-.- / \\ ,af \'. "'/ 6.4 K
o o — A ———— \_ J \ / o
1125 11:30 11:40 1145 1150 1185 1200 1205 1210 1215 1220 1125 11:30 11:35 1140 1145 1150 1185 1200 1205 1210 1215 1220 11125 117380 11535 1140 1145 1150 1185 1200 1206 1210 1215 1220 1125 11990 11:35 1140 1145 1150 1155 1200 12205 1210 1215 1220
Process Health Critical Processes All Processes ~ Disk Usage Clear disk space
- Entire Disk Critical Partitions
AMP Data NGFW SF Data SF Tunnel Snort SSE | 3 w
Plane Manager  Correlator Cannector
4 6%
Used Used
/ngfw

Pro Tip: CPU dashboard shows the number of cores for Data Path (LINA), Snort and System.
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FMC Health Monitoring

Health: TWS-FTD-SNORT3-CPU | @ Normal B Last 1 hour
View System & Troubleshoot Details ...
Qverview CcPU ¢ Memary Interface Connections Snort ASP DTOPS Elephant Flows +

CPU - Control Plane, Data Path

CP/DP

50 %

25%

o
12:08 12:10 12115 12:20 12:25 12:30 12:35 12:40 12:45 12:50 12:65 13:00
CPU - Snort
100 %
Snort
50
25
o
12:05 12:10 12115 12:20 12:25 12:30 12:35 12:40 12:45 12:50 12:55 13:00
CPU - Physical cores [ AllCores X w ]
100 % -
Per Core 2025-05-3012:53 EDT
W CPUD4 73%

B crPuoz S0 %

50% W cPUo3 46 %
W cPUDD 3%

25% B CPUDS 0%
— W cPUo? 28%

. = _ ~ m _ W crPuDs 26%

B cPUD 26 %

12:05 12110 12115 12:20 12:25 12:30 12:35 12:40 12:45 12:50 12:55 13:00
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CPU Allocation

The sudo pmtool show affinity command shows core allocation for LINA, Snort or System:

System CPU Cores

LINA CPU Cores

Snort CPU Cores

]
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LINA CPU Flow Chart

REFERENCE

1. IDENTIFY PROBLEM

High Lina CPU

\

rOversubscription‘ Datapath L [ Check LINA
/ Packet Size P ) | Processes

\ v

\ Y

ASP drops Control Point Excesglve
| ) 2. OVERSUBS CHECK L ) Logging
[ : ) [ Excessive SNMP |
L Traffic Loops ) __Polling / Traps
N 4 \/ N
Top Talkers / ACL Compilation
_Elephant Flows | 3. CONNECTIONS CHECK L Pre 7.4 )
r ) 4. EXTRA CHECKS - - \ - \
DoS / DDoS VPN Related Open TAC Case
\ J \ /\ J
L7 Inspections %[ Cgﬂ:&ez/ } ARP Related > CPU Profile
\ / g 5. CONTROL POINT CHECKS \ / \ /

]
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Case Study 1 - LINA on Fire

Users are complaining about general connectivity issues. The issue has been going for quite some time but lately has
been worse.

Environment:

Hardware: FPR4145
Software: FTD 7.2
Deployment: Multi-Instance
Firewall Mode: Routed Mode
Redundancy: High-availability

© 2026 Cisco and/or its affiliates. All rights reserved.
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LINA CPU General Commands

Total LINA CPU

Datapath showing high usage

Pro Tip: Additional show cpu detailed command will show Core % (DP% + CP%) on a per-core basis.

]
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Health Monitoring Graphs
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Health Monitoring Graphs

ol
cinco

R Last 1 week 3 days E

FIrCWﬂ!| Man?gcmont Center Overview Analysis Policies Devices Objects Integration Deploy Q “o{} (7] |
Monitoring e Health FTD1 A © Critical 10_day TP ShOWS "'3GbpS 8_ 1 0
View Sysem & Trobleshoot Detas 10-day graph shows clearly CPU days ago, but currently not that high
W Home Overview cPU Memory Interface Connections goes h|gh durlng bUS|neSS hours
Devices (2) -
cPU Memory Iluoughl l
ata Path Snort | Data Plane Snort System A A
nput Rate
™ A ) Bl b ‘ (
MM (\ [ T
f l\. }V L ' '[‘ ! \ ‘I T "\\ ) f ‘
A PO P P i e o S i e e e — : LN |

Connection Statistics

Connactions

Disk Usage
Entire Disk

8%

Critical Partitions

Ingfw/var

Process Health Critical Processes All Processes High Availability

—
Data Plane  NGFW SF Data SF Tunnel  Snont SSE Primary
Manager Correlator Conractor wwd @ High Availability Link
Active (2 months ago) @ State Link
Monitored Interfaces - & Norr

10-day connection graphs, confirms connections
increase alongside with CPU. Peak numbers (~80k)

are not high for platform

A
M \-\J‘*\.g Jr LT, J il dmnel Jl""‘L“‘

Avg - all interfaces

Secondary

Standby
mal (4/4)

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2362

]
cisco



Health Monitoring Graphs

Firewall Management Center

‘ Monit Overview Analysis Policies Devices
Monitoring © Health: FTD1 (4cive) | @ Critical |
View System & Troubleshoot Detalls
T Home Overview CPU Memory Interface } Connections

Davices (2)

Interface - Input Rate, (

Jutput Rate

Interface

Interface - Ave

1go Input Packet

Interface - Input Errors, Outpt

A ,l,...Jl AL

A
v A I‘J AN

Size, Avara:

Objects

Snort

Integration

In the last 4 days total TP has not
gone higher than 1.7 Gbps [

aQa ®u 0 | s

Deploy

R Last 4 days . /

Avg - all interfaces x

nput Packets, Output Packets, Drop Packe

it Errors

SV ﬂ-.""'k‘ ,,.._\\.‘..._lm‘

| Ly T
-\‘_,./«J‘\‘J. "‘-'JJ " i 1 W Ml ,.vw\»')"\. s W’Vl‘ A‘ M’W»‘ﬂ\ﬁ r‘A"\J""f{‘-‘ ‘h’h’\ﬁ V\ i (';'1\,‘\l lﬁ"kh‘r"w-ql-,f (‘ v Wy M

= |, "\ e RTR: U

\ > .»,kr.yl,.«.-;;”v -,A,'.- AWV

l

VWY

|
W /1‘»\‘4»"%'...-. AwApnn Ny

Average input packet size is ~600
Bytes/packet. This is not small

v

A }
| | A
Mr\,mwh‘.*AM.,._,W ,.,'ﬁ

. 'w
Sl 0

. " e A

j > |
N
w‘ Mﬂ“ AN |

“hl
W/ S T ad | \
N v LA “,w‘vn' W .Q_‘} 4 Ay

|

'J‘ﬁ-

|
,\

.‘uv- T

Avg - all interfaces x

|

AN

WA

f L 1
(Lp V Nl h l M | |
\ N’r ! M'l ,rL W ‘_ﬁ;‘xk‘y ohasy "% W o ), ! 8

Avg - all interfaces x

o [l .
W L Mk U b
YW . “T:w'y, ) B 4\4

M ‘
.
N ,N'j v P

Avg - all interfaces x

Pro Tip: The 1.7 Gbps in TP graph is not considering the packet size. Extrapolate the TP to a packet size of 1024 to

compare with the data sheet numbers: 1.7 x 1024 / 600 = 2.9 Gbps
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Device Datasheet

Detailed performance specifications and feature highlights

Table 1. Performance specifications and feature highlights for Cisco Secure Firewall 4100 with the Cisco Secure Firewall
Threat Defense (TD) image

Throughput: FW + 19 Gbps 33 Gbps 45 Gbps 53 Gbps —l For native FTD
AVC (1024B)
Throughput: FW + 19 Gbps 33 Gbps 45 Gbps 53 Gbps

AVC + IPS (1024B)

Maximum 10 million 15 million 25 million 30 million
concurrent
sessions, with AVC

Pro Tip: Multi-instance is in use, therefore determine how many cores are allocated to it.

Resource profile assigned to FTD instance has 26 cores.
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Performance Scaling Factor

For multi-instance calculate based on the number of CPU cores assigned to instance. Example 4145, 26 core instance

Max Snort TP * (1024B) = (<Max_TP> / <Snort_Core_Count_Native>) * <Snort_Cores_Allocated_Instance>
Max_TP = 53 Gbps (FW+AVC datasheet TP)

Snort_Core_Count_Native = 52 Snort cores for native device

Snort_Cores_Allocated_Instance = 14 Snort cores

Maximum Snort TP = (53/52)*14 = ~14.26 Gbps

Max DP TP * (1024B) = (<Max_TP> /| <DP_Core_Count_Native>) * <DP_Cores_Allocated_Instance>
Max_TP = 53 Gbps (FW+AVC datasheet TP)

DP_Core_Count_Native = 32 Data Plane cores for native device

DP_Cores_Allocated_Instance = 10 Data Plane cores

Maximum Data Plane throughput = (53/32)*10 = ~16.56 Gbps

Instance is not oversubscribed. Usage (~2.9 Gbps), capacity (~16 Gbps).

ol I 1l I h
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Throughput

» Calculate total throughput by adding 1-minute bytes/sec input values of the data interfaces.

« Itis important to avoid adding input and output values as this would be counting the same traffic twice.

28951571 x 8 = 231612568 bits/sec ~ 231Mbps

1

Total ~ 340 Mbps

Y

13698739 x 8 = 109589912 bits/sec ~ 109 Mbps

]
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Packet Size

» Calculated from show traffic command, divide bytes/sec and pkts/sec values.

» Smaller packets results in more processing. Every packet header must be evaluated using more CPU.
« 1MB of traffic with 1518 bytes/pkt = ~658 pkts
« 1MB of traffic with 400 bytes/pkt = ~2500 pkts >>> Higher resource utilization.

28951571 / 27651 = 1047 Bytes/pkt ==

13698739 / 22456 = 610 Bytes/pkt [

alaln
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LINA Connections

Source / Destination - IP / Ports

] ]

HELPS IDENTIFYING

Top Talkers / DoS

Traffic Loops

Elephant Flows

TCP Inside

172.18.100.19:48698 Outside 172.18.200.19:5201, idle 0:00:00, bytes 27663901, flags UI N1

t

4

Interface Pair

© 2026 Cisco and/or its affiliates. All rights reserved.
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Additional Checks

« After ruling out oversubscription, top talkers and traffic loops, other suspects are:

« Syslogs, SNMP, Inspections, ASP drops > However nothing unexpected after checking.

" Firewall M:mralgo‘monl Center Overview Analysis Policies Devices Objects Integration Deploy Q p{} (7] | ity

Monitoring e Heaith I:IFTD‘| @ Critical R Lost 4 days
View System & Troubleshoot Detai Some increases matching CPU patters,

" Home Overvie W CcPU Memory Interface Connections Snon ASP Drops § Correlation-Interface -PathMetrics | but are not hlgh for platform

ASP Drops - Flow Denled by access rule, Flow Denied by configured rule *
)
}

ANV, S

|
| ' d
" N YW A Y

ASP Drops - Connection Limit Exceeds onnec 1 Limit iched

ASP Drops - L2 ACL Rule Drop, L2 ACL Rule VXLAN Drop

WL AR LU U L VT LT

]
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ASP Drops

- Can be used to check main reasons behind flow or packet drops.

« When seeing high CPU scenarios do the following:
» Clear ASP drop counters: clear asp drop
* Run show asp drop few times to identify the highest counter.
» Configure drop-specific packet captures: cap ASP type asp-drop <reason>

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2362 CIsco



OGS & ACL Compilation

« Tmatch compile thread is related to ACL/NAT compilation. ACL optimization features like object group search
(OGS) use it on compilation.

Source Destination
|:| Name Action
Zones Networks Zones Networks Ports
[(] ~ Mandatory 1rule (1-1)
D 1 Internet_Servers Allow B & Inside_Z & Lan_PCs o0 Outside_7 & Internet_Servers £ Internet_Ports
OGS & 100 OFF (Expand) 2 Interfaces | X | 4 Sources | X | 1lInterface | X X| 4ports | = 128 ACFE’s
OGS ON & |00 OFF 2 Interfaces | X 1 Src OG X | 1Interface | X X| 4pPorts | = 8 ACE’s
OGS ON & I00 ON 1Int OG X 1 Src OG X | 1interface | X X\ 4pPorts | = 4 ACE’s
firepower# show processes cpu-usage sorted non-zero firepower# show processes cpu-usage sorted non-zero
Hardware: NGFWv Hardware: FPR4K-SM-445S
Cisco Adaptive Security Appliance Software Version 9.14 (1)1 Cisco Adaptive Security Appliance Software Version 9.18(4)210
ASLR enabled, text region 55ab57c65000-55ab5d237£9d ASLR enabled, text region 55f17c6a6000-55£180d719c9
PC Thread 5Sec 1Min 5Min Process 2C Thread S5Sec 1Min 5Min Process
0x000055ab59679c03 0x00002b446e2c£670 58.8% 56.7% 56.4% tmatch compile thread - - 100% 100.0% 100.0% DATAPATH-9-6828
= = 1.2% 1.3% 1.2% PTHREAD-3396 = = 100% 99.9% 99.8% DATAPATH-7-6826
0x000055ab5962c002 0x00002b446e2balb0 1.1% 1.1% 1.1% appAgent monitor nd thread

Pro Tip: Keep in mind platform ACE limits and avoid object group nesting, even with OGS/IOO excessive amount of
ACE’s can lead to high CPU usage on datapath.

]
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Case Study 1 - LINA on Fire - Conclusion

e Checks are now done towards access control elements and OGS check.

« 4145 recommended max ACE’s is ~3M for Native Mode (32 cores allocated to LINA), ~1M for Container (10
cores allocated to LINA)

firepower# show access-list element-count

Total number of access-list elements: 44031

« OGS enabled value, the FTD instance has ~3.9M ACE’s hidden behind OGS.
» CPU profile was collected to confirm and function calls pointed to OGS as using most CPU cycles.

Conclusion: In this case, the customer uses ~x4 times more ACEs than the maximum recommended values!

Solution:
* Reduce the number of ACEs in the policy.

* Disable OGS on FTD. This though will come at the cost of increased memory consumption.

ol I 1l I h
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CPU Profiler

firepower# show cpu profile
No profiling data.

firepower# cpu profile activate 10000
Activated CPU profiling for 10000 samples.
Use "show cpu profile" to display the progress or "show cpu profile
dump" to interrupt profiling and display the incomplete results.
firepower#
firepower# show cpu profile
CPU profiling started: 17:20:15.009 UTC Mon Sep 4 2025
CPU profiling currently in progress:
Core 0: 538 out of 10000 samples collected.
Core 1: 474 out of 10000 samples collected.

1
Core 2: 776 out of 10000 samples collected.
Core 3: 776 out of 10000 samples collected .«
Core 4: 776 out of 10000 samples collected.

CPU profiles
collecting samples

(6]

Core 5: 776 out of 10000 samples collected.
CP: 540 out of 10000 samples collected.
Use "show cpu profile dump" to see the results after it is complete or
to interrupt profiling and display the incomplete results.
firepower#
firepower# show cpu profile
CPU profiling started: 17:20:15.009 UTC Mon Sep 4 2025
CPU Profiling has stopped.
Core 0 done with 10000 samples
Core done with 10000 samples

1
Core 2 done with 10000 samples -
Core 3 done with 10000 samples . Collection sample
Core 4 done w?th 10000 samples cornpﬂete

Core 5 done with 10000 samples

CP done with 10000 samples
Use "show cpu profile dump" to see the results.
firepower#
firepower# show logging | inc profiling
Sep 04 2025 17:20:15: SFTD-7-711006: CPU profiling has started for
10000 samples. Reason: None specified.

© 2026 Cisco and/or its affiliates. All rights reserved.

firepower# show cpu profile dump

Cisco Adaptive Security Appliance Software Version 9.18(3)39

Hardware: FPR-1140

CPU profiling started: 17:20:15.009 UTC Mon Sep 4 2025

No CPU profiling process specified.
No CPU profiling trigger specified.
cores: 6

Process virtual address map:

Information to
provide to TAC

152088df£f000-15208c000000 rw-p 00000000 00:00 O
15208c000000-15208¢c021000 rw-p 00000000 00:00 O
15208c021000-152090000000 —---p 00000000 00:00 O

152091800000-152091a00000 rw-s

/mnt/hugetlb/lcmb MEMPOOL HEAPCACHE 0 NO/page 0

152091a00000-152091c00000 rw-s

/mnt/hugetlb/lcmb MEMPOOL HEAPCACHE 0 NO/page 1

152091c00000-152091e00000 rw-s

00000000 00:1c 495087
00000000 00:1c 495088
00000000 00:1c 495089

/mnt/hugetlb/lcmb MEMPOOL HEAPCACHE 0 NO/page 2

{0x000055d1351a9924, 0x000055d134b37%ee}
{0x000055d136bbe294, 0x000055d134b38e94}
{0x000055d134b04383,0x000055d134b3d36a}
{0x000055d134b0438b, 0x000055d134b37%ee}
{0x000055d134b3albc, 0x000055d1351a994e}
{0x000055d136bbe0a8, 0x000055d134b38e94}
{0x000055d1351a9824,0x000055d134b379%ee}
{0x000055d134b372b6, 0x000055d134b3d36a}
{0x000055d134b2342a,0x000055d134b3d380}
{0x000055d1351a9824, 0x000055d134b37%ee}
{0x000055d135074c70,0x000055d136651cc3}
{0x000055d134b043ab, 0x000055d134b37%ee}
{0x000015210addbbed, 0x000055d136680ca7}
{0x000015210addbbed, 0x000055d136680ca7}
{0x000055d134b0438b, 0x000055d134b379%ee}
{0x000015210addbbed, 0x000055d136680ca7}

BRKSEC-2362

{0x000015210ae76ee7,0x000055d134b3d4d5}
{0x000055d136bbe0a8, 0x000055d134b38e94}
{0x000015210c3c895d, 0x000055d13668cd37}
{0x000055d134b04383, 0x000055d134b3d36a}
{0x000015210c3c897f,0x000055d1366bc3fc}
{0x000015210addbbed, 0x000055d136680ca7}
{0x000055d136bbe03d, 0x000055d134b38e94}

{0x000055d136bbela8, 0x000055d134b38e94}

|||||||||
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Control Point




Case Study 2 - CPU Hogs

Recently every few minutes general connectivity issues have been reported across the HQ.
Environment:

 Hardware: FPR2110

« Software: FTD 7.2

* Firewall Mode: Routed Mode

* Redundancy: High-availability

]
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Connectivity and Routing

Initially the following was seen:

4-' Intermittent connectivity is seen to servers

C-I OSPF neighbors constantly flapping

Key data:
1. The only OSPF neighbours flapping are the ones towards FTD, others are stable.
2. There was no change on OSPF configuration.

3. Dead timer expired suggest OSPF hello packets missing, but those were reaching the firewall.

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2362 CIsco



LINA CPU General Commands

« Focus switched towards performance as OSPF hello packets were not being processed by FTD:

Total LINA CPU

C-I Datapath is not high

d-l Abnormal CP processes showing spikes

 Investigation can be focused on control point, specifically on CP processing and SNMP processes.

alaln
© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2362 CIsco



Syslog - SNMP

SYSLOG SERVERS

Basic Logging Settings

Enable logging

Enable logging on the failover standby unit

Logging Destination

SNMP SERVERS

Syslog from All Event Class

Internal Buffer

Send syslogs in EMBLEM format

Send debug messages as syslogs

(® Enable All Syslog Messages
Logging Level:

Syslog Servers

SNMP Trap

Console

Filter on Severity:7 - debugaing

Filter on Severity:7 - debugaging

Filter on Severity:7 - debugaging

Filter on Severity:7 - debugaing

firepower# %FTD-7-111009: User 'enable_l' executed cmd: show service-policy police

7 - debugging

© 2026 Cisco and/or its affiliates. All rights reserved.

$FTD-7-111009:
B $FTD-7-111009:
%FTD-T7-111009:
$FTD-T7-111009:
%FTD-7-111009:
$FTD-7-111009:
$FTD-7-111009:
%FTD-7-111009:
$FTD-T7-111009:
$FTD-T7-111009:
$FTD-7-111009:
$FTD-7-111009:
¥FTD-7-111009:
$FTD-T7-111009:
$FTD-T7-111009:
%FTD-7-111009:
$FTD-7-111009:
$FTD-7-111009:
%FTD-7-111009:
$FTD-T7-111009:
$FTD-T7-111009:
$FTD-7-111009:
$FTD-7-111009:
¥FTD-7-111009:
$FTD-T7-111009:
$FTD-T7-111009:
$FTD-7-111009:

User
User
LETES
LETES
LETES
User
User

'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable
'enable

1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:
1' executed cmd:

show interface detail

show memory

show blocks

show asp drop

show disk0:

show firewall

show route all summary

show ipv6é route all summary
show resource usage resource Routes
show crypto ipsec stats

show cluster info

show vpn-sessiondb

show access-list element-count
show snort statistics

show asp inspect-dp snort queues
show cpu detailed

show asp inspect-dp snort counters zeros
show memory

show running-config

show aaa-server

show aaa login-history

show zero-trust statisties

show cpu detailed
show clns protocol
show xlate count
show conn count
show perfmon detail

BRKSEC-2362

firepower# show process cpu-usage sorted non-zero

Hardware: FPR-2110

Cisco Adaptive Security Appliance Software Version 9.18(3)39
ASLR enabled, text region aaab8e9000-aab05540bc

PC Thread 5Sec 1Min

= = 45.5% 33.1%
1296

= = 45.2% 33.2%
1298

= = 44.5% 31.0%
1300

= = 44.5% 31.6%
1299

= = 44.0% 31.6%
1297

= = 44.0% 32.5%
1301
0x000000aaacd54c2c 0x000000555774d200
10.2% CP Processing
0x000000aaae74a3d4 0x000000555773elc0
20.2% logger
0x000000aaae84ab8c 0x000000555773e5a0
11.0% table data table
0x000000aaaebacbac 0x0000005557740880
0.0% SNMP ContextThread
0x000000aaae7690e8 0x0000005557763e40
0.0% snmp logging thread
0x000000aaae797f4c 0x000000555773£140
40.9% snmp_master callback_thread
0x000000aaae797fcc 0x000000555773ed60
6.2% snmp_client callback thread

5Min
34.2%
34.3%
33.6%
33.7%
33.9%
34.2%
23.3%
1.5%
1.0%
0.7%
0.1%
0.0%
0.0%

Process
DATAPATH-0-

DATAPATH-2-

DATAPATH-4-

DATAPATH-3-

DATAPATH-1-

DATAPATH-5-

5.9%

30.

8%

11.8

oe

o
=
oe

o
o
oe

54.1%

lllllllll
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Control Point Troubleshoot Commands

ENQ-FAIL identified for SNMP/Syslog More than 30 SNMP servers identified

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2362




Case Study 2 - CPU Hogs - Conclusion

firepower# show processes cpu-hog

Hardware:

FPR-2110

Cisco Adaptive Security Appliance Software Version 9.18(3)39
ASLR enabled, text region aaab8e9000-aab05540bc

Process:
MAXHOG At:
LASTHOG At:
1BC g

Process:
MAXHOG At:
LASTHOG At:
1BC 3

Call stack:

snmp_master callback thread, PROC_PC_TOTAL: 336671, MAXHOG: 524, LASTHOG: 4
05:34:48 UTC Jul 5 2025

14:14:47 UTC Jul 5 2025

0x000000aaae797f4c (suspend)

snmp_master callback thread, NUMHOG: 23064, MAXHOG: 546, LASTHOG: 468
11:05:16 UTC Jul 5 2025

14:13:27 UTC Jul 5 2025

0x000000aaae797£28 (suspend)

0x000000aaae797£f28 0x000000aaac65003c 0x000000aaac64ffb8

—

Process causing CPU hog
Maximum hog (ms)

Last hog (ms)

Recorded dates

500ms SNMP hogs were
recorded

Evaluate symptoms

Solution:

Determine how often

Determine hog length

Determine process

Check Related Config

Drops/delays on packets/system
Voice-Video quality problems
Slow down entire system
Dynamic routing protocols flaps

 Hogs caused by any process, when long and recurrent can have impact on other punted traffic like routing protocols.

* Modifying SNMP polling timers and reducing server number fixed the issue.

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2362
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Snort CPU Flow Chart

REFERENCE

Is device
oversubscribed

1

Check device ],

High Snort CPU

\

traffic )

\
Check overall
packet size

2. OVERSUBS CHECK

All cores high?

1. IDENTIFY PROBLEM

N

1 or X cores

L high? )

Check Snort
| features enabled |

Check config
best practices

3. CONFIG CHECK

Elephant flow
remediation

\\4
[ Check elephant )

S

N

4. CONN CHECKS

flows

\ v

/

[ Check NAT/LB ]

towards device

Check Snort
connections

Asymmetric

\
[ 1P flow and Snort

Traffic / loops

S

4. CONN CHECKS

)
Cd

l rule profile

5. ADDITIONAL DATA

]—>[Snort CPU proﬁle]—

ﬁ[ Open TAC case ]
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Case Study 3 - Snort on Fire

Customer is setting a new remote location, few users and servers have been added to the network (around 15% of
total) and the firewall is showing high Snort CPU utilization ~75% for specific instance.

Environment:

+ Hardware: FPR1220

+ Software: FTD 7.7

« Firewall Mode: Routed Mode
* Redundancy: High-availability

]
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Snort CPU - 1/X Cores High

Snort Instances PID
and Usage

Health: TWS-FTD-SNORT3-CPU

View System & Troubleshoot Details ...

Overview  CPU : Memory  Interface  Connections  Snort  ASPDrops T

‘CPU - Control Plane, Data Path

100%

5%

B Last 1 hour

One CPU showing higher usage

CPU - Snort

100%

5%

50%

5%

s

1200

1220

e 11130 1135 1140 1145 180

‘CPU - Physical cores
100%

5%

0% A
e ——

s

1200

1220

125 11130 1135 140 145 150

18

1200

1220
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Snort CPU - All Cores High

«={ All cores with high utilization

REFERENCE

Health: TWS-FTD-SNORT3-CPU

View System & Troubleshaot Details ...

Overview  CPU : Memory  Interface  Connections  Snort  ASPDrops  ElephantFlows

CPU - Control Plane, Data Path

100%

I Last 1 hour

7%

50%

2%

12:55 13:00 1308 1 1318 1320 1325 13:30

Snort Instances PID e

1338 13:40 13:45 13:50

2025-05-30 1351 EDT
W snort 85%

and Usage

12:55 13:00 1305 1310 1315 13:20 1325 13:30

CPU - Physical cores

13:35 13:40 13:45 13:50

2025-08-30 1352 €0 ,, ¢

100%
-—
5% f—v W cPuo2 100 %
. & cPu03 100 %
o B cPuod 100 %
. = PUOT ok
e K W cPuos 86%
W cPUOE B5%
v | cpuol 9%
& cPuoo 6%
1255 1300 1305 1310 1315 1320 1225 13:30 13:3 13:40 13:45 13:50

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2362



Snort Features

Consider impact of different Snort features on device performance.

4 N N\
Dos
O O )9, SC
(0 YAC

Decryption Policies File Policies Intrusion + NAP
\_ J AN
Poorly written URL Excessive Discovery Certain
IPS rules Logging Misconfigure Preprocessors

© 2026 Cisco and/or its affiliates. All rights reserved.
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Configuration Best Practices - ACP

CONSIDER RULE ACTIONS AND CLASSIFY YOUR TRAFFIC

Monitor

O

Not used permit/deny traffic
Purpose forces conn logging

~

r

~N

Trust

D

Security Intelligence
Identity Policy
QoS

-

Allow

Trust Inspections +
Network Discovery
Intrusion/NAP Policy
File Policy

CONSIDER WHAT TO AVOID

Avoid Excessive
Logging

N

Avoid Overloaded
Rules

Avoid Duplicated /

Shadowed Rules

RULE ORDERING

Specific Before
General

Blocking Before
Trust - Allow

L3-L4 Before
L7 (APP/URL)

URL Filtering
Before APP

Rules with
Intrusion - File

© 2026 Cisco and/or its affiliates. All rights reserved.
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Variable Sets, Discovery and Recommendations

7

Criteria for traffic

inspection
.

N

J

7

Define variables
accurately

N

Generates Passive/Active
network map / monitoring
Discovery data options

[ Network discovery ]

© 2026 Cisco and/or its affiliates. All rights reserved.

Variable sets ]—> & <—[ Recommendations T

e N
Discovery data to
enable/disable

rules

Fits network
traffic profile

(&)

%

Customized intrusion
policy for organization
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ACP

Prefilter in use, no decryption policy

; ;

€~ Return to Access Control Policy Management

L Packets + (@ PrefilterRules - () Decryption + @ Security Intelligence -+ () Identity + @& Access Control © More Targeted: 1device
[ Q, Type to search ] Total 1 rule N Egé ﬁ ‘ Add Category Add Rule
Source Destination
C] Name Action Applications Users URLs
Zones Networks Zones Networks Ports

C] v Mandatory 1rule (1-1)

(] 1 Permit-All Alow @B %

Default (No rules) 1 f

Intrusion policy, no file policy and Single rule allowing all traffic
double logging enabled

]
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Intrusion

Base policy

< Policies [ Intrusion [

TWS-Intrusion v ]

Base Policy: Security Over Connectivity Mode:

Base Policy

Summary @

Rule Distribution

Group Overrides Recommendations Notinuse Rule Overrides Summary

Active 23489
674

Alert L

Rules

Block

Base Configuration

Base Policy:

Recommendations

Usage:

22815 . ®© View Effective Policy
Disabled PIIIIITIIIIIIIIIIIIIF——— 28551 Overridden 8

Rules

Disabled 28551
Rules

Total 52040
Rules

Group Overrides

Security Over Connectivity

No group overrides in the current policy.

Add Group Overrides

Notin use Turn on recommendations h NO recomme nd ationS

Used by: 2 Access Control Policies No Zero Trust Application Policy 1 Device

Report and Exporting

Rule Overrides

Total 8 rule overrides

8|&8|8(8|6|6|6|8

M Alert 674
M Block 22815

Active Rules 23489

4

Higher rule number, uses more resources

Generate Report

Export Policy

1:37062 ©® Disable 2 A Alert
2000:1000003 ® Disable ) A Alert
2000:1000004 ©® Disable = A Alert
2000:1000009 ©® Disable = A Alert
2000:1000006 ® Disable = A Alert
2000:1000007 ©® Disable > A Alert
2000:1000005 © Disable = A Alert
1:408 ©® Disable = A Alert

%

Custom rules and overrides in use

© 2026 Cisco and/or its affiliates. All rights reserved.
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Snort CPU Profiling

» Profiles the CPU time taken by modules/inspectors to process packets in each time interval.

* Results displays processing time taken by all modules during sessions.

* Available under Devices > Snort 3 profiling > CPU profiling.

ahiaphi,  Firewall Management Center

CISCO  Devices / Troubleshoot / Snort 3 Profiling

N | | [ Rule Profiling CPU Profiling
Home
Select device for CPU Profiling
] (TWS-FTD-SNORT3-CPU v ] A
) v
Overview §.. Only Snort 3 devices running Version 7.6 and later are supported and listed here.
§.
«Q
Il =
Analysis §
<

‘ Choose the FTD for running rule profiling

Historical data is available for later review

© 2026 Cisco and/or its affiliates. All rights reserved.
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CPU Profiling started 3 seconds ago

Profiling takes around 120 minutes. The task manager will send notification when the profiling task is complete.

t

Shows up after starting the rule profiling, can also
be monitored from FMC tasks
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Snort CPU Profiling

KioisiH Buipyoid

Rule Profiling CPU Profiling

Select device for CPU Profiling

[TWS—FTD—SNORT3-CPU v ]

Only Snort 3 devices running Version 7.6 and later are supported and listed here.

CPU Profiling Results - TWS-FTD-SNORT3-CPU (34 seconds ago)

Start: 2025-08-1113:01:28 EDT Access Control Policy: TWS-ACP
Finish: 2025-08-1113:05:15 EDT Access Control Policy revision time: 2025-08-11 08:37:47 EDT LSP: Isp-rel-20250806-1800

Filter by % of Snort time (D [ Q search

] Total 19

VDB: 400

o

Snort Version: 3.3.51-77

Device Version:

7.7.0-89

& Download Snapshot

t

Download results which is
available on csv format

General info ACP, VDB, LSP, Snort Version
Module % Total of CPU time Time (us) Avg/Check % Caller L3
daq 93.87 639721523 27 93.87
rule_eval 1.95 13261245 ] 1.95
mpse 11 7465890 0 11
hyperscan 0.75 5140317 0 0.75
decode 0.64 4390891 0 0.64
appid 0.54 3690802 0 0.54
eventq 0.33 2228146 0 0.33
stream 0.26 1741333 0 0.26
perf_monitor 0.05 352195 0 0.05

© 2026 Cisco and/or its affiliates. All rights reserved.
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From the results nothing seems abnormal
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Snort Rule Profiling

* Available for both Snort 2 and Snort 3 on CLI, on FMC 7.6+ Ul Snort 3 only.

» Collects processing time, average checks and matches per Snort intrusion rule.

* Rule Profiler displays the 100 IPS rules which took the most time to check. Does not require Snort 3

reload/restart.

* Run in Devices > Snort 3 Profiling > Rule Profiling

ahial,  Firewall Management Center

CISCO  Devices / Troubleshoot / Snort 3 Profiling

N | | | Rule Profiling CPU Profiling
Home
Select device for Rule Profiling
a [TWS-FTD-SNORT3-CPU v ]
X bl
Overview g Only Snort 3 devices running Version 7.6 and later are supported and listed here.
?
«Q
nl =
Analysis §
<
‘ Choose the FTD for running rule profiling

Historical data is available for later review

© 2026 Cisco and/or its affiliates. All rights reserved.

Rule Profiling started 1 minute ago

Profiling takes around 120 minutes. The task manager will send notification when the profiling task is complete.

t

Shows up after starting the rule profiling, can also
be monitored from FMC tasks
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Snort Rule

Profiling

Aioys1H Buiyoid

Rule Profiling CPU Profiling

Select device for Rule Profiling

[TWS-FTD-SNORT3-CPU

]

Only Snort 3 devices running Version 7.6 and later are supported and listed here.

Rule Profiling Results - TWS-FTD-SNORT3-CPU - 28 seconds ago

Start: 2025-08-1113:06:27 EDT
Finish: 2025-08-1113:14:11 EDT

Access Control Policy: TWS-ACP
Access Control Policy revision time: 2025-08-11 08:37:47 EDT

VDB: 400 Snort Version: 3.3.51-77
LSP: Isp-rel-20250806-1800 Device Version: 7.7.0-89

&

& Download Snapshot

‘L

Download results which is
available on csv format

Filter by % of Snort time () [ Q_ search ] Total &
General info ACP, VDB, LSP, Snort Version
Gid:Sid Rule Description :’;:IfGSnort Rev Checks Matches Alerts '(l'::)e Avg/Check Avg/Match avagtf:‘on- Timeout: Suspend
2000:1000009 EXTREMELY suboptimal regex... 1.43394% 1 3432955¢ O 0 19962087 O 0 ] 0 0]
2000:10000086 Iperf Inbound 0.14721% 1 3432955¢ 34329558 7 2049335 0 0 0 0 0]
2000:1000004 Echo 2 0.00004% 1 464 0 0 553 1 0 1 0 0
2000:1000003 Echo 1 0.00004% 1 464 0 o] 553 1 0 1 0 0
1:408 PROTOCOL-ICMP Echo Reply 0.00004% 8 464 0 ] 553 1 0 1 0 0
3:46853 MALWARE-CNC TRUFFLEHU... 0.00002% 4 464 0 0 272 0 0 0 0 0

t

Custom rules on top, 2000:1000009 is concerningly high

© 2026 Cisco and/or its affiliates. All rights reserved.
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Snort IP Flow

> system support flow-ip-profiling start flow-ip-file flowipjund H Collects per instance flows

> system support f
Snort flow ip prof

> system support f
File created in
File created in
File created in

admin@firepower:~$
total 352K

drwxr-sr-x 2 admi
drwxr-xr-x 15 root
-rw-rw-r—-- 1 root

low-ip-profiling show
iling is enabled

low-ip-profiling stop

1ls -lah /ngfw/var/common/

n admin 135 Jun 4 11:27
root 4.0K May 23 13:39 ..
admin 98K Jun 4 11:27 flowip statistics.tar

SRC/DST IP

v

: /ngfw/var/sf/detection_engines/1642c748-37dc-11£0-a8£7-45ad857e2884/instance-3/flowipjun4
: /ngfw/var/sf/detection_engines/1642c748-37dc-11£0-a8£7-45ad857e2884/instance-2/flowipjun4
: /ngfw/var/sf/detection_engines/1642c748-37dc-11£0-a8£7-45ad857e2884/instance-1/flowipjun4

=

TAR file is under /ngfw/var/common/

APP ID

v

14

172.18.100.19,172.18.200.19,

,APPID NONE,0,0,0,0,0

Pro Tip: In case of high CPU on specific instance, analyze its flow dumps. Optionally, use CSV parsers like excel.

© 2026 Cisco and/or its affiliates. All rights reserved.
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Connection Hashing (5-Tuple)

« Connections distributed to different Snort instances is based on 5-tuple.

« Command show snort flows finds connections with highest num of bytes, pkts, bytes/sec (BPS), in all or
specific instances.

> show snort flows

No flows are dumped in /var/sf/detection engines/1642c748-37dc-11£0-a8f7-45ad857e2884/file-3

Instance-ID: 2 ICMP 0: 172.18.200.19 type 3 172.18.100.19 pkts/bytes client 1/590 server 0/0 idle 1s, uptime 1s, timeout 2s

Instance-ID: 1 UDP 0: 172.18.100.19/1346 172.18.200.19/5201 pkts/bytes client 42758863/31727076346 server 0/0 idle Os, uptime 1135s, timeout in 2mls
Instance-ID: 1 UDP 0: 172.18.100.19/1351 172.18.200.19/5201 pkts/bytes client 41769218/30992759756 server 0/0 idle Os, uptime 1122s, timeout in 2mls

Instance # Protocol Client IP/Port Server IP/Port
Instance-ID: 3 TCP 0: 172.18.100.19/39092 172.18.200.19/5201 idle 163s,

uptime 1012s, timeout in 57ml8s state client CLW server FW2

i i i % g

Uptime Timeout Client/Server State Idle time

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2362
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Elephant Flows

» Elephant flows are large, long duration and fast transmit flows with high ability to cause duress for snort cores.

* Even small number of them, can occupy a disproportionate share of total bandwidth over a period.

~30G Elephant flows are visible on
both LINA and Snort

"ﬂ‘ Events Troubleshooting
Home
[Q Search...

.-

= 535 2 ©O0 [0  #0 & 37events
Overview

il Time Event Type Action Reason Source IP Destination IP
Analysi

alysis »  2025-06-1114:48:01 % Security-Related Con: Allow Elephant Flow 172.18.100.19 172.18.20019

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2362 CIsco



Elephant Flows

cTH
9 oo

ACI

-

C

© 2026 Cisco and/or its affiliates. All rights reserved.

Instance-1 loaded with
elephant flows

v

-

INSTANCE-1

{NSTANCEZ

INSTANCE-3

“

4

Instance-3 loaded with
multiple connections
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Elephant Flows Remediation

« Use when multiple elephant flows are causing one or more cores to be on high CPU.

« Since 7.2+ the remediation has two actions that can be applied to reduce system stress: Bypass/Throttle.

Elephant Flow Settings ®

Feature not available for
2100 series

o For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting h

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection ‘)

Generate elephant flow events when flow bytes exceeds MB and flow duration exceeds seconds h Cha ra CteriStiCS to ma rk
flow as elephant flow

Elephant flow Remediation c (i ]
If CPU utilization % in fixed time windows seconds and packet drop % Defl ne triggerS like:
exceeds of exceeds ' . CPU Utilization %
Then Bypass the flow D * Time
@ All applications including unidentified applications ° PaCket drop %
O Select Applications/Filters (0 selected)
Application filters are @ Select Applications/Filters (3 selected)
I required to enable throttle [

Remediation Exemption Rules @ the flow And Throttle the remaining flows a

Serial N R

Number Source Networks Destination Networks Source Ports Destination Ports Traﬁ:lC tO be exem pted

No Rules from remediation

]
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Case Study 3 - Snort on Fire - Conclusion

Custom intrusion rules using more CPU cycles due to miss/suboptimal configuration were removed.

Advices for ACP best practices were given.

Snort core was under high usage due to multiple elephant flows (Stress test run between customer servers).

The customer stopped stress test during production hours.

Elephant flow remediation was configured to help snort cores on this situations.

]
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Learnings & Call For Action

What did you learn?

 How to approach high CPU troubleshooting for LINA and Snort. .

 How important the baseline and use of health monitoring can be. ["\/

» Best practices learned from pro tips.

« How CPU related issues may show misleading symptoms at the beginning. l (9\(9\(9\

Call for action!
« Define your CPU (LINA & Snort) and throughput (General & VPN) baseline. ,.Eb I_|.

» Calculate throughput values based on your resource profile when using multi-instance.

* Enable CPU health monitoring in your FMC if not enabled.

« Add troubleshooting flows and commands sheets to your notes. I |

« Reach out to me if you want to discuss CPU issues and/or have additional questions.

ol I 1l I h
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Complete your session surveys

App.

5

Complete your surveys in the Cisco Events

© 2026 Cisco and/or its affiliates. All rights re:

Complete a minimum of 4 session surveys and
the overall event survey to receive a unique

Cisco Live t-shirt.
(from 11:30 on Thursday, while supplies last)
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Continue your education

© 2026 Cisco and/or its affiliates. All rights reserved.

Contact me at: https://www.linkedin.com/in/luis-d-restrepo-ab831ab5/
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https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.linkedin.com/in/luis-d-restrepo-ab831ab5/

Continue your education

© 2026 Cisco and/or its affiliates. All rights reserved.
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Achieving High Troubleshooting of Cisco Secure Firewall Enhancing Network
Availability with Secure Data-Path on Cisco Threat Defense: Deep Security with Encrypted
Access and Secure Secure Firewall Threat Dive into Traffic Control. Visibility Engine on
Firewall. Defense. [LABSEC-2981] Secure Firewall Threat
[LABSEC-2755] [LABSEC-2550] Defense.
[LABSEC-2392]
- J J J Y,

Contact me at: https://www.linkedin.com/in/luis-d-restrepo-ab831ab5/
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Thank you C1SCO Live !
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