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About your speaker

Anita Quintero
« Customer Success Technical Leader
* Focused on Security Portfolio
« CCIE Security
» Cisco employee since 2015
Free Time:
« Skiing, Photography

» Creating artwork with epoxy resin
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Common Challenges When Deploying IPS

High volume of alerts and false positives

Risk of blocking legitimate traffic

Performance concerns

Limited visibility into encrypted traffic

Zero-day attacks




Scope of the Session

We will cover:

» Cisco Secure IPS components
» Cisco Secure IPS deployment best practices
« What’s new in Cisco Secure IPS

« FMC managed deployment

You are in the right room if:

We will NOT cover:

* |[PS events analysis

* Troubleshooting

« Writing custom snort rules
* IPS in Snort2

» Cisco Secure Firewall initial deployment

* New to Cisco Secure IPS; interested in deployment and functionality

» Have deployed Cisco IPS; want to learn what’s new and best practices

© 2026 Cisco and/or its affiliates. All rights reserved.
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Webex App

Questions?
Use Webex App to chat with the speaker after the session

How

ﬂ Find this session in the Cisco Events App
9 Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until February 27, 2026.

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2861
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< Catalyst 9000 Series Switching Family - ...

session will talk about the component at the
heart of these switches which is the ASIC. It
will also cover common attributes,
technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

Kenny Lei
Cisco Systems, Inc. | Technical Market.

Categories

Technical Level

Intermediate (596)

Tracks

Networking (220)

Session Type

Breakout (453)

Webex

w Join the Discussion

Notes

Enter your personal notes here
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Cisco Secure IPS Deployment

Defining the Enhancing
Intrusion Policy Visibility i
7
/,,
. .. /,
Maintaining ' '/,/
Accurate Host Data P o= ®
’ Sso —__——‘
,/, _________
' ,/
,/
. ”’,
Selecting the o
Deployment A
Type ",4¢




Cisco Secure Firewall Components and Operations

Snort Operations

Snort Rules (IPS) | Identity Policy

QoS Classification L7 ACL SSL Decryption

File Policy Network Discovery Security Intelligence
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/ Cisco Secure Firewall N
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| Snort Engine .| :
| |
| |
| |
' Data Path/Lina Engine Data Path/Lina Engine |
i > v > |
\ /

N o e e e e e e Y ., ~

NAT/Un-NAT Prefilter Policy L3/L4 ACL L3 Route
QoS (Enforcement) VPN Encrypt/Decrypt

Data Path/Lina Operations Ak



Cisco Secure Firewall Mode

Routed Transparent

NET 1 VLAN 10 VLAN 20
The firewall acts as a router hop, The firewall acts as a Layer 2
with each interface on a different bridge, passing traffic between

subnet, routing traffic between grouped interfaces without routing
bridge groups and routed or appearing as a router hop.

interfaces.

alfbal ]l
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IDS/IPS-only Mode

Pairs of interfaces that
transparently forward all
traffic through the device

enabling inspection.

© 2026 Cisco and/or its affiliates. All rights reserved.

Packets are copied for Monitoring traffic across a
transmission, allowing network using a switch
analysis without impacting SPAN port.

the network.
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Interface Modes and Operations

Routed Bridge group IPS-only
v

Route Lookup

MAC Lookup v

NAT/PAT

Dynamic Routing

VPN Features

Deep packet inspection

Clustering

ANNANANENENAN

ANANAN
AIANIAN

High-Availability
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IPS Insertion Options
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HA Availability
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Performance Profiling for CPU Allocation

« FTD had a default CPU core allocation between Data Plane and Snort

FTD on 4245
Data Plane (60 Cores) System (3 cores) FXOS (1 core)

» Tailor FTD to a specific use case with a configurable allocation
« Supported since FTD 7.3 (FTDv, 4100, 9300) and FTD 7.4.1 (3100, 4200)

Name Core allocation

Default CPU cores allocated based on platform
VPN heavy with prefilter 90% cores for data plane, 10% for Snort
VPN heavy 60% cores for data plane, 40% for Snort
IPS heavy 30% cores for data plane, 70% for Snort

]
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Reference

License Requirements

License Duration Subscription Options Granted Capabilities
Perpetual or Subscription
 User and application
Essentials Note : . °°r?“’°'. :
Essentials subscription « Switching and routing
licenses are supported « NAT
only on FTDv.
- stand-alone subscription (T) | = Intrusion detection and
« combination with URL prevention
IPS Subscription Filtering (TC) + File control
« Malware defense (TM) « Security Intelligence
« both (TMC) filtering

alfbal ]l
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Demo Detalls

Pre-configuration

 FTD and FMC initial configuration
* FTD registered in the FMC

* License enabled

* FTD basic configuration

* Interfaces
 NAT

« Routing

- ACP

BBBBBBBBBBB

-

.

FMCv - version 10.0
FTDv - version 10.0
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Reference

Intrusion Policy Creation - Inspection Mode

* Detection:

» Performs detection and generates
alerts only.

* No traffic is blocked in this mode.

« Recommended for initial deployment
and baseline testing.

* Prevention:

« Actively takes action on traffic (e.g.,
dropping or blocking).

* Deploy only after testing and
verifying the intrusion policy in
Detection mode.

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2861

Create Intrusion Policy

Name *

( CL Intrusion Policy

Description

‘ demo policy

Inspection Mode

() Detection (@) Prevention
AN\

Intrusion rule actions are always applied. Connections that
match a drop rule are blocked.

Base Policy

Balanced Security and Connectivity

]
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Intrusion Policy Creation — Base Policy createintrusion policy

Name *

| CL Intrusion Palicy |

Policy Description Description
| demo policy |

. . Minimal active rules (~600) |
Connectivity Over Security . . : Inspection Mode
prioritizing connectivity over security.

. . () Detection (@) Prevention
. The most popular policy balancin -
Balanced Security and 105t popuiar policy ba 9 :
Connectivity security and connectivity with
~10,000 active rules. ' & |
Provides the strongest security with e bole
Securitv Over Connectivit ~23,000 active rules. Note: This may
y y require tuning, increaSe ﬁrewa” |Oad, ||Balann::ed Security and Connectivity ~
and reduce Overa” thrOUthUt- Balanced Security and Connectivity ~
PO"CV includes over 42,000 active Connectivity Over Security
| | rulgs; we recommgnd that you Maximum Detection
Maximum Detection review and test this setting before " -
. ay = . i
deploying it into a production o s e
enVironment. Security Over Connectivity

test policy

]
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Group Overrides and Security Level

» Security levels correspond with
the base policies.

Modify the Security
Level for Rule Category

» Level 1 - Connectivity Over Security

* Level 2 - Balanced Security and
Connectivity

* Level 3 - Security Over Connectivity

 Level 4 - Maximum Detection

« Security level for a rule group can Edit Security Level

be customized based on security o Modify the Security
needs. - Level for Rule Group

+ Revert to default Cancel m

]
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Rule Actions

Rule Action Description

alert

generate an alert on the
current packet

block

block the current packet and
all the subsequent packets in
this flow

drop

drop the current packet

send response to client and

default

reject : .
terminate session.
enables overwrite packet
rewrite contents based on a
"replace” option in the rules
disable disable the rule
revert to

revert to default action

© 2026 Cisco and/or its affiliates. All rights reserved.

Base Policy Group Overrides

Rule Overrides &

107 items Al ® v |

All Rules

Overridden Rules

> Local Rules(1 group)

MITRE(1 group)

> ATT&CK Framework(1 group)

Rule Categories(9 groups)

Browser(6 groups)

Chrome mmOCO

Firefox mmmcC1

Internet Explorer mmcoo

Other mmOoO

Pluging mmOC

WebKit mmoo

BRKSEC-2861

Recommendations

Notin use

Rule Overrides

Summary

Reference

Back To Top
Rule Categories / Browser [ Chrome Exclude
Security Level EEEEC_IC 1 Edit
Description Rules for detecting exploits against the Chrome Web browser
| Y search by CVE, SID, Reference Info, or Rule Message ®
211 rules Presets: Alert(0) | Block(20) | Disabled (191) | Owerridden{0) | Advanced Filters
| | clD:sID Rule Details Rule Action @ Set By Assigned Groups
> |:| 1:52068 BROWSER-C... @ Block (Default) - Base Policy Chrome, Malicious ... 3
— Rule Action —
> [ | 1:52069 [ BROWSER-C... Base Policy Chrome, Malicious ... !
@ Block (Default)
> [ | mna9360 (7 BROWSER-C... Base Policy Chrome,Malicious ... (7
A Alert
> |:| 1:49361 BROWSER-C... & Rewrite Base Policy Chrome, Malicious ... )
- @ Drop ) - —
> |_| 1:53752 7 BROWSER-C... Base Policy Chrome Malicious ... =
@ Reject
> I_I 1:53754 BROWSER-C... Base Policy Chrome, Malicious ... =3
o ® Disable
» I:I 1:53753 7 BROWSER-C... o Revert to default Base Policy Chrome,Malicious ... 7
> [] 153751 7 BROWSER-C... @ Block (Default) ~ Base Policy Chrome,Malicious ... &2
]
cisco



Recommended Rules

« Recommended Rules automatically tune your
Snort rules for the applications, servers, and
hosts in your network.

» They enable additional rules or optimize the
current rule set by disabling rules for

vulnerabilities that are not present in the network.

* Rule tuning is performed based on host data
collected through passive and/or active
discovery.

AAAA

Disable Rules based on host

© 2026 Cisco and/or its affiliates. All rights reserved.

pr

leave blank for any-ipv4 any-

BRKSEC-2861

if you want to enable new

ed NetwoO

review before

Reference

Cisco Recommended Rules

Security Level (Click to select)

D Accept Recommendation to Disable Rules @

No Impact- Mo new rules will be enabled and no existing rules will be disabled.
To increase protections, please select a higher Security Level.

Protected Networks @

[

v][ﬁdd+]

Cancel

Generate and Apply

]
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Recommended Rules

» After generating Recommended Rules:
* Accept - to use Recommended Rules

* Refresh - to re-generate Recommended
Rules

+ Edit - to edit Networks and Security Level
for which the Recommended Rules are
generated

e Discard - to discard Recommended Rules
usage

Reference

Security Level
Generated on
Rule State

2025-12-30 16:50:00 CET
6375 rules recommended for
1 network @

© 2026 Cisco and/or its affiliates. All rights reserved.
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= :::::::::I:I CL Intrusion Policy ~ ] Used by: No Access Control Policy  No Zero Trust Application Policy =~ No Device
Base Balanced Security and Acti M Alert 478
Mode: | Detect v ctive Rules 10070
Policy:  Connectivity geed| Detection _ WBlock 9592
Insights & Description demo policy
Reports
~ Base Policy Group Overrides Recommendations Rule Overrides Summary
Events & Logs
Recommendations @ Back To Top
@ Firepower recommends 6,375 rules state settings for 2 networks Generated on 2025-12-30 16:58:11 CET v Accept C' Refresh ¢ Edit O Discard
Policies P cal
Recommended Rules(Not in use) Y Search by CVE, SID, Reference Info, or Rule Message ®
® 6,375 rules Presets: Alert(0) | Block (3) | Disabled (6,372) | Overridden (0) | New recommendations
Objects
GID:SID Rule Details Rule Action @ Set By Assigned Groups
=
Devi
evices > 1:30003 7 EXPLOIT-KIT .. @ Base Policy Exploit Kit,Drive-b.. (3 [
s‘ > 1:300339 [} OS-WINDOW... -] Base Policy Windows,Maliciou... g 39
ecure
Connections
> 1:41367 7 SERVER-OTH... -] Base Policy Other,Application ... 2 B
Recommendations
> 1:28496 7 BROWSER-IE... © Base Policy Internet Explorer,... 2 a
Usage: In Use
[ | [

]
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Reference

Host Data for Recommended Rules

il Firewall Management Center

CISCO  Events & Logs / Hosts /

Aap / Hosts

Q, search

Monitor

Insights & Reports

& Events&Llogs

Manage
1 Policies
® .  Objects

=m Devices
&  Secure Connections

*. Integrations

°\ Troubleshooting

o Administration

» Discovered Hosts can be reviewed from the FMC Events & Logs > Hosts > Network Map.
» Based on these information Recommended Rules are generated.

 Information can be manually modified.

Hosts

Network Devices

[ Filter by IP and MAC addresses (%) ]

Hosts [IPv4] (6)
> 64 (4)
> 144 (1)
v 192 (1)
v 192168 (1)
v 192.168.100 (1)
192.168.100.11

Hosts [IPvE] (0)

Hosts [MAC] (0)

© 2026 Cisco and/or its affiliates. All rights reserved.

Indications of Compromise Application Protocols Vulnerabilities Host Attributes

Host Profile
IP Addresses
NetBIOS Name
Device (Hops)
MAC Addresses (TTL)
Host Type
Last Seen
Current User
View

Indications of Compromise (0)

v Operating Systems (2)

m Generate Allow List Profile

192.168.100.11 (sjo-i3-vc2.cisco.com)

FTD (0)

00:50:56:8D:65:92 (VMware, Inc.) (128)
Host

2025-12-3016:20:14

Edit Operating
System if needed

Context Explorer | Connection Events Intrusion Events File Events

Malware Events

¢’ Edit Rule States

¢? Edit Operating System (> View Operating Systems

Manually edited

Vendor Product Version Source K
Microsoft, Corp. Windows 10 22h2 User: admin O pe ratl n g SySte m
Microsoft Windows 10 20h2.x, 10 21h2.x Firepower

Applications (18)

Automatically
detected Operating
System

]
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Asset Discovery and Enrichment

Passive Detection Active Detection

The firewall sends probes directly to
devices to elicit responses, enabling
the identification of operating systems,
services, and vulnerabilities not visible
via passive monitoring.

A non-intrusive monitoring method
where the firewall observes traffic to
identify assets and ports without using
probes or interfering with data flow.

alfbal ]l
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Network Discovery Policy - Passive Detection

Best Practices:
 Remove the default discovery rule, which includes the 0.0.0.0/0 and ::/0 subnets.
* Precisely define your company's internal network.

* The IPv4-Private-All-RFC1918 network object may be suitable initially if the networks in use are unknown
or for identifying rogue networks.

» Exclude load balancers and NAT devices from discovery.

alialn Firewall Management Center Q search ° Q@ ® A

cisco Policies [ Advanced / Networks

Custom Operating Systems Custom Topology

Out of date on 1 targeted devices.

Networks Users Advanced
Monit
+ Add Rule
! Insights & Reports »
7%  Events & Logs >
Networks Zones Source Port Exclusions Destination Port Exclusions Action
Manage |Pv4-Private-Al-RFC1918 any none none Discover: Hosts, Users, Applications & 0
e Load_Balancers _
Policies > - any none none &
© NAT_Devices ! c € @ Exclude m]

]
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Nmap Scanning - Active Detection

* You can use the embedded Nmap scanner within the FMC or FTD for network exploration.

» A strategic scanning plan is essential to ensure only necessary hosts and ports are targeted.

» Best Practice: Import Nmap scan results from a dedicated external scanner.

Firewall Management Center

Policies / Correlation / Scanners

Monitor

! Insights & Reports >

2% Events& Logs >
Manage

@ Policies >

© 2026 Cisco and/or its affiliates. All rights reserved.

Q search

Nmap Scan Instances

“ Nmap_Instance

Scanners

b O@ @ R /
Scan Results Targets Import Result

Import Scan
Results

Add Nmap Instance

Remediation

BRKSEC-2861
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Enriching Network Map with Third-Party Data

* The Host Input feature allows you to import
discovery data from thlrd_party SyStemS on CISCO  Integrations / Host Input Client Qe i >0 0© sl

your network. =
* There are two methods for using the Host

almln,  Firewall Management Center

Input API to submit network map @ NoHostinput Clents Defined
information: running the nmimport tool on .

the Management Center or using a remote

client.

« To enable Cisco Recommended Rules, you ¢ R AU S Q search 9 Q @ | amin v

must map the third-party vendor, product, ===
Create Product Map Set

and version to the corresponding Cisco

1l

Third-Party Product Maps

prOd UCt defi n itions . ’ No product mapping sets currently defined.

Insights &

Reports . .
Third-Party Vulnerability Maps

A No vulnerability mapping sets currently defined.

Events & Logs

]
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The Importance of Precise Host Data

Accurate Asset
|dentification

|

© 2026 Cisco and/or its affiliates. All rights reserved.

Effective
Vulnerability

Mapping

Optimized
Recommended
Rules

Better Protection
and Less False
Positive Events

Y

alfret
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Variable Se tS New Variable Set

Name:

‘ Enter the name of the Variable Set ‘

Description:
« Variables are used in Snort rule headers to define specific | Enter Description |
traffic inspection criteria. [ Ada
« The SHOME_NET and SEXTERNAL_NET variables are utilized Variable Name pe  Value
in the majority of Cisco Talos rules. Customized Variables
- SHOME_NET represents the protected network and the primary D' f' W .,. '
target of threat actors. e o
DMNS_SERVERS Network HOME_NET 7 O
« SEXTERNAL_NET represents the source or destination of threat- EXTERNAL_NET Network  any oot
related traffic. FILE_DATA_PORTS Port [HTTP_PORTS, 110, 143] oo
 Best Practice: Create custom Variable Sets rather than TRRoRTS ot oo EeEs A zen

modifying the Default-Set.

S\ g}g,f Rule Example

alert tcp SEXTERNAL_NET any -> SHOME_NET 143 ( msg:"PROTOCOL-IMAP login brute force attempt";
flow:to_server,established,no_stream; content:"LOGIN",fast_pattern,nocase; detection_filter:track by_dst,count 30,seconds 30;
metadata:ruleset community; service:imap; reference:url,attack.mitre.org/techniques/T1110; classtype:suspicious-login; sid:2273;
rev:12;)

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2861 CIsco



Why Variable Sets Matters?

Directional Destination

Actllon Source IP Operator Port

|

alert tcp| SEXTERNAL_NET any| -> SHOME_NET $HTTP_PORTS

|

Protocol Source Destination IP

Port

. L]
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Variable Sets Recommendations

Internet Perimeter Deployment (North/South)
If your team requires a simple IPS deployment
with a minimal number of alerts:

« SHOME_NET specify the protected network
« SEXTERNAL_NET configure as 'HOME_NET

© 2026 Cisco and/or its affiliates. All rights reserved.

Internal IPS (East/West)

If your team is focused on threat hunting and is
prepared to invest time in policy tuning

« SHOME_NET specify the protected network
« SEXTERNAL_NET configure as “any”.

I
I
]

’---\

au == - N B
r
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Selecting Network Traffic for Inspection

» To inspect traffic using an intrusion policy, you must attach it to an Access Control rule.

* An intrusion policy applies to various traffic flows through Allow action within the Access Control policy.

* You can apply different IPS policies on the device giving you capabilities of tuning the level of security
based on the use case.

€~ Return to Access Control Policy Management

ACP 2

ackets + @& PrefilterRules » () Decryption + @ Security Intelligence + & Identity + @ Access Control | & More

| E | | Q Type to searc

| Total 26 rules

Name

Destination

You have unsaved changes

Action
Zones

Zones Networks

|Anal|,rze W | | Cancel | m

Assigned to 1device

IT | | Add Category | EEELNT

Applications Users

:I ~ Mandatory 26 rules (1- 26)

| ] 1 IPS rule test

© 2026 Cisco and/or its affiliates. All rights reserved.

. wes DMZ
Ed Allow
= f ehe . INSIDE

¥ Rule 1: IPS rule test

Intrusion Policy

| CL Intrusion Policy v |
ariable Set
|Variables w |

Cancel

172168.0.0-net
192.168.100.0-net

«. OUTSIDE

BRKSEC-2861
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Network Analysis Policy

The Network Analysis Policy (NAP) controls advanced settings such as preprocessors (Snort 2) or inspectors (Snort 3).

Inspectors decode and normalize network traffic in preparation for Snort inspection.

The Network Analysis Policy should use the same base policy as your intrusion policy.

Caution: Customizing the Network Analysis Policy is an advanced feature intended for expert users. Be aware that
modifying a NAP can significantly impact traffic flow and system performance.

Create Network Analysis Policy @

Name *

[ NAP CL

Description

[

Base Policy

[Balanced Security and Connectivity

Balanced Security and Connectivity
Connectivity Over Security
Maximum Detection

nap

Security Over Connectivity

]
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Access Control Policy - Advanced Settings

* In the Network Analysis and Intrusion Policies section under the Advanced Settings of the Access
Control Policy:

» Select the Intrusion Policy used before Access Control rule is determined and associate the relevant Variable Sets.
This policy inspects traffic while the system performs application identification.

- Select a user-created Network Analysis Policy (NAP).

Network Analysis and Intrusion Policies

Intrusion Policy used before Access Control rule is determined

[ IPS policy - Windows v ] 24

Intrusion Policy Variable Set

[Variables v ] 74

Network Analysis Rules
| No Custom Rules Network Analysis Policy List

Default Network Analysis Policy
| [ NAP CL v ] V4

Revert to Defaults

]
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Am | missing
something?

N
© 2026 Cisco and/or its affiliates. cisco



Encryption Has Become the Internet Standard

Percentage of pages loaded over HTTPS in Chrome by platform

—— Windows —— Android ChromeOS — Linux —— Mac

100% e
0%

80%

70%

60%

50%

40%

30%

20%

10%

0%

Jan 01, 2016 Jan 01, 2018 Jan 01, 2020 Jan 01, 2022 Jan 01, 2024 May 01, 2025

https://transparencyreport.google.com/https/overview

“In October 2026, we will change the default settings of Chrome to
enable “Always Use Secure Connections”. This means Chrome will
ask for the user's permission before the first access to any public
site without HTTPS.”

https://security.googleblog.com/2025/10/https-by-default.html

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2861

“Roughly
95% of all
web traffic is
encrypted.”

Cisco Secure Network Analytics (formerly Stealthwatch) Data Sheet

“Over 70%
of attacks
are
expected to
use
encryption.”

Cisco Secure Network Analytics (formerly Stealthwatch) Data Sheet

]
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How quickly does Snort stop inspecting connections?

Without decryption, the inspection stops after only 4 packets.

. L. Destination Port / . .
Event Type Action Source IP Destination IP ICMP Code TLS Client SNI Inspected Packets ] TLS Actual Action EVE Process Name
S Connection Allow 172.16.136.96 18.239.83.46 443 (https) / tep www.onet.pl 4 Do Not Decrypt chromium browser
S Connection Allow 172.16.136.96 18.239.83.46 443 (https) / tcp www.onet.pl 4 Do Not Decrypt chromium browser

... and the firewall looks at the TCP handshake the initial TLS message from the client:

Time ~  Source SPORT | Destination DPORT | Protocol Length Info
3 0.000547 172.16.136.96 49934 18.239.83.46 443 TCP 54 49934 - 443 [ACK] Seq=1 Ack=1 Win=2097408 Len=0
4 0.000780 172.16.136.96 49934 18.239.83.46 443 TLSv1.3 585 Client Hello (SNI=www.onet.pl)

With decryption enabled, Snort continued inspection (column available in 7.7+) for 10s of packets.

. . Destination Port / . .
Event Type Action Source IP Destination IP ICMP Code TLS Client SNI Inspected Packets | TLS Actual Action EVE Process Name
S Connection Allow 172.16.136.96 18.239.83.82 443 (https) / tcp www.onet.pl 21 Decrypt (Resign) chromium browser
S Connection Allow 172.16.136.96 18.239.83.82 443 (https) [ tep www.onet.pl 76 Decrypt (Resign) chromium browser

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2861 CIsco



Without decryption, we are essentially blind after the initial
handshake...

Wireshark packet capture (HTTPs connection to https://onet.pl)

I n S pe Ct i o n SC O pe With 0 ut Time Source SPORT  Destination DPORT | Prot Length  Info
= 3 0.008547 172.16.136.96 49934 18.239.83.46 443 TCP 54 49934 - 443 [ACK] Seg=1 Ack=1 Win=2097488 Len=0
TLS/Q U IC d eC ryptlo n. 4 0.000780  172,16.136.956 49934 18.239.83.46 443 TLSv1.3 585 Client Hello (SNI=www.onet.pl)

5 0.002136 18.239.83,46 443 172,16.136.96 49934 TCP 6@ 443 -+ 49934 [ACK] Seq=1 Ack=532 Win=64960 Len=0
6 0.142588 18.239.83.46 443 172.16.136.96 49934 TLSv1.3 1414 Server Hello, Change Cipher Spec, Application Data
7 ©.142588 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=1361 Ack=532 Win=64960 Len=136@ [TCP PDU reassembled in 8]
B 0.142588 18.239.83.46 443 172.16.136.96 49934 TLSv1.3 800 Application Data, Application Data, Application Data
9 08.142630 172.16.136.96 49934 18.239.83.46 443 TCP 54 49934 - 443 [ACK] Seq=532 Ack=3467 Win=2097408 Len=0
10 08.144132 172.16.136.96 49934 18.239.83.46 443 TLSv1.3 118 Change Cipher Spec, Application Data

4 packets R 11 0.144272 172,16.136.96 49934 18,239,83.46 443 TLSv1.3 146 Application Data
12 0.144402 172.16.136.96 49934 18.239.83.46 443 TLSv1.3 538 Application Data
13 9.145355 18.239.83.46 443 172.16.136.96 49934 TCP 60 443 - 49934 [ACK] Seq=3467 Ack=596 Win=64896 Len=0
14 0.145433 18.239.83.46 443 172.16.136.96 49934 TCP 68 443 - 49934 [ACK] Seq=3467 Ack=68B Win=64832 Len=0
15 0.145433 18.239.83.46 443 172.16.136.96 49934 TCP 60 443 - 49934 [ACK] Seq=3467 Ack=1172 Win=64320 Len=0
16 0.156974 18.239.83.46 443 172.16.136.96 49934 TLSv1.3 304 Application Data, Application Data
17 0.157080 172,16.136.96 49934 18,239,83.46 443 TLSv1.3 85 Application Data
18 0.157585 18.239.83.46 443 172.16.136.96 49934 TCP 60 443 - 49934 [ACK]
19 9.166547 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] [TCP PDU reassembled in 33]
20 0.166547 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 + 49934 [ACK] Seq=5877 Ack=1203 Win=64320 Len=1368 [TCP PDU reassembled in 33]
21 08.166547 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=6437 Ack=1203 W. [TCP PDU reassembled in 33]
22 0.166547 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=7797 Ac| [TCP PDU reassembled in 33]
23 0.166547 18.239,83,46 443 172,16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=9157 Ack=1203 Win=6432@ Len=136@ [TCP PDU reassembled in 33]
24 0.166547 18.239.83.46 443 172.16.136.96 49334 TCP 1414 443 - 49934 [ACK] Seq=10517 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 33]
25 9.166547 18.239.83.46 443 172.16.136.96 49934 TCP 222 443 - 49934 [PSH, ACK] 5eq=11877 Ack=1203 Win=64320 Len=168 [TCP PDU reassembled in 33]
26 0.166547 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 + 49934 [ACK] Seq=12@45 Ack=1203 Win=64328 Len=136@ [TCP PDU reassembled in 33]
27 08.166547 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=13405 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 33]
28 0.166547 18.239.83.46 443 172.16.136.96 49934 TCP 1294 443 - 49934 [PSH, ACK] Seq=14765 Ack=1203 Win=64320 Len=1240 [TCP PDU reassembled in 33]
29 0.166547 18.239,83,46 443 172,16.136.96 49934 TCP 1853 443 - 49934 [PSH, ACK] Seq=16@05 Ack=1203 Win=64320 Len=939 [TCP PDU reassembled in 33]
30 0.166594 172.16.136.96 49934 18.239.83.46 443 TCP 54 49934 - 443 [ACK] 5eq=1203 Ack=170@4 Win=2097488 Len=
31 9.174644 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] 7004 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 33] . N
32 .174644 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=18364 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 33]
33 0.174644 18.239.83.46 443 172.16.136.96 49934 TLSv1.3 1414 Application Data Wlth d eC rypt I O n y S n O rt
34 0.174644 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=21084 Ack=1203 Win=64320 Len=1360 [TCP PDU reassembled in 48]
35 0.174644 18.239.83,46 443 172,16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=22444 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 48] S H H
36 0.174644 18.239.83.46 443 172.16.136.96 49934 TCP 382 443 - 49934 [PSH, ACK] 5eq=23804 Ack=1283 Win=64320 Len=328 [TCP PDU reassembled in 48] d Ise n g a g es afte r p reel I I ptl n g
37 0.174644 18.239.83.46 443 172.16.136.96 49934 TCP 1242 443 - 49934 [PSH, ACK] 5eq=24132 Ack=1203 Win=64320 Len=1188 [TCP PDU reassembled in 48]
38 ©.174679 172.16.136.96 49934 18.239.83.46 443 TCP 54 49934 - 443 [ACK] Seq=1203 Ack=25320 Win=2097408 Len=0
39 0.175164 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] 5320 Ack=1203 Win=64320 Len=136@ [TCP POU reassembled in 48] a II C heC kS
40 0.175301 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=26680 Ack=1203 Win=64320 Len=1360 [TCP PDU reassembled in 48] "
41 0.175301 18.239,83,46 443 172,16.136.96 49934 TCP 898 443 - 49934 [PSH, ACK] Seq=28048 Ack=1203 Win=64320 Len=844 [TCP PDU reassembled in 48]
42 09.175320 172.16.136.96 49934 18.239.83.46 443 TCP 54 49934 - 443 [ACK] 5eq=1203 Ack=28884 Win=2097488 Len=
43 9.183471 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] 5eq=28884 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 48]
44 8.183471 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 + 49934 [ACK] Seq=38244 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 48]
45 09.183471 18.239.83.46 443 172.16.136.96 49934 TCP 1180 443 - 49934 [PSH, ACK] Seq=31604 Ack=1203 Win=64320 Len=1126 [TCP PDU reassembled in 48] (
46 0.183471 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=32730 Ack=1203 Win=64320 Len=1360 [TCP PDU reassembled in 48] I I I k t d d)
47 0.183471 18.239,83,46 443 172,16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=34@98 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 48] aS a ny paC e S aS nee e
48 0.183471 18.239.83.46 443 172.16.136.96 49934 TLSv1.3 1414 Application Data
49 9.183471 18.239.83.46 443 172.16.136.96 49934 TCP 444 443 - 49934 [PSH, ACK] 5eq=36818 Ack=1203 Win=64328 Len=330 [TCP PDU reassembled in 66]
50 ©.183471 18.239.83.46 443 172.16.136.96 49934 TCP 1242 443 - 49934 [PSH, ACK] 5eq=37200 Ack=1203 Win=6432@ Len=1188 [TCP PDU reassembled in 66]
51 8.183471 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=38388 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 66]
52 0.183514 172.16.136.96 49934 18.239.83.46 443 TCP 54 49934 - 443 [ACK] 203 Ack=39748 Win=2007408 Len=0
53 0.183541 18.239,83,46 443 172,16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=39748 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 66]
54 0.183541 18.239.83.46 443 172.16.136.96 49334 TCP 898 443 - 49934 [PSH, ACK] 5eq=41108 Ack=1203 Win=64320 Len=844 [TCP PDU reassembled in 66]
55 ©.183551 172.16.136.96 49934 18.239.83.46 443 TCP 54 49934 - 443 [ACK] Seq=1203 Ack=41952 Win=2097408 Len=0
56 ©.191339 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 + 49934 [ACK] Seq=41952 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 66]
57 8.191339 18.239.83.46 443 172.16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=43312 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 66]
58 0.191362 172.16.136.96 49934 18.239.83.46 443 TCP 54 49934 - 443 [ACK] Seq=1203 Ack=44672 Win=2097408 Len=0
59 0.191418 18.239,83,46 443 172,16.136.96 49934 TCP 1414 443 - 49934 [ACK] Seq=44672 Ack=1203 Win=64320 Len=136@ [TCP PDU reassembled in 66]
ED B 101410 13 230 93 A& A43 172 16 136 QF 49034 Trp 1414 443 . 40034 [ACK] 2 Ack-1203 Win-£A390 lan-1360 [TCD DOII lad in EE] fa—

]
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Cisco Encrypted Visibility Engine (EVE)

Encrypted Visibility Engine (EVE) provides visibility into encrypted traffic without decryption, using
metadata and traffic patterns to detect and block malicious activity while preserving data privacy.

High risk

~0.6% of flows : ( Block )

Intelligent Decryption Bypass
Medium risk _ utilizes EVE and Talos reputation
I ] Decrypt and inspect to assess risk in real time,
~3.4% of flows enabling low-risk encrypted
connections to bypass the
decryption process.

o )

Low risk . C@ Do not decrypt )
~96% of flows

O
nmn 2N BRKSEC-3320 - Pig-in-the-middle -TLS Decrvption and Encrvpted Visibility Engine Deep Dive on Cisco Secure Firewall

00O
MMMm thah
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The IPS is deployed, rules are
patched, encryption is handled, and
the firewall is double-checked! Now
it's time to relax.

Unless....

CCCCC



The Unseen Threat - Zero-Day Attacks

High Impact

Can lead to No Immediate Fix
massive data Since the
No Warning breaches, vulnerability is

unknown, there's
no official patch or
security update to
prevent
exploitation.

They strike before

significant financial
losses, operational
disruption, and
even compromise
critical
infrastructure.

anyone knows
there's a problem.

]
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SnortML
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SnortML - Neural Network-Based Exploit Detector

- N —~(r)—
SnortML is a machine learning-based nown attac ®

w
>
©)
—
T
w
Py
c
0]

detection engine designed to identify | |
zero-day attacks; it functions in 4 ™
parallel with standard Snort IPS \~
signatures m e |
i SnortML Model i
SnortML protects against: » ’ S ’
« SQL Injection (7.6+)

« HTTP command injection
Zero-day attack variant

.

Blocked by SnortML

]
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cisco



SnortML - Components

snort_ml_engine

The core management module responsible for the
"intelligence"” of the detection system.

« Loads pre-trained machine learning models.

* |nstantiates neural network classifiers.

» Makes classifiers available for inspection.

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2861

snort_ml_inspector

The operational module that interfaces directly with
network data and acts on findings.

Passes data to classifiers for analysis.

Triggers alerts or blocks malicious traffic.

Subscribes to Snort service inspector data.

]
cisco



Detection Workflow: From Data to Alert

\

L |

1. Data Subscription

Inspector subscribes to HTTP
data, through the
publish/subscribe interface

© 2026 Cisco and/or its affiliates. All rights reserved.

®)

2. Classification

Data is passed to the engine’s

neural Classifier for analysis

BRKSEC-2861

3. Probability Score

The engine calculates the
probability of an exploit.

4. Action & Alert

Generates alerts or blocks the
malicious traffic

]
cisco
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Enabling the SnortML - Intrusion Policy

Firewall Management Center

b4 admin
Polic ity es /In [ Intrusion Policies O ® M
— Policies / R R . - .
— . CL Intrusion Policy v Used by: 1 Access Control Policy No Zero Trust Application Policy 1 Device
Intrusion /
Bas'e Balanceq -Security and Mode: Active Rules 3710 M Alert 427
Policy: Connectivity M Block 3283

To use SnortML the relevant Snort rule & —

i Description demo policy
Insights &

must be enabled.

~ Base Policy Group Overrides Recommendations Rule Overrides Summary

The SnortML IPS rules have the

Rule Overrides @& Back To Top
following characteristics: ,
@ 107 items Al ® v Y GD=a11 x ® ]
° GID: 41 ‘I Policies Al 17 | 52,053 rules Presets: Alert(0) | Biock(0) | Disabled (1) | Overridden(0) | AdvancedFilters
- . ' ' * '
* RUIe message' prepended Wlth (Snort—ml) Objects Ouerridden Rules |:| GID:SID Rule Details Rule Action @ Set By Assigned Groups
H = > Local Rules(1 group) (i ]
* Enabled by defaUIt Only In MaXImum -+ > |:| 11 4 (snort_ml) pote... Base Policy Builtins g 3
Detection IPS policy. For other base ) MITREG groue) o ern
policies SnortML rule is disabled by default. y > Rule Categories(9 groups) ° o oo
Secure L
Connections > Vulnerability(1 group) (i ] A Alert
a- & Rewrite
Integrations © Drop
@ Reject
9\ ® Disable (Defaul ~
Troubleshooting % Revert to default
]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2861

cisco



Enabling the SnortML - NAP Policy

» The snort_ml inspector must be enabled
in the Network Analysis Policy to utilize
SnortML.

» This inspector is enabled by default in the
"Maximum Detection" base policy but is
disabled in all other base policy
configurations.

© 2026 Cisco and/or its affiliates. All rights reserved.
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Override Configuration ®

@ Make sure that you keep only those settings that you want to override. If
you leave a setting with the same value, that field becomes sticky. This
means if that setting is changed in the future by Talos, the current value
will be retained.

© JSON syntax ok

Reference

]
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Reference

S n O rt M L SnortML matches

[Q % Intrusion Message snort_ml X - w® ]E
|._ D||‘a0||3631 |||: 0|| 0| % & B631events By LastTmonth @ G

Destination Source Port Destination

Ti vent T Acti P n ion M her Enrichmen
me Event Type ction Source P /ICMP Type  Port/ICM... Intrusion Message v Other Enrichment
> 2024-08-0103:55:45 & Intrusion @ Block 10.0104.100 10.0105.100 16458 /tcp 4430 /1icp (snort_ml) potential threat found in HTTP parameters via Neural Net... Rule Categories: Protocol: Builtins
> 2024-08-0103:55:38 @ Intrusion @ Block 10.0104.100 10.0105.100 16259 /tcp 4430 /1icp (snort_ml) potential threat found in HTTP parameters via Neural Net... Rule Categories: Protocol: Builting
>  2024-08-0103:54:43 @ Intrusion @ Block 10.0.104.100 10.0105.100 14641 /tcp 4430 /1cp (snort_ml) potential threat found in HTTP parameters via Neural Net... Rule Categories: Protocol: Builtins
»  2024-08-0103:54:38 @ Intrusion @ EBlock 10.0104.100 10.0105.100 14495 [ tcp 4430 /cp (smort_ml) potential threat found in HTTP parameters via Neural Net... Rule Categories: Protocol: Builtins
Snort ID 41104
Snort Version 3

Snort Rule

» alert ( gid:411; sid:1; rev:1; msg:"(snort_ml)
potential threat found in HTTP parameters via Neural
Network Based Exploit Detection"; metadata: policy
max-detect-ips alert, rule-type preproc;
classtype:unknown;)

SnortML rule

—

File

] URL /admin/user/action/index.php?
n=guest&c=0&m=search&s=fo
rum&wert=-1%25%22%20U...

v

URL metadata J

]
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Day-2 Operations
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Snort Rule Updates

Firewall Management Center Q search °Q O admin v

Administration [ Upgrades & updates / Content Updates [ Rule Updates

VDB Updates Rule Updates Geolocation Updates

Running Snort2 Snort

» Update Snort rules regularly to
. Rule Package (SRU \

ensure the latest Cisco Talos kage (SRU) (onee atsoca e ) ([ TEETD
B ’ Running Snort Rule update version: 2025-12-10-001-vrt

CVE cove rage . Running Lightweight Security Package (LSP) version: Isp-rel-20251210-1906

_ Running Snort3 Manual update
e Use Recurnng Rule Updates for nghtwelght Security / One-Time Rule Update/Rules Import p

tlmely and ConSIStent updates. PaCkage (LSP) O_lee_tmqateortextrule file to upload and install
. - ) Source [ Browse... | No file selected.
* Use manual rule updates for air- oplects O Download new ruls updats from the Support Sits

ga p ped deployments =m Devices > Policy Deploy |:| Reapply all policies after the rule update import completes
&  Secure Connections > m

* Snort rules are NOT released on

. N ﬂ. Integrations » .
a fixed schedule; instead, g Recurring fule Update Imports. Automatic update
updates are provided as new s e npring wh ard o oo ol andntork nlyss bl
threats and vulnerabilities are - Update mports fom the
. . ]g Administration » Support Site
identified. mportFrequency [Daly  « Jat 4 < {15~ ][ AM < ] Europerwarsaw

Policy Deploy |:| Deploy updated policies to targeted devices after rule update completes

Q, Findin Menu

]
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Where to find Snort3 Rule Updates?

Software Download

g ng htwelght SeCU rlty PaCkage Downloads Home / Security [ Firewalls / Next-Generation Firewalls (NGFW) / Secure Firewall Threat Defense Virtual / Firepower Coverage and Content Updates- LSP
(LSP) updates are available for - |
download for each platform from (Qsearc. crption: g securypackage zsrzionaos 2€1€NSE Virtual
software.cisco.com under the ( Expand Al | Collaps|  Release : E::TD Jeen e T Do et Related Links and Documentation
"Firepower Coverage and Content e e e o elted ks erdocumeneton

" 0 M {791 7980 vt

Updates” software type. SRUVDBGOODB | 0 Gk sabnssiascaseror 47

° CIiCk On the package name to VieW SRU SHAS1Z2 Checksum : edea3Sddilcd04fe7b2242f84a158999 .. 5 Relence Date Sire
additional details. SRU LSP VDB Geopp | V€V Rules Modified Rules LSP 20251210-1906 Advisories (] | 11-Dec-2025  69.06 MB PR

GeoDB sp-rel-208251210-1906.tar.xz.REL tar
Advisories Y7

Lightwelght Sgcurity Package 20251209-2112 09-Dec-2025  68.45 MB LAY
.. . Do not untar.
New rules added Modified rules in
in the LSP the LSP release
release

—orrotrovo

]
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Update Recommended Rules Periodically

« Recommended Rules rely on dynamic
data, such as Snort rules,
vulnerabilities, and host attributes.

 Update Recommended Rules
periodically to maintain their accuracy
and effectiveness.

 Best Practice: Use scheduled tasks to
automate the update process for
recommendations.

© 2026 Cisco and/or its affiliates. All rights reserved.

Insights &
Reports

Events & Logs

Select time and
frequency of the
task

BRKSEC-2861

alialn  Firewall Man
€ISCO  Administration / Advanced / Add Task

Select Cisco Recommended
Rules as a Job Type

agement Center

New Task

Job Type [ Cisco Recommended Rules

(Cisco Recommended Rules must first be configured in the selected policies)
Schedule task to run O Once @ Recurring

Start On [ Januar: y v ][ 5 v ][ 2026 v ] Europe/Warsaw

A
Repeat Every [1 ] = O Hours O Days @ Weeks O Months

RunAt | 11:00 v

Repeat On D Sunday D Monday DTuesday DWednesday D Thursday O Friday Saturday

/ - ]

polityka ips
IPS policy - Windows
Demo

Policies All Policies CL Intrusion Policy

\

Comment Select IPS
Policies for
update

Email Status To  Not available. You must set up your mail relay host.

Cancel m

]
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Performance Analysis and Optimization

The Snort3 Rule Profiling helps administrators optimize IPS policies by pinpointing rules causing performance issues
without needing Snort 3 reload or restart.

Identifies and analyzes the performance impact of individual IPS rules within Snort 3.

Collects data on processing time for the top 100 IPS rules, highlighting those with the highest resource use.

Saves profiling results in JSON format for review and historical analysis, supporting targeted rule management and
tuning efforts to maintain optimal IPS performance

”I Rule Profiling CPU Profiling

Select device for Rule Profiling

[FTD v ] m

bl
=
% Only Snort 3 devices running Version 7.6 and |ater are supported and listed here.
g
@
o - = Lo seconds ago x> LUownload snapsno
7 Rule Profiling Results - FTD : Download Snapshot
o
=
-
Start: 2026-01-26 18:09:34 CET Access Control Policy: ACP VDB: 416 Snort Version: 3.9.31-81
Finish: 2026-01-26 18:12:17 CET Access Control Policy revision time: 2026-01-23 11:08:33 CET LSP: Isp-rel-20260121-2008 Device Version: 10.0.0-140
Filter by % of Snort time [ 1B ek Total 40
Gid:Sid Rule Description %ofSnortTime  Rew Checks Matches Alerts Time (us) Avg/Check AvgMatch Aug/Non-Match Timeouts Suspends
1:23224 EXPLOIT-KIT Redkit exploit kit landing page Requested - 8Digit.htmi 0.00003% 13 17 0 0 143 8 0 8 0 0
FILE-PDF Adobe Acrobat Reader OTF font head table size overflow atte... 0.00001% 8 16 0 0 4 3 0 3 0 0
MALWARE-CNC Win Malware Innaput variant outbound connection 0.00001% 1 a7 0 0 44 1 0 1 0 0
MALWARE-TOOLS Win Trojan. Downloader outbound connection amempt 0.00001% 3 o 1] o o o

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2861 CIsco



Inspect Everything? Think Again

Enabling Intrusion Prevention inspection can impact system performance, depending on the traffic profile, enabled
rules, and hardware resources. It is important to selectively inspect traffic rather than inspecting everything.

Traffic Candidates for IPS Inspection Exclusion:

» VPN traffic that is going through the device

« SQL traffic between trusted endpoints on the internal network
» Scanner traffic

 Voice/video

» Backups

« Management traffic (sftunnel) that traverses FTD

]
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Ways to Exclude Traffic from IPS

N

Prefilter Policy with rule Action FastPath

S [ e )

Access Control Policy with rule Action Trust

/

Elephant Flow Detection — [ Reactive ]

alfbal ]l
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Proactive Exclusion - Trust vs FastPath

Trust Action FastPath Action
* The Trust action allows traffic to pass without deep » Fastpathing traffic in the prefilter stage bypasses all further
inspection (IPS and File) or Network Discovery. inspection and handling.
« Other Snort Operation will be still performed. * No traffic sent to Snort.

Snort Operations

Netwcxiscovery
Filegicy Snort gs (IPS)

QoS Classification Identity Policy

ort Operati

SSL Decrypt L7 ACL Security Intelligence Intelligence

I o G _E_—_———_—_—-_—_ s T s Em EmEm m EmoEmoEmoEmoEmommommom= = ._ \ g WED NN mER D WD S S S S S m — m—m—m——— — — — — — \

Cisco Secure Firewall . : | (. : . I
: Gime gl *ZM]I’I l : : Cisco Secure Firewall Snort Engine %{W ,

I I

I Data Path 1 Data Path I l Data Path Data Path :
l w

N e e e e e e e e e e mm e e Em e e e e e mm o o = - / | ]

Data Path/Lina Operations Data Path/Lina Operations
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Elephant Flow Detection

» The Elephant Flow feature detects and remediates
extremely large, continuous data flows (known as Elephant Flow
"elephant flows") based on total byte count. Detected

» The following remediation actions can be applied:

« Bypass the elephant flow.

* Throttle the elephant flow. CPU utilization

exceeded

No Action >

Apply 10% Reduction on
Flow Rate

No

Throttling
Enabled?

"

Action bypass

( No Action Flow Bypasse}

]
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Hardware Bypass

« Hardware Bypass ensures that traffic continues to flow

between an inline interface pair during a catastrophic outage.
This feature is used to maintain network connectivity in the

event of software or hardware failures.

« Hardware Bypass can be triggered in the following scenarios:

» Firewall Threat Defense crash
» Firewall Threat Defense reboot
» Security Module reboot

* Chassis crash

+ Chassis reboot

* Manual trigger

* Chassis power loss

» Security Module power loss

Available on 2100, 3100, 4100, 4200, 9300 and 6100

© 2026 Cisco and/or its affiliates. All rights reserved.
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NetMode

Reference
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Software Bypass

Snort Fail Open Add Inline Set ©

 In inline fail-open deployments, traffic is passed
uninspected through the software bridge when
Snort is busy or down.

General Advanced

Tap Mode:D

Propagate Link State: D

* Once Snort recovers, it performs a mid-session Strict TCP Enforcement: (]
pickup on existing traffic. Snort Fail Open: ) Busy [ Down

0 Enabling Snort Fail Open might allow traffic unrestricted.

» This feature is exclusively available for inline pairs.

Cancel m
Snort Bypass - CLI

|L> configure snort snort-bypass-enable

« Enable Snort bypass via the FTD CLI using this === === _ : . ‘
- Executing this command will circumvent the firewall, allowing traffic that would typically be blocked.
Command conflgure snort Snort-bypass-enable Please be cautioned: this command is not intended for customer use.

Enable behaviour is not persistent across [reboots /restarts /reloads]
These utilities are designed solely for troubleshooting purposes.

* Once enabled, packets will bypass Snort and will
. Do you still want to continue?
no longer be sent for processing. Please enter 'YES' or 'NO': YES

Enable command executed successfully .

o Caution: Use |t Only Under TAC SuperViSion. If enabled inadvertently, use the following command to disable:

>configure snort3 snort-bypass-disable
Current state: ENABLED

]
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Every unchecked setting today is a
risk waiting for tomorrow




Complete your session surveys

App.
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Complete your surveys in the Cisco Events
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Complete a minimum of 4 session surveys and
the overall event survey to receive a unique

Cisco Live t-shirt.
(from 11:30 on Thursday, while supplies last)
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Continue your education
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pietrzy@cisco.com
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Visit the Cisco Book your one-on-one Attend the interactive Visit the On-Demand
Showcase for related Meet the Engineer education with DevNet, Library for more
demos meeting Capture the Flag, and sessions at
Visit the Technical Walk-in Labs CiscoLive.coszn—
Solutions Clinics to Demand
discuss your technical
questions
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https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html

Thank you C1SCO Live !
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