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Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App S
. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥
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SD-WAN Cloud Controller Deployment
Prior to SD-WAN Self Service Portal
Controller *
Provisioning

Cisco

Order CloudOps

a

Delay in Controller @
Provisioning

SD-WAN Fabric

Infrastructure
Customer
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SD-WAN Cloud Controller Deployment
Prior to SD-WAN Self Service Portal

Cisco
Order CloudOps

Delay in Controller
Provisioning

Lack of right customer contact

Email communication failure

|
|
|
|
|
|
| Incorrect controller parameters
|

|

Too many backend touchpoints

\ /
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Controller
Provisioning

Customer
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SD-WAN Fabric

No Monitoring

Lack of Hosted controller

monitoring
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Cisco SD-WAN Self Service Portal (SSP)

Simplified Service for SD-WAN Controller Onboarding

Cisco SD-WAN
SSP

Controller #
Orchestration

3%

Order

SD-WAN Fabric

Just-in-time controller

g
v L orchestration ) E
4 . N\
V Hosted controller infra Monitoring EE E
L monitoring ) Hosting
Infrastructure

Customer
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Cisco SSP is a cloud-infrastructure
automation tool for Cisco SD-WAN

Provision, monitor and maintain Cisco SD-WAN controllers on public
cloud
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N

https://ssp.sdwan.cisco.com/

Accessing the Cisco SD-WAN SSP is Easy!

Login using your Cisco CCO Credentials
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Use Cases,
Benefits and
Operations
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Cisco SD-WAN Self Service Portal (SSP)

Controller Lifecycle Management

Just-in-time provisioning

Region selection

SD-WAN Fabric

Cloud Provider selection

Simple day 0O cloud
operation

No delay in provisioning
Reduced TAC interaction

cisco L{Vp/_/

SD-WAN Fabric

SD-WAN Fabric

#Ciscolive

SD-WAN Fabric

SD-WAN Fabric

BRKATO-2101

* Cloud infra monitoring &
auditing

» Holistic Device status

* Geographic selection for
data storing

BYOIDP and RBAC
*  Backup
«  TACACS service
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Cisco SD-WAN SSP Controller Lifecycle Mgmt.

SSP today manages PROD, and POC types of SD-WAN controllers

« Customers can spin up
production controllers
themselves

Types of

Fabrics « TSAs can spin up POC

controllers on behalf of
the end customers

cisco L{{{o//
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Cisco SD-WAN SSP Controller Lifecycle Mgmt. 23%

SSP by default helps provision 1 vManage, 2 vSmarts and 2 vBonds!

Use Case
» Customers or Partners would need to quickly deploy clar:g:vzt
single tenant dedicated Cisco-managed cloud hosted e y 77777777777777777777777777777777777777777777777777777777
controllers without involving Cloudops and TAC E Region - revorz i
| o :
Problem 5 - E

» Customers or Partners prior to SSP would spend
weeks to deploy controllers

Solution @ @

» Customers or Partners can leverage SSP to
provision Single Tenant Cisco-managed cloud
hosted controllers. By default, a single Cisco 1 . , o . _
vManage, Cisco vBond Orchestrator, and Cisco o N N |

vSmart Controller are deployed in the primary cloud
region and an additional Cisco vBond ; g

Orchestrator and Cisco vSmart Controller are
deployed in the secondary or backup region

vManage vSmart vBond
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SD-WAN SSP manages SD-WAN controller fabrics 23%

Provision and monitor several SD-WAN controller fabrics from one place!

= Cisco SD-WAN Self-S ~e Porta
verlays Notificatior Activated Dev
Notifications sent to
1 1 O O the overlay admin 42 40 2
contact [ SD-WAN ]

- e o e Edge Devices

Non-Producti
10 P Lab/EFTIPOC 10 131 126' 5

Overlays
Certificates going to

5 3 0 [ expire / expired ]
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SD-WAN SSP Cloud Service Provider Selection

SSP allows to deploy SD-WAN controllers either in AWS or Azure today!

Use Case

» Customers or Partners have different requirements
when it comes to choosing the Cloud Service Provider
(CcsP)

Problem

» Customers or Partners use multiple Public Clouds,
and they require SSP to be able to spin up
controllers in those regions

Solution

» Customers can now choose their CSP on
the SSP which allows them to deploy
controllers either in AWS or Azure today

cisco L{Vp/_/

#Ciscolive

vManage

vSmart

vBond
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Choice of Cloud Type and Version

Flexibility to select CSP and SD-WAN controller software version

= Cisco SD-WAN Self-Service Portal

ﬁelect the Cloud Type and Version below.

Azure
Select the appropriate version you would like to use.
Version
cisco M -/ HCiscoLive  BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Choice of location and data storage

Flexibility to choose primary & secondary region of Cloud hosted controllers

cisco L{{/&/

= Cisco SD-WAN Self-Service Portal

rimary

EU (Ireland)

EU (London)

South America (Sao Paulo)
US East (N. Virginia)

US West (N. California)

\JS West (Oregon)

1 would like your data stored.

ﬁelect the Primary & Secondary location of the cloud hosted controllerﬁ ®

@

J

#Ciscolive
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SD-WAN SSP and Data Storage Compliance

SSP helps to meet data storage regional compliance

Use Case

» Customers have regulatory requirements wherein they
can store data only in their region

Problem

» Customers or Partners want to meet data storage
compliance requirements that mandates hosting
data to not leave the local region

Solution

» Customers can now configure SSP to
select the data storage location. Now
four different regions are available in SSP

Cisco L&V&_/ #CiscoLive

BRKATO-2101
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Choice of location and data storage

Helps to meet data compliance by storing data in the same region

= Cisco SD-WAN Self-Service Portal

Select the Primary & Secondary location of the cloud hosted controllers. @

Primary

US West (N. California)

Secondary
US East (N. Virginia)

Location
Americas

(Select the location where you would like your data stored\@

Americas East

Americas [
Europe
\ Australia

HCiscolLive  BRKATO-2101

Today it’s available in 4
regions

cisco L{{/&/
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Cisco SD-WAN Self Service Portal (SSP)

Visibility

Just-in-time provisioning
Region selection

Cloud Provider selection

Simple day 0O cloud
operation

No delay in provisioning
Reduced TAC interaction

cisco L{V&/

‘ SD-WAN Fabric

SD-WAN Fabric

SD-WAN Fabric

#Ciscolive

SD-WAN Fabric

SD-WAN Fabric

BRKATO-2101

* Cloud infra monitoring &
auditing

» Holistic Device status

* Geographic selection for
data storing

BYOIDP and RBAC
*  Backup
«  TACACS service
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Visibility into SD-WAN Controllers Health

Network/CPU Monitoring of Cloud hosted controllers

SUMMARY

5

Total

CPU

CONTROLLER TYPES

= Cisco SD-WAN Self-Service Portal

PROVISONING STATUS

@ vManage (1)

® vsmart (2)
@ vBond (2)
vEdge (0)

CPU

° Running (5)
@ In Progress (0)
Waiting (0)

° Stopped (0)

TYPES

@ Production (0)
@ Non-Production (5)

[ Network In | Network Out  |e728)

Last 24 Hours MERRYER

Last Month

RUA

Tuesday, Apr 26, 2022
* vManage-27082: 160546875

v
v
'
|

AN

#Ciscolive
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Cisco SD-WAN Self Service Portal (SSP)

Deployment Accelerator

Just-in-time provisioning
Region selection

Cloud Provider selection

Simple day 0O cloud
operation

No delay in provisioning
Reduced TAC interaction

cisco L{Vp/_/

SD-WAN Fabric

SD-WAN Fabric

SD-WAN Fabric
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SD-WAN Fabric

SD-WAN Fabric

BRKATO-2101

* Cloud infra monitoring &
auditing

» Holistic Device status

* Geographic selection for
data storing

BYOIDP and RBAC
*  Backup
«  TACACS service
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SD-WAN SSP Secure Access Support

SSP provides granular access to SD-WAN controllers!

Use Case

» Customers or Partners would like to provide controlled
access to the Cisco SD-WAN controllers by
configuring a trusted list of IP addresses

Problem

» Customers or Partners deploy controllers in multiple
regions, and they require SSP to be able to
programmatically setup rules across the regions

Port, Protocol (TCP, etc.),
Solution Prefix/IP address,

Description

» Customers can now configure their
trusted list of IP addresses/Ports on the
SSP. Only those IP addresses will be
accessing the SD-WAN controllers

cisco W . HCiscoLive  BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Secure Access to SD-WAN Controllers

Granular trusted list of IP addresses across multiple regions

= Cisco SD-WAN Self-Service Portal

ssp_kthatiko - 564985 Inbound Rules

Enter IP addresses or prefix to be added to inbound rules.

Ae Type \
HTTPS \

Protocol
TCP

Port Range
443

Input the IP address/prefix
here

Source

cisco L{{/&_/

Description

Add Rule

To be allowed
Rule Type

ALL

ALL

ALL

ALL

HTTPS

HTTPS

Protocol Port Range

ALL

ALL

ALL

ALL

TCP

TCP

0)

ALL
ALL
ALL
ALL
443

443

#Ciscolive
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Cisco SD-WAN Self Service Portal (SSP)

Operation Services

Just-in-time provisioning
Region selection

Cloud Provider selection

Simple day 0O cloud
operation

No delay in provisioning
Reduced TAC interaction

cisco L{Vp/_/

SD-WAN Fabric

SD-WAN Fabric

SD-WAN Fabric
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SD-WAN Fabric

SD-WAN Fabric

BRKATO-2101

* Cloud infra monitoring &
auditing

» Holistic Device status

* Geographic selection for
data storing

BYOIDP and RBAC
*  Backup
«  TACACS service

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SD-WAN SSP and IdP Integration

SSP simplifies user management!

Use Case

» Customer ABC has multiple functions/departments
with separate Virtual accounts (VAs) each under the
same Smart Account (SA). Each VA has separate
“Admin” who is not a SA admin but still want to login
to SD-WAN SSP

Problem

» Customers need easier user management

Solution

» Customers can now setup their IdP
(Okta) login on the SSP which allows
them to assign permissions to different
users so that they can login to the SSP
without being a SA admin SSP_User_Role

cisco M . HCiscoLive  BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



SD-WAN SSP and |dP Integration

Configure SSP to use the |dP of your organization

= Cisco SD-WAN Self-Service Portal

~ Protocol Setting_;s Edit

’ Domain Name ssptest.com \

Self-Service Portal's Identity Provider

Metadata @ Download

Assertion Consumer Service URL (& https://sso.sdwan.cisco.com/sso/saml2/00abwznt2wVtWLxJ4x7

Audience URI © http://www.okta.com/150 [/

Organization's Identity Provider

IDP Issuer URL http://www.okta.com/exkslog5IZYCzyaOy696

IDP SSO URL https://trial-4246978.okta.com/app/trial-4246978_ssptestcom_1/exkslog5|ZYCzyaOy696/sso/saml

IDP Signature Certificate

IDP Signature Certificate Expiry Date 2032-04-15T03:45:44
w Username © Email Address )
l Attributes 10 be added on IDP © l

firstName
lastName
email

SSP_User_Role

cisco M . #CiscoLive BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



SD-WAN SSP and IdP Integration i%ifj

SSP provides user role management (RBAC)!

- RBAC feature facilitates granting permission to Virtual Account (VA)
for users

. After first time login by Smart Account (SA) admin, these roles can be
defined and assigned to users who are onboarded by IDP config

- Assign Permissions to VAs

Overlay Management Monitor Administration
Allows you to perform
Allows you to create, Allows you to view and all the tasks defined by
modify, and monitor monitor all the overlay the monitor and overlay
overlay networks options RBAC, and to onboard a

secondary IdP

cisco W / HCiscoLive  BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



SD-WAN SSP and |dP Integration

SSP helps to assign permissions to multiple VAs simultaneously ©

Example: Administration permission on VA
MSLA 4TIER is assigned to role name
“ssp-test-role”, so any user of “ssp-test-

Permissions

role” will have Admin access for
performing various tasks related to

~ PNP SDWAN POC respective Cisco SD-WAN overlay
associated to this VA

Q_ Search

~ Internal Test Orders test.cisco.com

Alternative_Technology -
Monitor  Overlay Management P
MSLA SDWAN 4tier -
[ MSLA SDWAN 4Tier] Monitor [Overlay Management]
MSLA SDWAN
HamB - 110309
HamC - 117100
[ Cisco DNA EA - 255641 ]lMonitor]

cisco M . #CiscoLive BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



SD-WAN SSP AAA Server Integration Support

SSP helps provision Cloud Edge Routers for AAA/TACACS/Syslog Access!

Use Case

[ Syslog Server ]
( Edge

SD-WAN ] [

Cloud SD-
WAN Edges

AAA Server ]
» Customers or Partners would need management (

access to the controllers using on-prem VPNO

AAA/TACACS server-based authentication. And, to
send syslog from vManage to on-prem Syslog server 5
Problem VPN10 i

» Customers or Partners have hybrid environments
and there are on-prem assets which would like
access to the Cisco-managed cloud hosted SD-
WAN controllers

Solution

Data Center

» Customers or Partners can request SSP
to provision Cloud Edge routers using
their enterprise prefixes and enable
seamless connectivity

cisco M . HCiscoLive  BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Advanced Options for AAA use cases jz{zj

Helps provisioning Cloud Edge Device for AAA/TACACS by simple checkmark

= Cisco SD-WAN Self-Service Portal

Secondary Subnet

VPC Subnet legion

192.168.2.0/24 US East (N. Virginia)

Subnet 1 Subnet 2 Subnet 3
192.168.2.0/26 192.168.2.64/26 192.168.2.128/26

Provision cloud vEdges for TACACS purpose
Enable

cisco M./ HCiscolLive  BRKATO-2101
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SD-WAN SSP Advanced Options

Customizing Subnets/DNS/Org/Snapshots is Easy ©

Use Case

» Customers or Partners operate multiple networks and
lot of times have different requirements when it comes
to supporting custom prefixes, org names, on-prem
AAA server support

Problem

» Customers or Partners have requirements to support
specific dns, custom org name, and custom subnets

Solution

» Customers or Partners can setup SSP to
customize vpc subnets, dns config, org
name and other options available

Cisco W_/ #CiscoLive

= Cisco SD-WAN Self-Service Portal

Advanced Options

Select and set specific needs for each of the sub categories.

v Custom Subnets

v Custom DNS Settings

v Snapshot Settings

v Custom Organization Name

+ Compliance Configuration

BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SD-WAN SSP Advanced Options
Customizing VPC Subnets is Easy

= Cisco SD-WAN Self-Service Portal

By default, the Cisco-
managed cloud hosted
controllers are deployed with
10.0.0.0/16 based subnets

Advanced Options

Select and set specific needs for each of the sub categories.

-

VPC Subnet I Region

192.168.1.0/24 N US East (N. Virginia)

e e

Subnet 1 \’ Subnet 2 -—_ ) Subnet 3
192.168.1.0/26 T 192.168.1.64/26 192.168.1.128/26

Subnet?2 - Control

'

Secondary Subnet

VPC Subnet Region
192.168.2.0/24) US West (N. California)

~ Custom Subnets
Primary Subnet mmmmSTTTTTTTTTTTTTTTTTTTTTT T { Subnet1 - Mgmt
[ Subnet3 - Cluster

cisco L‘V& . #CiscoLive BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



SD-WAN SSP Advanced Options

Customizing Overlay DNS Name is Easy

cisco L{{/&_/

= Cisco SD-WAN Self-Service Portal

Advanced Options

Select and set specific needs for each of the sub categories.

v Custom Subnets

~ Custom DNS Settings

vBond

CLvBond .sdwan.cisco.com
vManage
CLvManage .sdwan.cisco.com

HCiscolLive  BRKATO-2101
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SD-WAN SSP Advanced Options

Customizing Snapshots

cisco L{Vp/_/

Cisco SD-WAN Self-Service Portal

v Custom DNS Settings

~ Snapshot Settings

Frequency
Once in 4 days \

Number of Snapshots ]
L

R

|

overlay configuration is
backed up once a day and

By default, the network ]
ten snapshots are stored

HCiscolLive  BRKATO-2101
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SD-WAN SSP PCI DSS Support

SSP supports PCI DSS level 1 certification for Cisco SD-WAN fabrics!

Use Case

» Customers or Partners need to meet PCl compliance Compliance Mode

for hosting SD-WAN controllers on the public cloud

Enable PCI Compliance Mode

vManage Admin Credentials

Problem

» Customers or Partners would need to meet PCI DSS Adimin Usetharne

compliance for hosting infrastructure in the cloud

Password

SO|Uti0n Confirm Password

» Customers must purchase the Cisco SD-
WAN certified software controller version
20.6.X for the PCI certification. SSP can

support deploying PCI compliant Cisco-
managed cloud hosted SD-WAN
controllers

cisco W . HCiscoLive  BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



SD-WAN SSP Advanced Options 22%

Customizing Organization Name is Easy

= Cisco SD-WAN Self-Service Portal

LDTITLL dlU DTL DCUITNIL TITTUD 1V ©dalll Ul LI DUM Ladltyulico.

v Custom Subnets
v Custom DNS Settings

v Snapshot Settings

~ Custom Organization Name

Custom Organization Name

CiscoLive-SDWAN-Org

cisco L{{/&/
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Best Practices
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SD-WAN SSP Best practices

Purchase a Cisco DNA subscription on the Cisco Commerce Workspace

Create or use an existing Smart Account

Create or use an existing Virtual Account associated with your Smart Account

Providing Virtual Account (VA) plays an important role in SSP
« Cloud hosted SD-WAN Controller entitlement is part of SD-WAN licenses

- SSP relies on SD-WAN subscription associated to a VA to determine cloud controller
entitlement and facilitating controller provisioning (AKA VA is SD-WAN capable)

- To have successful provisioning via SSP, providing a VA at the time of SD-WAN license
ordering is critical

Add the device serial numbers on the Cisco Plug and Play (PnP) Connect portal

For more information, see Cisco Network Plug and Plav Connect Capability Overview

cisco M . HCiscoLive  BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 40
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Roadmap
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SD-WAN Self Service Portal - Roadmap

» Choice+ program - SSP Modules
» SSP APIv2 availability

> Controller resizing (based on
controller SKUs)

» |Pv6 support

» Migration support for various
fabrics ST to MT, MT to ST, MT to
MT

» Provisioning fabrics in Customer
hosted Cloud - AZURE (Phase 2)

» SD-WAN fabric on-prem
deployment

» Provisioning for all types of

fabrics-Dedicated ST, MT

(3 or 6 node)

» EA order info available on SSP
» SDWANaaS Offer

» Provisioning fabrics in Customer
hosted Cloud - AWS (Phase 1)

» Provisioning for multiple types of
fabrics - Shared, Dedicated 1N
ST

> Phase out cloud vEdge (EOL)
& replace with c8Kv

cisco W ./ #CiscoLive BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 42
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<« - C 0 @ ssp.sdwan.cisco.com/#/dashboard/summary

= Cisco SD-WAN Self-Service Portal

O % OCGMIgx 0@ :

©)
\J

A

Overlays

e BRE N o
Types

8 137

Production Non-Production

Controllers

338 8 3 100!
Running In Progress Waiting Stopped

Notifications

0

Alerts

Change Window Notifications

1 0

Scheduled Started

Certificates
Wamning Expired

£2 Create Overlay

Activated Devices

386 219 167!

cEdge Total Reachable Unreachable

97 181 79I

vEdge Total Reachable Unreachable

cisco L{Ko//
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Conclusion
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Cisco SD-WAN Self Service Portal (SSP)

Benefits and Operations

Just-in-time provisioning
Region selection

Cloud Provider selection

Simple day 0O cloud
operation

No delay in provisioning
Reduced TAC interaction

cisco L{Vp/_/

SD-WAN Fabric

SD-WAN Fabric

SD-WAN Fabric

#Ciscolive

SD-WAN Fabric

SD-WAN Fabric

BRKATO-2101

* Cloud infra monitoring &
auditing

» Holistic Device status

* Geographic selection for
data storing

BYOIDP and RBAC
*  Backup
«  TACACS service

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Where to look for Cisco SSP Resources? I L

. Cisco SD-WAN Self-Service Portal Configuration Guide

« Cisco SD-WAN CloudOps

« Cisco SD-WAN: Self Service Portal Introduction

« Cisco SD-WAN: Self-Service Portal Demonstration

cisco M . #CiscoLive BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 48


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/knowledge-base/CloudOps/b-cisco-sdwan-cloudops.html
https://youtu.be/eSZCiSBwOYE
https://youtu.be/As_U-fXrGhw

Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.
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Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn

2=| Certify

233_
@ O, @
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning

Subscription-based product, technology,

and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

cisco L{{/&_/
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Continue
your education

CIsco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand

BRKATO-2101 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 51


http://www.ciscolive.com/on-demand

afra]n _ _
CcISco The bridge to possible

Thank you
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