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Cisco Webex App

8199 W F -

€ Catalyst 9000 Series Switching Family ..

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App S
. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥

Webex spaces will be moderated
by the speaker until June 17, 2022.
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- Why ThousandEyes and Webex
- ThousandEyes Technical Overview

- Types of tests
- Agents to Webex Cloud Agent
- Endpoint Agent Automatic Session to Webex

- Case Studies
- Key Takeaways

- Appendix - Control Hub Troubleshooting,
other ThousandEyes use cases, etc
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Why ThousandEkyes and Webex?

-@ /\ wt;
[ 7 \ webeX
\_ 7
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User Location
—— Signaling
— Media
*Real-time media streams like audio and video are very sensitive to network
conditions
*ThousandEyes provide IT teams network visibility between user locations
and Webex services
*Rapidly identify problem domains (application, network, or third-party)
Leverage insights from ThousandEyes and Webex Control Hub to optimize
performance and ensure exceptional Webex user experiences
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Why ThousandEyes and Webex?

o
(Cv/et:):\) ThousandEyes©

Webex tools for performance and availability ThousandEyes facilitates

) |
x=5
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Solution Components

Agents Tests Data
Strategic Vantage Points Layer 3-7 Tests available Dashboards
Enterprise, Cloud, Endpoint Lower Layers Nested Reports

Outside-In, Inside-Out view

Run at schedule intervals

Shareable snapshots

cisco L{Vp/_/
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High Level Agent Comparison

ENTERPRISE AGENT
Inside-0Out monitoring
Deployment Options
- OVA / Physical Appliance
- Linux Package
— Cisco ASR Tk/ISR4k/CAT8K
— Cisco Nexus 9300 or 9500
- Catalyst 9000

= Clusters
- Increase Capacity
— Disaster Recovery

CLOUD AGENT
Outside-In monitoring
500+ Agents

- Tier 2 and 3 service
providers

)

- thousandeyes.com/map

IPv4

IPv6

ENDPOINT AGENT @
Last-mile monitoring

End-user desktops and
laptops as test devices

Deployment Options

- Operating Systems
Windows 8.1 or higher
MacOS 10.10 or higher

- Browsers
Google Chrome 41+
Internet Explorer 11+
Microsoft Edge 79+

HCiscolLive  BRKCOL-2889
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ThousandkEyes Agents

<© indp?int Enterprise Agent
’;“\ig . <
- \
Local User g 0o
O

oo Internet

oo
Customer Network (VPN)

Media Service

webex
Cloud Agent _—
<© B4 Conferencing Service

E Web Service

ooo

|||

]

ISP

Endpoint
P Endpoint Cloud Agent

Agent
. Agent
a

o> /R ®
Remote User  |C -®©, Iﬁ&:@ 0

(VPN)

— Agent to Agent test
Remote User
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Types of Tests e,
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Enterprise/Cloud e
Agents to Webex ‘o
Cloud Agent -
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Enterprise and Cloud Agent Tests

Time Correlated

App Experience

®* Transaction scripting, page load

HTTP/FTP/DNS/RTPJSIP

* HTTP Availability, réSponse time, throughput =

Network A2S or{Agent to Agent |

®* Packet Loss, Latency, Jitter =

Path Visualization -~ o
*  Hop-by-hop; multi-point; bidirectional — > [ ;? e
®* Metrics and data per hop — l - - @ . a f

L 2

* Integrated Outage Detection

BGP Monitoring

* Reachability, path changes, updates N 0_/‘ . >
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Cloud and Enterprise Agent-Based Tests

Cloud & Enterprise
Agent Based Tests

[ ——

[ ]

Agent to Server DNS Server

Agenl to Agent DNS Trace

Transaction
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Test Best Practices for Monitoring Webex

Description Source Agent
Web Zone - https://<customer>.webex.com HTTP Front-end availability/performance Enterprise, Cloud
Web Zone - https://<customer>.webex.com Web Transaction Front-end availability and login performance Enterprise, Cloud
Web Zone domain availability - DNS DNS availability/performance Enterprise, Cloud

<customer>.webex.com

Closest Webex Cloud Agent RTP Stream Test -Enterprise
(Agent-to-Agent) One-way inbound performance of simulated voice traffic -Cloud
(UDP) 9000 and 5004, into the Webex Cloud environment.
DSCP 46

Closest Webex Cloud Agent Agent-to-Agent Simulated, bidirectional performance of video-marked traffic -Enterprise
(Bidirectional) into Webex Cloud environment -Cloud
UDP 9000 and 5004,
DSCP 34

(" Closest Webex Cloud Agent Agent-to-Agent Simulated, bidirectional performance of audio-marked traffic -Enterprise

(Bidirectional) into Webex Cloud environment -Cloud

(Repeat the tests to the 2™ closest Webex Cloud Agent, this should UDP 9000 and 5004,

suffice as a backup test while limiting the number of tests created) DSCP 46

\
cisco M - HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Cloud & Enterprise Agen!

Endpoint Agents
Devices

Intemet Insights

Views

Catalog Settings

Dashboards
Alerts
Reporis
Sharing

Account Settings

UCAAS

= [ Asia Pacific

Dropbox ] Webex

APPLICA . = [ emea
& Reddit 0w
= [ Latin America
ebex

North America

TATA COMMUNICATIONS
(AMERICA.

Dropbox

Prolexic Technologies, Inc.

Microsoft Office 365

TATA COMMUNICATIONS
{AMERICA_

#Ciscolive

BRKCOL-2889

(9 Andres Salgado
* ansalgad

Last 24 hours ~
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Webex Web Zone Availability Testing

* A set of tests per every office location
« HTTP Server tests against <customer>.webex.com Web Zone
« Automatic DNS fallback to secondary Web Zone
« If clients use HTTP proxy (on-prem or Umbrella), so does the test
* DNS Server test against Enterprise DNS servers for the <customer>.webex.com domain
« Tests global domain reachability as well as performance of the enterprise DNS infrastructure

Internet

w <customer>.webex.com
webex Web Zone

ThousandEyes
Agent DNS

Enterprise Network
cisco L{{/&_/

Firewall
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Finding Webex Media Node

* In Control Hub under troubleshooting, * In Control Hub under Reports, select Meeting
after finding a meeting click on the Attendees report or create a Custom
participant details. This will show the Template report that includes the Media Node
media node location: field. This will show the media node location:

Create custom template
Build your own report template from the base templates. Add or remove columns, and apply filters.

Equipment and Networks

Template Base template * Meetings Attendees -
Client: Webex Meetings 42 4 3.10
pla”orm: 'h"-"il'ldl:".l'..'ﬁ New nami Media Nodes used by users
1 DO1 9841 Ds pt o) emplate descripti d key met
Join From: Chrome 100
Connection: ethernet
Media Node: Washington D.C., USA oot ]
ata Filter data © Q Apply filters =
Local IP: 192.168.1.208/28
Customize col Jumns lable columns (50) Display columns (5)
Public IP: 75.42.46.232/30 e e
Q Search MEETING_NUMBER
Location: Tucker, GA, US N
::-_?- VOIP_RECEIVING _AVERAGE _PACKE MEETING_NAME
Audio Transport: UDP 188

(¥) VOIP_AVERAGE_LATENCY CONFERENCE_ID

Video Tran Spo r: UDP (# TCP_PERCENTAGE USER_NAME

o —
- (5 MEDIA_NODE
. / (® IS_CMR
Cisco (4
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Tests to Webex Cloud Agents

Tests

Add New Test

New Test

Test Type

Test Name

Basic Configuration

Interval

Protocol

Path Trace Mode

Cloud & Enterprise Agents > Test Setfings

Agent to Server

Views Enabled for This Test

Network ~ Overvies

L

Routing  BGP Route Visualization

Optional

Test Description | Optiona

Advanced Settings

TargetAgent | No agent selected...

The different layers
captured, in this case only
the network layer and
routing layer

~

J

Required for bidirectional
path visualization

[Filter target agent by

Q webex
Show All | Enabled

Built-in Labels
Singapore (Webex) ~ow® & Ccloud

-
Tokyo, Japan (Webex) o © om Enterprise

IPvd

Compatible
Amsterdam, Netheriands o .
(Webex) o Compatible

@
cow single
B e

Frankfurt, Germany (Webex)

London, England (Webex) cew
Webex
Cloud

8

#Ciscolive

BRKCOL-2889
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Correlated Visibility Into ALL Networks

Availability and Performance

@ Node
be3670.ccr41.5jc03.atlas.cogentco.com

IP Address 154.54.43.14

rofix 12
Netwark Cogent Communications (AS 174]
o

. D
CORE: agent.r ._._._.T sms
is node.
CORE: agent.uk } }i —
CORE: agent.west.u:
Seattle, WA VR

CORE: agent.east.us .—.—.T:>.—
CORE: agent.jp H—.—HT:>._

cisco M . HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 21
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Path Visualization

Agent location

components

The agent changes color based on the metric selected. The color scale goes

000 from dark green (no loss, latency, jitter, etc.) to red (severe loss, latency,

jitter, etc.)

[® Enterprise Agent The color of a Enterprise Agent is double-ringed, and changes color
according to the same scale as a ThousandEyes Cloud Agent.
A blue node indicates that IP information is available.

|dentifiable node
Unidentifiable node | A white node indicates that IP information is not available.
® Node in local A dark blue node indicates that a node was identified inside the agent's
network source network.

Node in destination
network

A node shaded in green indicates a node that was identified as inside the
destination network, as specified by the Autonomous System of the customer.

0)

Node with loss

A node circled in red indicates that loss is occurring at that point in the path,
meeting the percentage threshold specified by the loss slider.

/ Vi
cisco Lye !
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Path Visualization components

Smm—— Selected link A link represented as a moving blue dashed line indicates that the link is selected.
A path showing a dotted line indicates a path that was simplified for visualization
[ W p— Collapsed path purposes. Expand using the complexity slider, or by clicking the label indicating the
number of hops that were collapsed.
Split path A path showing a split is an indication that there are multiple routes to the
o—— destination. All path visualization is based on a minimum of three tests running from
each agent. When a path splits, the thickness of the line representing the link
between the nodes shows how many of the tests traversed each link.
Link with high delay | A red link indicates a delay that meets the threshold specified by the latency slider.
Unknown number A dotted link with a question mark indicates insufficient data to determine the
-0 o of hops between number of hops separating these nodes. Typically, indicative of differing numbers of
nodes unresponsive nodes between responsive nodes, or an indication of path trace being
unable to reach the destination when the end-to-end measurement was performed
successfully.
0 o Unable to reach A dotted link with an X symbol indicates a trace that was unable to be completed to
; target node the target due to 100% forwarding and 100% end-to-end loss.
cisco m -/ HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 23




Endpoint Agent
Automatic

Session Test to -
Webex
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Endpoint Agent Automatic Session Test to Webex

Measure the availability and performance of the user SaaS and internet experience, with views of
any packet loss or latency and local network health

ThousandEyes dynamically initiate a test when joining a Webex meeting and determines the
destination IP address to monitor

No need to manually configure a test with an IP address or hostname to Webex

Endpoint Agents > Test Settings Add New Test x

Test Name

Webex

Basic Configuration Advanced Settings

Probing Mode
[RESELIEN  Force SACK | Force SYN
Path trace in session
Interval
5 minutes
Agents
All agents
Max No. of Agents
25

Matching agents [ Agents available — Max no. of agents -
..

cisco M . HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 25




Install the Endpoint agent on a laptop with the
problem

Agent Settingsp> Add New Endpoint Agent

Endpoint Agent is
supported on:

® ‘Endpoint Agent © Endpoint Agent Pulse
Deploy within your organization to col Deploy outside your organization (external partner or
customers)

‘Windows 8.1 or higher
‘Windows Server
2012+ or higher.
-MacOS 10.10
(Yosemite), and higher

" Windows 8 or later. Browser Session Data requires
Windows a &% Download - Windows MSI +
Google Chrome, Intemnet Explorer 11+ or MS Edge 79+
Installation Guide

Mac OS Mac OS X 10.9 (Mavericks) or later. Browser Session ‘ Download - Mac ZIP
Data requires Google Chrome
Installation Guide

cisco M - HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Install the Endpoint agent on a laptop with
the problem

ﬁ ThousandEyes Endpoint Agent Setup —

Custom Setup

* Endpoint Agent installer Select the way you want features to be installed. :
automatically adds the
Standard NPCAP InSta”eI’ Click the icons in the tree below to change the way features will be installed.
for Windows EBBI= 19} thousandeves Endooint Aa
« NPCAP Driver version must S
be v 1.10. ] st g it e e s o8 o
* Reboot the system to have herd drve, Tthas 0 of 4
the NPCAP driver installed. subfeatures require OKS on your
£ >

Reset Disk Usage Back Cancel

cisco W / HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




Activate ThousandEyes in Control Hub

Under Organization Settings>>ThousandEyes

Activate ThousandEyes network path feature

Do you want to update the organization ThousandEyes network path feature
in troubleshooting diagnostics process? Please copy the tokens from
ThousandEyes User Profile . To check feature details in ThousandEyes Network Path

cisco W . HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Activate ThousandEyes in Control Hub

Under Organization Settings>>ThousandEyes

= (3 Account Settings > Users and Roles L a

Login Account Group anzalgad -

Web Interface Default (CDT) ¥

User API Tokens

Basic Authentication Token e Regenerate

nssssmressmnrenne Revoke

webDeX Control Hub

Overview Organization Settings

Alerts center

MONITORING

Webex Experience ThousandEyes When turned on, users can view their organization network path in troubleshooting diagnostics view
te ThousandEy tw f /
) Aumlytios Migrate ThousandEyes network testing metrics if §ou have the @) Oiselow Thousandye's network data
license

. / Troubleshooting T R (S &
cisco L)z Feors



Control Hub Troubleshooting

Integration with ThousandEyes

Feature
- Display participant network path details in

Meetings & Calls » Frank Brown’s personal room » () Frank Brown
Overviev

Control Hub Troubleshooting, information | . ...
provided by the ThousandEyes endpoint

Participant Details - Frank Browg

17:46 - 17:47

automated session testing for Webex. R
¢» Audio Quality «

B e n efits | 2] 1:::'25“00“"9 & Networl a"‘é _____________
- Clear end to end network path, hop-by- | == - e

hop details I s TR S =
- Easily connect .

to ThousandEyes dashboard for more e .

insights B RIS S -
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Control Hub Troubleshooting

Integration with ThousandEyes

* Network path shows under Audio Quality
* Clear end to end network connectivity
* Hop-by-hop details

« Cross launch to ThousandEyes dashboard to «.-.....
further explore the issue

Latency

<300ms

Good

300ms<400ms

Fair

>400ms

Poor

Packet Loss

<3%

Good

3%<5%

Fair

>5%

Poor

cisco Lo/

#Ciscolive

@ Overview

Q Alerts center

Wl Analytics

| @ Troubleshooting

& Reports

% UCM Cloud

& _Hybrid

BRKCOL-2889

Participant Details

&b Audio Quality »

& Network Path ©

(» Video Quality =

& Network Path ©

—
—
. Mamum @ Avrage

Meetings & Calls > Frank Brown's personal room > (J Frank Brown

- Frank Brown

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



ThousandEkyes Endpoint Agent
Remote Worker Visibility

Path Visualization Map Table Showing data fror

@ Destination

Showing: VPN Overlay ~Add a fiter = & hops m41sjmcs128.webex.com
—

Grouping:  Interiacss by IP Address. - Highlight nodes 1| 1P Address 150.253.129.5
Highiighting Prefix 150.263.128.0118

Network ‘Webex Communications, Inc. (AS
Selecting Click a node or link Node Labels by b 13445)

Location us

Andres's Laptop .IIIIIIIIIIIIII @ | \ Avg. Response 75 ms
I —/ JI .-mﬂln-n.agnua;:n:-aemlas:lz
VPN ISP
User WiFi Network
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ThousandEyes Endpoint Agent
be monitored

Latency

Q, Search items

Endpoint Agents > Views

VIEWS Webex +  Add

Network nveage oency [ Numoer o agens

-
Loss
Latency

Jitter

TCP Connection Failures Shaving data rom Mon, Ape 4 08:20 - 09:28 COT

Path Visualization
13hops.
L]

Highiight nodes that match all f any

System

Node Labels by None ~

CPU Load —ao0

Selecting

Memory

VPN
o

VPN Loss

VPN Latency
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Enterprise vs Endpoint Path Visualization

Enterprise and Cloud Agent Path Visualization

< Fliter by: source agent, target server, and test
< Filter by intermediary nodes by location, network,
*  You can configure:

.

.

.

TCP or UDP

DSCP markings

Increase the traces per round from 3-
10

Unidirectional or bidirectional

# nops. u nops
Path Visualization s 4
Showing: 10f1Test ~ 1ofZAgents - (ShowAl)  Hide IP Adaress labels ~ Highlight nodes that match all / any
Grouping Agents by Network & Location = Interfaces by Network & Location «
Highlighting:  Forwarding Loss > 5% (1 node ) = Link Delay > 100 ms ( 0 links ) =
Selecting: ink_Info (1) » _Deselect All
< Unda
rosCatsk 3 1 { 4} 1
® > N O .
1
S 10 o
Path Visualization Showing data from Fri, Apr 29 11:28 - 11:20 COT s Latest=
Showing: VPN Overlay ~Add o filter + 13 hops 0 hoy
(
Grouping: Interfaces by Network & Location Highlight nodes that match all / any
Highlighting
SETEcng

@ vnnn e o L — 7

Node Labels by None +

ST
.

S — S

Endpoint Agent Path Visualization

* Monitoring VPN performance.

+  Filter by: Agent, Connection type (Wired vs.
Wireless), Network, Location, Platform(Windows
vs. Mac), VPN vendor, etc.

» Clearly distinguished Icon for access point,
gateway and VPN

*  No DSCP marking evaluation

» 3 trace per round behavior is not modifiable here.

* Unidirectional

cisco Leje !
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Case Study 1
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Case Study 1: Webex Board experiencing
Intermittent audio quality problems

Steps to resolution

- Gather details to understand the problem better:
Username(s) and time of the problem
How did the user join the meeting?
- Was this working before, were there any changes? Is this reproducible?
Meeting ID / Conference ID from the problematic meeting?
- Who was experiencing quality problems, was it receiving or transmitting?

« From Control Hub

Check if the user with the problem uses UDP. If clients are connecting via TCP, it may not be the best media
experience. Investigate why UDP 9000 or 5004 did not connect (e.g. Firewalls blocking UDP).

« Check Media node for the participant

Check CPU utilization, Memory utilization

Check network connection type: WiFi or Ethernet
- Check for Packet loss or Latency

cisco W . HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Case Study 1: Webex Board experiencing
Intermittent audio quality problems

Steps to resolution

- Make sure that the enterprise agent is installed in the same network as the Webex

device
- Proactively monitor the Webex destination network

- Check QOS markings are preserved in the enterprise network

Target Ager
nnnnnnnn , Germany @ Node in Agent’s Network
192.168.255.253
Path Vi atic
Showing: orl SCP EF (DSCP 46) I Yack ch
uping Age
vg. Res ns: <1ms
ighlighting: ~ Fon ~ ~
SSSSSS 9 Shaw only agents using this nede
ldane @_ﬁm 1 ——- () — L :
run evex) - s e
192.168.254.5
Path Vi lization
Showing Tof1Test + 1of2Agents ~ (sh 257 Best Efot 05¢P 0) || DSCP Mark|ng
Grouping: Agents by Agent v Interfaces by |
Avg. Re; se 2
Jhightg: _ Forwarding o) ; dropped to O







Case Study 2: Webex remote user experiences
audio and video quality issues intermittently

Problem description

- Gather details to understand the problem better:
- Username(s) and time of the problem
- How did the user join the meeting?
- Was this working before, were there any changes? Is this reproducible?
- Meeting ID / Conference ID from the problematic meeting?
- Who was experiencing quality problems, was it receiving or transmitting?

« From Control Hub

- Check if the user with the problem uses UDP. If clients are connecting via TCP, it may not be the best media
experience. Investigate why UDP 9000 or 5004 did not connect (e.g. Firewalls blocking UDP).

« Check Media node for the participant

- Check CPU utilization, Memory utilization

« Check network connection type: WiFi or Ethernet
- Check for Packet loss or Latency

cisco W / HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Case Study 2: Webex APAC remote user

experiences audio and video quality issues

Intermittently

- Install the endpoint agent on
the user PC with the

problem if not already
iInstalled

VIEWS

- From ThousandEyes:
- Check Wireless signaling quality

- VPN location connection, filter by VPN
loss and VPN latency

. . . S Poor WiFi
- Network path visualization i / connection
65 Mbps 7 < 7 7 <

nly traces using this BSSID
—
o @CT N\
cisco W/ HCiscolLive  BRKCOL-2889

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Case Study 2: Webex remote user experiences
audio and video quality issues intermittently

- Check if there is misrouting causing higher latency or packet loss.
Create a sharable link to provide to the ISP

Hatwork

Path Visualization
SOWg: VPN Overtay - Agenl Andrew's Laptop = X AGd a et = E u ro pe
Grouping:  Intertaces by Network & Location

Highlighting

o]

Back to USA
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Case Study 3

Problem description

- Users using Dial-in and
Callback with Webex Edge
Audio are experiencing
audio quality problems.

cisco é{{/&_/

-

Unified CM

(" Webex Edge\

Audio

" |

ZE
=

IP
Phone

E:::Customer
\ " Premises/

HCiscolLive  BRKCOL-2889
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Find the Webex Data Center used for Webex
Edge Audio Callback

webex control Hub

Audio Settings

() Overview
£y Alerts center B X .
Q0 Cisco Webex Meetings Sites Configure ucdemolab.webex.com Audio Settings

MONITORING

¢ Webex Experience

> Secure Edge
=] Analytics

-+~ Troubleshooting

[ Reports Edge Audio Allowed Callback Numbers

Use this section to define which country dialing codes participants can choose from when entering a callback number to join meeting audio. Callback uses your Edge Audio configured callback route for the countries/regions that you enable.

MANAGEMENT
Retry call using PSTN Aud ] Enable
2 Users etry call using udio [_] Enable
as Workspaces Country/Region: United Kingdom (44) v
3 Devices
Call Routing Webex Edge Audio ~ m

82 Apps

[ Account Country/Region Call Routing Connectivity Check Status IS} Webex Location Action
# Organization Settings Extension Webex Edge Audio (vcseclusterzone1.cisco.com) Successful Singapore

Webex Edge Audio servers are not in the same location as Webex Meetings
ThousandEyes Cloud Agents but it can still be useful to provide visibility to a Webex
IP address connection

CISCO &_ #CiscoLive BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 45




- Initiate a RTP test from ThousandEyes to Webex

Endpoint Agents

Internet In

Reports

c1sco '&_/

s > Test Settings

Basic Configuration Advanced Settings

TestName  RTPtestto Singapore Webex

Test Description  C

Target Agent  Singapore (Webex) v
Interval 5 minutes Ad
Agents 1 0f 2 selected v

Alerts () Enable

1 of 2 alert rules selected

Cancel Run Once

#Ciscolive

General Information

Labels Add Labels +
Sharing 0 of 1 account group
Share with other customers

Created By Andres Salgado
35 minutes ago

Views Enabled for This Test

Voice
Network  Path Visualization
Routing  BGP Route Visualization

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ThousandEyes test for

- Alternatively, we can
point the network test
to the media
destination IP address.

« Find the Webex media

IP address used

» If CUBE, use debug ccsip
message

- If Expressway, Navigate to
Maintenance > Diagnostics >
Diagnostic logging

.&‘/

Cisco

#Ciscolive

Edge Audio Dial-in

Example SIP response from
Webex for dial-in

May © 2

8.163: //2330901/8B616E800000/5SIP/Msg/cosipDisplayMsg:

Received:
SIP/2.0 200 OK
Via: SIP/2.0/TLS 172.16.11.70:5061;branch=zShG4bKDIDE326EA

Record-Route: <sip:rrén=net_me_udp@207.182.174.102:5065;transport=tls;1lr>
To: Cisco Webex <s5ip:41434569563@eccex.amer.pub.webex. col ag=0-1f4d0732
From: <sip:50358172.16.11.70>;tag=5554% 1FD

Contact: <sip:41434569563810.120.0.16:5060>

Remote-Party-ID: " Cisco Webex " <sip:414345695€3@scccx-sj.amer.prv.webex.com>;party=called:screen=no;privacy=off

Call-ID: 62B48E2A-CF1B11EC-940199AF-5806ECESR172.16.11.70
CSeq: 101 INVITE
Content-Length: 321
Date: Mon, 0% May 2022
Timestamp: 1652134106
Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFC, REGISTER
Allow-Events: telephons—event

Supported: replaces

Supported: sdp-anat

Supported: timer

Server: Beech/42.4.1-617

Session-ID: 5d7c0080f7a7405a44520ec58ef6dB855; remote=da4bf7206a6353bf85cc81c%a27933ae
Content-Type: application/sdp

Content-Disposition: session:handling=required

P-Asserted-Tdentity: " Cisco Webex " <sip:webex.com>

w=0
o=Beech 144

83946 2086592534 IN IP4 10.120.0.18&

[c=IN IP4 170.72.180.16 ]

m=audio 48176 RTE/SAVE 0 101
N IP4 170.72.
a=rtpmap:0 PCMU
a=rtpmap: 10l telephone-event/8000
a=fmcp:101 0-16

a=ptime:20

a=crypto:3 AES CM_128_HMAC SHAL 80 inline:

BRKCOL-2889
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Key Takeaways

- ThousandEyes is an additional tool that can be used to optimize the
Webex user experience

- Leverage Webex Cloud Agents to proactively monitor the network
path from the enterprise to Webex

- Leverage Endpoint Agent automatic session testing to Webex is
ideal for a faster resolution in troubleshooting remote workers
network problems

- ThousandEyes data can be share easily with Service Providers,
Network team, or any other stakeholder

cisco W/ HCiscolLive  BRKCOL-2889
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Cisco Live Breakout sessions to check

- BRKCOL-2431 - Diagnosing and Troubleshooting Meetings in Webex by
Paul Giralt

- LABCOL-1004 - Monitoring and Troubleshooting Webex Meetings Using
ThousandEyes by Rafat Kuraishi

- BRKAPP-1012 - ThousandEkyes 101 by Jonathan Zarkower

- PSOAPP-1010- End User Experience in the Modern World by Alex Cruz
Farmer

- BRKAPP-1010 - Delivering Optimal App Experiences in a Complex Cloud
Ecosystem by Chris Villemez

- BRKAPP-1003 -Finding Needles in a Haystack: Using ThousandEyes Data
for Root Cause Analysis by Prab Singh

cisco W. HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



References

Firewall Configuration for Enterprise Agents

Cloud agent's world Map

Network Tests Explained

View the ThousandEyes Getting Started tutorial.
Automatic Session Testing

Installing Enteprise Agent on Cat8K

Webex Monitoring

Reasons for Missing Information on the Visualization View



https://docs.thousandeyes.com/product-documentation/global-vantage-points/enterprise-agents/configuring/firewall-configuration-for-enterprise-agents
https://www.thousandeyes.com/product/cloud-agents
https://docs.thousandeyes.com/product-documentation/advanced-troubleshooting/network-tests-explained
https://www.thousandeyes.com/resources/getting-started-tutorial
https://docs.thousandeyes.com/product-documentation/end-user-monitoring/automated-session-test
https://docs.thousandeyes.com/product-documentation/global-vantage-points/enterprise-agents/installing/cisco-devices/installing-enterprise-agents-on-cisco-routers-with-docker
https://www.thousandeyes.com/solutions/webex-monitoring
https://docs.thousandeyes.com/product-documentation/internet-and-wan-monitoring/path-visualization/reasons-for-missing-information-on-the-path-visualization-view

Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.

cisco L‘V& ./ HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn

2=| Certify

233_
@ O, @
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning

Subscription-based product, technology,

and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

cisco L{{/&_/
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Continue
your education

CIsco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand

BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 54
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Supplementary Tools
for Monitoring and
Troubleshooting
Webex
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Webex App Health Checker

- Help > Health Checker > Audio and Video Statistics

- Indicates TCP or UDP w/ Source Port I
- Latency / Packet Loss / Jitter

- CPU and Memory Utilization

. Current Video Resolutions (RX and TX)
- Sharing Content Statistics

660 kb/s

20 ms

0%

cisco L‘V& #CiscoLive BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



Control Hub Alerts

- Alerts allows us to get
alerts live, on meetings
with potential
connection issues -7

- Quality threshold
reached (packet loss,
jitter, latency) or

RRRRR

combination thereof T
- Delivery Channel via

email or Webex app

integration.

cisco W‘/
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On demand media test to Webex

- https://mediatest.webex.com/#/main

Cisco Webex Network Test

Getting Started @

How is your device connected?

© With a cable (Wired)
Without a cable (Wi-Fi/Wireless)

I'm not sure how the device is connected

cisco L{Ko//

#Ciscolive

Cisco Webex Network Test

Test Results

App

Room System

Call

BRKCOL-2889 © 2022

TCP Connectivity

TCP Delay

TCP Download speed
TCP Upload speed

UDP Connectivity

UDP Delay

UDP Jitter (delay variation)

UDP Loss Rate

Passed
42.16ms
325.33 Mbits/s
267.12 Mbits/s
Passed

50 ms

(=)
3

$282ms $244ms

40.00% 40.00%

Retest | Copy Results to Clipboard = More Details

Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Webex Monitoring Service

webeXx control Hub

() Overview

Troubleshooting

£y Alerts center

Q_ Meetings & Calls (7] Live Meetings | ) Status ‘
MONITORING e —
< Webex Experience
] Analytics Cisco Webex Status
-~ Troubleshooting Webex Calling
@ Reports @ Webex for BroadWorks
® ucwM Cloud
MANAGEMENT @ webex Contact Center
o Developer API
A Users @ \webex Hybrid Services
. Webex Cloud Registered Device
&8 Workspaces
@ Webex Control Hub
3 Devices @ \Webex Teams
22 Apps @ Wwebex Meetings
ae
[fz Account
CISCO #Ciscolive

£, Admin Activities

£2 Connected UC B Logs

Webex Monitoring Service

Network Performance (Last 24 hours) View Details

@ Network Health

@ connection

Video Mesh

Recent Resource Usage View Details
Monitoring Tool View Details

BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Status.webex.com

. https://status.webex.com/incident/history?lang=en_US

U2 webex Incident History ~ Maintenance  Help (5]

n C15CO

Latest Webex Status Information

Welcome to the Service Status page for Webex. Issues affecting Webex services are tracked below.

(Contact Support) ( Product Info )

Webex Meetings (T Webex App

Webex Control Hub ) Webex Cloud Registered Device * -~
Webex Calling () Webex Hybrid Services

Developer API Z3 Webex Contact Center | ' ‘
UCM Cloud 0% Webex for BroadWorks

Upcoming Data Center Maintenance

CIsco

#CiscoLive BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Looking Glass

Gives a trace result to the Enterprise Edge IP addresses

Looking Glass
Type of Query IP Address

O bgp

O bgp advertised-routes

75.42.46.232 | [dfw10-wxbb-crt01 v |

O ping

@ {race - Note: This may take up to 3 minutes to return.

| Submit ||| Reset |

CIsco

#CiscoLive BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 63


https://lg.webex.com/

Resolving Network-related Media Problems

- Enable QoS if possible

- Ensure UDP ports 5004 and 9000 are permitted

- Enable split tunnel if using VPN

- Check WiFi Connectivity, if possible, use Ethernet (at least to rule out
WiFi)

- Check for routers with large buffers (dslreports.com speed test)

- Check CPU utilization

- Increase Internet service speeds for optimal experience

- Consider a direct peering link (Webex Edge Connect)

Cisco &/ HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Other Collaboration

Use Cases With
ThousandEyes

cisco L{Vp/_/



Disclaimer

The following slides are meant to provide an idea of the ThousandEyes
capabilities, but this does not mean that TAC or the Collaboration Business
Unit supports the implementation and results of these Collaboration
ThousandEyes tests.

Currently, ThousandEyes supports monitoring Webex Meetings through
Webex Cloud Agents and Automatic Session testing to Webex IP
addresses. For more information about the ThousandEyes capabilities
please contact your ThousandEyes account team

cisco W. HCiscolLive  BRKCOL-2889 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Webex Meetings Network Visibility Using

ThousandEyes

Benefits

* Visualize both forward and reverse network
paths to isolate problem areas

» Facilitate proactive remediation before
significant broadcast events (e.g., investor
calls, town halls, etc.)

» Receive alerts based on custom thresholds of
conditions that could impact user experience

« Rapidly identify problem domains (application,
network, or third-party)

» Generate reports and share data with your
providers for faster Mean Time to Repair/Mean
Time to Identify (MTTR/MTTI)

Limitations

» Currently there is no Opus Codec Support for
RTP tests

ThousandEyes + Webex Meetings

cisco Li//&_/

HCiscolLive  BRKCOL-2889

Private I Public
[

Webex App

Meetings|

(N
~

iw (O
wg(gex

Cusomer.
Routes
NA'
100.64.1.x
100.64.2.x

Customer
Network |

= Media
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Webex Calling Multi-Tenant Network Visibility Using

ThousandEyes

Implementation

+ Agent to Server Tests, no Webex Calling Cloud Agent

* Agent to Agent between branch offices

Benefits
Visualize forward network paths to isolate problem areas
Receive alerts based on custom thresholds of conditions that
could impact user experience
Rapidly identify problem domains
Generate reports and share data with your providers for faster
Mean Time to Repair/Mean Time to Identify (MTTR/MTTI)

Limitations

Agent to Server Tests, no Webex Calling Cloud Agent

No easy way to get the destination IP address. To find out the
Cloud SBC IP address, you can view the Local Gateway(LGW)
IP address destination using show call active voice brief or
show voip rtp connections. Packet capture from the IP phone
If not using LGW, packet captures can help to determine the
outbound proxy IP address of the phones

ThousandEyes + Webex Calling Multi-Tenant

cisco Ld/a_/

#Ciscolive

BRKCOL-2889

©-

Mobile users

oTT

Internet

S Em
Local

gateway

Access
Network

Customer site
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Webex Calling Dedicated Instance Network Visibility

Implementation
» Agent to Server Tests, no Webex Calling DI
Cloud Agent
* Agent to Agent between branch offices
» Point the ThousandEyes agent test to
Webex Calling DI Cloud SBCs and CUCM IP
address for signaling
Benefits
Visualize forward network paths to isolate
problem areas
Receive alerts based on custom thresholds of
conditions that could impact user experience
Rapidly identify problem domains
Generate reports and share data with your
providers for faster Mean Time to
Repair/Mean Time to Identify (MTTR/MTTI)
Limitations
To find out the Cloud SBC IP address, you can
view the Local Gateway(LGW) IP address
destination using show call active voice brief or
show voip rtp connections

ThousandEyes + Webex Calling DI

<

Mobile users ~ orT

Internet )
Webex Calling

Dedicated Instance

Access Network

B o

HQ and branch users Webex Edge
Connect/Partner

Connect
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Webex Contact Center Access Network Visibilith

Implementation
« Agent to Server Tests, no Webex Contact
Center Cloud Agent
» Point the ThousandEyes agent test to Webex
Contact Center SBCs
Benefits
Visualize forward network paths to isolate
problem areas
Receive alerts based on custom thresholds of
conditions that could impact user experience
Rapidly identify problem domains
Generate reports and share data with your
providers for faster Mean Time to Repair/Mean

In and Out
PSTN Carrier

Tenant 1
Tenant 2
Tenant 3

Agents Site 1

Customer

POP
Location 1

Location 2

8,
”

)

Cisco Webex CC VPOPs
Webex CC VPOP W

> CCGs

Webex CC
SBC1

Webex CC VPOP 2
e . NA E §
e CCGs ®

i SIP Trunk
e upPrs060”

. G711 UlawiAlaw _
RFC2833DTMF ™

Time to Identify (MTTR/MTTI)
Limitations
« ThousandEyes test do not resolve SRV records
» To find out the Cloud SBC IP address, you can
view the cloud SBC IP address destination using
show call active voice brief or show voip rtp
connections

ThousandEyes, Webex Contact Center
cisco Lje/

Agents Site 2

#Ciscolive

om

BRKCOL-2889

SBC 2

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, S

Webex CC
sBC2
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ThousandEyes agent Collocation with CUBE

Implementation
* Install ThousandEyes Agent on Cat8K
* Configure Agent to server network test or
SIP test
Benefits
» Visualize forward network paths to isolate

Webex Calling / Meetings Microsoft Teams Amazon Chime Webex CC / CCE
problem areas ol (Oirec Routng $8) (Ve Connecon @ e
* Receive alerts based on custom thresholds of webex M ¥¥Chime webex

conditions that could impact user experience
+ Rapidly identify problem domains
UCCE Prem

» Generate reports and share data with your
providers for faster Mean Time to Repair/Mean ‘

Time to Identify (MTTR/MTTI)

Limitations ) <
« No MTLS support for SIP test ﬂ “ \\E

» Agent to server tests limited use TCP only Ekipiida Eiaich

Unified CM

ThousandEyes + CUBE

/ ) .
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https://techzone.cisco.com/t5/ThousandEyes-Knowledge-Base/Install-and-Configure-ThousandEyes-Enterprise-Agent-on-Cisco/ta-p/1750094
https://cisco.sharepoint.com/:p:/r/sites/ThousandEyes-SE/_layouts/15/Doc.aspx?sourcedoc=%7BA96C74FE-3A2C-4EB3-8A2D-1A7A59542979%7D&file=Installing-ThousandEyes-Agent-on-Cat8k-v1.0.pptx&action=edit&mobileredirect=true

Implementation

* Monitor Finesse using HTTP transaction tests

* Deploy ThousandEyes Enterprise Agent in the
same network as the CC agent accessing Finesse

Benefits

Transaction tests measure Contact Center Agent

web user experience using synthetic browser

interactions. This type of test can uncover Web Page

load times problems that aren’t always apparent

from the front

ThousandEyes + WCCE Finesse
cisco W/ #HCiscolLive  BRKCOL-2889
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