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Cisco Webex App 
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Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 17, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKXXX-xxxx
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What’s New in the Ansible NDFC collection?

• NDFC Support (More on this later)

• Performance Enhancements / Extensions (VRF-Lite, Multisite)

• New Modules (6)

dcnm_service_policy

dcnm_service_route_peering

dcnm_resource_manager

dcnm_template

dcnm_policy

dcnm_service_node

Latest
Version

2.0.1

NDFC

+
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Existing Modules in the collection

Modules (5)

dcnm_network

dcnm_interface

dcnm_rest

dcnm_inventory

dcnm_vrf

Overall Total: 11 Modules

BRKDCN-2716 6

Latest
Version

2.0.1

NDFC

+

Previous CL Session: https://www.ciscolive.com/on-demand/on-demand-library.html?search=wiebe#/session/16360602395320017YeX



So… 

What about NDFC?
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Nexus Dashboard Fabric Controller

• Application on Cisco Nexus 
Dashboard

• New Streamlined User Interface

• Kubernetes Microservices

Formerly DCNM (Data Center Network Controller)

8BRKDCN-2716

NDFC
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Transparent NDFC/DCNM Controller Support

S S

V V V

VXLAN Fabric

V
+ Ansible

+ AnsibleNDFC Version 12

Version 11

No Ansible playbook changes required
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Getting started
• Ansible Collection Installation

Collection Location: https://galaxy.ansible.com/cisco/dcnm

Install Command:

* pip install ansible

* ansible-galaxy collection install cisco.dcnm

Ansible uses the Fully Qualified Collection Name (FQCN)

Namespace: cisco

Collection Name: dcnm
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NDFC Ansible Galaxy Collection Site

Link to repo

Read Me

Collection Version
& Install Command

NDFC Version

BRKDCN-2716
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NDFC Template Module

dcnm_template

BRKDCN-2716 14

• Purpose: Create, Delete and Modify Templates

• States: Merged, Deleted, Query

• Notes: Used in combination with the dcnm_policy module

https://github.com/CiscoDevNet/ansible-dcnm/blob/main/docs/cisco.dcnm.dcnm_template_module.rst

Latest
Version

2.0.1

NDFC

+
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- name: Create or modify templates

cisco.dcnm.dcnm_template:

state: merged | deleted | query

config:

- name: template_telemetry

description: ”Telemetry_Base_Template"

tags: "internal policy 101”

content: | (config content follows)

NDFC Template Module

dcnm_template

BRKDCN-2716 15

content: |

telemetry

certificate /bootflash/telegraf.crt telegraf

destination-profile

use-vrf management

destination-group 101

ip address 10.195.225.176 port 57101 protocol gRPC…

sensor-group 101

data-source DME

path sys/ch depth unbounded

subscription 101

dst-grp 101 snsr-grp 101 sample-interval 10101

Latest
Version

2.0.1

NDFC

+
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NDFC Policy Module

dcnm_policy

BRKDCN-2716 16

• Purpose: Create, Delete and Modify Policies

• States: Merged, Deleted, Query

• Notes:

• Used in combination with the dcnm_template module

• Flag to control policy creation if one already exists

https://github.com/CiscoDevNet/ansible-dcnm/blob/main/docs/cisco.dcnm.dcnm_policy_module.rst

Latest
Version

2.0.1

NDFC

+



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

NDFC Policy Module – Static Config

dcnm_policy

BRKDCN-2716 17

- name: Manage policies

cisco.dcnm.dcnm_policy:

fabric: "{{ ndfc_fabric_name }}"

state: merged | deleted | query

deploy: true

config:

- name: template_telemetry

create_additional_policy: false

priority: 101

- switch:

- ip: ”{{ device_leaf1}}”

Latest
Version

2.0.1

NDFC

+



Demo

Template + Policy Modules

Part 1
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NDFC Policy Module – Variable Config

dcnm_policy

BRKDCN-2716 19

- name: Manage policies

cisco.dcnm.dcnm_policy:

{…}

config:

- name: ntp_server

{…}

policy_vars:

NTP_SERVER: 192.168.55.1

NTP_SERVER_VRF: management

Latest
Version

2.0.1

NDFC

+



Demo 

Template + Policy Modules

Part 2
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NDFC L4-L7 Service Insertion
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NDFC Service Node Module

dcnm_service_node

dcnm_service_route_peering

dcnm_service_policy

BRKDCN-2716 22

Purpose: Create, Modify, Delete Service Node (Layer 4 – 7 services)

States: Merged, Replaced, Overridden, Deleted, Query

Notes:

• Service Node Resides in the External Fabric

• Route Peerings are created under the service node

• Each Route Peering can have multiple service policies

https://github.com/CiscoDevNet/ansible-dcnm/blob/main/docs/cisco.dcnm.dcnm_service_[node|route_peering|policy]_module.rst

Latest
Version

2.0.1

NDFC

+
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NDFC Service Node Module – Task Example

dcnm_service_node

BRKDCN-2716 23

- name: Create FireWall Service Node

cisco.dcnm.dcnm_service_node:

fabric: cl-fabric

service_fabric: service-fabric

state: merged | replaced | overridden | deleted | query

config:

- name: Firewall-CL

type: firewall

form_factor: virtual

svc_int_name: svc1

attach_interface: Ethernet1/15

switches:

- ”{{ leaf1_device}}”

Latest
Version

2.0.1

NDFC

+
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NDFC Service Route Peering Module – Task (Firewall)

dcnm_service_route_peering

BRKDCN-2716 24

- name: Create FireWall Service Network

cisco.dcnm.dcnm_service_route_peering:

state: merged

fabric: cl-fabric

service_fabric: service-fabric

attach: true

deploy: true

config:

- name: FireWall-CL-RP

node_name: Firewall-SN

deploy_mode: intra_tenant_fw

next_hop: 192.161.1.100

reverse_next_hop: 192.161.2.100

Latest
Version

2.0.1

NDFC

+
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NDFC Service Route Peering Module – Task (inside ntwk)

dcnm_service_route_peering

BRKDCN-2716 25

- name: Manage service route peerings

cisco.dcnm.dcnm_service_route_peering:

state: merged

{...}

config:

{...}

inside_network:

vrf: vrf_app1

name: rp1-fw-inside-net

vlan_id: 101

profile:

ipv4_gw: 192.161.1.1/24

ipv6_gw: 2001:db01::1/64

vlan_name: rp1-fw-inside

int_descr: "RP1 FW inside interface"

tag: 11111

Latest
Version

2.0.1

NDFC

+
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NDFC Service Route Peering Module – Task (outside ntwk)

dcnm_service_route_peering

BRKDCN-2716 26

- name: Manage service route peerings

cisco.dcnm.dcnm_service_route_peering:

state: merged

{...}

config:

{...}

outside_network:

vrf: vrf_app1

name: rp1-fw-outside-net

vlan_id: 102

profile:

ipv4_gw: 192.161.2.1/24

ipv6_gw: 2001:db02::1/64

vlan_name: rp1-fw-outside

int_descr: "RP1 FW outside interface"

tag: 11112

Latest
Version

2.0.1

NDFC

+
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NDFC Service Policy Module 

dcnm_service_policy
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- name: Manage service policies

cisco.dcnm.dcnm_service_policy:

fabric: cl-fabric

service_fabric: service-fabric

state: merged | replaced | overridden | deleted | query

config:

- name: fw_service_policy

node_name: FireWall-CL

rp_name: FireWall-CL-RP

src_vrf: vrf_app1

dest_vrf: vrf_app1

src_network: net_11

dest_network: net_12

next_hop: 192.161.1.100

reverse_next_hop: 192.161.2.100

reverse: true

Latest
Version

2.0.1

NDFC

+
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NDFC Resource Manager Module

dcnm_resource_manager

BRKDCN-2716 29

• Purpose: Manage NDFC Resources

• States: Merged, Deleted, Query

• Notes:

• Format of entity depends on the scope type

• Scope Types: Fabric, Device, Device Pair, Device Interface, Link

https://github.com/CiscoDevNet/ansible-dcnm/blob/main/docs/cisco.dcnm.dcnm_resource_manager_module.rst

Latest
Version

2.0.1

NDFC

+
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NDFC Resource Manager Module

dcnm_resource_manager
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- name: Manage NDFC Resources

cisco.dcnm.dcnm_resource_manager:

state: merged | deleted | query

fabric: cl-fabric

config:

- entity_name: "l3_vni_fabric"

pool_type: "ID"

pool_name: "L2_VNI"

scope_type: "fabric"

resource: "101"

These 3 
parameters 

act as 
selectors 

for different 
resources

Latest
Version

2.0.1

NDFC

+
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NDFC Resources 
Allocation Screen
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CI/CD Pipeline – Network as Code

CommitAnsible 

playbook

Provision Test

CI Pipeline

Staging

Pull

request

CD Pipeline

Provision Test

Production

Merge

yaml

GitHub GitHub
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NDFC

General CI/CD Pipeline Steps

1. Changes made in a Staging branch

2. Commit Code → Pre Merge Validation

3. Open PR From Staging – CI Pipeline Starts

4. Merge Code into Main Branch → CD Pipeline Starts

5. Deploy changes to Production environment

34BRKDCN-2716



Demo 

Ansible NDFC CI/CD Pipeline
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Roadmap
• POAP switch discovery and pre-provision

• Support for additional roles

• VPC Pairing

• RMA Workflows

• External Fabric Interface Support

• Customized Template Support

• Enhanced VRF and Network module capabilities

• Image and Patch management

37BRKDCN-2716

NDFC

NDFC
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 

39BRKDCN-2716
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications
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Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

41BRKDCN-2716

http://www.ciscolive.com/on-demand
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