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NetDevOps practices for
Cisco ACI with Jenkins and
Ansible

The Easy Way!

Saurabh Kothari - Customer Success Specialist

@saurabhkothari
BRKDEV-2291
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Cisco Webex App

8199 wF -

€ Catalyst 9000 Series Switching Family =...

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App e
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥

Webex spaces will be moderated
by the speaker until June 17, 2022.
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“DevOps isn't about automation, just
as astronomy isn't about
telescopes.”

Christopher Little

cisco W./ #CiscolLive  BRKDEV -2291 © 2022 Cisco and/or its affiliates. All rights reserved . Cisco Public 4



- DevOps & NetDevOps
- The tools you need

- AC| & DevOps: How to!
- Demo

cisco W./ #CiscoLive BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 5
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What is DevOps? What is NetDevOps?

- -
©

Philosophy | Use-cases
. é gvuelwwrear!’t F\?\/ri%]:egtst%?ngl Dev or Prod environments
uae Automated deployment

and values _
. . Automated testing
* Assuming Infrastructure is Troubleshooting

code, and should be e
developed and managed Optimization
as such

cisco Lg%o//
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Key elements of {Net}DevOps practices

1. Continuous Integration/Continuous Delivery Pipeline - Tools Driven
(CAI) (CD)

2. Automating processes - Tools Driven

P

. Y
[ Infrastructure as Code H' o ‘@ puppet}
Terraform ansisre  CHEF

Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation

http://agilemanifesto.org/ Responding to change over following a plan

3. Establishing {Net}DevOps
culture - People Driven

That is, while there is value in the items on
i the right, we value the items on the left more.
cisco Lu/&/
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The Tools .
You Need -
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What tools do | need?

1

Aja
Atlassian
Jira Align

Tp

Targetprocess

12

Br

Broadcom
Rally

21

Ja

JFrog
Artifactory
39

Snx

Splunk AppDynamics | Sonatype
Nexus

56 57

Nr Dh

Dynatrace New Relic Docker Hub

Gr El

Grafana Elastic
ELK Stack

i Open Source Fr Free

digital.ar

CallabMNetversionOne, XebiaLabs, Arxan. Humerify & Experitest
are now Digital ai

Cisco

.&‘/

Fm Freemium

AlOps/Analytics

Artifact/Package Management

Cloud

Collaboration
Configuration Automation

Containers

z 24
Mt
Microsoft
Teams

Atlassian
Confluence

59
Np Ilc

1BM Cloud
7 77

(0]
NuGet OpenStack

Pd| Paid

2 En
Aws
AWS

40 En
Az |Gc
Azure Google

Cloud

58 En
npm

6 Os

[

Mm

91

Jn

Jenkins

Source: https://digital.ai/periodic-table-of-devops-tools/

Mattermost

(En Enterprise

. Continuous Integration
. Database Management
. Deployment
. Enterprise Agile Planning

Issue Tracking/ITSM

. Release Management

26

Ht

HashiCorp
Terraform

AWS Cloud
Formation

62

Hc

HashiCorp
Consul

HashiCorp
Vagrant

Sl

Sauce Labs

Security

Serverless/PaaS

Testing

Rho

Red Hat
OpenShift
a5

L (]

Kubernetes
Enterprise
63

Ae
Amazon ECS
81

Hp

HashiCorp
Packer

Google GKE

97

Ab

Atlassian
Bamboo

Compuware
Topaz

Squash TM

#CiscoLive

BRKDEV-2291

Source Control Management 5

Azp

Azure DevOps

Value Stream Management Pipelin:

UrbanCode
Deploy
49

Ha

Harness

Db

DBmaestro CloudBees

Flow

929

Acb

AWS
CodeBuild

na

Cu

Cucumber

6

Oow

OWASP
ZAP
4

Sni

Sonatype
Nexus 1Q

=¥l

Ck

CyberArk
Conjur

C

Veracode
68

Od

Octopus

7

Dap

Digital.ai
App Protect

© 2022 Cisco and/or its affiliates. All

9 En

Acp
AWS
CodePipeline

Cfr

CloudBees
ow

UrbanCode
Release

Micro Focus

Fortify SCA Functions

Pbs

PortSwigger

8

Gls
GitLab SCM
36 Os

Abb

Atlassian
Bitbucket

54

Ci
Compuware
ISPW

Subversion

C

Cloud
Foundry

rights reserved. Cisco Public

10



What tools do | need for this session?

10

“Gh

GitHub

s Rha DK

‘QT”” - - Red Hat Docker
% % e e Ansible

-

b -t
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How to use
NetDevOps

practices for
ACI?

cisco M/




ldentify your requirements!

Fabric Discovery Compliance Checks Firmware Upgrade
S :g : (\
o- 0 1 F
i o J
Network Migration Config Management Troubleshooting
ACI
elb=]> —
Cyo q:P
cisco M/ #CiscolLive  BRKDEV -2291 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



ldentify Ansible modules

= .
[~
cisco m acl

Ansible Modules for Cisco ACI

cisco

m Read Me Content

0 Info

Installation $ ansible-gal
NOTE: Installing ¢

& Download tarb

Install Version |2.1 .Oreleased 51

e

cisco.aci.aci_rest module — Direct access to the Cisco APIC REST API

O Note

This module is part of the cisco.aci collection (version 2.2.0).
You might already have this collection installed if you are using the ansible package. It is not included in ansible-core . To check
To install it, use: ansible-galaxy collection install cisco.aci .

To use it in a playbook, specify: cisco.aci.aci_rest .

+ Synopsis

* Requirements
¢ Parameters

* Notes

+ See Also

* Examples

+ Return Values

Synopsis

« Enables the management of the Cisco ACI fabric through direct access to the Cisco APIC REST API.
« Thanks to the idempotent nature of the APIC, this module is idempotent and reports changes.

cisco La//&/
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.. Or retrieve REST API Payload

API |nSpeCtOr API Inspector

| NON
(@ about:blank

Filters: £4 trace debug Qinfo Qw

Search: |POST |[ Reset | LR Browser
[ Next || previous | [ JFilter () Highlight all

Options: Log U Wrap () Newest at the top Scroll to latest [ Clear ][ Close ]

nethod: GET
hrl: https://10.106.236.54/api/node/class/fvTenant.json?query-target-filter=not (wcard (fvTenant.dn," ui

response: {“totalaount":=l79=,"subscriptionfa“:"72071668664762384=T“imdata“:[{"fvTenant“:{"attributes“:
timestamp: 12:41:13 DEBUG

nethod: |zHekHs

url: https://10.106.236.54/api/node/mo/uni/uipageusage.json

payload{"uiPageUsage": {"attributes": {"dn":"uni/uipageusage”,"lastVisited":"AllTenants"},"children":[]}}
response: {"totalCount":"0","imdata":[]}

timestamp: 12:41:13 DEBUG

nmethod: GET

Visore

cisco M./ #Ciscolive BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Commit Your Code on GitHub

main
branch

cisco Lz/@/

feature
branch

o

release
branch

#Ciscolive

fffffffffffffffffffffffffffffffff Playbook -

/— hosts: apic

gather facts: no
connection: local

vars:
aci_login: &aci_login
hostname: '{{ apic_host }}'
username: '{{ apic.bootstrap.user }}'
private key: "{{ private_key }}"
#password: '{{ apic_password }}'
use_proxy: '{{ apic_use proxy }}'
validate certs: '{{ apic_validate_certs }}'

vars_files:
- vars.yml

tasks:
- name:
block:
- name: Get Discovered Switch
aci_rest:
<<: *aci_login
path: "{{ api path.pending registration }}"
method: get
register: result
retries: 100
delay: 10
until: result.totalCount != 0

BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 16




Ensure that the commits wont break your ACI infra

Continuous Assurance with Nexus Dashboard Insights

o

“Is my network

“Did something change “Can Endpoint A

in my network?” compliant with , talk to B?”
Governance Rules? )
“Are the changes I'm “Is my network How Can
75’ y compliant with my 37’
correct: config standards?” '

cisco W. HCiscolLive  BRKDEV -2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Ensure that the commits wont break your ACI Infra

Change management - Pre-Change Verification

Before and After
Comparison

What if | remove leaf
interface profile?

€ Critica

R (o

[ @ i
2 |

/ / f/'/
4

Delta Analysis
Epoch Delta for BRKDEV-2291

Later Epoch: 04/13/2022 1:26:55 PM GMT+5:30

Health Delta

Smart Event Count

0 0 0 3

What if | modify my

VRF?

What if | add new
subnet?

cisco W/
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Setup Jenkins " a
| @ Jenkins Controller DO DO

Jobs REER SEES

—— > {3 (IIEXS IEDS (IESS OIS OIIEXS (K (1K

Plugins

Nodes/Clouds <+

% On-demand Agents ﬁ E Always-on Agents%

Pipeline
%’docker
kubernetes EE EE

K Credentials J
)l

cisco M./ #Ciscolive BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




Get a (Cisco WebEx) messaging Bot!

Webhook @
B
i anr
Webex Cloud Create Message

curl —location --request POST 'https://webexapis.com/vl/messages' \
——header "Authorization: Bearer ${WEBEXAUTH}" \
——header 'Content-Type: application/json' \

——data-raw '{
"roomId": "${WEBEXROOM}'", ) jenkinsbot-saukotha 28/03/22, 12:25 PM

Started at: 2022-03-28 06:54:26 UTC
“markdown®: "Hi There" Author:Saurabh Kothari(saukotha@cisco.com)
Job URL: http://192.168.1.12:8080/job/Pipeline%20test/
Build ID: 62
Build Logs: http://192.168.1.12:8080/job/Pipeline%20test/62/consoleText

Result: SUCCESS

#Ciscolive BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Putting it All Together

CICD Pipeline

l Commit to : —
feature branch( Trigger Pipeline

2550
(0

‘ -? docker

Ansible NDI Pre-change _
Validation/Linting Analysis Notify

¢ Q0 00 w

Merge to main
branch
_ @9 docker
Cisco M_/ #CiscolLive

BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 21

Trigger Pipeline
NDI Delta Deploy Configuration |gg el

€

.
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CICD Pipeline as Code

pipeline
agent { label 'aci-ansible’

stages {
stage('Git "){
steps{
git branch: 'main', url: 'https://github.com/saurabhkothari/Cisco-ACI.git"
}

}
stage('Bootstrap APIC User'){

steps {

withCredentials([file(credentialsId: 'ansible-user-key', variable: 'key')]){ '

ansiColor('xterm') {

ansiblePlaybook(
playbook: 'user-creation-day@.yml' ,
inventory: 'inventory',
vaultCredentialsId: 'ansible-vault-id',
colorized: )

IBSRRY

BRKDEV-2291

" Where do you want
to execute the
pipeline?

e.g - docker
container

Your first stage
e.g - Git checkout

Your Second Stage
e.g - Run ansible

#Ciscolive BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Demo
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Demo Code:
https://qgithub.com/saurabhkothari/CiscolLive-BRKDEV2291

cisco Lg%o//


https://github.com/saurabhkothari/CiscoLive-BRKDEV2291

Conclusion o,
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Truths about DevOps!
- [t’s hard

- There is no one-size fits all
« No need to do it all at once
- Requires practice

cisco W./ #Ciscolive  BRKDEV -2291



Embrace it anyways (at least for ACI)!
- Simplifies Focus

- Faster resolution of problems
- More stable operating environments
- Greater professional development opportunities

cisco W./ #Ciscolive  BRKDEV -2291



. https://developer.cisco.co
m/docs/aci/

. https://developer.cisco.co
m/docs/aci/#!sandbox

. https://developer.cisco.co
m/netdevops/live/

Cisco
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Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.

cisco L‘V&./ #CiscoLive BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

oo

T Learn =8 Train @=] Certify

A
@ @® ® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and
IT learning hub that guides teams Intensive team & individual automation Specialist Certifications
and learners toward their goals and technology training programs Award-winning certification
program empowers students
Cisco Digital Learning Cisco Learning Partner Program and IT Professionals to advance
Subscription-based product, technology, Authorized training partners supporting their technical careers
and certification training Cisco technology and career certifications
Cisco Guided Study Groups
Cisco Modeling Labs Cisco Instructor-led and 180-day certification prep program
Network simulation platform for design, Virtual Instructor-led training with learning and support
testing, and troubleshooting Accelerated curriculum of product,

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

technology, and certification courses

Cisco Learning Network
Resource community portal for
certifications and learning

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

cisco W./ #Ciscolive BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Continue
your education

Cisco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand

BRKDEV-2291 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 31
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afran]e _ _
CISCO The bridge to possible

Thank you
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