e O,

° L) J ®
LHY Y S
() @

[ ) ol ) .

.@%e
@
0.
....
o0 ° @
.U. )
L . .0
(]

XL X7 oL
., D LK

ascoW

#Ciscolive



Cisco ISE in SD-Access
Network

Mahesh Nagireddy
Technical Marketing Engineering, Technical Leader
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Cisco Webex App

8199 wF -

€ Catalyst 9000 Series Switching Family =...

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App e
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥

Webex spaces will be moderated
by the speaker until June 17, 2022.

cisco W. #Ciscolive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Networking

SD-Access

Learn about Cisco’s Software Defined
Access (SD-Access) solution that
provides a secure, dynamic, and
automated solution to meet the security
and operational challenges faced by
an ever-changing environment. The
Cisco SD-Access sessions provide

a comprehensive overview regarding
best practices, design, deployment,
migration and monitoring of a Cisco
SD-Access architecture.

. If you are unable to attend a live session, you can watch it On Demand after the event.

START .

@ June 13| 2:30 p.m. ©

@ June 13| 4:00p.m. O

June 13| 1:00 p.m. @
BRKENS-2810

Cisco Software Defined Access -
Under the Hood

BRKENS-2811

Cisco SD-Access - Connecting to
Firewall, Data Center, SD-WAN and
More!

BRKEWN-2308

Fabric Fundamentals - Integrating
wireless into SD-Access (Fabric Enabled
Wireless)

@ June 14| 10:30 a.m. @

BRKENS-2814

Role of Cisco ISE in SD-Access Network

@ June 14| 1:00p.m.

FINISH .
BRKENS-2832

Extending Cisco SD-Access Beyond
Enterprise Walls

June 15| 10:30 a.m.
BRKENS-2502a

Cisco SD-Access Best Practices - Design &
Deployment - Part 1

June 15| 1:00 p.m.
BRKENS-2502b

Cisco SD-Access Best Practices - Design &
Deployment - Part 2

June 15| 2:30 p.m.
BRKENS-2850

What is Your First Step in Protecting
Endpoints and Reducing the Attack
Surface?

June 16 | 1:00 p.m.
BRKENS-3830

Tame Migration for Small to Large
Campuses with SD-Access and SD-WAN
at Scale - We did it for 150+ sites!

June 14 | 4:00 p.m.
BRKENS-3832

Lessons Learnt From Deployment of Large
Scale Multi-Domain IBN Architectures in

SDA, SDWAN and ACI
cIsco L{Vp/_/



« Cisco ISE role in SD-Access Architecture

- Fabric Segmentation & Implementation

- Design & Integration

cisco W ./ #CiscoLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 5
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What are the challenges of networks without SD-

Access?
“"Network deployment challenges A
l
l
Network Infrastructure |
@ = |
Switching  Routers Wireless i
/,'
e ~

Wireless & wired network challenges

pp ~
/ Network security challenges \l
! ) I
: | Resources |
: Dl XV XV VY :
: % VXXX |
: Q| XV VXXX i
| !
\ ,'
N e e e e e e e e R4
/—_______________T ___________________ ‘\
/7 Network operations challenges 5
! |
| |
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Cisco Software-Defined Access

The Foundation for Cisco’s Intent-Based Network
Cisco DNA Center

2 3 @ (va

Policy Automation  Assurance

One Automated
Network Fabric

Single fabric for Wired and
Wireless with full automation

Outside

|dentity-Based
Policy and Segmentation

Policy definition decoupled
from VLAN and IP address

Al-Driven
Insights and Telemetry

Analytics and visibility into
User and Application experience

loT Network Employee Network
BRKENS-2814



Benefits of SD-Access
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Enhance Security and Compliance
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Cisco SD-Access

Fabric Roles & Terminology

[ dentity

Services

Automation
] Cisco ISE Cisco DNA Center === ==

Assurance

Fabric Border o Fabric Wireless
Nodes -

Controllers

~ =
~~ —-——
~ —_——
S~ S
~.
~
~
~

. Control-Plane
Intermediate Nodes
Nodes (Underlay) |*52ozfmeee.
Campus
Fabric Edge . 2 Fabric Wireless
[ Nodes }\Tl:: ~~~~~~~~~~~~ Faan [ Access Points

Lo a e B a
Cisco (A4 #CiscoLive  BRKENS-2814

Network Automation - Simple GUI
and APIs for intent-based Automation
of wired and wireless fabric devices

Network Assurance - Data Collectors
analyze Endpoint to Application flows
and monitor fabric device status

Identity Services - NAC & ID Services
(e.g. ISE) for dynamic Endpoint to Group
mapping and Policy definition

Control-Plane Nodes - Map System that
manages Endpoint to Device relationships

Fabric Border Nodes - A fabric device
(e.g. Core) that connects External L3
network(s) to the SD-Access fabric

Fabric Edge Nodes - A fabric device
(e.g. Access or Distribution) that connects
Wired Endpoints to the SD-Access fabric

Fabric Wireless Controller - A fabric device
(WLC) that connects Fabric APs and
Wireless Endpoints to the SD-Access fabric

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Cisco ISE Overview
Value of Cisco ISE

TG ®  mbeCepses®  AmsesaGess0  owOCapses®  Compunee®

{1
Cp  sss32 }. 34258 ek 4234 [ 1341

@O X 1 NETWOARK DEVIGES ® & o x

= o

Cisco Identity Services Engine (ISE) is an
industry leading, Network Access Control
and Policy Enforcement platform, that

ey WHO CISCO ISE SIEM, MDM, NBA, IPS, IPAM, etc.
, & PXGRIDY X3
OO See 3APls  @EENS e
;
Users, endpoints and ACCESS POLICY Partner Eco System
applications for endpoints for network

and segmentation

Share '
q Context with partners for ‘ . l*.

enhanced operations

WIRED WIRELESS VPN
q Secure e W
@ By controlling network access

/ Role-based Access Control | Guest Access | BYOD | Secure Access
cisco W. #CiscoLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



What's makes up an ISE Deployment

/ \
/ \
/ \
/ \
e L T ™ ' r'rmUrm'"'''mm4hnhres
7 \
/ \
/ \
/ \

|
|
|

_ Users | - Switches - Standalone ISE - AD/LDAP

- Devices I - WLCs/APs - Multi-node ISE - MDM

- Things | - VPN gateways - VM/Appliance - Security services
|
l

Endpoints d Network Devices Cisco ISE External Services

| Sy -

BRKENS-2814 m



Cisco ISE Use Cases in SD-Access

Cisco ISE Cisco DNA Center Cluster
Guest Access Host On-boarding Group Based Policies Assurance
Guest network automation User authentication SDA Segmentation Client 360
Device Administration Asset Visibility Security Ecqsystem
Everything & Everyone on Integration
TACACS :
Network Context Sharing

cisco W- #CiscoLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Guest Access Steps

Cisco WLC

Create Guest WLAN
ADD AAA Servers
Enable AAA Override

Create Redirect ACL

cisco M/

Cisco ISE

Setup Self-registration Guest Portal

Create Authorization Profile

Create Authentication Rules

#CiscolLive  BRKENS-2814

DNA-Center

Add a Guest Wireless SSID

Select Authentication Type(Web Auth) &
ISE as Authentication Server

Setup Self Registration Portal/Hotspot
Portal

Setup Wireless Profile(Fabric SSID,
Anchoring/Switching mode, VLAN,

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



ISE role in SD-
Access "
Architecture ‘

cisco M/



ISE in SD-Access

What's makes up an ISE Deployment

Cisco DNA Center Cluster

Certificate based Auth

ymm—————— Passwords / Tokens

siodpu3
paJIpA

H_=_ Certificates

o
External Identity Stores

e == Active Directory @PostgreSQL

—— sé == SQL Server W

00-05-00-01-02-0 WA GEHID) I
LDAP /SQL - - s LDAP Servers SecurID‘

@a Passwords

dc2s5) Token / OTP

sjujodpug
ssajalIp

yo)
*G%& SIEM, MDM, NBA, IPS, IPAM, etc.

’<Lo/1,9 iﬁ*
_____________ : N c e,

[ )
ORACLE' © SECUREAUTH Partner Eco System

WPingdentity’ & Microsoft Azure

\ \
N
I\
N\
W
\\
API’s

$5999Yy
aj0wey
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\
\
[9)]
>
= .
-
U
w
g
o)
)]
1%
3
o
3
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ISE Scale

Standalone and Distributed

= Applies to both physical and virtual deployment ! :
o
= Compatible with load balancers

| Device

E Admin Term (1,3,5 year) Te

g@ﬁb g@ﬁg@@ @@@@@@ N

Lab and Small HA Deployment Small Multi-node Deployment Large Deployment
Evaluation 2 x (PAN+MNT+PSN) 2 x (PAN+MNT), <= 5 PSN 2 PAN, 2 MNT, <=50 PSN

100 Endpoints 20,000 Endpoints 500,000 Endpoints

JOJOIOION0)
JOJOIOIOK0)
JOJOIOIOIO
[CIOIOIOI0

= No changes to current Licensing Model

%
%
%®
&
&G

100 Endpoints 50,000 Endpoints 2,000,000 Endpoints(3695-PAN & MNT)

ISE Performance & Scale
https://www.cisco.com/c/en/us/td/docs/security/ise/performance_and_scalability/b_ise perf_and_scale.html



https://www.cisco.com/c/en/us/td/docs/security/ise/performance_and_scalability/b_ise_perf_and_scale.html

o

Cisco ISE Scaling

Session Scaling by Deployment Model 36xx

(2) SNS-3615  (2) SNS-3655 (2) SNS-3695 (6) SNS-3655 (9) SNS-3655 (24) SNS-3695
(2-5) PSNs (2-5) PSNs  (2-5) PSNs  (2) PXG (optional)  (2) PXG (optional) (4) PXG (optional)
ONG DG
Whes e
ER)E @ S
» VO B® ‘.. 'bi'b
S 3615 SNS 3655 SNS 3695 @@@@
o=@ G5)E B Do P s
* @ @ e
|
I I I I I I |
0 10,000 25,000 50,000 100,000 500,000 2,000,000

cisco M . #CiscoLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



» 5222/TCP, 7400/TCP, 8910/TCP, 12001/TCP,
» Details: http://bit.ly/pxgrid-ports-23

Cisco DNA Center & ISE Communication

P |22/443 TCP

@, 7 SSH/HTTPS Service
P | 2060/TCP @

Cisco ISE

j ERS Read/Write

¢ pxGrid Service

Cisco DNA Cente
Cluster

Cisco ISE: Enable below ISE Services

Administration > System >Deployment > Select ISE Host Name
Enable SXP Service, Passive ldentity Service, and pxGrid.

Administration > Settings > ERS Settings
Enable ERS for Read/Write on PAN
Enable ERS for Read on All other Nodes incase of Distributed model

ISE GUI password matches ISE CLI password

cisco M ./ #CiscoLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 18


http://bit.ly/pxgrid-ports-23

Add AAA/ISE server

Cisco DNA Center and ISE Integrationy:«-- <

How DNA Center Trust PxGrid Node e mm
. — A
From the Cisco DNA Center home page,=ick and then choose
System > Settings > Authentication and Policy Servers wnn
Admin Certificate Password®

FQDN
ISE10-1.demo.local

g Subscriber Name

DNAC10

System Certificate Trust

- Cisco DNA Center Cluster

How will DNA-C know

o= - Configure J ISE-PAN the ISE PxGrid node IP
) ddress with just PAN IP

address specification?

RADIUS TACACS

Authentication Port
1812

aE -
*

Il@ — 172.23{112.31
. ]

Accounting Port
1813

pxGrid Certificate

ISE-PXG  |— — 3 .
@ — Timeout (seconds)’

172.25.73.224
"

W / pxGrid Certificate (
cisco &- #CiscoLive BRKENS-2814 © 2022 Cisco Cancel ]




Cisco DNA Center Setting

DNA Center and ISE Integration

—--F,---E------N o

- - 2 https:/[172.25.73.223/adminf#administration/administration_| ice/pxgrid_clientmar xgrid_clientmanagement_clients
x

l%dlt ISE server

L

Administration - pxGrid Services

Server IP Address

o
=
n

172.25.73.223

ol -

t Diagnostics Settings

.|

Shared Secret

Usermame*

Clients

admin I
Password*
I Rows/Page
raon 1
ISE10-1.demo.local I
- 1 3 Refresh [ Trash “v Edit Enable Disable Approve Decline
Name ~ Description Client Groups

Virtual IP Address(es) v

W) e ©

& Connect to pxGrid

m]
a admin

dnac10

(0 use Gisco DNA Center Certificate for pxGrid dnac10_dnac_ndp
Protocel @

RADIUS TACACS ise10
Authenticatian Port
1812 local_118_226 Automation Test Client
:Z“";"m' fort local_73_223 Automation Test Client
Port local_73_224 Automation Test Client

pxgrid_client_1615314858

Retries®
3

pxgrid_client_1615314858_dnac_ndp
Timeout (secands)*
4

pxgrid_client_1631564215 Cisco DNA Center ise-bridge service

pxgrid_client_1631564215_dnac_ndp

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\

Gancel

N E

0Oooooooo ol

s
\

smc10

4
\

< S 11> Go 12 Total Rows

S R R N S RN NN RN S SN RN RN N SN BN RN N SN RN RN N S SN BN R N SN RN RN N SN BN RN N M M R S R Ry

Y Fitter ~ &
Status
Initialized
* Enabled I
* Enabled I

.

.

.

. N BN NN NN NN BN BN BN BN BN BN BN BN BN EE BN BN SN BN NN NN BN BN BN BN BN BN BN BN B BN NN NN NN NN BN BN B B B B e e

Initialized

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled



Cisco DNA Center Settings

Cisco ISE + Load Balancer

® = G
= Cisco DNA Center

ZQ Search Settings

Cisco Accounts v

PnP Connect
Cisco.com Credentials
Smart Account

Smart Licensing

SSM Connection Mode

Device Settings v

Device Controllability
Network Resync Interval
SNMP

ICMP Ping

Image Distribution Servers
Device EULA Acceptance

PnP Device Authorization

External Services v

Umbrella

Authentication and Policy Servers
Authentication Tokens

Integrity Verification

vManage

IP Address Manager

Webex Integration

cisco Lz//&/

QO G https:/172.23.112.31/dnaj!

-item=authenticationPolicy

System . Settings

Settings / External Services

Authentication and Policy Servers
Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco

Identity Services Engine (ISE) servers can also supply policy and user information.

@ Add v T Export

IP Address Protocol Type

172.25.73.223 RADIUS_TACACS ISE

#HCiscoLive  BRKENS-2814

a @ @ 4o

Edit ISE server x

Server IP Address
172.25.73.223
Shared Secret

Username*

admin

Password*

FQDN
ISE10-1.demo.local

Subscriber Name:
DNAC10

Load Balancer VIP

Virtual IP Address(es)
172.25.73.240 x

Info

Advanced Settings

Cancel

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

21



Cisco DNA Center Design

ISE as AAA Server for Client and Network

P

———

>

QO G o+ hitps:172.23.112.31/dna/design/networkSettings/network?selectedSite=da08f143-703b-47c8-Be7i-66ef263bd742

IP Address Pools

lﬁdit ISE server x \ < &)
1 = Cisco DNA Center
Server P Adress
172.25.73.223 I
1 Network Device Credentials
Shared Secret I
Username* I () Find Hierarchy
admin I
1
1> & Global
Password* I & TE
v -
Faon 1 B
ISE10-1.demo.local 1 ~ [ Building 1
Susscrber Name 1 & Floor!
. I > & SITE-B
Virtual IP Address(es) 1 > & SITE-C
I > & SITE-D
[ BTN L >
> & SITE-F
8 Connect to pxGrid
> & SITE-T

O TN NN NN N R R SN N R R SN SN N RN RN SN SN N R RN SN SN N R R SN S R R S S S

(] Use Cisco DNA Center Certificate for pxGrid

Protocal @
RADIUS TACACS
Authentication Fort

1812

Accounting Part
1813

Part

49

Retries*

3

Timeout {seconds)*

4

N -

Design - Network Settings

SP Profiles Wireless Telemetry

Configure AAA, NTP, and Image Distribution (SFTP) servers using the " Add Servers” link. Once devices are discovered, DNA Center will deploy using

these settings.

AAA Server ©
[ Network Glient/Endpoint ]
NETWORK
Servers Protocol
() Ise [@F Y () rRADIUS () TACACS
Network IP Address (Primary)
172.25.73.223 %~ 192.168.1.225

(Only device administration nodes)

Change Shared Secret

CLIENT/ENDPOINT

Servers Protocol

® 1se O naa (=) raDIUS O

Client/Endpoint IP Address (Primary)
172.25.73.223 ® N 192.168.1.225

Change Shared Secret

DHCP Server

#HCiscoLive  BRKENS-2814

© 1P Address (Additional)
192.168.1.226

- PSNs -

192.168.1.225

172.25.73.225

192.168.1.226

172.25.73.226

© 1P Address (Additional)
x v 192.168.1.226

Q @ @ /{

@ Add serve

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Cisco DNA Center Settings

Authentlcat|on and Policy Servers 1 Cisco ISE + N AAA Servers

O & o https://172.23.112.31/dna/ g =authenticationPolicy m s

1]

= Cisco DNA Center System . Settings Q ® @ L

=Q Search Settings Settings / External Services

Authentication and Policy Servers

Cisco Accounts v

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco

PnP Connect
Identity Services Engine (ISE) servers can also supply policy and user information.

Cisco.com Credentials

Smart Account ® Add ~ Export As of: Jun 3, 2022 4:56 PM
Smart Licensing [ B i # s i

AMA P rotocol ype tatus ctions
SSM Connection Mode

ISE 3223 RADIUS_TACACS ISE ACTIVE

Device Settings v
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
Image Distribution Servers
Device EULA Acceptance
PnP Device Authorization
External Services V.
Umbrella
Authentication and Policy Servers
Authentication Tokens
Integrity Verification
vManage
IP Address Manager

Webex Integration

cisco L‘V&-/ #Ciscolive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Cisco DNA Center Provision
Network Device Addition to ISE

Discover your Network .\ Provision your Network

Scans the devices in network and sends Onboard devices and deploy the policies
the list of discovered devices to Inventory! across them!

3 Ways to Discover

Use Cisco Discovery Protocol (CDP)

Key Aspects

Add devices to sites

Specify a range of [P addresses Deploying the required network settings to

Use Link Layer Discovery Protocol (LLDP) devices(NTP,AAA,Radius, Tacacs,Syslog,
SNMP,DNS & Domain)

’ Key ConS|derat|ons » Device addition to ISE Database

Discovery Credentials(CLI, SNMP etc.) Create Fabric Domains and add devices to Fabric
Preferred Management IP Address

Preferred protocol to connect to device.

Config Deployed

NTP , Global AAA, Radius , Tacacs* , Radius , Sysiog, SNMP, DNS & Domain



Cisco DNA Center Design
Authentication Template

« > C Q G https:/[172.23.112.31/dna/design/authTemplate g L m =

= Cisco DNA Center Design - Authentication Template

Qo ® o

Last updated: 4:28 PM < Refresh

<7 Filter =Q Find
Name = Type
Closed Authentication Closed Authentication
Low Impact Low Impact
Open Authentication Open Authentication

BRKENS-2814

Closed Mode = Closed Low-Impact Mode = Easy Monitor Mode = Open
Authentication Connect Authentication
File i Fil
S Serlve rs DHCPDNS  ISE SeFrI\Ifers Ser‘veers =
@ (= Servers o >
: i =
f ° 4 [
I 7 <
] ’
A g
Campu: Nelwérk i o
;. ! i =
Vo @]
Only EAP ', 1 Port Open 9 O
Allowed H R il »i Y Unconditionally ~ v¥ WEB AUTH
A A - o
Q Q O 0 9 EASY
) =] & &) () CONNECT
Before After Bef Aft Pass / Failed
Authentication ~ Authentication Authenggeauan Amhenl‘iecralion Authentication

SECURITY

25



Cisco DNA Center Design

Closed Authentication Template

Easy Connect

Closed Authentication

Deployment Mode Open
Deployment Mode Closed First Authentication Order (® 802.1x (O MAC Auth Bypass(MAB)
21
First Authentication Order ©802.1x O MAC Auth Bypass(MAB) 802.1x to MAB Fallback —)
14 3 120
802.1x to MAB Fallback -)
s A Authentication Timer Settings Wokeon AN QYes @No
Wake on LAN OYes @nNo Number of Hosts QO Single  (® Unlimited
4 . Multi-Auth Host Mode
Number of Hosts QO single ®U d <«
) . ~ Pre-Auth Access Control (Low Impact Mode)
A Multi-Domain Host Mode
Implicit Action D |
Name
IPV4_PRE_AUTH_ACL Description (Optional)
CLI’s pushed with change in Fallback Timers
. . Contracts
dot1x timeout tx-period 7
dot1x max-reauth-req 2 _ ken L @ s
Action Protocol Port
permit udp. bootpe Delete
»
permit udp domain Delete

BRKENS-2814 26



Cisco DNA Center Provision

Authentication Template(Global or Interface Specific)

Cisco DNA Center

Devices v Fabric

Fabric-Enabled Sites

=Q, Find Hierarchy

« X SIC15 LAN Fabric

[ SACO1

~ & San Diego

~ ¥ sJc15

DESIGN POLICY PROVISION ASSURANCE PLATFORM

Services

@©  SJCI15 LAN Fabric

@ Fabric Infrastructure (© Host Onboarding
Select Port Assignment SSortLink Status & Clear 4> Refresh Assign
as [] select All
SHZEOC1852200E demo. GigabitEthernet1/0/1 GigabitEthemet1/02 & L aige

©9300-24U.demo.local
©3850-24P-2.demo local

C9300-24Pdemo.local O cigabitethernatt 075 + [ cigabitethemeti/ors + O aig

O cigabitethernet1 fore + O cigbitethemetizonne ¢ [ aige

Config Deployed

@ Q

Port Assignments

Selected Interfaces (1)
GigabitEthernet1/0/1

Connected Device Type

User Devices (Ip-phone,computer,l...

Address Pool
Address Pool

Group
Group

Voice Pool
Voice Pool

Authentication Template
Closed Authentication

Template: default Access Vians, IBNS 2.0 Service policy & Dot1x CLI’s

jiii



Fabric
Segmentation
Strategy

cisco La//&/
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Cisco DNA Center Policy

~

(4
>

Building Management

?\
>

K
Yo

K-

Campus Users
VN

VN

J - J

(" Virtual Network (VN)

First level Segmentation ensures zero
communication between specific groups.
Ability to consolidate multiple networks into
one management plane.

N\

-

e e e o o o o o o o o o o -

am N O S R S S RS S S S S

=T = Em = o S S S e EEEe_———— ~a
N
Micro Segmentation
(e ) 4 )
AR
e = [] R®
Building Management Campus Users
\_ VN J - VN J
(" Scalable Group (SG)
Second level Segmentation ensures role
based access control between two groups
within a Virtual Network. Provides the ability to
segment the network into either line of
\busmesses or functional blocks. )/ 7
~ -

-

~

e e e e o o o o o o o o o o



Cisco DNA Center Policy

Security Groups => Scalable Groups

» Context Visibility » Operations Policy Cisco DNA Center DESIGN PoLICY PROVISION ASSURANCE PLATFORM ® Q & o =
» Network Access P GuestAccess =~ ~vTrustSec = » BYOD » Profiler  » Posture  » Device Admini —
Dashboard Group-Based Access Control v IP Based Access Control v Application v Traffic Copy v Virtual Network

\dentity Services Engine Visdity  » Operatons !

» NetworkAccess  » GuestAccess  +TusiSec | »BYOD » Profler ) Posure » Device Administaton » PassielD %
» Overview v Components  » TrusiSecPolcy  Policy Sets  » SXP » Troubleshoot  Reports  » Settings 4 4 O 0 22
o
Securty Groups Security Groups Restc
1P SGT Statc Mapping T
oy S Refresh Virtual Network Group-Based Access Control 1P-Based Access Control Traffic Copy Policies Scalable Groups
Network Devices: CES Ad Mot REootv  @Tashe  QPun  Q VelyDeploy S 4
Dustec o Serry Ion  Nemelt SGT (Dec / Hex) Description @ o
©  Awms %0009 st Securty Grovp
- @ 8Y00 15000F BYOD Securty Group T(C
©  Comn so005 Gentracto Secuty Group e
=) Developers 80008 Developer Secusity Growp Y009
©  Devsiopment Severs 12000 Oriopment Servers Securty Grovp 1000
) Empioyess o0os Enplopee Securty Grop Palicv History Z Refresh
E S Employee Wil 160010 J005  Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM P - o N+ B < S =
L ey 190013
(=] Guests L] Guest Secury Group 2008 Dashboard Group-Based Access Control v IP Based Access Control ~ Application ~ Traffic Copy v Virtual Network
S @  Guweswn 17001 —
/000
iy Irvine_Bootcamp. 180012 Lastupdated: 736 am o} Refresh | Manage B ‘ @ Add Groups
© Netwark_Services, 30003 Network Services Secusity Group) 004
©  Folsews 14000 Pl Sorvors Socurty Group T i
) Poit_of Sale_Systems. 100004 Pontof Sale Securty Growp 1001
Name - Virtual Network ‘State Registered Last Modified
) & Faculty 19/001
Auditcrs DEFAULT_WN ACTIVE & months age 8 months ago
@ Guests 6/0006 oD DEFAULT_WN ACTIVE 8 months ago @ months ago
i @ Guest_Wifi 17/001 Cortractors SICT5_WN ACTIVE 8 months ago 8 months g0
2 " De EFAULT, ACTIVE
2 Irvine_Bootcamp 181001 evelopers DEFAULT_WN 8 months ago 8 months sgo
B Development_Servers DEFAULT_VN ACTIVE 8 months age & months ago
@ Network_Services 3/0003
Employee_Wifi SJC15_WN ACTIVE 8 months ago 8 months ago
@ PCI_Servers 14/000
Employees SJCI5_WN ACTIVE 8 months ago. 8 months ago
@ Point_of_Sale_Systems 10/000 Faculty DEFAULT_WN ACTIVE & months ago 6 months ago

. / Guest_Wi GUEST_WN ACTIVE 8 months age 8 months ago
Cisco (4

Guests. BRKENS-2814  DEFauLT_wn ACTIVE 8 months age 8 mor@ Qo



Assigning Endpoints to Correct VN

Authorization Profiles > iot_authz
Authorization Profile

*Name

Description \
" Access Type | ACCESS ACCEPT v

Network Device Profile

i Clisco |«

Senvice Template
Track Movement (i

Passive Identity Tracking (@

Security Groups List > ToT_Sensors

~ Common Tasks Security Groups

* Name
() DACL Name I0T_Sensors
*leon
(] ACL (Filter-ID)
® L el =o
B Secuity Group ToT_Sensors © | Virtual Network © Uw 2 > @
Virtual Networks DS94
VLAN . ~
Qur Description
(@ DEFALLT VN
+ Advanced Attributes Settings £

Propagate to ACI

Tag Value SGT+VN+IP Pool Association
(Enter value between 2 and 65519)
Generation Id: 0

|Assaciated Virtual Networks and Subnet/IP Address Paols

Virtual Network Name Subnet/IP Address Pool Name Type Is Defauit Max Value
loT false
¥ DEFAULT_VN true

10_202_2 0-DEFAULT VN Data false 256

cisco W./ #Ciscolive BRKENS-2814 © 2022
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Cisco DNA Center Policy

Group-Based Access Control Policy | .

3 party RADIUS
(Authentication)

B —

Provide attribute based on user for
GBACP to assign SGT, VN and

lic
o NAC #
O @ 4
Provide classification based on coooco

devices for GBACP to assign SGT,
VN and policy

Cisco DNA Center

©0

Starting DNA Center 1.3.1.0

ISE minimum versions
ISE 2.4 patch 7
* ISE 2.6 patch 1

ACI
@ Q%;gé EndPoint
< Groups
Group-based ACP

- Group-Based Access Control Policy is a component in Cisco DNA Center for providing

* GBAC Policy Authoring in Cisco DNA Center
» Policy data synchronized to ISE
» ISE provides runtime policy services to network

« Group-Based Access Control Terminology
 Scalable Groups* (Cisco DNA Center) = Security Groups (ISE)
« Access Contracts (Cisco DNA Center) ~= SGACLS (ISE)
 Policies (Cisco DNA Center) = Egress Policies (ISE)

cisco Lg/&/

#CiscolLive  BRKENS-2814

* - |ts Security Groups on Newer
Cisco DNA Center releases

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Cisco DNA Center Policy

Group-Based Access Control Policy Benefits

@ New User Policy Experience

Seamless Integration

CGED
« Scalable Groups directly

created/managed in DNA Center. ISE
TrustSec Ul is READ-ONLY

«  Policy Matrix view (in addition to @

Scalable Groups learned from ACI
via ISE

Third-Party AAA/RADIUS
Server support

policy list view)

@233’ Enhanced Policy Definition
*  White-listing policy support

 Access Contract support for ICMP, Improved Scale
Filtering on Source Ports and Up to 4000 Scalable Groups
Logging Capabilities Up to 500 Access Contracts
» Policy-Level “Monitor Mode” Up to 25,000 Policies

cisco W./ #Ciscolive BRKENS-2814
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Cisco DNA Center Policy

Third-Party AAA/RADIUS Server support

Cisco DNA Center /| voicies (120) - v i sereen

Cluster .
f !{f//“lf!iii‘};ifh
e EEEN |
voo [ m EE N
o I |

Drslopers » Anti_Matwars

| S
Access Accept w/ Cisco AV
CiscoSecure-Group-ld=<groug

,,,,,,,,,,,,,,,,, > rd

1R 2//7/7]]) P =

802.1x/MAB

;8

SRC:10.1.10.220
DST: 10.1.7100.52

#CiscoLive

Access Accept w/ Cisco AV
cts:security-group-tag-0001-01 + Vlan ID

Cisco DNA Cent
Cluster

Policies (120) _~ Enter full screen

Y Filter Deploy

@ remit @ Dey @ Custom Default

| F1l7741

g;?‘ﬁﬁfﬁg

Desiopas B | Ervicyees » Ani_Mahware - Empiopess |
Development_Ser.. | Ereiorees > Anti_Malwars > Empioyees
Employees . | |

:%
8-
e
"-o.,
gy,
%a.,

SRC:10.1.10.220
DST: 10.1.100.52

BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Cisco DNA Center Policy
Group-Based Access Control Policy

o
el
-3
i

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

—
‘;roup-Based Access Conlm\v IP Based Access Control v Application v Traffic Copy Virtual Network

ter full screen

GBAC Confi; ti Default: Permit IP Create Polici n
Scalable Groups -3 onfiguration efault: Permil @ Create Policies

Access Contracts

Policies Default

H IS
£ & g
& PRI

Source

BYOD

Contractors

Corporate_Visitor

Developers

Developmant S,

Doctors

Employses

Guests

-
IP_Phones I
Collapse Minimap .~
NetSves
Nurses
FCI_Servers

Praduction_Serv...

POLICY Landing Page & Matrix View
cisco W./ #Ciscolive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Cisco DNA Center Policy
Scalable Groups

Cisco DNA Center DESIGN PoLICY PROVISION ASSURANGE

Group-Based Access Control v IP Based Access Control v

Scalable Groups (22)

7 Filter Deploy
0 Name Tag Value
O Auditors 90x9
[m] BYOD 15108
[m] Coniractors 5/0%5
[m] Developers B/0xG
[m] Development_Servers 12/0x
O Employees 4/0xa
] Employee_wi 16/0x10
O Faculty 19/0%13
O Guests 6/0x6
O 17/0811

Show 10 entries

Traffic Copy v

Virtual Network

Description

Auditor Security Group

BYOD Security Group

Gontractor Security Group

Developer Security Group

Development Servers Securlty Group

Employee Securlty Group

Guest Security Group

Showing 1 - 10 of 22

Deployed

Yes

Yos

Yes

BRKENS-2814

Learned From

Create Scalable Group

Name*®

Tag Value (decimal)”
22

Description (optional)

Virtual Networks*
DEFAULT_VN &

[] Propaaate to ACH

Cancel

365



CiSCO DNA Center PO“CV Source Destination
Access Contracts S o

Employees contract Production
PERMIT
Empl Contractors Production  Development
) o =
V Fitter ‘ Actions 1 Deploy  _ Polltyrtlownload from ISE to Network -
| - New_Contract_1 Description A
I:‘ Name = Desci
CONTRACT CONTENT (1)
Custom
Contract [l AllowDHCPDNS Samp. # Action* Application Transport Protocol gg::?nea{ion Port Logging Action
- s - ; beny it  vep Destination 80 Lo
W
Default Action  Permit . Logging
] Allow_Web_Ret Permi
D Anti_Malware Block services commaonly used for horizontal attacks by malware 16 Yes 42
: 4
37

H of ACF | ines H of Policies usina Grouno



Cisco DNA Center Provision

Associate IP Pool to VN

Cisco DNA Center

Devices v Fabric

Fabric-Enabled Sites

zqQ Fir

v & SJC15 LAN Fabric

ERL

v & San Diego

A~ [# SJC15

DESIGN pPoLICY PROVISION

—_—

Services

©®  sJC15 LAN Fabric

( Fabric Infrastructure

Select Authentication template @

O Closed Authentication

Virtual Networks

DEFAULT_VN

Wireless SSID's

SSID Name

@

ASSURANCE

PLATFORM

Edit Virtual Network: SJC15_VN

<Back

© Host Onboarding

13

Employees

182_168_6_0- Groups

O Open Authentication O Easy Connect

IPV4: 192.168.6.0/24
IPVE: None

Traffic

Critical Pool: Not Selected Data

GUEST_VN

[] Enable Wireless Multicast

Type Security

Config Deployed

Vlan , SVI, Interface Template, LISP

[ Layer-2 Floading [ critical Pool

Cancel

Update
————




B T ———————————

Cisco DNA Center Host Onboarding

Critical Vlan e
L4
'I » Feature to locally activate an VLAN/ACL/ SGT/MAB during RADIUS‘
Navigate to PROVISION > Fabric>Created Fabric>Host Onboarding > Virtual Network i Server outage. :
Cisco ONA Conler  DEMON  POUIGY  sROWSION  ASSURANGE  PLATIOMM e a I I
o 1 corvmmnamork sicism : » Default Critical Vlan - Data: 2047 & Voice : 2046 1
Fabric-Tnabled Stwe SJC15 LAN Fd e I
s | : + No SVI created unless Critical pool selected :
_— o : » Default for all Authentication Templates and Per Fabric Site :
1 * Need more than one Critical Vlan for Data, use Static Port :
\ . . . . . ]
\ assignment with dynamic Vlan mapping from Cisco ISE J
N R R S R R R S N R R R R R R S R
P ——
U

7 UNAUTHORIZED HOST .
1 1
AUTH HOST SWITCH RADIUS Servers : { UNAUTHD HOST SWITCH RADIUS Servers |
[
i I
1 I
---8-— b ---%-—- I
Authorized & Vian X I EAPoL: EAP Start :
< dihorize a : : EAPoL: EAP Start RADIUS Access-Request |
_ ! : oL: a N > . 1
+—fte-auth Timer Expired,, . : : o . RADIUS Access-Request . :|‘2 tries :
Pause Re-auth ® ¥ 4 1
authorize(Vlan X) H | : AAA=Dead 1
[ [
H _ VLAN/ACL / SGT / MAB !

\ -
/ /

\S s N CRITICAL-ACCESS

\\_ _____________________________________ - \\_ _____________________________________ ,’/

BRKENS-2814 39



IBNS 2.0 Overview

Any Authentication with Any Authorization on any Media (Wired / Wireless)

Access Session
Manager

Service
Templates

Parameter

Policy-map (Identity Control Policy)

Interface Template(s)

Modular Configurations

Template
based
NEAT

IPv6
|dentity

Differentiated
Authenticatior

cisco L‘V& ./ #CiscoLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Cisco DNA Center Provision
Configuring IBNS 2.0

Global AAA and RADIUS
server configurations

pmmmmm———————

Ncccmmeeee

CLASS
(Match Condition)

» Defined under
‘class-map type control subscriber’ command

Control Classes

VLAN (Data/Voice)
IPv4/IPv6 ACL
Security Group Tag

Defined under
‘class’ command

Activate

Service Template

Defined under
‘ H H J
policy-map type control subscriber’ command

v

Control policy

u Applied under Interface Template using
switchport ‘service-policy type control subscriber’ command
service-policy

access-session..

Configured under interface using

Interface Template . . o,
service-policy type control subscriber’ command

' - :
° » Template applied to ports with ‘source

cisco Lye ! I I | template’ command

CiscolLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 41




Session start = new MAC address
learnt on the port

policy-map type control subscriber POLICY-A
event session-started match-all

Authenticate dot1x +Do-until-
failure: No matter the endpoint is
capable of 802.1x or not
unconditionally expect for EAPOL
Frames

_ 10 class always do-until-failure

10 authenticate using dotl1x priority 10

On no response from end-point,
terminate 802.1x and attempt
MAB auth with priority 20

event authentication-failure match-first

-10 : Class Sequence number
-always: Execute action
unconditionally
-do-until-failure: Execute action

sequentially until Tallure

5 class DOT1X_FAILED do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20

An Authentication Failure event, Exit on
first match and activate respective
action.

10 class DOT1X_NO_RESP do-until-failure
10 terminate dotlx

20 authenticate using mab priority 20

Activate when port receives
EAPOL frame.

20 class MAB_FAILED do-until-failure
10 terminate mab

20 authentication-restart 60

If dot1x failed, execute below actions
sequentially until failure.

Terminate dot1x & attempt MAB auth
with priority 20.

30 class always do-until-failure
10 terminate dot1x
20 terminate mab
30 authentication-restart 60

event agent-found match-all

cisco M/

10 class always do-until-failure
10 terminate mab

20 authenticate using dot1x priority 10

If MAB failed, execute below actions
sequentially until failure.

Terminate MAB & wait for 60 secs to
retry authentication

#HCiscoLive  BRKENS-2814

Similar to authentication priority dot1x
mab command, if EAP frames received
after MAB, then stop MAB and do
802.1x

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 42




Cisco DNA Center Provision
IBNS 2.0 Related Configuration

Service Templates Interface Templates
service-template DEFAULT_CRITICAL_VOICE_TEMPLATE
voice vlan template ApAutzTemplate
service-template DEFAULT_CRITICAL_DATA_TEMPLATE template DefaultWiredDot1xClosedAuth
service-template DefaultCriticalAuthVlan_SRV_TEMPLATE template DefaultWiredDot1xLowlmpactAuth
\S/%tn3§§f7 template DefaultWiredDot1xOpenAuth
service-template DefaultCriticalVoice_ SRV_TEMPLATE template SWITCH_INTERFACE_TEMPLATE

voice vlan

service-template DefaultCriticalAccess_SRV_TEMPLATE
access-group IPV4_CRITICAL_AUTH_ACL
access-group IPV6_CRITICAL_AUTH_ACL

Policy-Map

policy-map type control subscriber PMAP_DefaultWiredDot1xClosedAuth_1X_MAB
policy-map type control subscriber PMAP_DefaultWiredDot1xClosedAuth_MAB_1X
policy-map type control subscriber PMAP_DefaultWiredDot1xLowlmpactAuth_1X_MAB
policy-map type control subscriber PMAP_DefaultWiredDot1xLowlmpactAuth_ MAB_1X
policy-map type control subscriber PMAP_DefaultWiredDot1xOpenAuth_1X_MAB
policy-map type control subscriber PMAP_DefaultWiredDot1xOpenAuth_MAB_1X

BRKENS-2814 43



SE Authenticati d Authorizati I
¥ Authentication Policy (3)
+ Status Rule Name Conditions Use Hits Actions
ct
All_User_ID_Stores x v
Authentication method Where to look for identities S v
if Auth fail
Wired_802.1X REJECT x v
®@  Dotix OR 0 &
Wireless_802.1X If User not found
REJECT x v
' f P f
How to handle Auth failures s ..
¥ Authorization Policy (19) Application A N4
+ . . g
Status Rule Name Conditions AUthor|Zat|0n Condltlons Security Groups Hits  Actions
Search
B  wired_802.1x
v ®@ Employees AND - ad10-ExternalGroups | * Employees-Demo.local + Employees x v =4 198 el
EQUALS demo.local/HCC/Groups/Employees
B  wired_802.1x End reSUIt
K ® Contractors AND - ad10-ExternalGroups [ % Contractors-Demo.local | + Contractors x v =4 D fed
EQUALS demo.local/HCC/Groups/Contractors

Configured by Administrator



Cisco DNA Center Operation

Cluster &

Network
l = Devices
8.

Things 6 ————————————————————— <—— Config Sync — Context —» @
= % ISE-PSN \ ISE-PAN / ISE-PXGrid

Authorization Policy (09\9 »@'*:\ Exchange Topics

o 00(\
______ TrustSecMetaData
ll o @ """ if Employee then  SGT 10 \
Users

SGT Name: Employee = SGT 10
if Contractor then SGT 20

SGT Name: Contractor = SGT 20

Bob with Win10 on CorpSSID

* Future Plan

if Things then SGT 30

ISE-MNT

cisco W ./ #CiscoLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Security Group Tags(SGT)

Classification Mechanism

Dynamic Classification

L2 Port to SGT

S

4
4
4
4

S

Fabric
a ..... MAB

Intermediate Border/CP

N

i e e

N .
@éﬂ
Nz

O

®
o)
N A
- o
O% ..

i ——

VLAN/SUBNET to
SGT

Cisco L&V&_/ #CiscoLive

-
MR

Static Classification

IP to SGT

L2 Port to SGT

Enterprise
Backbone

©

Firewall I

DC Access

Hypervisor SW

VM (Port Profile) to SGT

BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Scalable Group Tags(SGT)

Propagation Mechanism

Inline Tagging Methods Propagation options

» Cisco MetaData (CMD
- Ethernet Inline Tagging: (EtherType:0x8909) 16-Bit SGT encapsulated within Cisco ( )

Meta Data (CMD) payload. * Ethernet
« IPSec / L3 Crypto: Cisco Meta Data (CMD) uses protocol 99, and is inserted to the * MACsec
beginning of the ESP/AH payload. * |[Psec
« LISP: SGT (16 bit) insertion in the Nonce field (24 bit) « DM-VPN
*  VXLAN: SGT (16 bit) inserted into Segment ID of VXLAN Header « GET-VPN
* VXLAN

-

Supporting devices

» Catalyst switches

i * WLAN controllers
W Branches . Nexus switches
* Integrated Service Routers
* Industrial Ethernet Switches
« ASR 1000
* ASA 5500-x
 Firepower Threat Defense

#Ciscolive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Scalable Group Tags(SGT)

Propagation Mechanism

SGT Exchange Protocol (SXP)

IP-to-SGT binding exchange over 64999/TCP
Cisco ISE can be a SXP speaker / Listener

Cisco ISE

. Routers ‘A
Switches (SXP Aggregation) @ Firewall
l! 10.4.95
@ coceop @ I’ 10.4.9.5

) 10.0.1.2
Speaker Listener @
BN 10.0.1.2 °

=2

cisco W./ #Ciscolive BRKENS-2814
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Cisco DNA Center Policy

Access Contracts Enforcement FABRIC POLICIES

Source Destination
Cisco DNA Center
Cluster @
Employees contract Production
PERMIT
Fusion/Firewall
Empl Contractors Production  Development

Enforcement Scale

DNA Cluster supports 64-256 VNs/Site, 4000 SGTs
255 unique SGTs can be enforced locally on C3850/C9k

- P . Access/Edge nodes usually wont have that scale of 255+
®-® O KD L N o b e e cosier oot o
’ enforcing on Border Nodes then consider numbers o
e ‘ Inter-VN :
P | DC/cloud-related SGTs which might increase the SG
L7 i Enforcement .
N o o o e e e =/
SD-Access B B
Extension =
/ https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/trustsec/software-system-bulletin.pdf
cisco L‘V&. #CiscoLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 49
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Cisco DNA Center Policy

Segmentation within the Fabric

FABRIC POLICY
ISE Cisco DNA Center

' Source Destination
% -o Contract
i i i Emplopyee  DENY t
Policy + SXP Automation Analytics plopy con e

\\
a0 |
©'@
N (%
L
8

] \ \
I 1! I
I 1! I
| i |
- Lighting Cameras | | Employee Developer  Contractor Supplier |
: SGT SGT : : SGT SGT SGT SGT :
. 1 I
i i I
\ loT VN JURN Corporate VN 7
N e o o N e o o e e ’

cisco L‘V& . #CiscoLive BRKENS-2814 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Cisco SGT

SGT Tagging & SGACL Download
Default Policy(Blacklist): Permit

_____ =
I DST CIaSS|f|cat|on| SRC/DST EMP(10) CONT(20) | PROD (30) DEV/(40) GUEST(50)
| PCI SRV 30 ] WAN EMP (10) Permit Permit Permit Permit Deny
______ \_, - CONT(20) Permit Permit Deny Permit Deny
PROD SRV [ | i
SGT30 . —————————————— SSELE
pEVSRY [ | |
SGT40 [l . : T
________ Data Center | : Fusion/Firewall
,,,,,,,,,, : :
SRC/DST PROD(30) DEV(40) Contractor(20)
EMP(10) Permit Permit @ @ Cisco ISE
. il P
CONT(20) Deny Permit ﬁ @-’ (_-’ SRC/DST GUEST(50)
EMP(10) Deny
CONT(20) Deny
User Authenticated |
0, =" ©® | Classified :Employee |
SGT 10 I




Cisco DNA Center Policy

Access Contracts Enforcement on Border

1. Statically/Manually adding policy on Border via CLI

FABRIC POLICIES SRC/DST PROD (11)
Source Destination EMP(23) Deny
Cisco DNA Center
Contract Cluster

EMP DENY PROD

EMP:10.4.1.100 : SGT:23
PROD:10.1.140.2

1041 100/ FABRIC
DC/WAN &.E‘
. —1]
[ —]
L —]

cts role-based enforcement(Router)
cts role-based enforcement vian vian-list (Switch) |

l_cts role-based sgt-map vrf EMP_VN 10.1.140.2 sgt 11J

User able to Ping PROD Server
cisco M/ Add Server Mapping statically on the Border using CLI




Cisco DNA Center Policy
Access Contracts Enforcement on Border

2. IP-SGT bindings via SXP(Cisco ISE) 3. IP-SGT bindings via SXP(N/W Device)

FABRIC POLICIES

SRC/DST PROD (11)

Source Destination EMP(23)

@ . @ Cisco DNA Center
ontract
Cluster Cisco ISE
EMP DENY PROD -
o e e

Deny

| 1.Enable SXP Service |
I 2. Set Global SXP Password |
w 3. Add SXP Domain in ISE |
EMP:10.4.1.100 : SGT:23 ,’ $OV Speaker I 4. Add Border* as SXP Device(Listener) |
’ |_ 5.Add P SGT Static mappings _ _ _ ,
Speaker _
ﬁ 104”00 FABRIC @occcccccccce PROD:10.1.140.2
— DC/WAN &
| Cts role-based enforcement 1
I Cts sxp enable I
Cts sxp default password <password>

| Cts sxp connection peer <ISE_IP> source <loopback> password default mode local listener vrf EMP_VN |

W | See  comoL om0  casso om0  Codoo G900 CoS00  N7700  ASRIK
cisco e

IP-SGT 8,000 10,000 12,000 10,000 40,000 40,000 256,000 200,000 750,000

Max SGT 255 255 255 255 255 255 No Limit No Limit No Limit 53



Cisco DNA Center Policy

Access Contracts Enforcement on Fusion

SRC & DST SGTs learnt via SXP(Cisco ISE)
VXLAN to CMD Conversion(Border)

FABRIC POLICIES S L
Source Destination EMP(23) Deny
@ @ Cisco DNA Center
Contract Cluster . o ™ = = = e e e e e = =
Cisco ISE
EMP DENY PROD - ' _ - -~ | 1. Enable SXP Service 1
I 2. Set Global SXP Password |
-ﬁ , 3. Add SXP Domain in ISE I
- “ @ 4. Add Fusion* as SXP Device(Listener) |
e speaker 1 5 Add IP SGT Static mappings B
EMP:10.4.1.100 : SGT:23 iz . TEESEESESESSSsEEEsss
G135 isxp
g:\ilg Listener

DC/WAN

N
I Interface Ten1/1/1 & Vian 3001 | | Cts role-based enforcement |
| cts manual | I Cts sxp enable |
Policy static sgt 2 trusted Cts sxp default password <password>
I

| Cts sxp connection peer <ISE_IP> source <loopback> password default mode local listener vrf EMP_VN

L e e e e e - - - = [



Cisco DNA Center Policy
VN-2-VN Policy Enforcement

Cisco DNA Center

Cluster FABRIC POLICY
I' Interface Gi0/0/0,<All Sub-Interfaces> I Source Destination
| cts manual
LPolicy static sgt 2 trusted
—————————— 4 Fusion/Firewall Contract
-T - ---msm s s e EMP DENY IOT
| Route Leaking on Fusion for |
L — JInter-VN Communication __
I Interface Gi1/0/1 I
| cts manual |
Policy static sgt 2 trusted @ @
e e e e = - — - —
N 4 «,
 f <

Cisco ISE

e [

)

EMP : SGT:10

IOT: SGT:20
VN: EMPLOYEE

#HCiscoLive  BRKENS-2814
/N |IOT
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Cisco DNA Center Policy
Whitelist vs Blacklist Model

Blacklist Model Whitelist Model

5 s 5 5 s . &

IR TR LR

= 5 9 E EI c IR E C E
S HEEIE s 5 § & ¢ s 5§ £ £ ¢
At £ 5 & £ 45 5 5 5 3 4S5 5 s & 3
=8 S 5 & o e 5 5 8 = 3 s = ® T £
H2: 8 ¢ 3 £ 43 8 : : 2 KRR
s & 8 8 5 {88 5 kds £ 8 8 5
ﬁmﬁﬁﬂiﬁ Source ﬂ!l_lfallTIIﬂ .'.'i[lllliﬁﬁ
2% Production_User BEEE 8| |38 Podctonuser B &8 Production User | | | |4
£ Production_Srvr = = | . -] E Production_Srvr E Production_Srvr
n Development_User == = = a Development_User .. n Development_User ‘ _
£ Development_Srvr EEE & Development_Srvr . @ Development_Srvr v
28 Unknown === 28 Unknown n Unknown =

Default_Policy: [ Default_Policy: [

Default_Policy:
Initial Brownfield Deployment

From TrustSec_Devices SGT 2 -> TrustSec_Devices SGT 2, permit ip
From TrustSec_Devices SGT 2 -> Unknown SGT 0, permit ip
cisco L‘V&/ From Unknown SGT O -> TrustSec_Devices SGT 2, permit ip



Cisco DNA Center Policy
Whitelist vs Blacklist Model

Cisco DNA Center DESIGN POLICY PROVISION . ®
Default Policy
—
Group-Based Access Control ~ IP Based Access Control v Traffic Copy v Virtual Network
Action
Permit IP ~
POlICIeS (O) " Enter full screen £ GBAGC Configuratior]
Deny IP
D IP_L
5 Filter Deploy 7 Refresh emy-r--eg
Permit IP
m Permit  m Deny Custom Default
Permit_IP_Log
c i & o Y e o &
£ & & Eg-é:- 3 & & b:‘? -:? ;;:? c?! \ﬁéﬂ &
g & & $ & = . & & s FOF & 5 & F
£t &, FFHEF S F e g Fs5 T S 5 FFF g
E S F T STy Feesed s
a ¥ & ¢ § F & ¢ ¢ & &£ & & &g &oE S
Source
Auditors
BYOD
Contractars
Developers
Development_Se.
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Design & Integration

cisco M/




Single Site Design

Segmentation within the Fabric

ISE Cisco DNA Center

D % oo

Policy + SXP Automation Analytics

3@
e
G,
>R

: i "
- b I
- b I
- b I
| :
1 Lighting Cameras | ' Employee Developer  Contractor Supplier ;
: SGT SGT : : SGT SGT SGT SGT :
: b I
: i I
X loT VN RN Corporate VN /
N e o - N e o o e e e ’
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Multi-Site Design with IP Transit

Cisco DNA Center Cluster

MANAGEMENT
&
POLICY

SD-Access
Fabric Site

SD-Access
Fabric Site

IP Transit
MPLS/VRF-LITE

______________ CONTROL-PLANE

MPLS LDP / VRF-LITE + ISE SXP VXLAN-GPO

VXLAN-GPO

L{{/ / DATA-PLANE
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Multi-Site Design with SD-Access Transit

End to End Segmentation Maintained
Cisco DNA Center

Cluster

MANAGEMENT
&
POLICY

SD-Access
Fabric Site

Transit
(SD-Access)

SD-Access
Fabric Site

CONTROL-PLANE
LISP LISP LISP
- b | - > | € ——m—mmmmmmmm———— e >
vXLAN BRSNS \WAWNNl SGT (16 bits) vXLAN BRSNS
Header ['VNID (24 bits) | Header [VNID (24 bits) Header [ VNID (24 bits) |

DATA-PLANE
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Multi-Site Design with SD-WAN Transport

Independent Domains

Cisco DNA Center Cluster

MANAGEMENT _ MANAGEMENT
. ’,
Y s

IDENTITY and GROUP-BASED POLICY IDENTITY and GROUP-BASED POLICY
vManage
MANAGEMENT W MANAGEMENT
vSmart (o
r v R 2
SD-Access SD-Access
Fabric Site VRF-Lite + (BN Fabric Site
Inline Taggin
FE FE
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Multi-Site Design with SD-WAN Transit

Integrated Domains™

Cisco DNA Center Cluster

MANAGEMENT MANAGEMENT

IDENTITY and GROUP-BASED POLICY IDENTITY and GRQUP-BASED POLICY

i VPN IDs created in vManage are
vexchanged with Cisco DNA Center.
. MANAGEMENT MANAGEMENT
-+
Y S S/
i SD-WAN Fabric SD-Access Fabric
\J / F Site

\ WAN Edge,
~ -~ ~ -

[ — i

* - Limited Availability
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Multiple Cisco DNA Center

SO|Utlon Ove rVIeW Cisco ISE Deployment (Cluster)
pxGrid and
/ \{
Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Cluster
Cluster #1 Cluster #2 Cluster #3 Cluster #4 Cluster #N

»
»

Intent-based Network Infrastructure
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Multiple Cisco DNA Center

Author Node Cluster

Cisco ISE Deployment (Cluster)

9.9

pxGrid and
REST APIs

Cisco DNA Center
Cluster

a o
a -
&3 &3

Intent-based Network Infrastructure

Y

15t Cisco DNA Cluster to integrate with Cisco ISE
Only ONE cluster can be designated as Author Node

Manages VN, SGTs, Access Contracts, GBAC Policy and
VN-SGT Associations

Creation, modification or deletion of policy components
performed on Author

Can be a Greenfield or Brownfield Cisco DNA Center
Cluster
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Multiple Cisco DNA Center

Reader Node Cluster

Cisco ISE Deployment (Cluster)

3

pxGrid and
REST APIs

¢

Cisco DNA Center
Cluster

Intent-based Network Infrastructure

Subsequent DNA Cluster to integrate with Cisco ISE

Up to 4 Cisco DNA Center Center Clusters can be added
as Reader Node Clusters.

Read only view of VN, SGTs, Access Contracts, GBAC
Policy and VN-SGT Associations

Can only be a Greenfield Cisco DNA Center Cluster
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Multiple Cisco DNA Center

Multiple Cisco DNA Center Package and Installation

Connect with your Cisco Sales Representative or Channel Partner for:
« High-Level Design review
« Multiple Cisco DNA Center Package release

> 4 ~
-~ L | 3 ~
P4 P 4 * ~ ~
7 /7 N\ S
P4 ~
k V4 J N 3
Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Cluster

Cluster #m

Cluster #2 Cluster #

Cluster #w Cluster #W
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Multiple Cisco DNA Center

Upgrade Recommendations

Cisco ISE Deployment (Cluster)

pxGrid and
REST APIs
Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Cluster
Cluster #1 Cluster #2 Cluster #3 Cluster #4 Cluster #N

Intent-based Network Infrastructure

A
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Cisco ISE and APIC

Consistent Polices Across Enterprise

Identity Services Engine / DNA Center

Security APIC-DC, Controller for ACI
@ g /O\

o

\_/
©
4 Common Policy Groups
_ Campus & Branch Networks ____Security Apps ACI DC/Cloud
880 Ma@py &8
| ; i EoE ; —

Consistent Security Policy Groups in SD-Access and ACI domains

Groups from SD-Access used in ACI policies, groups from ACI available in SD-
Access policies

cisco Lg%o//

#CiscolLive  BRKENS-2814
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Cisco ISE and APIC

Groups provisioned from SD-Access to ACI

NIIIn =
treco’ DNA DESIGN PoLICY PROVISION Tenant Pod01 G =l '© | Networks
— ~ D L3out
Dashboard Group-Based Access Control IP Based Access Control s B Logical Node Profiles
Group-Based Access Control Policies Scalable Groups Access Contract I ~ [ Networks
— > B Auditors_saT 4 Name
> B svoo_ser Auditors_SGT
> B contractors_saT BYOD_SGT
Y Filter > B Developers_saT Contractors_SGT
> Development_Servers_SGT
State is ACTIVE g default
. > Employees_SGT
Name = Virtual Network ISE dynamically Developers_SGT
" > B cuests_saT
odtore W Provisions SGTs and B Development_Servers_SGT
- A 3 > MNetwork_Services_SGT
IP mappings into ACI © Employees_SGT
BYOD DEFAULT_WN » E PCI_Servers _SGT e
> B Point_of_sale_Systems_saT Guests._SGT
CANADASGT DEFAULT_WVN
> B production_Servers_sGT Network_Services_SGT
CBASGT HAL XA > B Production_Users_SGT PCI_Servers_SGT
CloudSvrs DEFAULT_WN > E Quarantined_Systems_SGT Point_of_Sale_Systems_SGT
Contractors DEFAULT_VN > Bl Test_servers_sat Production_Servers_SGT
> E TrustSec_Devices_SGT Production_Users_SGT
Developers DEFAULT_VN E default
> u
Quarantined_Systems_SGT
Development_Servers DEFAULT_WN
Test_Servers_SGT
Emplayees DEFAULT_VN

asco L/

BRKENS-2814

TrustSec_Devices_SGT
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Recommend

Cisco ISE and APIC S

Enforcement Scale in ACI

SDA Domain .
06
(1) % 00 00, o

{@ o0 90 @

ISE dynamically
learns EPGs and
VM Bindings from
ACI

Scalable Groups External Endpoint Groups
Fusion platforms capable of > 250k Mappings include:

ASR, ISR4k, C6800, ASA and FirePower Appliances ACI 3.2 Scale EX, FX and FX2 Hardware

ISE/SD-Access Scale

Number of Mappings 64,000

Number of Mappings* 250k Mappings per External EPG | 8000

*Per pair of ISE SXP Nodes
** Per ISE pxGrid node BRKENS-2814




Cisco ISE and APIC

ACI Groups used in SD-Access( Border or Fusion)

/ ! #prci EPG
/ : : Endpoint = 10.1.100.52
50/ Propagated with SXP or pxGrid: _ :
& Auditor = 10.1.10.220 EPG Name = Auditor |
! PCI EPG = 10.1.100.52 Groups= 10.1.10.220 |

' 1
| 1

4
4
4 ‘.
l@ Fugion
¥ @ ' Firewall
@ SRC:10.1.10.220 SRC:10.1.10.220

FEE
SRC:10.1.10.220

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
: / Retrieved Groups: Auditor, PCI EPG
1
1
1
1
1
1
1
1
1
1
, :
i ACI Border
1

1

1

1

1

- DST: 10.1.100.52
Augito  DST10.1.100.52 @ ST: 10.1.100.5 oL Bozedd A0l Borde et
10.1.10.220 Q ! Lear (N9K) 10.1.100.52
Endpoint Groups available in SGT-based Policies |
T L S S S S Sy L ——— e S —— 1
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Access Control
SD-Access to Cloud

» Policy enforced in enterprise network OR Virtual Firewall or

— y = Azure
ol Y o N 0L = Securty SGACL-capable virtual routers in cloud environments - e.g
Groups D amazon ® D Groups
- i ASAv, CSR-1000v, ISRv
! Policy Enforcement Options
_________ - ./_ ————— » Workloads / groups provisioned by Cisco or 3rd party

Enterprise
Network

‘ Employee Tag

’ Developer Tag

’ Guest Tag

‘ Non-Compliant Tag

orchestration tools - Orchestration tool can push IP-SGT
bindings to ISE REST APIs

» |ISE SXP updates enforcement points

~~ ..
~~~~~
~ ~.

* Avoids policy changes as new workloads are provisioned in

______________________ i clouds

Business Benefits

“Increase = = A Regulatory
EfflClency s < “/Compliance
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SUMMARY

Cisco ISE is a key piece in the SD-Access Architecture
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Cisco Solution e-books

Cisco Software-Defined Access Cisco DNA Assurance

Enabling intent-based networking Unlocking the Power of Data

Cisco Software-Defined Access
Enabling intent-based networking

2nd edition

Cisco DNA Assurance
Unlocking the Power of Data

/B

S)
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https://www.cisco.com/c/dam/en/us/products/se/2018/1/Collateral/nb-06-software-defined-access-ebook-en.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/digital-network-architecture/nb-06-cisco-dna-assurance-technical-ebook-cte-en.pdf

Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.
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Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

oo

T Learn =8 Train @=] Certify

A
@ @® ® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and
IT learning hub that guides teams Intensive team & individual automation Specialist Certifications
and learners toward their goals and technology training programs Award-winning certification
program empowers students
Cisco Digital Learning Cisco Learning Partner Program and IT Professionals to advance
Subscription-based product, technology, Authorized training partners supporting their technical careers
and certification training Cisco technology and career certifications
Cisco Guided Study Groups
Cisco Modeling Labs Cisco Instructor-led and 180-day certification prep program
Network simulation platform for design, Virtual Instructor-led training with learning and support
testing, and troubleshooting Accelerated curriculum of product,

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

technology, and certification courses

Cisco Learning Network
Resource community portal for
certifications and learning

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions
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Continue
your education

Cisco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand
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http://www.ciscolive.com/on-demand

afran]e _ _
CISCO The bridge to possible

Thank you
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