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Cisco Webex App 

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 17, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKENS-2832
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Learning map

You are here
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Session Expectations

Cisco SD-Access Network 
Extensions using IE Switches

Policy Extension using 
EN/PEN/SBEN

Daisy Chains / REP Rings
With extended nodes 

What is covered What is NOT covered 

Cisco SDA Solution 
Detail

Fabric 
Configuration

Protocol Details of 
VXLAN/LISP/CTS

Architecture, Use-cases & Topologies
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Agenda
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• SDA-Access Extended Enterprise
• Need and use-cases

• Fabric design with Extended  Nodes and Policy Extended 
Nodes

• Packet Flows and use-cases

• REP Ring Automation using DNA-C
• Ring Automation using DNA-C

• Supported topologies

• REP rings Operations using DNA-C
• Ring conversion STP to REP

• Addition and deletion of node

• Extension with Cat9k
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Vinay Saini

Sr. Solutions Architect – Cisco 
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CCIE Wireless#38448,  
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Principal Architect – Cisco CX (Advanced Solutions)
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Architect – Enterprise n/w, IIoT, SP WiFi



What is Extended SDA 
Network 
Need and Use-cases
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Ruggedized Industrial 
Networking Products

Non-carpeted/ Outdoor Spaces

Extended Enterprise

Extended Enterprise – Local Extension

Port/Terminal

AirportRoadways Parking Lot Distribution Center

Manufacturing Warehouse

Industrial Ethernet and Wireless Devices 
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Expectations from this extended network?

Need for Ruggedization
(outdoor, non-carpeted deployments)

Industrial Ethernet
(-40-75C)

Easy to Manage IoT networks Intent-based Network Management with DNA-C

Need security for 
E-W traffic

802.1x/MAB authentication 
Macro-segmentation(VLAN/VRF) & 

Micro-segmentation(SGT, SGACL) ,VPNs

Need for Redundancy and fast convergence
Ring Management protocols
Multiple Cellular Connections

Need for Scale Incrementally add network nodes and endpoints
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Local Extension With 
Cisco SD-Access 
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SD – Access Architecture for Extended Networks
• DNA Controller – Enterprise SDN Controller 

(e.g. DNA Center) provides GUI management 
and abstraction via Apps that share context.

• Identity Services - External ID System(s)   (e.g. 
ISE) are leveraged for dynamic Endpoint to 
Group mapping and Policy definition

• Control Plane Nodes – Map System that 
manages Endpoint to Device relationships

• Fabric Border Nodes – A Fabric device (e.g. 
Core) that connects External L3 network(s) to 
the SDA Fabric

• Fabric Edge Nodes – A fabric device (e.g. 
Access or Distribution) that connects Wired 
Endpoints to the SDA Fabric

DNA Controller

ISE NDP

PE
N

Ex
Extended
Enterprise

cB

FE FE FEFE FE

Enterprise 
Fabric

• Extended  Nodes/Policy Extended Nodes – A Edge 
access device that connects Wired IoT Endpoints to 
the SDA Fabric via a Fabric Edge Node

VXLAN 
Data Plane

LISP
Control Plane

CTS
Security Plane
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• Extended node connects to a single Edge 
node using an 802.1Q Trunk port and port 
channel interface.

• The port channel can be over single or 
multiple links between Extended node and 
single Edge node. 

• Extended node is connected to fabric 
edge nodes using zero touch plug & play 
(PNP).

Fabric Edge *

AP 
VXLAN

Extended
Node

Fabric

Site

C

BBBBBB

SD-Access Extended Node
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Client External Communication

Fabric Edge *

Extended
Node

SDA Fabric

C

BBBBBB

1

3 Control Plane node tells clients to go via 
Border node. 

Host 1

Client Gw

3
2

The fabric edge node will consult the 
control plane on where to send traffic.

2

The host connecting to the extended node 
sends traffic to fabric edge node as the default  
gateway exists on the fabric edge node.

1
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Extended Nodes- Host To Host communication 

3
The destination fabric edge sends traffic to 
the destination host via FE2 and Extended 
Node 2

Fabric Edge *

Extended
Node 1

Host 1

Fabric

Site

C

BBBBBB

Host 2

1

2

3

The fabric edge node will consult the control 
plane on where to send traffic and ensures the 
traffic reaches to the destination (VXLAN 
encap). In this case it is sent to the other edge 
node.

2

The host connecting to the extended node 
sends traffic to fabric edge node as the 
default  gateway exists on the fabric edge 
node.

1

Extended
Node 2

FE1 FE2
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Fabric Site

Extended Node - Policy Application 

Fabric Edge *

End host 1 authenticates
directly to port on FE

C

BBBBBB

Fabric Edges

Host 1

Extended
Node

Vlan 100 
SGT 100

Cisco ISE

Security Enforcement 
point is on FE’s

Host 2

Vlan 200 
SGT 200

Classification

Propagation

Enforcement

VLAN-SGT

VXLAN Carries 
SGT @ FE

Fabric Edge
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Policy Extended Node (PEN)

Fabric Edge *

C

BBBBBB

Fabric Edges

Host 1

Extended
Node

Vlan 100 
SGT 100

Cisco ISE

Host 2

Vlan 200 
SGT 200

Policy Extended
Node

Fabric Site

Requires Cisco DNA-C 1.3.3 or above

Classification

Propagation

Enforcement

SGT @ Port

Inline tagging

SGACL at PEN
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PEN EN

Show CTS PAC
Show CTS Env
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Use-cases

Controlled Inter VLAN access

Controlled Intra-VLAN Access

Peer to Peer Blocking within VLAN

Ex

PEN

PEN

10 10

X

Same SGT deny Policy
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Supported Topology – FE with SVL Links

B
C

Fusion

PEN
Ex

Cisco SD-A Fabric
Edge Cat9300/9500

E ESVL

End host to FE 
map database

EN/PEN uses Port-channel 
to connect with FE with SVL Link

BRKENS-2832 20



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Supported: Extended node to Stacked FE’s
L3

L2 dot1q

L2

Cisco SD-A Fabric Edge
Cat9300 in a stack

B
C

E

Fusion

PEN Ex

End host to FE 
map database

EN/PEN uses Port-channel to 
connect with Stacked fabric Edge 

BRKENS-2832 21



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Extended Node • Catalyst IE3400H Heavy Duty Series 

Catalyst IE3400 (H) 
Rugged Series 

Cisco 3560-CX

Catalyst IE3400 
Rugged Series 

Catalyst IE3400H 
Heavy Duty Series 

Catalyst IE3300 
Rugged Series 

Policy Extended  Node

Industrial Ethernet 
IE4000

Industrial Ethernet 
IE4010

Industrial Ethernet 
IE5000

IE Extended Node, Policy extended  node platforms

CA/IE 9300

Upcoming release
EN/PEN

IE 9300 REP
CA9300-

PEN/EN/Daisy 
Chain
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Migrating EN to Policy Extended Node

• For scenarios customer may have already installed an IE3400/IE3400H as an 
Extended Node.

o Remove the Extended Node from the fabric
o Delete the Extended Node from Inventory
o Under Provision > Devices > Plug and Play, the device should have 

been removed.
o ‘Write erase’ and reload the IE3400/IE3400H and it should enter the 

PNP process and come up as a Policy Extended Node.

Plan Change Window – As devices will be out of operation during migration



Poll Question

Are you using REP Rings  with or without SDA?



REP Rings and 
Extended Nodes
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Network Resiliency Protocols

Resiliency
Protocol

Mixed 
Vendor

Ring
Redundant

Star
Net Conv
>250 ms

Net Conv
50-100 

ms

Net Conv
< 0~10 

ms
Layer 3 Layer 2

STP (802.1D)

RSTP (802.1w)

MSTP (802.1s)

PVST+

REP

EtherChannel
(LACP 802.3ad)

MRP (IEC 62439-2)*

Flex Links

PRP/HSR (IEC 62439)*

DLR
(IEC & ODVA)

StackWise

HSRP

VRRP
(IETF RFC 3768)

Process and Information

Time Critical

Loss Critical
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Daisy Chain- Extended Node

Fabric Edges

Cisco ISE

Fabric Site

Fabric Edge *

C

BBBBBB

Extended
Node

Policy extended 
Nodes

Available from DNA-C Release : 2.2.x (GA)

Linear Daisy Chain 
topology of either 
EN/PEN

FE + 18 nodes
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• A simple ring with all Ext-Nodes 
or all Policy Ext-Nodes is only 
supported.

• An EN Daisy chain can be 
attached to a EN REP ring. 

• PEN Daisy chain can be attached 
to a PEN REP ring. 

Supported Topologies

Do not mix PEN and 
Extended nodes in ring
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Supported Topologies

29

SD-A Fabric Edge
Cat9300 in a stack

B
C

E

Fusion

Ex Ex

EN/PEN REP Ring

29

SD-A Fabric Edge
Cat9300 in a stack

B
C

E

Fusion

EN/PEN REP Ring

Ex Ex

ESVL

Available from DNA-C Release TBD: 2.2.3 (EFT)
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• A closed ring connected to a Fabric Edge

• Ring of rings, ring attached to a ring and multiple rings within a given ring are not supported

Un-Supported Topologies
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SDA
Transit

Fabric in a Box (FIAB) – Network Extensions

Border , Control and 
Edge all in one 
device
Supports EN/PEN 
topologies 

Allows remote 
Extension

Ring and Daisy Chain 
support

IP 
Transit

R
e
m

o
te

 S
it
e
 A

R
e
m

o
te

 S
it
e
 B

SDA Fabric Main Branch

B/C/E
B/C/E
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REP automation  

How it works 
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REP Automation – How it works.

Initiate REP ring Workflow from DNA-C

STP Ring 
REP 
Ring

Available from DNA-C Release : 2.2.3 (EFT) + GA

Onboard STP 
Ring

Initiate REP 
workflow from 
DNAC

REP ring ready
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DNA-C REP Configuration
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Ring Operations : Deleting the node

REP 
Ring

REP Port : Gi0/1

REP Port : Gi1/1

Available from 2.3.2.x [CA]

Remove faulty 
EN/PEN Node

Connect REP 
ports back

Node part of REP ring
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Ring Operations : Adding a node

REP Port : Gi0/1

REP Port : Gi1/1

Advanced feature to Dynamically Discover 
and On-board new node in existing REP ring 
is coming soon in next release.

Delete REP 
Ring

Insert new 
EN/PEN

STP Discovery and 
REP Workflow

Ring ready
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Supplicant Based EN – CAT9k only

E

PEN SBEN

SBEN

802.1x for 
SBEN 
onboarding
Max 3 node 
Daisy Chain

PEN/SBEN mix

No REP ring

Cat9k as PEN

Available from DNAC 2.3.3 (CA) onwards
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Conclusion

Choose the Extended node types (EN/PEN/SBEN) based on 
current and future needs. 

Choose the Topology and Policy enforcement points 
based on use-case. (Hub-Spoke, Daisy Chain,  Ring)

Consider FIAB for remote extension use-cases
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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DNA Licensing – Extended Node
2 DNA license (Advantage, Essentials)

• Essentials is for pure networking buyers

• Advantage required for SDA Extended Node

• DNA license purchased for 3,5 year terms

License Type IE2000 IE3000 IE4000 IE4010 IE5000 IE3200 IE3300
IE3400/I
E3400H

C3560-CX CDB

DNA Essentials Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

DNA Advantage No No Yes Yes Yes Yes Yes Yes Yes Yes

PEN or EN Switch License DNAC license

Ext Node Network Essentials DNA Advantage

Policy Extended Node Network Advantage DNA Advantage
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