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What is Your First Step in
Protecting Endpoints and
Reducing the Attack Surface?

|dentify unknown endpoints and protect your workplace

Krishnan Thiruvengadam, Technical Leader Technical Marketing
Twitter: @KrishnanThiruv1
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Cisco Webex App

8199 wF -

€ Catalyst 9000 Series Switching Family =...

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App e
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥

Webex spaces will be moderated
by the speaker until June 17, 2022.
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About me

Married with 2 kids and Max(below). Moved to west coast from Boston
/ years back. Never looked back.
Love music, nature, visiting national parks, travel.

s
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- Challenges

- Al Endpoint Analytics: Profiling Overview
- Demo of Endpoint Analytics

- Policy Enforcement with ISE

- Group Based Policy Analytics

- Conclusion
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Challenges
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What’s happening in the workplace?

A
1:5
Unmanaged device proliferation.

©

Unmanaged endpoints are difficult to
patch and most vulnerable to cyber

@ I attacks.

® o

Secure authentication mechanisms
unusable on unmanaged endpoints

-

Open, unsegmented networks with IOT
devices put organizations at risk

TR Unmanaged
endpoint

cisco W-/ #Ciscolive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Ineffective segmentation causes cross-
contamination

M

Email borne
IOT T

attacks
Non-compliant OS

‘@. oS @ PERMIT ‘ Q . Q
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Segmentation: Expectation vs Reality

Employees

1l Building Management |

o o

| 4
A
g

”~ ‘)

'f—\
Contractors

)®

™
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Printers

&/ Common Serwces

»
-
'I"I'
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Employees
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( Common_Services
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How can you identify and categorize endpoints you
don’t know?




Endpoint Analytics: Deeper visibility and
continuous security posture assessment

. Deeper endpoint visibility with Al-
’ driven analytics and network driven
> deep packet inspection.

Continuous validation of endpoint
anomalies/threats/vulnerabilities

cisco W- #Ciscolive  BRKEN S-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



SD-Access for Zero Trust for Workplace

Mitigation actions and
remediations with Cisco ISE

AL/ML led network behavioral anomaly
detection, threats and vulnerabilities



Endpoint Analytics:
Profiling Overview

cisco M/




Endpoint profiling, data sources and ML Analytics

Rapidly reducing the unknowns by aggregating data from different sources

ML Analytics

Endpoint
Profiling

DPI-based
: Fingerprint/ :  Telemetry Tools
Behavior. ..~ Probes

0
-------------------

Network Easy Onboarding CMDB
Connector

CMDB Conﬂguration Management Database 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



%%sl)sification based on Deep Packet Inspection

C
= Endpoint type:
/ 3 CT scanner \
'quﬁ) Manufacturer:
9 Globex Corp.
- Model:
% Ultima
DPI b Operating
= system:
Deep packet = MS Windows 7
inspection
ML analytics q

Cisco® Catalyst® 9000

Series Switch -

Powered by NBAR

DHCP
CMDB : Class-ID;
connector Globex Ultima MSFET
CT scanner (Windows 7)
K Automatic System Rule updates j

cisco L‘V&-/ #Ciscolive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Traffic Telemetry Protocols

Data plane protocols:

Healthcare: DICOM, HL7,

Web/IOT: HTTP, SSL,

Building automation: MQTT, COAP,

BACNET...

Multicast: mMDNS... Available from IOSXE:v17.3.1
Media and

communication: RTSP, RTCP, SIP...

Others: CIFS, MS-SQL
Discovery protocols:

Cisco® Catalyst ® 9000

Series Switch and
Catalyst 9800 Wireless CDP, LLDP, SNMP, DHCP, ...

(Traffic Telemetry-
Embedded)

Protocol Library: https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/qos _nbar/prot_lib/config_library/nbar-prot-pack-library.html

cisco W ./ #CiscoLive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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Device Insights: Sample Devices |ldentified

= |OT Device [ =4 Building Management
+ Smart TV #+ Smart Speaker + Camera
=+ Receiver 4 Networked AV &-I- Collaboration Endpoint
4 Payment Terming =+ Motion Sensor T = Medical Device
=+ Presentation Sys =+ Vehicle Computer + Ultrasound imaging system =+ CT system workstation
+ Streamer =+ Intercom System + Stationary mammographic x-ray system =+ Medical video image recorder
+ AV Switcher =+ Smart Watch 4+ PET-CT system = Intravascular ultrasound imaging catheter
+ 10T Device + Thermostat #+ Full-body CT system %+ Medical Device
+ Connected Spea = Video Projector #+ Radiology DICOM image processing application softw: =+ Full-body MRI system
=4 Uninterruptible Power Supply #+ General-purpose ultrasound imaging system =+ Computed radiography digital imaging scanner
=4 Door Access Control Unit + Diagnostic x-ray digital imaging system workstation ag =+ Fluoroscopic x-ray system
\ =+ Digital Clock ) #+ Ophthalmic spectral-domain optical coherence tomography system
+ X-Ray system
#+ Indexed-immobilization patient positioning system

cisco W-/ #Ciscolive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Reducing Unknowns with Machine Learning

data lake ML groups  Creates Admin labels Al learns

< endpoints rules endpoints from new
DPI o IPhones
< labels
. . .. Bosch 1) a
Coffee b N
4 Cluster 2 Machine 1.8 New labels
. Bosch
ML analytics [ ® 03 1 Coffee
e o0 3| Cluster 1 \__Maching
: = iR —
AEIVI[ofS Il Unknown < N New labels
® BEE | m Apple
CMDB ® _ > = Watch
connector [ X ) Attribute A ————
o = done in cloud
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 19
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Exchange information with your CMDB

Future

DPI e Bi-Directional Data Flow

ML analytics

CMDB
- - - bmc
connector V Unidirectional Data Flow >

cisco W-/ #CiscoLive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 20
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Policy Enforcement
with Cisco ISE .
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Granular profiling reduces unauthorized access

Multifactor classification

Endpoint type:
CT scanner

Manufacturer:
Globex Corp.

Model:
Ultima

‘Cisco DNA Center

MS Windows 7

Trust Score:
8

Enterprise network %\, D I
H

cisco Lg/&/

Operating system:

HCiscolLive  BRKENS-2850

Cisco Identity
Services Engine

Access
- Entitlements

— SG"Ii" 11
]
i g e

SGT 12

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Seamless integration with Cisco ISE

Pyl - Erepint 21l fies

METRICS

=

entpre

s A, s B, o B, TS (g

Ovendaw  Endcin Invusiory

AUTHENTICATIONS ® €0 X 1 NETVIORK DEVGES® @0 X% HENPONTS® 8o x

Hardware Model

209 1m0

Device Type Hardware Maulaciurer

A44 11330 673,

05 Type

BYOD ENDPOINTS © © 0 X 1AM 0 X SHSTEM SUMMARY ® 6o x
- - P — oeeve, oz 2 i P

283, vas 320 12w
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Endpoint Analytics attributes in ISE

authorization policy

Assessment
score for
anomalies
detected

Endpoint
Analytics
profile labels

EA Hierarchy

ServiceNow
attributes

Overall
TrustScore

Select attribute for condition

(olalcls]ele]a]z]s

e

e

BRKENS-2850

Dictionary

Endpoint-Analytics % X

Endpoint-Analytics

Endpoint-Analytics

Endpoint-Analytics

Endpoint-Analytics

Endpoint-Analytics

Endpoint-Analytics

Attribute

Atrribute

cmdbModelCategory

cmdbSerialNumber

H 1

Blelrlos]"

D Info

concurrentMacAddressRes...

deviceType

groupHierarchy

hardwareManufacturer

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Using Endpoint Analytics attributes In
authorization policy

For example, authorization policy for Low Trust - Printers:

Endpoint Analytics: device type is Printer

Assign SGT =
I + U2 Quarantine System
Endpoint Analytics: trust score is less than 4

+

@ Status Rule Name Conditions Security Groups

] Endpoint-Analytics-trustScore LESS 4
° Low Trust - Printers AND

Endpoint- Quarantined_Systems X ISE 3.1=>16 attributes
. / k Analytics-deviceType EQUALS Printers
cisco 2

BRKENS-2850 All rights reserved. Cisco Public 26



Supported Deployment Scenarios

Cisco ISE Cisco DNAC (EA)

Third party -
4. _______________________
labels, Trust Score CISCO
and ANC action 1
k. Policy P
T - Traffic :
Cisco DNA Traffic e TS S ﬂ

Telemetry Appliance Embedded G

M) s,

Legtacy C"ZSEO/ThirS Cat 9000 access
party switches an switches /Cat 9800
wireless - . - ~ - . 'i wireless controllers
Endpoints

Cisco DNAC TTA supports SPAN, RSPAN and ERSPAN

cisco W- #Ciscolive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Minimum EA requirements for visibility and policy

DC

Cisco DNA Center: 2.1.2.4 (General Availability)
License: DNA Advantage

‘ Cisco ISE: 2.4 p11+, 2.6 p5+, 2.7 p1 and upwards
License: ISE Plus or equivalent

Wired: Cisco® Catalyst® 9200/9300/9400: 17.3.1
Wireless: Cisco® Catalyst® 9800 WLC: 17.3.1

@ Cisco DNA Traffic Telemetry Appliance (DN-APL-TTA-M)

cisco M ./ #Ciscolive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



“It is now a centerpiece of our security
strategy, and we are using the
unprecedented visibility and insights

“Al endpoint analytics has greatly
simplified how we manage our network.

We get the granular details we need for endpoint analytics provides to keep our

every .dewce,_ a’7d with ,’tS intelligent healthcare network secure and compliant
grouping of similar devices, we save with HIPAA regulations”

precious time and reduce complexity by

orders of magnitude.” “We signed up to test Cisco’s new Al

endpoint analytics application as soon as
it was available. Right away it exceeded
our expectations by identifying a large
majority of the 58,000 devices we have in
our system.”

“We plan to build on this feature to
bolster organizational security through
our network.”

-Brian Jensen, Network Analyst, North Carolina

Department of Health and Human Services
- Ed Vanderpool, Senior IT Manager, Adventist Health

#CiscolLive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 29


https://blogs.cisco.com/networking/north-carolina-dhhs-uses-ai-endpoint-analytics-to-simplify-network-control
https://blogs.cisco.com/networking/adventist-health-deploys-ai-endpoint-analytics-to-keep-its-network-in-shape

Group based
policy Analytics

cisco M/



Policy Challenges

How do | write
Will | break a good policy?

something?
@

What are the existing
communication flows?

o Are my policies
. efficient?
o
Are devices using the . What policy
intended policies? changes will be
o required?

cisco W ./ #Ciscolive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Policy Analytics

Deploy group polices with confidence

Pollcy Modeling - With traffic patterns Loa S
P X ’ o og Servers
,I’ \he e(% \/0 6(6 \0 \\\ -
II QN 6@N ?/ Q ___\\ _________ ’,’/’ é
\ Cameras @ RTP @ Syslog @ Any g
2 WWW
\T ________ Q ’ / Alerts
Unearth critical access ' \ .
o that must be allowed / @ Streaming fD— @
@ denied ‘
Observe and fine-tune for Cameras SSH Media Servers
___days/weeks ..
',' - \\‘. 0O
:‘ No policy on the network, yet !

J
| y @ Employees
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Policy Analytics

Deploy group polices with confidence

Group-based Policies - for segmentation
Log Servers
oS° o2 S -
W (Qe(% v Ne(s “ Q\O\\ it o
e L S e e . ‘

Cameras @ RTP @Syslog @ Any /

@ www
Deploy

b

Policy download v WEB
Media Servers

@ o

\\‘\66\6‘6 \’Oge‘e’ \O*ee

o e« o

Cameras @ RTP ©@Syslog @ Any
Employees
9 www

o> X0
- ssssmsiseis
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Al Endpoint Analytics References

Introduction: What is Al Endpoint Analytics?

Whitepaper: Cisco Al Endpoint Analvtics: A New Path Forward

Podcast: Network Insights with Al Endpoint Analvtics
Presentation: Advanced Endpoint Visibility with Cisco Al Endpoint Analvytics
Endpoint Analvtics solution for MAC/Attribute Spoofing

Case Study: Adventist Health
Case Study: North Carolina DHHS

Blog: To secure vour organization begin at the end
Blog: Identify Endpoints, Enforce Policies, and Stop Threats with Network Segmentation

Video: Al Endpoint Analytics Demo
Demo: Al Endpoint Analytics dCloud Demo

Deployment Guide: Cisco Al Endpoint Analytics ——

Cisco TTA Datasheet

Cisco SDA resources  Cisco ISE resources

cisco M ./ #Ciscolive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 34


https://www.cisco.com/c/en/us/solutions/enterprise-networks/what-is-endpoint-analytics.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/nb-06-ai-endpoint-analytics-wp-cte-en.html
https://blogs.cisco.com/networking/adventist-health-deploys-ai-endpoint-analytics-to-keep-its-network-in-shape?oid=pstetr023236.
https://blogs.cisco.com/networking/to-secure-your-organization-begin-at-the-end
https://blogs.cisco.com/networking/identify-endpoints-enforce-policies-and-stop-threats-with-network-segmentation
https://soundcloud.com/user-327105904/s7e45-network-insights-with-ai-endpoint-analytics
https://techfieldday.com/video/advanced-endpoint-visibility-with-cisco-ai-endpoint-analytics/
https://community.cisco.com/t5/networking-documents/cisco-ai-endpoint-analytics-solution-to-mac-attribute-spoofing/ta-p/4520260
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-traffic-telemetry-appliances/datasheet-c78-744352.html
https://www.youtube.com/watch?v=n0bw0nLJXb4
https://dcloud2-sjc.cisco.com/content/instantdemo/cisco-dna-center-automation-and-assurance-v2-1-instant-demo?returnPathTitleKey=content-view
https://community.cisco.com/t5/networking-documents/cisco-ai-endpoint-analytics-deployment-guide/ta-p/4266702
https://blogs.cisco.com/networking/adventist-health-deploys-ai-endpoint-analytics-to-keep-its-network-in-shape?oid=pstetr023236
https://blogs.cisco.com/networking/north-carolina-dhhs-uses-ai-endpoint-analytics-to-simplify-network-control?oid=pstetr023812
https://community.cisco.com/t5/networking-documents/cisco-sd-access-fabric-resources/ta-p/4196271#Design
https://community.cisco.com/t5/security-documents/cisco-ise-amp-nac-resources/ta-p/3621621

Group-based Policy Analytics References

Deployment Guide: https://community.cisco.com/t5/networking-documents/group-
based-policy-analytics-deployment-guide/ta-p/4096076

TDM: https://salesconnect.cisco.com/#/search/Group-
Based%2520Policy%2520Analytics%2520TDM%2520Presentation/content

Hot off the press, new Video/demo: https://cisco.box.com/v/GBPA-Demo-Video

cisco W-/ #Ciscolive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://community.cisco.com/t5/networking-documents/group-based-policy-analytics-deployment-guide/ta-p/4096076
https://salesconnect.cisco.com/#/search/Group-Based%2520Policy%2520Analytics%2520TDM%2520Presentation/content
https://cisco.box.com/v/GBPA-Demo-Video

Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.

cisco LW-/ #CiscoLive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

oo

T Learn =8 Train @=] Certify

A
@ @® ® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and
IT learning hub that guides teams Intensive team & individual automation Specialist Certifications
and learners toward their goals and technology training programs Award-winning certification
program empowers students
Cisco Digital Learning Cisco Learning Partner Program and IT Professionals to advance
Subscription-based product, technology, Authorized training partners supporting their technical careers
and certification training Cisco technology and career certifications
Cisco Guided Study Groups
Cisco Modeling Labs Cisco Instructor-led and 180-day certification prep program
Network simulation platform for design, Virtual Instructor-led training with learning and support
testing, and troubleshooting Accelerated curriculum of product,

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

technology, and certification courses

Cisco Learning Network
Resource community portal for
certifications and learning

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

cisco L‘V&-/ #Ciscolive BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Continue
your education

Cisco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand

BRKENS-2850 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 38
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Thank you
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