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Cisco Webex App

8199 W (F =

< Catalys !9000 S ies Switching Family =...

9000 Switcl h

Questions?

Use Cisco Webex App to chat L
i i _
with the speaker after the session

Intermediate (596)
H O W :\lr::ork\'ng (220)
@ Find BRKEWN-1742 in the Cisco Live Mobile App
‘ Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space

@ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 17, 2022.
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Introductions
Let’s start with... Why?
Evolution of Wi-Fi
Whatis Wi-Fi6 :
Then, whatisthe Ein €
A few Fails..

cisco W- #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



About @Steven Heinsius

3 Years as an End User

5 Years as a Partner

6 Years as a Distributor

12 Years at Cisco

17 Years Instructor
» Dad » Scuba diving
> Runner > Snow boarding
» Cook » Singer

> YouTube Channel
Mountain biking > Wi-Fi enthusiast ~ ‘The Basement Series’

v
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About @thelasonGrant

A years end user '
years as a Cisco SE

years security & wireless specialist

years EN (and DNA) specialist

years global sales enablement '

» Dad » Soccer ref
» Kung-fu » Road-tripper

» Cook » Wi-Fi enthusiast

> YouTube Channel
‘The Basement Series’

cisco #Ciscolive
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Simon Says...

“Let’s start with...

cisco Lzﬁo//
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February 15 - 19, 2016 - BerlingGermany

How it all began...
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PROFFESIONAL
IS
EXPENSIVE
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How I feel qoing somewhere
There’s going
yd that has no wifi
- Learn how NOT to #Fail

« It will be educational
o It will be interactive

« It will be fun

“I don’t care how you remember it,
as long as you remember it”

Steven Helnsilus

cisco W&- #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 10
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Steven’s Famous
Twenty Fails

Fail # ] Fail # 3 Fail # 5§
Forget about those Channels Design for 2.4 only... | am secure

Security best practices:

Design Best Practices
twork for & vinimum
T

Channel Best Practice:

plicable to Wi-Fi 6(E)?

“Lead with a Channel Plan” ‘ “Security is a Process,
not a Product”

“Start with 5 GHz on the test,
and have FRA & RRM do the rest”

Fail # 9 Fail # 6
Maximum Power! Hype Versus Reality

Hype versus reality best practices:

Contact us for the handout ]

Really? Does it matter?

@Steven_Heinsius
@thelJasonGrant

Placement & Positioning Best Practices:

“Too much power isn’t good...
ogenvene “Like in Real Estate;
Location, Location, Location”

insius

cisco M- #CiscolLive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public i




The basics

HE s WIFI

- The history of Wi-Fi \

- Evolution of Wi-Fi
 Frequency & Channels

- Understanding Modulation & DRS
« Wi-Fi 6

cisco Lg{/&/
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FRED NIEHAUS

AUTHOR OF

UNDERSTANDING RF FUNDAMENTALS
and the
RADIO DESIGN of WIRELESS NETWORKS

BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



The History of Wi-Fi

with Fred Niehaus
(parts 1 & 2)

— s
N 7S
FRED NIEHAUS

AUTHOR OF )
UNDERSTANDING RF FUNDAMENTALS
and the
RADIO DESIGN of WIRELESS NETWORKS

#Ciscolive

2022 Cisco and/or its

affiliates. All rights reserved. Cisco Public
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Evolution of Wi-Fi
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Let’s say a 100 Employee Company...
how many devices on the Wir Netwo

022

Smart
Buildings

\
.

= == \ { h@‘
= , - ¥ P , Workspaces
B Fi s iia ;ﬁl——

20

CERTIFIED" Gigabit Wi-fi 802.11ax loT

System Scalable

Controllers 802.11n Optimizing

/. (CleanAir)

HS2.0 & HDX

2.4 GHz is Sustainability
back
/u Powering
Hybrid Work

\WilG) 6

CERTIFIED
Cl S co W&-/ #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 16
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FREQUENCY SEPARATION
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802.11b/g 1 Mbps
(2.4 GHz)
6
2 Mbps
8
5.5 Mbps
10
18 Mbps
/ 12
/ 24 Mbps )
: Modulation
[ ; 36 Mbps
.' 20 48 Mbps
[ 21
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/ :;' ”
54 Mbps 21 \g |
A ] f
s 36 Mbps —fg /

24 Mbps —————
18 Mbps —12
10
12 Mbps ——————
8 802.11a
9 Mbps ————— (5 GHz) :
— 5 ] ®
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Dynamic Rate Switching (DRS) & Modulation

(given 802.11ac / VHT - 2 spatial streams, 40 MHz channels & 400 MS Gl)

#Ciscolive BRKEWN-1742 or its affiliates. All rights reserved. Cisco Public 20
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-1

Quadrature

256-QAM constellation

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 22
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16-QAM constellation

Get It?

CISCO L&V&_/ #CiscoLive BRKEWN-1742
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What else happens in the air?

#Ciscolive BRKEWN-1742
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27



More challenges in Wi-Fi

-Slow

.Can’t connect
.Can’t roam
-Not secure

-BYOD

. Guest networks

cisco L{Vp//

-Coverage

-Interference

.Changing environments
-Internet of Things
.99.999% of availability

-Primary access method



"I don't always go to libraries”

What is Wi-Fi 6

But when | do...

N
!
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W&- BBBBBB -1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



#Ciscolive

BRKEWN-1742

High Efficiency
4x Capacity
loT Scale

Much more efficiency for
getting on- and off the medium

Higher power efficiency
benefits clients including loT

Greater loT Coverage

Better app. performance in high
density deployments

30
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» 802.11ax

» BSS Coloring

> OFDMA

» Multi-user MIMO
> 1024 QAM

» Target Wake Time

#Ciscolive BRKEWN-1742
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STOPS WORKING

The Art known as Wi-Fi 6
Latest Generation of Wi-Fi
2.4 GHz is back

5 GHz is leading

Expanded to 6 GHz

Fastest ramping tech so far

Not about more speed

It’s about More Efficiency

BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



* It's a numbering bit

* Not actually a color

 Reduce co-channel
interference

* Increase channel re-use
factor of 8

BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



‘ Client 1
‘ Client 2
‘ Client 3
‘ Client 4
‘ Client 5
‘ Client 6

Multiuser version of OFDM
Developed for LTE (4G / 5G)
Channel is divided in smaller
allocations called Resource Units

Thanks to these smaller frames an AP
can send data to many more clients
at the same time

BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



MU-MIMO

Cisco
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1024-QAM
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Target Wake Time

W
o\‘.\sq_o
.

Cisco
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Then... what is the E in 6E?



The E is for -

Evolution o
Efficiency
Experience

Extra Bandwidth

It’s all the goodness of 802.11ax

Now available on a dedicated 500 MHz (ETSI) or
1200 MHz (!!1) (US) 6 GHz Spectrum

cisco Lz//&/
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So,
20 Fails...

THIS SESSION IS ONLY 45 MINUTES.
But only 45 minutes...
so we decided to focus on the Wi-Fi 6(E) important

cisco W&- #Ciscolive  BRKEWN -1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Fail 1:;

You missed all the previous
episodes...

cisco Lz/&/



Watch us grow!

CCCCC L{V&‘/
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#/WTF —

The Work from Home Edition
can be found here...
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Simple Rule:

“Never stop learning,
But make sure you have fun”

cisco Lz/&/
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Wider
Channels

CISCO M_/ #Ciscolive  BRKEWN 1742



Unlicensed Spectrum Used by Wi-Fi

Nt d (vl 4
ol S
y  wweilili] 24 GHz band: used by 802.11n (Wi-Fi 4), 802.11ax (Wi-Fi 6), and by Bluetooth, ZigBee, and
UM owmly proprietary wireless connectivity technologies
owe [1]203]a]s(6]2]s g 5 GHz band: used by 802.11n (Wi-Fi 4),
sou | o EELALLLS LR HEEE  802.11ac (Wi-Fi §), 802.11ax (Wi-Fi 6), and to 2
oW 1 ) ' lesser extent by cellular in unlicensed (LWA,
$100 Vg 100 Wy SN0 57 Wy Lon unwe|  MultiFire)
owe (1213]as]6]7]8
owe 1121314
owe| 1 !
140 W 1

\

A2 - T Wy

Note Grey s deocte spectrum that vaes DY [Dymam Frequency Selection] 10 avord millary rader, weather radir, and stelite communcation

cisco Lz/&/

L 4

#Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



The new 6 GHz band... 1!

5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz

59x 20 MHz channels

29x 40 MHz channels

14x 80 MHz channels

7x 160 MHz channels

U-NII-5 U-NII-6 U-NII-7 U-NII-8

cisco W&- #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Standard for 2.4 GHz

Standard for 5 GHz m/ \/ \/

Standard for 6 GHz n/ \

cisco Lz/ / iscol
&- #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Simple Rule:

“40 for 5, 80 for 6,
But whatever you do, never mix”

cisco Lz/&/




Fail 3:
Not aligning

Primary and Secondary

cisco Lz/&/

B T T

EVERGREEN




The new 6 GHz band : Wi-Fi 6 and later

5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz

59x 20 MHz channels

29x 40 MHz channels

14x 80 MHz channels

7x 160 MHz channels

U-NII-5 U-NII-6 U-NII-7 U-NII-8

Aewlid

cisco W&- #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Agenda

U-NII-5 U-NII-6 U-NII-7 U-NII-8
Center =
Froquency |EIRIEIEIS 5225858 4585885533%5828858593588538585885888888R8858¢8x
Jolo afn|s|8|s/@ n(s|s[s]x[N=j8ls gs /5|28 /55 8z aln 5 s Bl aelz g e[ 5 s e n B el a s W nA
80 MHz | '
20 MHz Channels 80 MHz Channels 1IN

40 MHz Channels IR 160 MHz Channels

Jewlid
Jewlid

A
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Simple Rule:

“Don’t mess with the defaults”

cisco Lz/&/



Fail 4:

Placements...

Really ?
Spreading

your Access Pointg
around the building like-.

Does it still matter
where you put those AP’s?

imgflip.com

cisco Lz/&/



o / Source: www.bad-fi.com
cisco (A4 & Twitter & Personal observations #CiscoLive

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 57


http://www.bad-fi.com/

Channel bonding...

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 58
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Wireless Stacking

o P30 ors

cisco L{V&/
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Low & Slow...

Via

Cisco
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When you did the
survey...

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Pu

blic



L I G e e i
T v 3 o O

[FppEre—r—r— ll‘?\'“:ﬂwr. s

When they go live...



Outdoor Wi-Fi...

#Ciscolive © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 65



Placement & Positioning best practices

v' AP Horizontal (vertical Polarization)

v Below obstructions

v' Minimal one meter (3ft) away from obstructions (Fresnel zone)
v' The correct antennas, only 1 type of antenna

v Access Points minimal three meter (10ft) away from each other
v Not too high (after 4 meter (14ft) high special implementations)
v' Don’t put behind a metal cage

v Use AP’s for Outdoor Coverage...

cisco M- #Ciscolive  BRKEwN -2019 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Simple Rule:

“Like in Real Estate
— Location, Location, Location”

cisco Lz/&/



Fail 5:

cisco Lz/&/



When 802.11ac Wave 2
was announced...

cisco Lz{/a/






But now...
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O OFDMA

‘ Client 1
‘ Client 2
‘ Client 3
‘ Client 4
‘ Client 5
$ Client 6

160 MHz Channels

[ VT
KER |\

Target Wake Time
@

- («8

MU-MIMO Beamforming
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Cisco Catalyst 916x portfolio

Catalyst 9162

A 2.4 GHz 2

‘a‘ 5 GHz 2
A4

6 GHz 2

L 2.5Gbps mGig Uplink

[ |
- - & PoE+and UPoE compliant
- 8 10T Radio

¥ CleanAir Pro Radio

cisco Lz/&/

D
-

o

Catalyst 9164

s

2.4 GHz 2 2
5 GHz 4 4
6 GHz 4 4

<= 2.5GGbps mGig Uplink
PoE+ and UPoE compliant

8 IoT Radio

¥ CleanAir Pro Radio

#Ciscolive

PSOENT-1006

Catalyst 9166

PN 2.4 GHz 4 4

- 5 GHz 4 4
-

6 GHz 4 4

L 5Gbps mGig Uplink

& PoE and UPoE+ compliant
H=—" 8 ioTRadio

B ¥ cleanAir Pro Radio
¢ XOR radios (low band/high band)
%» Environmental sensors

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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DEMO TIME!
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And let me show you what happens in the Air...

cisco M- #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Pu
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“If you can’t understand the REF, if you
can’t understand what's going on in
your environment, then you can’t get
to this next generation of
applications and services. And in fact,
even as we develop the next
technologies, the visibility that Ekahau
gives us is fundamental to taking us
into the future.”

¥ Matthew MacPherson
\ Wireless CTO, Cisco

Anesome Swag.
Awcsomer Wi-Fil
Booth #2937




Simple Rule:

“Now more than ever,
you need the smartest Chipset”

cisco Lz/&/



Fail 6: o s ThouShalt |
Listen ¢ ’!Illllnlrlm Points_.

to the Architect

Lae!



So | was told...

Access Points are ugly....

CISCO W_/ #Ciscolive  BRKEWN 1742



And what do you do with things that are Ugly?
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With Wi-Fi...
Put your AP’s where your clients are

CISCO W_/ #Ciscolive  BRKEWN 1742



TRANSMITTER RECEIVER
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4db 5db 5db 6db 8db 10-15db
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-3 dB

e

TRANSMITTER RECEIVER

cisco M- #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 85



-3dB -3dB

e

TRANSMITTER RECEIVER

cisco M- #Ciscolive BRKEWN-1742 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 86



RF Mathematics

Rules of 10 and 3

nerd

[nurd] noun.

« 3dB gain=mW * 2
« 3dBloss=mW /2

An intellectual
badass.

- 10 dB gain=mW * 10
« 10 dB loss = mW / 10

= 3 = TS
} SRS
R X e
cisco W- #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



70% of the clients in your
network are?

CISCO W_/ #Ciscolive  BRKEWN 1742



Maximum transmission on Wi-Fi?
25 mMW =14 dBm




So...

(RF Mathematics continued...)

Max ETSI transmission is 100 mW.
that is 20 dBm

20 dBm 100 mW
17 dBm 50 mW
11 dBm 12.5 mW
8 dBm 6.25 mW
5 dBm 3.12 mW
2 dBm 1.6 mW
0 dBm 1 mW

CISCO L&V@_/ #CiscoLive



TRANSMITTER RECEIVER
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TRANSMITTHRECEIVER TRANSMITTHRECEIVER
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-3dB

e

RECEIVER TRANSMITTER
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So...

T

=

What about these?
uscoé{/&/

#Ciscolive BRKEWN-1742
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Why don’t you hide them?
“Then they don’t work...”

AHA!

CISCO W_/ #Ciscolive  BRKEWN 1742
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Cisco

#CiscolLive

BRKEWN-1742
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Visit Oberon at #2337 on the World of Solutions

#CiscolLive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Oberon Model 3032 NetPoint™ Wi-Fi Bollard

Visit Oberon at #2 3 3 7 on the World of Solutions
cisco W-/ #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 100



Simple Rule:

“Can you read the Logo?
Then you are probably good to go”

cisco Lz/&/




Fail 7 I'LL WAIT

) . FOR THE NEXT UPGRADE
I’ll wait ;

for the next upgrade

cisco Lz//&/



-
e 2
Prescied. CiscorPul
= -




Simple Rule:

“Don’t wait till tomorrow,
with what you can do today”

cisco Lz/&/



Conclusion




Wi-Fi 6E is here
It’s real
It’s happening
And it benefits us all



VGive vouup 802.1TaXx VMake you Cry

Q’Say Goodbye

BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 107
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Thank you

Steven Heinsius
Jason Grant
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Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event survey
will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the leaderboard
and increase your chances of winning daily
and grand prizes.

cisco W&- #Ciscolive BRKEWN-1742 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 109



Cisco learning and certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

'S Learn

=2) Train

Pay for Learning with Cisco
Learning Credits

2=| Certify

S 2234
@ O, O,
Cisco U. Cisco Training Bootcamps Cisco Certifications and Specialist

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, and
certification training

Cisco Modeling Labs

Network simulation platform for design, testing,

and troubleshooting

Cisco Learning Network
Resource community portal for certifications
and learning

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and

Virtual Instructor-led training

Accelerated curriculum of product, technology, and
certification courses

Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program with
learning and support

Cisco Continuing
Education Program
Recertification training options
for Cisco certified individuals

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

cisco Lg{/&/
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Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education with
DevNet, Capture the Flag, and Walk-in

Continue Labs
yo u I Ed u Catl O n Visit the On-Demand Library

for more sessions at

www.Ciscolive.com/on-demand
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http://www.ciscolive.com/on-demand

The bridge to possible
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