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Cisco Webex App 

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How
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Wireless Config Analyzer Express

▪ Evolution from WLCCA

▪ Bring human years of learning and experience to you

▪ Case prevention

▪ Reduce case lifetime

▪ Single controller analysis

▪ Support for AireOS or 9800/EWC
▪ Any model, any version
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A bit of history…

▪ Born from: “No way I will check 200 interfaces across  45 controllers”

▪ Push for sharing: “2 weeks of Aps droping on and off, one line setting: 
STP”

▪ 700 Supermarkets. Which one is having RF issues?
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Wireless Config Analyzer Express

▪ I got 5000 Aps… How do I find which
ones have problems?

▪ Do I have any config errors?

▪ Is my current code correct?

▪ How is my implementation of best 
practices?
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Wireless Config Analyzer Express

▪ What it does:
▪ Configuration Checks

▪ RF Health Analysis

▪ RF Stats Summarization

▪ Upgrade Advisor

▪ Channel Stats

▪ Tag/Policy usage

▪ RRM analysis

▪ Log Message Summarization

▪ Ap inventory

▪ RF Graph Analysis

▪ New Client audits:
▪ 8821, iPhone, Drager, Vocera, Spectralink

▪ Client type list

▪ NDP AP summarization

▪ Controller config highlights

▪ AP Config view

▪ AP RF view
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Where?

▪ Cloud Version:
https://cway.cisco.com/tools/WirelessAnalyzer/

▪ Desktop Version:
https://github.com/CiscoDevNet/wcae

▪ More info:
https://developer.cisco.com/docs/wireless-troubleshooting-tools/

▪ Alias: 
wcae@cisco.com

▪ Webex Room:
https://eurl.io/#R6RK2M73v
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Internal Architecture

MetaParser

AireOS

IOS-XE

Parser Modules

Show tech wireless

Commands Parsed

Object 
Creation

Controller, AP, Radio 
objects

RF 
Summarization

Checks

Results

AireOS

IOS-XE

APs
Check Types

Export

Excel Report JSON Report

Data Transformation Layer
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Input Files
▪ Tool supports: 

▪ “sh run-config”

▪ “sh tech wireless”

▪ Best way to capture it, AireOS:
▪ SSH with  config paging disabled

▪ Use: transfer upload datatype run-config (max 32MB)

https://developer.cisco.com/docs/wireless-troubleshooting-tools/#!how-to-colletct-sh-
run-config

▪ Best way to capture it, IOS-XE:
▪ SSH and collect all output

▪ Debug bundle, add the command  “show tech wireless”

https://developer.cisco.com/docs/wireless-troubleshooting-tools/#!best-way-on-how-
to-collect-show-tech-wireless-for-catalyst-9800

AireOS

9800/EWC
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WLC/AP Checks

• ID is unique number assigned to the check
• Level indicates severity
• Category: Config Errors, Best Practices, Operational, Information
• Feature: to facilitate identifying where it applies

ID Level Category Feature Message Action

230011 Error Operational RRM
RRM: RRM leaders do not match between 2.4 and 5GHz bands, 
this could lead to errors on FRA calculations

FRA needs that both 2.4 and 5GHz leaders run on same physical controller. In situations for static 
leaders, if the platform license AP count is exceeded, the grouping may be splitl leading to this situation. 
In that case, FRA can't be used. A configuration change or reassignment of APs is recommended

230022 Error Config Error
Load 
Balancing

Load Balancing: Load Balancing window is zero, it is strongly 
suggested to use higher value

Using a window set to zero can cause serious association errors, try to use 5 or higher. Command: config 
load-balancing window

230010 Warning Config Error
11n/11ac/
11ax

11n/11ac/11ax: DCA with channel bonding in use and 
11n/11ac/11ax are disabled. Invalid configuration.

Either disable channel bonding in 5GHz configuration, or enable back high speed protocols 
(11n/11ac/11ax)

230017 Warning Best Practices CAPWAP
CAPWAP: Invalid AP join counter, it is higher than controller 
capacity, contact TAC as it is possible software defect

If the AP joined counter is higher than platform allowed count, this could indicate a potential software 
defect, contact TAC for more information

230009 Info Best Practices RRM

RRM: Channels 100-140 are not in use for DCA. If country 
regulations allows it, it is advisable to enable to improve 
channel distribution on 5GHz band

When possible, enable all supported channels, to reduce any co-channel interference on high AP density 
scenarios

230020 Info Best Practices Webauth

Webauth: Virtual Gateway IP is not on 192.0.2.0/24 , 
198.51.100.0/24 , 203.0.113.0/24 networks, change to 
recommended to avoid overlapping with Internet Allocated 
addresses. RFC5737

Virtual GW address must not match any Internet Routable address, as it could lead to controller 
blackholing traffic for it. Use one of the recommended addresses

BRKEWN-3006 14



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

WLC/AP Checks

• How to interpret:
• Error: you should really check it up
• Warning: may or not be important, depending on scenario, design, etc
• Info: just as reference, can be valid/normal data

• Always evaluate the information
• Check Action field on how to fix or for more information

• Best Practices try to be “good” for most cases, exceptions do apply
• Config Errors: most of the time they are real
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WLC/AP Checks

Area 9800 AireOS

General 99 144

WLAN 25 NA

Policy 24 NA

Others (RF prof, 
Mesh, Flex, etc)

11 12

RF 32 32

Security NA 22

AP 34 34
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Data Summarization

• Three levels of aggregation

• Controller

• Per Site Tag/AP group

• Per Flex Profile / Flex group

• All RF info is per band taken from individual AP radios

• Band is detected per slot
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How to use
▪ Go to : https://cway.cisco.com/tools/WirelessAnalyzer/
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How to use
▪ Upload file, analysis will start
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Done!

Get full analysis!
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XLS Report
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Interface

Menu

Area

Message

Counts

Open 
summary
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RF Stats WLC

Quick 
RF 
issues

DFS 
use

Client 
levels

Interf.
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RF Stats WLC
• Summary per AP Group/Tag or Flex Group/Profile

• Reports if any AP is missing radios
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RF Health  WLC/AP Groups/Flex Groups
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RF Health  WLC/AP Groups/Flex Groups
• Co-Channel Neighbor Utilization

• Summary of Nearby Aps on channel, activity vs distance 

• Co-Channel Overlapping

• Summary of Nearby Aps on channel, tx power vs distance 

• Side Channel Overlapping

• Summary AP on sides of current channel (channel distance for 2.4 GHz, 
5GHz bonding options)

• Noise Same Channel

• Noise level of current channel. -80 dBm is 0, 50 is 100%

• Noise Side Channel: 

• Noise levels of sides of adjacent channels
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RF Health  WLC/AP Groups/Flex Groups

• Interference Same Channel

• Interference (wifi) on same channel. -90 dBm is 0, -50 is 100%

• Interference Side Channel

• Interference (wifi) on adjacent channels, including 5GHz bonding 
options

• Low SNR Clients

• For Aps with >5 clients. Percentage of clients < 25 SNR

• Radio Utilization

• 60% utilization is 0% health

• Cleanair Interferers: 

• Relation of interferers for their RSSI vs Duty cycle

BRKEWN-3006 28
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WCAE Mini Desktop

• Same engine as the cloud version, same checks

• Only provides full report, with detailed RF information

• Additional summarization levels

• RF internal reports

• Supports Mac OS or Windows 

• XLS report saved on same location as file

Table of contents
Generated:2021-09-30 08:45

WCAE Version:0.8.4

Total Message Counts

Errors: 41

Warnings: 61

Informational: 20

Program Execution

Parsing Errors: 0

Processing Errors: 0

Controller: WLC
Data Summary

Checks Results

Log Summary

Upgrade Advisor

WLAN Summary

Interface Summary

RF Profiles 2.4 GHz

RF Profiles 5 GHz

Site Tags

Tag/Policy Usage

RF Stats 2.4GHz

RF Stats 5GHz

RF Health 2.4GHz

RF Health 5GHz

Channel Stats 2.4GHz

Channel Stats 5GHz

wlc1
wlc1-Checks%20Results
wlc1-Log%20Summary
wlc1-Upgrade%20Advisor
wlc1-WLAN%20Summary
wlc1-Interface%20Summary
wlc1-RF%20Profiles%202.4%20GHz
wlc1-RF%20Profiles%205%20GHz
wlc1-Site%20Tags
wlc1-Tag%20Policy%20Usage
wlc1-RF%20Stats%202.4GHz
wlc1-RF%20Stats%205GHz
wlc1-RF%20Health%202.4GHz
wlc1-RF%20Health%205GHz
wlc1-Channel%20Stats%202.4GHz
wlc1-Channel%20Stats%205GHz
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Interface
2 - Selected file

1 - Click to 

select file

3 – Click to 
process the file
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How to do initial assessment

• I am 4000 KM away… how do I get “a feeling” of your 
network?  
• Power level distribution
• Channel list in use
• Tags in use
• Co-channel metrics
• On channel highest neighbor
• RF Health
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Getting a feeling… Channel Stats
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Channel plan issues
• Reduced Channel list leads to 

high cochannel
• Common in 2.4
• For 5GHz:

• DCA configuration
• Country restrictions
• High density + Omni 

antennas 
• For 6GHz

• Wide channels
• Symptoms:

• High on channel Neighbor
• Maxed out RX Neighbor 

count
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Power distribution

• High Power levels
• Low coverage
• Bad TPC config

• Low power levels
• High Ceiling scenario
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Client view
• AP Health : Low SNR clients

• AP Stats (per AP)
• On Channel Neighbor count
• Highest Neighbor
• Lowest Neighbor

• RF stats ( per area)
• Channel change count
• Low vs High SNR 
• Poor coverage
• Isolated

• RF Health as Area highlight
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6GHz Migration
• Power levels per site

• 3-4: we are good
• 1-2: be careful

• YMMV!
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AP not broadcasting 11n/11ax

• Customer reports 9115 not broadcasting HT/VHT/HE
• TAC case opened, TAC reaches alias for possible 

new defect

• WCAE:

240009 Warning Config Error
11n/11ax/11a
x

802.11n/11ac radios are present, but WMM is disabled on the WLAN(s): 
FRA_AP_WLAN_PRO,FRA_AP_WLAN_GUEST

WLAN Profile Name : XXXXX
================================================
Identifier : 7
Description :
Network Name (SSID) : XXXXX
Status : Enabled
Broadcast SSID : Enabled
Advertise-Apname : Disabled
..
CHD per WLAN : Enabled
WMM : Disabled. <<< THIS
WiFi Direct Policy : Disabled
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Guest WLAN not working 

• 118 Policy Tags
• Clients report problems

230070 Error Config Error Tag Tag policy is using a Policy name not found. This will cause significant impact. Tag XXX Policy
This is normally a misconfiguration on the Tag entry, with possible invalid Policy name set. Please 
edit the tag and check the policy name used

240003 Error Config Error Webauth WLAN profile(s) with webauth parameter map pointing to non-existing value. Profile: guest1 Check the configuration item, and change/replace it with a existing value

• Webauth Not working
• GUI warns in 17.6+
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Log Summary

• Troubleshooting help
• Shows how many times, first found and last found per message

Type Times Severity First Last

SWPORT-4-MAC_CONFLICT 469Warning
Oct 15 19:02:05.873: %IOSXE-4-PLATFORM: Chassis 1 R0/0: cpp_cp: QFP:0.0 
Thread:000 TS:00001316162762868333 

Oct 20 13:44:51.481: %IOSXE-4-PLATFORM: Chassis 1 R0/0: cpp_cp: QFP:0.0 
Thread:000 TS:00001729120363188363 

SEC_LOGIN-5-
LOGIN_SUCCESS 10Notice Oct 16 05:21:35.642: Oct 20 14:01:20.911: 
WEBSERVER-5-
LOGIN_PASSED 6Notice Oct 16 05:21:35.643: Oct 20 11:33:04.933: 
WEBSERVER-5-
SESS_LOGOUT 3Notice Oct 16 05:38:04.777: Oct 19 14:46:37.097: 
WEBSERVER-5-
SESS_TIMEOUT 3Notice Oct 20 05:56:09.139: Oct 20 12:18:28.509: 
SYS-5-CONFIG_P 1Notice Oct 20 11:55:46.369: Oct 20 11:55:46.369: 
SYS-6-TTY_EXPIRE_TIMER 2Info Oct 20 11:48:25.463: Oct 20 12:16:58.814: 
SYS-6-LOGOUT 3Info Oct 20 11:48:25.468: Oct 20 14:01:01.708: 
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Upgrade Advisor

BRKEWN-3006

• Maximum version that can be installed
• Checks controller and AP models
• AireOS: Can you migrate to IOS-XE?

Upgrade Advisor
Current Controller version: 17.3.3

Maximmum possible or Recommended  Network version: 17.3.x

Maximum Supported Controller Version: No Current Limit

Maximum Common Supported APs Version: 17.3.x

Maximum Supported version per AP detected model:

AP3802 No Current Limit

AP1562 No Current Limit

1562 No Current Limit

C9120 No Current Limit

CAP2702 17.3.x

Recommended upgrade path to maximum version: Upgrade directly to 17.3.x

Documentation for more details 9800 Recommended Code

Upgrade Tips and Tricks

Wireless Compatibility Matrix

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216838-upgrade-and-downgrade-of-catalyst-9800-c.html
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
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WLAN Summary

BRKEWN-3006

• Combination of WLAN and Policy profiles
• Uses Tags and all unused WLANs
• Highlights config errors

WLAN Name SSID WLAN Status Policy Name Policy Status Vlan WLAN Active Clients Radio Policy Security Policies

OEAP ne0-w1f1 Enabled policy_profile Enabled VLAN0010 0 All

WPA2 AES
Auth: 802.1x OKC 

Test-AX Test-AX Enabled Test-AX_WLANID_2 Enabled VLAN0010 1 All

WPA2 AES
Auth: PSK OKC 
CCKM

RHA-Voice-5G RHA-Voice-5G Enabled Test-AX_WLANID_1 Enabled VLAN0050 1 All

WPA2 AES
WPA3
Auth: PSK OKC 

wlan-ipad nextstage Enabled wProfPol__iPad Disabled 90 245 802.11a only

WPA2 AES
Auth: PSK OKC 

wlan-ginga wProfPol_2F Profile name not found

wlan-guest GuestNet Enabled wProfPol_Osaka_Guest Enabled VLAN1400 29 All

WPA2 AES
Auth: PSK OKC 
Webauth
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Interface Summary

BRKEWN-3006

• Quick view of most important parameters
• Highlights vlan name errors
• Where it is being used

Interface Name IP Address Mask MTU  Shutdown Protocol DHCP Proxy DHCP Relay source
Vlan 
Name Profile Use

GigabitEthernet1 172.31.247.75 255.255.255.192 1500No Down None

GigabitEthernet2 No Up None

GigabitEthernet3 No Down None

GigabitEthernet0 No Down None

Vlan1 1500No Down default test,DISABLED

Vlan10 1500Yes Up VLAN0010 RHA-Test-AX_WLANID_2,Nikkei_policy_profile

Vlan20 172.31.247.56 255.255.255.192 1500No Up Vlan20 VLAN0020 None

Vlan26 10.10.26.253 255.255.255.0 No Down 10.10.2.166,10.10.2.165 Not Found None

Vlan50 1500No Up VLAN0050
RHA-Test-AX_WLANID_1,RHA-SPB-
Arena_WLANID_1

Vlan90 172.31.239.129 255.255.255.128 1500No Down VLAN0090 wProfPol_Osaka_iPad
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RF Profiles

BRKEWN-3006

• Summary of settings
• How many Aps are using it

RF Profile Name APs Using Status TX Min
TX 
Max TPC Threshold Rates RX SOP Channel Width

24GHz_Best_Practice 1 TRUE 5 14 -70

Mandatory:24, 
Supported:18, 36, 48, 54, 
Unsupported:11, 1, 2, 5.5, 9, 

auto 20

Low_Client_Density_rf_24gh Not in use on any Tag TRUE -10 30 -65

Mandatory:11, 1, 2, 5.5, 
Supported:18, 36, 48, 54, 9, 
Unsupported:

low 20

High_Client_Density_rf_24gh Not in use on any Tag TRUE 7 30 -70

Mandatory:12, 
Supported:18, 36, 48, 54, 9, 
Unsupported:11, 1, 2, 5.5, 6, 

medium 20

Typical_Client_Density_rf_24gh 4 TRUE -10 30 -70

Mandatory:12, 
Supported:18, 36, 48, 54, 9, 
Unsupported:11, 1, 2, 5.5, 6, 

auto 20
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Tag/Policy Usage

BRKEWN-3006

• Tag combinations in use
• Aps where they are applied

Tags/Policy usage for  
WLC:WLC
Combination Policy Tag Site Tag Join Profile RF Tag RF Profile 2.4G RF Profile 5G Flex Profile

1 RHA-SPB-Arena wrong-vlan RHA-SPB-Arena RHA-SPB-Arena Typical_Client_Density_rf_24gh Typical_Client_Density_rf_5gh wrong-vlan-flex

1 Wlan Policy

1 RHA-Voice-5G RHA-SPB-Arena_WLANID_1

1 AP List

1 APA4B4-3929-1

Combination Policy Tag Site Tag Join Profile RF Tag RF Profile 2.4G RF Profile 5G Flex Profile

2 RHA-SPB-Arena default-site-tag default-ap-profile RHA-SPB-Arena Typical_Client_Density_rf_24gh Typical_Client_Density_rf_5gh RHA-SPB-Arena

2 Wlan Policy

2 RHA-Voice-5G RHA-SPB-Arena_WLANID_1

2 AP List

2 APA4B4-3929-2 APA4B4-3929.
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RF Stats

BRKEWN-3006

• Summary at Controller, Site tag/AP group, Flex Profile levels
• Radio analysis

• Isolated: no valid neighbors
• Poor roaming: no peers higher than -75

• 26 metrics provided

Summarization Level Name Radios Client Servicing Radios Enabled Radios Disabled Radios Auto Chanel

Controller WLC 6 3 3 0 3

Site Tag RHA-Test-AX 1 0 0 0 0

Site Tag RHA-SPB-Arena 1 0 0 0 0

Site Tag wrong-vlan 1 0 0 0 0

Site Tag default-site-tag 2 2 2 0 2

Site Tag Home_Office 1 1 1 0 1

Flex Profile OEAP-FLEX 0 0 0 0 0

Flex Profile RHA-SPB-Arena 1 1 1 0 1

Flex Profile default-flex-profile 0 0 0 0 0

Flex Profile wrong-vlan-flex 1 0 0 0 0
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RF Health - Summary

BRKEWN-3006

• Summary at Controller, Site tag/AP group, Flex Profile levels
• Same as Cloud output
• Go here to find pain areas

Co-Channel Neighbor Utilization

Summarization Level Name Assesment Total APs AP Low RF Health AP Medium RF Health
AP High RF 
Health Low Medium High

Controller name1 Low 1634 1022 258 354 173 270 1191

AP Group name2 Medium 7 2 3 2 0 0 7

AP Group name3 Low 49 17 5 27 2 4 43

AP Group name4 Low 56 26 13 17 2 10 44

AP Group name5 Low 33 24 8 1 13 6 14

AP Group name6 Low 37 27 8 2 4 10 23

AP Group name7 Low 38 27 6 5 12 11 15

AP Group name8 High 13 2 1 10 0 0 13

AP Group name9 High 24 0 7 17 0 0 24

AP Group name10 Low 65 49 13 3 14 17 34

AP Group name11 Low 57 34 13 10 12 12 33

AP Group name12 Low 25 22 2 1 12 4 9

AP Group name13 Medium 58 17 13 28 0 0 58

AP Group name14 High 5 0 1 4 0 0 5

AP Group BH-NB01F(NB02-N01) High 8 2 1 5 0 2 6
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RF Health - AP

BRKEWN-3006

• Detailed view per AP
• Drives attention to worst offender metric > Root cause

Name Slot Band Channel Health
Co-Channel Neighbor 
Utilization Co-Channel Overlapping Side Channel Overlapping Noise Same Channel Noise Side Channel

AP1 0 2 11 73.33 92.59 88.89 100 100 73.33

AP2 1 5 157 96.67 99.35 100 100 100 100

AP3 2 2 1 100 100 100 100 100 100

AP4 0 2 1 100 100 100 100 100 100

AP5 1 5 48 96.67 100 100 100 100 100

AP6 2 2 1 100 100 100 100 100 100

AP7 0 2 11 0 41.67 0 100 40 58.67

AP8 1 5 64 0 50 52.78 100 100 100

AP9 2 2 1 100 100 100 100 100 100

AP10 0 2 11 100 100 100 100 100 100

AP11 1 5 161 26.67 45 50 100 100 100

AP12 2 2 1 100 100 100 100 100 100

AP13 0 2 1 100 100 100 100 100 100

AP14 1 5 36 78.33 98.8 100 100 100 100

AP15 2 2 1 100 100 100 100 100 100

AP16 0 2 6 75 86.39 75 100 100 94
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Channel Stats
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• Summary at Controller, Site tag/AP group, Flex Profile levels
• Channel distribution, power
• Clients and Neighbor counts
• Immediately know RF design issues, density

Summarization Level Name Channel APs Clients Average Power Average Power dBm Average Utilization Average Client Count/Radio Average Neighbor Count

Controller WLC 6 2 0 4 8.5 42 0 0

Controller WLC 11 1 0 4 12 82 0 0

Site Tag default-site-tag 6 1 0 3 15 57 0 0

Site Tag default-site-tag 11 1 0 4 12 82 0 0

Site Tag Home_Office 6 1 0 5 2 27 0 0

Flex Profile RHA-SPB-Arena 6 1 0 3 15 57 0 0
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AP /Slot Config

BRKEWN-3006

• Quick view of critical AP configuration
• Review per radio configuration
• Easy to spot errors

Name Model Admin Status Eth Mac Serial Mode AP group/Site Flex group/Site Location

ap1 AIR-CAP2702E-A-K9 Enabled A4-B4-39-29-1B-C4
FGL1413L3B
H FlexConnect wrong-vlan wrong-vlan-flex default location

ap2 AIR-AP1852E-B-K9 Enabled A4-B4-39-29-1D-28 FGL2413L3BJ FlexConnect default-site-tag RHA-SPB-Arena default location

ap3 C9120AXI-R Enabled A4-B4-39-29-27-5C FGL2413L3BK Local default-site-tag RHA-SPB-Arena default location

ap4 C9120AXI-R Enabled F4-BD-9E-9A-67-40 FGL2429L06GLocal RHA-SPB-Arena RHA-SPB-Arena default location

ap5 C9120AXI-R Enabled F4-BD-9E-9A-67-DC FGL2429L06F Local RHA-Test-AX default-flex-profile default location

Name Model Slot Radio Mac Type Mode Admin State Slot Op State Current Band Channel

ap1 AIR-CAP2702E-A-K9 05C-E1-76-2C-77-E0 802.11ax - 2.4 GHz Local Enabled Down 2.4GHz 1

ap1 AIR-CAP2702E-A-K9 15C-E1-76-2C-77-E0 802.11ax - 5 GHz Local Enabled Up 5 GHz 132

ap2 AIR-AP1852E-B-K9 05C-E1-76-2C-83-00 802.11ax - 2.4 GHz Local Enabled Up 2.4GHz 6

ap2 AIR-AP1852E-B-K9 15C-E1-76-2C-83-00 802.11ax - 5 GHz Local Enabled Up 5 GHz 144

ap3 C9120AXI-R 05C-E1-76-2C-D4-A0 802.11ax - 2.4 GHz Local Enabled Up 2.4GHz 11

ap3 C9120AXI-R 15C-E1-76-2C-D4-A0 802.11ax - 5 GHz Local Enabled Up 5 GHz 44
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AP RF Summary

BRKEWN-3006

• Critical for troubleshooting
• RF issues

• Highest Neighbor on channel
• On channel neighbor count
• RF health
• Channel change count

Name Radio Mac Model Mode Slot
Ban
d Channel TX Power

TX Power 
dBm Total Clients CH Util% CH TX Util% CH RX Util%

ap1 5C-E1-76-2C-77-E0 AIR-CAP2702E-A-K9 Local 0 2 1 3 15 0 43 1 0
ap1 5C-E1-76-2C-77-E0 AIR-CAP2702E-A-K9 Local 1 5 132 1 18 0 1 1 0

ap2 5C-E1-76-2C-83-00 AIR-AP1852E-B-K9 Local 0 2 6 3 15 0 57 1 0

ap2 5C-E1-76-2C-83-00 AIR-AP1852E-B-K9 Local 1 5 144 1 18 0 5 1 0

ap3 5C-E1-76-2C-D4-A0 C9120AXI-R Local 0 2 11 4 12 0 82 1 0
ap3 5C-E1-76-2C-D4-A0 C9120AXI-R Local 1 5 44 1 18 1 4 1 0
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RF Graph Analysis

BRKEWN-3006

• Get a “physical free” view of your 
RF space

• Analysis of AP relationships,  RF 
distance and impact in network

• Visual analysis to understand 
problems, roaming paths, etc



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive 56

RF Graph Analysis

BRKEWN-3006

• You need Desktop version
• Uses external tool for visualization and “preparation” (Gephi)
• Few steps required
• https://developer.cisco.com/docs/wireless-troubleshooting-tools/#!rf-

graph-analysis-using-wcae-desktop-and-gephi/initial-requirements

https://developer.cisco.com/docs/wireless-troubleshooting-tools/#!rf-graph-analysis-using-wcae-desktop-and-gephi/initial-requirements
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RF Graph Analysis

BRKEWN-3006 57



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Other Tools
Wireless Captures Simplified
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Bird's Eye view on Features

• Expert system to identify problems over from a wireless capture

• Hard to see issues found in huge files

• Low level protocol analysis

• Interoperability problems

• Generate a summary of events per client and AP WLANs

• Create Expert reports

• Speed up event identification in a wireless capture
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"Loose State Machine"

• Client has state machine to detect error transitions

• No authentication

• PSK failures

• EAPoL negotiation errors

• This must work even when capture is incomplete, or we have 
missing frames
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Quick Index view
• List of BSSIDs (APs) and clients active during the capture

• Quick glance on who is having problems

• Last known state for each client (probing, auth, full traffic, etc)

• Click on each item for full details

61
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Event Flow
Color coded events registered per device

Summary of repeated items for a more concise view

Quick location in capture of important issues (frame/time)

Added information for better understanding

Translation of reason codes, failures, EAP types, etc
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Histograms - Client

• Get quick glance on signal levels, rates and QoS marking received 
and transmitted by client

• Supported on Radiotap and Peekremote (AP sniffer) file formats
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Detecting easy to miss problems
• Simplify finding issues across large captures

• Unencrypted traffic leak (client/AP)

• Beacon loss

• High co-channel

• Incorrect data rates
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Where?

▪ Desktop Version:
https://developer.cisco.com/docs/wireless-troubleshooting-tools/#!wifi-hawk

▪ Webex Room:
https://eurl.io/#wVvmfGR_w

▪ Alias: 
wifi-hawk@cisco.com
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Empowering Users by Digitizing Cisco Product & Adoption 
Experiences

Cisco Networking Bot 
https://cnb.cisco.com/

66Session ID

Transforming Customer Experience with Cisco AI Chatbots

Config / Tshoot GuidesEoS/EoL

HW-SW CompatibilityRelease Recommendations

Product Migration/Adoption

Security Advisories

https://cnb.cisco.com/
https://cnb.cisco.com/
https://blogs.cisco.com/networking/transforming-customer-experience-with-cisco-ai-chatbots
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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