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Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App e
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥

Webex spaces will be moderated
by the speaker until June 17, 2022.
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What is Zero Trust?

Trust the Endpoint and User

Secure the Endpoint

Enable the Network
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The way we
do business

has changed
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Shift in IT Landscape

Users, devices, and apps are everywhere

Remote Users, Cloud
Contractors & SaaS
Third-Parties .
Evolving

Perimeter
Hybrid Cloud
Infrastructure

Personal &
Mobile Devices

Cloud

loT Devices aaS
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Security Challenges

Increased attack surface, deficient access control and gap in threat protection

81% of breaches
involved weak or
stolen passwords

IR response times lead
to 10K devices being
bricked in <10mins!

Business

impact of a
=00% Increase breach rising 54% of web app
in malware for vulnerabilities have a
loT devices ‘/* public exploit available

Security tools going
blind due to privacy
and encryption
methods

Attackers leverage
smart devices to get
access to your network
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IT Challenges

Increased diversity in access and gaps in visibility

~o _ -
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What is Zero Trust?
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What's Different in a Zero-Trust Approach

The Traditional Approach

Trust is based on the network
location that an access request
is coming from

@RI Once attackers are in, they can
KT/ move laterally within a network
to get to the crown jewels

Doesn’t extend security to the
A new perimeter of cloud, mobile

and hybrid environment

cisco Lz//&/

The Zero Trust Approach

Trust is established for every access
request, regardless of where the
request is coming from

Secures access across your

||~ v ﬁ applications and network.
-——
Extends trust to support a modern
||~ . enterprise with BYOD, cloud apps,
hybrid environments & more

#Ciscolive
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Securing the Enterprise

How do you establish trust at the point of access?

Workforce i Workload
R\ g . .
Use_r and O b \ Application and _@] Network
device access workload access ™ access
WHO OR
WHAT
TRUST
VERFICATION
FROM
I ]
Key Use Secure Secure Across
Cases: Remote Work Multi-Cloud
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Foundation for Zero Trust: MDM

Trust and Secure Endpoints and Users with Secure Network Access

Workforce — ~SR-
User and O Network
device access access
Trust — Secure — Enable
Endpoint + User Endpoint Network

with Systems Manager
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What is Device /
Endpoint
Management? Join at

slido.com
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Endpoint Trust: Secure Devices Intelligently

&

Seamless provisioning
and enrollment

®

Enforce Data
encryption

cisco Lg%o//

Dynamic policy
adjustment

s

Full remote

control
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Enforce/prevent
OS & app updates

Automatic quarantine &
remediation
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Endpoint Trust: with MDM

Apps and

Software Retire

Inventory Provision Configure Secure Control

Automated
Device CrntAarnrien \AL_LCi
Enroliment

Integrated |IOT
view

Supervised Self Service Custom Apps Remottleo\évli(pe and

Apple Business Android Zero F I I M D M rt App Store VPP .
Mgr Sync Touch u SUu p po iOS Lost Mode

Android Work . . Public Apps and -
DCer:/rig:]ga?c Profile I Uvramictaggng W Network Stats App Config Activation Lock

Aol Use Full OS support
I0S

Software and Remote
app inventory notifications
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Bridge cloud and network security

DEPLOY & CONFIGURE CISCO SECURITY

@

C PO %

S 00
asco oo/

Trusted
endpoint

Device
posture

Deploy &
secure

AUTOMATE
SIMPLIFY
SECURE

#CiscolLive BRKMER-1005

ZERO TRUST NETWORK ACCESS

Sentry Wi-Fi &
Trusted Access

Sentry VPN

Sentry Policies

||

| e o
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Connect device to identity with ISE

o= L9 =

WORKER / STAFF
IDENTITY GUEST DEVICES CUSTOMER DATA
SERVICES CENTER
ENGINE Not enrolled

, .  |dentify user and endpoints
» Configuration

automation * Profile and classify devices
« User/device/ - * Automated on-boarding security
network app policy * Sync groups with security policy
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Two-step authentication with Duo

=ue (!
QIS
a

Double automated authentication Staff / Guest devices
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Integrated Threat Defense with Cisco SecureX

Cloud Access
Security

ﬂ ﬁ Enterprise Mobility

Management

Email
Security

Secure Internet

Secure
Gateway

SD-WAN [ Routers

Advanced

Identity and Network
Threat

Access Control

Web

Switches and
Security

Access Points

Next-Gen Cloud Workload
FW/IPS Protection
Network Traffic
Security Analytics
cisco W./ #Ciscolive BRKMER-1005

bl
o SecureX

SecureX Device Insights, customers
get a Single console view for
endpoints across Meraki Systems
Manager, Umbrella, Duo, Orbital and
Secure Endpoint and custom
sources.

Dashboard  Integration Modules  Orchestration  Insights  Administration

Source Health 1 Devices oS
“.v 0 Managed (0 g o
100%
otie 0 @ @
0 o
x
™

vvvvvvv
Select ©| (O HasFoults 0) [J AVDefintions outof dote (0)  Clear Fiters  Save Fiters

[ Windows x| [“mac0s x ] [“Andwid x | [0 x |

14 Devices found out of 1
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Internet/

T
o r J
First line of defense . o
against internet Q
attacks with Umbrella o
[ o
@ o [ Q o [ x]
. All office locations %07 ‘ 90®
« Any device on or off your network R
\ Umbrella ™

* Every port and protocol

|

% o] |

cisco W./ #CiscolLive BRKMER-1005 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 25




Umbrella Integration with SM on Windows/MacOS

Automatically import configuration from Umbrella with Umbrella Roaming Client

@ Cisco Umbrella

) Dashboard
Deploy Cisco maps policies
Security Solutions to identities

d—— /==

p PUSHES INHERITS
) Cisco AnyConnect Per-device configurations from Cisco Umbrella
Cisco Umbrella Roaming Client

Windows/MacOS devices

Automatically enrolled to
Cisco cloud services

*Pro Tip* Deploy Kernel
Extensions with MDM for
smoother MacOS deployment
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Umbrella Integration with SM on Android

Automatically import configuration from Umbrella with Cisco AnyConnect

Auto-Import
maps policies via AP Umbrella
to identities

Cisco Umbrella
Dashboard

v

configurations

p PUSHES PUSHES
) Cisco AnyConnect Managed App Config for Cisco AnyConnect

Android devices

Automatically enrolled to
Cisco cloud services

* Requires full MDM enablement
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Umbrella Integration with SM on 10S/iIPadOS

Automatically import configuration from Umbrella & Clarity with Cisco Security Connector

Secure

Cisco Umbrella
Dashboard

Endpoint

maps policies ) Auto-Import SE & _
via AP Umbrelia via AP Dashboard maps policies

to identities . e
to identities

configurations

PUSHES PUSHES
Cisco Security Connector Per-device configurations for the Cisco Security

Connector reflecting one or both policies
Supervised iOS devices

Automatically enrolled to

Cisco cloud services G
* Requires full MDM enablement
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Enable the
Network
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Zero Trust Network Access with Meraki

SECURE Workforce AGILE Workplace
Trusted endpoints and Seamless, secure
authorized users onboarding to the network
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Sentry Wi-Fi with Meraki MR

cisco M . #Ciscolive BRKMER-1005 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Clientless ZTNA

Trusted Access with Meraki MR

— ‘ —
e E
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Sentry Policies with Meraki MS, MX

cisco Lg/&/

Posture Assessment:

Platform type?
User Identity?
OS version?

P >

#CiscolLive

Allow/Deny access
to network
segments

bbbbb)>>>>

Restrict/Limit network

bandwidth
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Foundation for Zero Trust: MDM

Trust and Secure Endpoints and Users with Secure Network Access

Workforce — ~SR-
User and O Network
device access access
Trust — Secure — Enable
Endpoint + User Endpoint Network

with Systems Manager
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“... one of the key requirements of
ZTA Is the abllity to identify and
manage devices”

Zero Trust Architecture, NIST SP 800-207

Lae!



Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

« Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances of
winning daily and grand prizes.
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Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

D Learn

=

00O
N

Train

2= Certify

f91 nM
o o o
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning

Subscription-based product, technology,

and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals
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Continue
your education

Cisco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand
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