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Cisco Webex App 

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 17, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKOPS-2128
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Agenda

• Business Challenges and Outcomes

• Solution Architecture

• Dashboard and Demo

• Case Study

• Value Realization

• Roadmap

• Conclusion
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Cisco Business Critical Services

Expertise throughout the lifecycle—powered by analytics, insights, and automation

Available from Cisco® and our partners

Optimize and de-risk with 
guidance throughout the lifecycle

Ignite innovation with value 
across the IT landscape

Enable business agility with 
continuous engagement

Accelerate outcomes and move your business forward with ongoing, expert guidance at every stage in 
the IT lifecycle through uniquely tailored engagement models 
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Challenges

Fault Detection – Why does it matter?

• Event detection time

• Time of engagement

• Response efficiency

• Supplement staff knowledge

• Total resolution duration

• Improve time to resolution

• Jump start troubleshooting

• Provide Remediation notifications

• Automated collection of data

• Smart-bonding capability

Outcomes
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Fault Management Timeline

How can the ENTIRE process improve?

T   I   M   E

Automate Steps 2-7
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Automated Fault Management Architecture

Customer Network AFM 
Instance

AFM 
Instance

1. Fault event 
(<5 sec)

2. AFM Data 
Collection
(< 5 min)

0. Signature update 
(=15mins)
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Dashboard and 
Demo
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Summary View

This tab shows the summary of Alarms, Signatures, TAC cases and Devices

BRKOPS-2128 12



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Alarms View

If an event matches a signature on a device, then an alarm is created on this tab.
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Signature View

Signatures are created/modified and mapped to a product series in this tab.
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Devices Tab

Devices being monitored by AFM can be seen in this tab.
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Use Case : Large Service Provider and Bank
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High Time To 
Resolution

• Time to detect

• Manual diagnosis and 
remediation  

• Limited Technical Resources 
with deep work Queues

Solution

• Near real time automated 
outage detection

• Automated collection of 
detailed failure data

• Cisco Intellectual Capital 
supplied remediation steps

• Automated support case 
creation and problem 
notification

High Operational   
Expense

• Time to detect

• Time to diagnose and 
remediate 

• Technical Resource costs



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

SP AFM Delivery over a period of 12 month
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• 40%– 50% cases are currently being opened by AFM
• Average fault detection time reduced by 30–60 minutes
• Case opening and queuing time essentially eliminated saved approx. 45 mins
• Average remediation time reduced to less than 10 minutes
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Major Service Provider, US

“$8 million outage reduction saving 
over 12 months”

“Outage detection times reduced by 
75%.”
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Large Bank, US

“$5 million projected savings in labor 
costs, over 12 month”

Problem resolution cut by 50% per 
incident.  
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Value Realization

Outage detection time 
reduced by 75%

Resolution time 
reduced by 50%

50%75%

Significant savings in 
outage and labour costs

~+7.9k hours saved 
compared to manual 

case opening
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Winner of TSIA 2021 Award

Innovation in Support Services Automation - AFM
https://www.tsia.com/tsia.public.dev/media/pdf-file-storage/STAR-
Application-Submissions-2021/2021-star-award-innovation-support-
services-automation-cisco.pdf

Innovation in Customer Portals – CX Cloud
https://www.tsia.com/tsia.public.dev/media/pdf-file-storage/STAR-Application-
Submissions-2021/2021-star-award-innovation-customer-portals-cisco.pdf

Innovation in Customer Success – CX Cloud
https://www.tsia.com/tsia.public.dev/media/pdf-file-storage/STAR-Application-
Submissions-2021/2021-star-award-innovation-customer-success-cisco.pdf

*TSIA Technology & Services Industry Association -
https://www.tsia.com/certifications-and-awards/star-awards/tsia-star-award-winners
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Roadmap

Expand coverage 
across architecture

IOT, Collab, SDWAN 

Expand APIs
Data accessible via 
APIs

Telemetry Anomaly 
detection

ML capability to monitor 
anomalies based on 
telemetry data

Pattern 
Prediction

Pattern identification 
to predict faults 
before it happens

Automated 
Remediation

Consume automated 

remediation into 

existing workflows
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What is Automated Fault Management? 

Machine 
learning
Powered by 

Cisco Intellectual 
Capital

Automation 
detection

Faster
• Fault Detection
• Troubleshooting
• Time to 

resolution

Combines automation detection and machine learning, powered by Cisco 
intellectual capital to speed fault detection, troubleshooting and resolution 

times
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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