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Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space
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What is Orbital?

• Orbital Advanced Search is a 
feature of Cisco Secure 
Endpoint available with the 
Advantage license and higher.

• Orbital searches provide SQL-
like queries of attributes on a 
running system.

• The underlying technology is 
osquery.

• Searches can be run on 
demand, scheduled, or via 
scripts and automation.

Image source:
Apollo 11 Lunar Module Eagle rendezvousing with Command module 
Columbia in lunar orbit
By Michael Collins - NASA (hi-res), Public Domain, 
https://commons.wikimedia.org/w/index.php?curid=506841
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Why Use Orbital?

• Use case: Threat Hunting

• Hypothesis-driven hunting

• Malware Analytics searches

• Use case: Incident Response

• Forensic snapshots

• ATT&CK framework

• Use case: IT Operations

• Not just for SecOps

• Use case: Vulnerability 
Management and Compliance

• Remediate, but verify
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What do I need to 
start using Orbital?

• Cisco Secure Endpoint with 
Advantage or Premier license

• OS requirements:

• Windows 10 (1803 or later) / 11

• Windows Server 2016 / 2019 / 
2022

• macOS 10.15 / 11 / 12

• RHEL (and compatible) 6.10 / 7 
(7.2 or later) / 8

• Ubuntu 18.04 / 20.04

• Oracle Linux (UEK) 7 / 8

• Debian 10 / 11
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What do I need to 
start using Orbital?

• Secure Endpoint version 
requirements:

• Windows connector 7.1.5 +

• macOS connector 1.16.0 +

• Linux connector 1.17.0 +

• Orbital √ Enabled under 
Advanced Settings in Policy

• Not currently available for 
Private Cloud
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A Closer Look at osquery

• Originally developed 
by Facebook, then 
open-sourced

• Exposes an 
operating system as 
a relational database

• Cross-platform 
support (Windows, 
macOS, Linux, 
FreeBSD)

• Docs and schemas at 
https://osquery.io
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Okay … so, why 
pay for Orbital if 
osquery is free?

• Extensive catalog of prebuilt 
searches, continually updated 
with Talos threat intel, and 
mapped to MITRE ATT&CK

• Secure Endpoint console 
integration with forensic 
snapshots and automated 
actions

• SecureX integration (ribbon, 
orchestration workflows)

• Secure Malware Analytics 
integration
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Okay … so, why 
pay for Orbital if 
osquery is free? 
(Part 2)

• Ability to schedule query runs 
in the portal

• APIs for search submission and 
result processing

• Linked queries let you use the 
results from one search to 
fine-tune the next one

• If you’re using the Premier 
license threat hunting, and/or 
Secure Endpoint Pro MEDR, 
Orbital is a key component of 
those services
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Overview of Orbital 
Deployment 
Process

BRKSEC-1016 13
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Orbital Deployment

Orbital
Cloud

Secure Endpoint Connector Process
(sfc.exe)

Engine Layer

Immunet Protect
Driver

Cisco AMP
HEUR Driver

Immunet Self
Protect Driver

Cisco ELAM
Driver

TETRA Driver
(Trufos)

Immunet Network
Monitor Driver

(DFC)

Cisco Event
Framework Driver

URL Scanner
Engine

Driver
Layer

KDF Driver
Instance

Secure Endpoint
Cloud

Response (Policy)

Event

Hash Lookup

Heartbeat

osquery tables locally
on the system
> 200 tables

Orbital Daemon

Orbital Node
(orbital-ampwin.exe)

DB
DB

DB

• Orbital Enablement is a single click in the policy.
• After activation, Orbital will be installed

by the Secure Endpoint Connector (sfc.exe).

• Orbital daemon constantly adds information to the Orbital Databases

Static Connection
established by

orbital-ampwin.exe

• orbital[.eu].amp.cisco.com:443 TCP
• ncp[.eu].orbital.amp.cisco.com:443 TCP
• Based on Google Protocol Buffers

https://developers.google.com/protocol-buffers/
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Running a Query

Orbital
Cloud Click to to open Orbital ConsoleSecure Endpoint

Cloud

osquery tables locally
on the system
> 200 tables

Orbital Daemon

Orbital Node
(orbital-ampwin.exe)

DB
DB

DB

Static Connection
established by

orbital-ampwin.exe

• host:<hostname>

• ip:<IP-address, type auto-detected>

• ip4:<IPv4-address>

• ip6:<IPv6-address>

• mac:<MAC-address>

• os: <operating-system: darwin,linux,windows>

• all
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Orbital Updates on the Endpoint

• Orbital updates are released every 
two weeks or so.

• With “Automatic” selected as your 
update schedule, the endpoints will 
apply the updates when they 
become available.

• If you need to exercise more control 
over your endpoint updates, choose 
“With Connector” instead; Orbital on 
the endpoints will be updated to the 
latest version at the same time as 
the new connector version.
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Orbital Cloud Console: Dashboard
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Orbital Cloud Console: Query
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Orbital Cloud Console: Results
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Orbital Cloud Console: Endpoints
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Orbital Cloud Console: Catalog
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Orbital Cloud Console: Help

• The “?” icon takes 
you to online help.

• You can also browse 
directly to:
https://orbital.amp.cisco.com/help/

• This is also where the 
Orbital release notes 
are kept, under 
“What’s New?”
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Borrowing, 
Stealing
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Orbital Search DIY (Do It Yourself)

• You can type (or cut and paste) a 
query into the “Custom SQL” field.

• The query can be run immediately 
or scheduled.

• Custom queries can be saved, and 
will show up as “Organization 
Queries” in the Query Catalog 
filter.
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A Closer Look at the Query Catalog

• The catalog contains hundreds of prebuilt 
queries, mapped to general categories and to the 
MITRE ATT&CK framework.

• Each entry includes a plain-language description 
of what it does.

• Catalog queries can be used as they are, or 
modified by specifying parameters on the query 
page, or simply used as the starting point for 
creating your own queries.
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Example: Threat Hunting with the Query Catalog

• “Hermetic Wiper” malware was identified in 
February, using signed drivers as a vector.  
(See 
https://blog.talosintelligence.com/2022/02/th
reat-advisory-hermeticwiper.html for details.)

• Queries added to the Orbital Catalog to look 
for related indications of compromise.
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Using Secure Malware Analytics as a Query 
Source

• Cisco Secure Malware 
Analytics (ex-Threat Grid) 
produces behavioral 
indicators (BIs) from 
samples.

• Some BIs are well suited to 
turn into Orbital queries.

• Secure Malware Analytics 
can do this for you in a 
single click!
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Using Secure Malware Analytics as a Query Source

• Just click the “Orbital Query” button on the BI of interest.
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Using Secure Malware Analytics as a Query Source

• An Orbital query is 
automatically set up with all 
the fields populated, and 
ready to run.

• Pick your targets, and run the 
query to find out if the 
observed BI is present 
elsewhere inside your 
organization.
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Search: 
Scheduled, 
Event-Driven, 
On-Demand
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Here, we have selected the 
“Chrome Browser Extensions 
Monitoring” catalog entry, which 
is applicable across multiple 
platforms.

So we could just select “all” 
endpoints as our target, and let it 
run like that.

We could also enter specific 
endpoints as the target of the 
search, by IP or MAC address, 
hostname, connector GUID, etc.
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Or, if we’re interested in one 
specific operating system, we 
could specify that.



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive 38BRKSEC-1016

Or, we can add a random subset 
of endpoints, if we want to get a 
statistical sampling of our 
environment.

The random 
endpoints can
also be limited
by operating
system.
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“Linked Queries” allow you 
to use the results of one 
query to target another.  
Only endpoints that return a 
non-empty result for the 
first query are eligible for 
the second.

This lets you focus 
potentially resource-
intensive threat hunting 
queries on only those 
nodes that are actually of 
interest for the hunt.
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In many threat hunting and 
incident response 
scenarios, you’ll want to run 
your queries, and process 
the results, immediately.

That’s what the ”Live 
Query” button is there for.
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For compliance, 
base-lining, and 
verification 
purposes, you may 
want to run queries 
on a regular 
schedule.

They can run on a 
time cadence (from 
5 minutes to 30 
days) over a period 
of up to two years.

A Remote Data 
Store is useful for 
offline long-term 
retention.
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Cisco Secure Endpoint (Advantage license or higher)  also incorporates a very 
useful special kind of Orbital query: the Forensic Snapshot.  This is a predefined 
set of information about the state of the operating system that can be captured 
at a point in time, referenced in the Device Trajectory, and downloaded for 
further analysis.



Using Orbital 
with SecureX
Orchestration
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Orbital Workflows in SecureX Orchestration
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Orbital Workflows in SecureX Orchestration
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Talos Queries on Github
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Building out an in-house threat 
hunting capability is not a trivial 
task, especially when so many 
security operators are already 
struggling to keep up.

Hypothesis-based Hunting

Anomaly Detection

Curated IoCs

IoCs

Oh, and one more thing…

If your response to all of this is 
“yeah, that sounds cool, but I 
don’t have the time for it”, then 
we have a solution for you.
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Conclusion
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Resources

• FAQ
https://www.cisco.com/c/en/us/solutions/
collateral/enterprise-networks/advanced-
malware-protection/amp-endpoints-
faq.html

• Privacy Data Sheet
https://trustportal.cisco.com/c/r/ctp/trust-
portal.html?search_keyword=orbital

• Cisco Orbital Help
https://orbital.amp.cisco.com/help/

• Cisco Community
https://community.cisco.com/t5/endpoint
-security/bd-p/discussions-endpoint-
security

• Orbital Tutorial Videos
https://learningnetwork.cisco.com/s/orbit
al-advanced-search-how-to-videos
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

54BRKSEC-1016

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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