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CISCO The bridge to possible

How to build a Secure Multi -
Cloud environment with
Cisco Secure Workload

This session will cover the challenges customers are facing in a Multi - Cloud environment and how Cisco
Secure Workload will support them on a road to zero trust for their applications. The session will touch briefly
on Cisco Data Center architecture like ACI, and cloud deployments and how Cisco Secure Workload will help
them to reduce their attack surface, manage compliance state and how to reduce security risks.

Dirk Stoeckmann, TSA Workload Security Engineering
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Cisco Webex App

8199 W F -

€ Catalyst 9000 Series Switching Family ..

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

How .
. Find this session in the Cisco Live Mobile App R

.Click 0Join theDiscussiontd
. Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 17, 2022.
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AIT policy control
A Cisco Secure Workload foundation
A Data center fabric, the ACI way

A Cloud environments, what is so different
A AWS as a reference cloud

AManage your policy across clouds

A Conclusion
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What is a data center and why do we build them?

Wikipedia 5
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Customer view
The what / why / how

Why

Control Isolation
Whitelist applications
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Drivers for Zero Trust

AHighly Sensitive Data
A Personal Health Information (PHI)
A Employee/Financial Data

A Critical System Availability
A Patient Care

A Regulatory Demands
A HIPAA
A PCI

A Complexity Challenges
A Hybrid Cloud
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Also called policy management; policy control = °
IS a technology that enables the definition and
application of business and operational rules

in organizations. In today's IT information
systems, security policies are static and local

to of the security devices.

Google search on o0it policy control 6
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Secure Workload Approach to Zero Trust
4 )

e Pollcy Engine
Pollcy Admin

Pollcy
Distributed Enforcement Visibility
Data Plane

Centralized Policy
Control Plane

Enforcement
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Steps to Application Segmentation
Policy Development

Gain Visibility

Understand
workloads are by
integrating with

systems of record.

Understand

they need to do on
the network with

flow visibility.

owhoo .
Develop Policy
Enable automatic
discovery and
Oomatiual definition.
Choose the right
combination based
on the application.
Enable application
owners to contribute.

Prioritize
Applications
Instead of a network -
centric segmentation, the
customer chooses a
prioritized list of high value
applications to target for 7

enhanced security.
- - ”’

P Simulate Policy

Policy Enforcement

‘—

7
7/

Enforce Policy
Enforce application

segmentation in the
most efficient way
possible based on
the workload with
Secure Workload,

ACI or other

)

Operate,
Automate, and

Troubleshoot
Visibility used for
planning enables

compliance
monitoring and

accelerated
troubleshooting.

V4 Build a high level of
confidence that user
experience will not

be impacted.

Security is now a
part of every new
application.

solutions.
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Organisation of apps

Scopes and Inventory

For AWS

Query
/ * orchestrator_systemjorch_type = aws or :kDatacenter = aws

Scopes No Draft Changes @

© Filter Scopes.

18 Scopes and 14 Inventory Filters @

w Demo Inventory: 517
¥ 4Children  Uncategorized: 149

5 dstoeckm-AWS
1

vl @8

Query
/ * orchestrator_system/region = eu-central-1 or ¥ location = eu-central-1

Inventory: 0

Query
/ * orchestrator_system/virtual_network_id = vpc-0d078cb997¢1b563d or * Scope = vpc-0d078cb997¢c1b563d

\\

- ‘eu‘-cen(ral-1 nventory: O

Query
/ * orchestrator_system/cluster_name = dstoeckm-AWS or 3k app_name = opencart

\

@ vpc-0d078cb997c1b563d
U 1 chilg

Inventory: 0

\

4 ¥ OpenCart-AWS
L' o Childre

Inventory: 0

. fsfmaf »Um::;::;t:?zz For local lab How to organize
o Query applications based on

% Datacenter = DusLab

g defined labels derived
— —— # Environment = applications fr Om Or Ch e St r a tor,

Uncategorized: 170 Query

* Scope = invoicesystem APIS Or manual (CSV).

Inventory: 8

> T InvoiceSystem Ny 8

@) SHoad-less-NAS

>

s @ rshar‘edServices Inventory: 10

@ Imtemet o
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Policy analytics and control

DusLab-InvoiceSystem

Cisco

1 Switch Application

® Demo: DusLab : Applications :InvoiceSystem  veniomve  Last Run: FeD 1, 4:43 PM B Start ADM Run
ActivityLog  Matching Inventories @) Conversations @ Fiters @ Policies @)  Provided Services  Enforcement Status A Policy Analysis ([} Enforcement  Q
Live Policy Analysis: p11 A Manage Alerts <] Run Experiment
Select time range " 24,682,567 total observations
May 2 7:53am - May 2 1:53pm ~ I i o n @ 7 W n r B n i i ™ ian i it Shawing Flow Observations
© Enter attributes...
Fitered| @ Flow Observations ~ Rejacted Top | Hames - |contributing to the selected Flow Observations.
mPomined  pgRelectsd i Escapsd
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00,
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" eAn 1) aa v o o T ) Sz
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Y Timestomp 1l
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May 2 7:53:00am
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PERMITTED
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PERMITTED

Consumer Name 1]
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Unknown

Provider Name T,
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wappdb2

Consumer Address 1|
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o
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R
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The ACI way ®-,
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Network Centric & Application Centric Design

==5.0==

Network Centric Application Centric Endpoint Security
Group (ESG)
A security group Multiple security groups Security groups across Security groups across
in 1 subnet in 1 subnet subnets bridge domains
Bridge Domain Bridge Domain Blr:)dgg 2%%22'” BD BD
10.0.0.254/24 10.0.0.254/24 20.0.0.254/24 10.0.0.254/24 ||20.0.0.254/24
( N
[ EPG (VLAN 10) ] EPG EPG EPG EPG EPG EPG EPG EPG
VLAN 11)](VLAN 12) VLAN 13) VLAN 11) (VLAN 12) 1D J| 12) (VLAN 20) |
Ry | | — ;
10001 B 10003 10.0.0.1 3‘ 10.0.0.3 10.0.0.1 3‘ 20001 | J10.00.1 3‘ 20.0.0.1
10.0.0.2 10.0.0.2 10.0.0.2 co 110002 Lo
Needmore ranulas What if multiple subnets Shar_lng a broadcast T — J
. need to share the same domain brings another S
security group . :
security rules? security concern

Flexible security

W / grouping
Cisco &. #CiscoLive BRKSEG 1773 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Legacy How does this look like

Def GW
IP =10.1.20.1/24

Layer 2
VLAN 20

Def_ GW ACL to control traffic
IP=10.1.10.1/24 from vlan 10 to vlan 20
:: permit IP any any
Layer 2
VLAN 10

e
alalal

m m Prometheus

CISCO

#CiscoLive BRKSEG 1773
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Legacy

cisco L{Vp/_/

How does this look like ACI

e\/m‘m

BD = ef GW

10 1.10.1/24

SN

‘ Q' .'ﬁlc.é
m m Prometheus

#CiscoLive BRKSEG 1773 © 2022 Cis affiliates. All rights reserved. Cisco Public 21
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Sample application under test

NETSCALER
i

WNEBServe(LINUX)
Ixapp-webgm1

Ixapp-webgm?2

§
1
—)

~ISWeb-Serve(LINU

IxappU & lj Y8

| Z B
Extern SLINUX

Ixapp-extgm1

( 'gpOITiN

#CiscoLive
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Application communications 0 the old way

Communication matrix *

comunication between participants 7 )
T Serviceprotocol Ports
Application name: Source Destination / /
Application version: T T =
Application describtion: fittpe, sty rec o S o
Stage: Type of communication, target or destination UDP, TCP, ...
Risk level:
add on communication matrix:
PP, | | . :
Type 7Descr|bt|on \ﬁunctlon hgwce name alternative name |P address networ scope DHCP
What type of server: \
source or destination, \
web, app, middle ware |
\ Usage |
\ T .
Commumcl@tlon by Ports
to Type Tvoel Tvoe2 Tvpe3 <<<<to Ty
Additional information from Type s = S D=
regarding the system. = =
X https/6443, - R
Operating system, Type 1 Please add participants source or destination from
subsystem, part of a cluster https/7443 the first sheet
Type 2 ]
| | Type3 |
[ L] ]
For easier usability please use communication by port
P from Type

CIsco

#CiscoLive BRKSEG 1773 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

23




Application communication 0 the APl way

Hostname IP Cluster Membership
Ixdbappgm1 10.153.109.22 cluster

Ixappmb01k 10.153.109.14 cluster

Ixappatgm2 10.153.94.193 Ixapp*

Ixappextgm1 10.153.94.198 Ixapp*

Ixappjobgm1 10.153.94.194 Ixapp*

Ixappatgm1 10.153.94.192 Ixappatgm1
Ixappfisgm1 10.153.94.199 Ixappfisgm*
Ixappfisgm2 10.153.94.197 Ixappfisgm*

Ixappmangm1

Ixappwebgm1
Ixappwebgm?2
Ixappwebgm9

10.153.94.200

10.153.94.201
10.153.94.202
10.153.109.36

Ixappmangm1

Ixappwebgm*
Ixappwebgm*
Ixappwebgm*

Ixappzsgm1

10.153.92.85

Ixappzsgm1

-

cisco é{/@/

Consumer Group |~ | Provider Group |~ |Services

Ixappwebgm9 ntapp* TCP=81-82

Ixappfisgm* Tetration_Config TCP=443; ICMP

Customer_PoC Ixappgm1 UDP=161; TCP=22, 80, 7937-7938, 7940, 10001; ICMP

Ixappzsgm1 Tetration_Config ICMP; TCP=443

Ixappgm1 Ixapp* TCP=33644, 33660, 35394, 36342, 38124, 43596, 44060, 52908, 52916, 58546, 60628
Ixappatgm1 Ixappgm1 TCP=12100-12102, 12104, 12106-12110, 12112-12118, 12120, 12122

Ixappfisgm* |ixappam1 TCP=12100-12108, 12110, 12112, 12114-12118, 12120, 12122

cluster Tetration_Collectors ICMP; TCP=5660

Ixapp* File-System TCP=445, 2049

ntapp* Tetration_Collectors TCP=5640, 5660

Ixappwebgm* Ixappgm1 TCP=12100-12123

Ixapp* Ixappgm1 TCP=12100-12102, 12104, 12106, 12108-12110, 12112, 12114-12116, 12118, 12120, 12122
Ixappgm1 File-System TCP=445, 2049

Ixappwebgm9 Tetration_Collectors ICMP; TCP=5660

#CiscoLive

BRKSEG 1773
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ACI| zones

2%

"" p,

Internet

Contract to permit

User \/

asco Lo/ No contract = no communication
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ACI C esign from a Secure workload customer
2-tier / 3-tier 1-tier 2-tier / 3-tier 1-tier 2-tier / 3-tier 1-tier
;.| N N
SE
T 3
==
T8
£3a . . -
Application - 1
Application - 2
- -
Application - 3
- -
5 Application - 4
©
o
9]
>
(7]
1]
1%
©
o
2 - -
z
web web db web app
z | XN N o EZE ETE ST [ o L o | o ]
I
w
a
Tenant-1 Tenant-2 Tenant-3
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What is a multi cloud environment

Management?

: If you want us to use
Security? on- prem resources,
they have to be

P _
Orchestration’ consumable via 1aC

Zisco Public 28



The internet is your runtime

:
B HE Azure
. 18M Cloud . : S
2 s : s

o

-

Providers
Service H
: Securi . Providers :
@ o ‘
g —
1 A [T}
(TS
L
P . .
: .
bt 4 ¥ y Campus Branch Data Center Edge | IOT and OT . <
b
¥ ¥ J \
% 44 . « ¥ . p ¥ . s oo
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What is happening on multi cloud

Strategic Directions for Organizational IT

mHybrid IT environment
Siloed on- and off-premises
= Cloud is not an important part of our IT strategy

58% 18%

|

m Formal strategy in place and actively executing

= Entirely public cloud
= Entirely on-premises

State of Hybrid Implementation

m Developing a plan
u Considering but no formal plan No strategy at present

= Don't know

3%

56% 26%

9%

Source: 451 Researchds Voice of the Enterprise: GlQuanetly AdWsorg Repanty &

ource: 451 Researc ise: ClQuardly AMisoy Répary & Managed Services,

#CiscoLive BRKSEG 1773

The first use of public cloud for

many organizations was
ﬂ. Small projects or
individual efforts were trials to see
what it was and how it could be
used. Today, most organizations
have a deeper understanding

of public cloud and are putting it to
work in some form. The next stage
in this journey is

to coordinate operations across
cloud and on - premises ,
Managed Services, "Wendor _Evaluatijons

environments, a hybrid cloud
operational pattern.

r Evaluations

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30
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AWS - Shared Responsibility Model

AWS responsibility o-SNSisrity of

responsible for protecting the infrastructure that runs all of the

services offered in the AWS Cloud. This infrastructure is CUSTOMER R ——— S ——

composed of the hardware, software, networking, and

faClIltleS that run AWS C|Oud SerV|CeS SECURITY 'IN' THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION
. . . < . SOFTWARE

Customer responsibil i tdCusidercur i he Cl oud 0

responsibility will be determined by the AWS Cloud services AWS

that a customer selects. This determines the amount of ResPONSIBILITY FOR

SECURITY 'OF' THE CLOUD

configuration work the customer must perform as part of their
security responsibilities. For example, a service such as
Amazon Elastic Compute Cloud (Amazon EC2) is categorized
as Infrastructure as a Service (laaS) and, as such, requires the
customer to perform all of the necessary security configuration
and management tasks. Customers that deploy an Amazon EC2 instance are responsible for management
of the guest operating system (including updates and security patches), any application software or utilities
installed by the customer on the instances, and the configuration of the

on each instance.

https://aws.amazon.com/compliance/shared - responsibility - model/
https://docs.microsoft.com/en - us/azure/security/fundamentals/shared - responsibility

cisco M N #CiscoLive BRKSEG 1773 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 32
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-

Tenant

<
U
@)

Application Workspace
®

<
U
@]

<
U
(@)

BEEE B®

For your info
& reference

olicy mapping AWS

Availability Zone 1 Availability Zone 1

VPC o

B N T

________________________________________

cisco L{Ko//
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Opencart w/ AWS RDS

Availability Zone

(A

|

|

|

|

VPC L% ;
< 1

, Internet gateway E :
! |
! Public subnet Flow logs  Bucket with |
! objects I
! |
! |
! |
1 4 11111 B |
' % s (@ |
| 7 C 7 |
1 I e ] 1
! . |
| Web Front- End Amazon RDS instance 1
| ec2- 18- 156- 33- 218.eu- myopencart - I
1 central- aws.cwbfe5zvywty.eu - central - :
: 1.compute.amazonaws.com 1.rds.amazonaws.com 1
|

! |
! 1
! |
| 172.31.0.0/20 !
! 1
! |
e o o o o o o o o e e e e e e e e en en en em En En em en em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em em Em Em Em e e -

#CiscoLive BRKSEG 1773 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Cisco Secure Workload
AWS Connector

@ Cisco Secure Workload

= Back to Connectors

Connector

AWS

Enabled on Nov 18th, 2021

Enable Another

Edit Connector

Delete Connector

Capabilities

Flow Visibility ~Segmentation
Managed K8s

Inventory Enrichment

.&‘/

Cisco

aws ED o

Info AWS

HTTP Proxy:
Full Scan Interval:

Delta Scan Interval: 60

VPCId

vpc-54aa3b3le

Y Address Il
172.31.1.152

18.156.33.218

Rows per page | 40

http://proxy.esl.cisco.com:80

3600 seco

Security Groups Per Region:

2500

Security Groups Per Network Interface: 5

Rules per Security Group: 60

VPC Name VPC Region

vpc-54aa3b3e eu-central-1

*k User_Application T *k User_Database 1| #* User_Datacenter 1]
oc aws

oc aws

#CiscoLive

Gather Labels

enabled

* User_ESX T|

BRKSEG 1773

® vpc-54aa3b3e ~ el SECURE

e. Al

Total Virtual Networks: 1
Total Kubernetes Clusters: 0

1AM Policy: ¥

Flow Logs Ingest Segmentation

enabled enabled

% User_Environment T/ %k User_ISE_ctsSecurityGroup Tl #* User_ISE_d¢
cloud_app

cloud_app

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

35



AWS Ingested Labels

@ Cisco Secure Workload

Scopes and Inventory / Inventory Profile / Labels and Scopes

Labels and Scopes

=

Total Security Groups

172.31.1.152

aws Type: TAGGED !

LABELS AND SCOPES
Labels

INTFRFACFS 5%

Cisco

.&‘/

@ Cisco Secure Workload

172.31.1.152 Total Secur

aws Type: TAGGED

LABELS AND SCOPES
Labels

INTERFACES

T
ENFORCEMENT HEALTH
CONCRETE POLICIES

SECURITY GROUP POLICIES

Rows per page

#CiscoLive

17 16

Label key 11

user_orchestrator_system/cluster_name
user_orchestrator_systemjcontainer_runtime_version
user_orchestrator_system/hostnetwork
user_orchestrator_system/interface_id
user_orchestrator_system/kemel_version
user_orchestratar_system/kubelet_version
user_orchestratar_system/kubepraxy_version
user_orchestratar_system/machine_id
user_orchestrator_system/machine_name

user_orchestrator_system/namespace

W0~ 1238 9|glR i1 12| >

BRKSEG 1773 © 2022

® vpc-54aa3ble +

Enforcemant Group: Experimental Gr

DuslLab...2 more DuslLab...4 more

Label value 1|

AWS_CONNECTOR

eni-0d30e616296753b75

i-0Baaac79c904das3b

‘ec2-18-156-33-218.eu-central- 1.compute.amazonaws.com

Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Secure Workload

@ Cisco Secure Workload

Flow Search

Select time range

Sep 11 8:22pm - Nov 22 2:14pm = " an m 10n " i n

@ Enter attributes.

‘ @ Flow Observations -

100 "

® vpc-54aa3ble + @, L. | ' SECURE
1 228,360 total observations
n n 101 " n l 1001 Showing Flow Observations ~
X
Top [Addresses « kcnnlrihming to the selected Flow Observations.

Consumer Addresses Provider Addresses

Current scope is @ vpc-54aa3b3e ~

Found 228,360 Flow Observations (149ms)

Explore Observations »

Y Timestamp

Sampled @

Consumer Name 11 Provider Name T) Consumer Address 10

Nowv 19 3:41:00pm Unknown Unknown 172.31.1.152
Nov 19 3:51:00pm Unknown 172.31.1.152
Nov 19 4:19:00pm Ansible-7 Unknown

Nov 19 4:19:00pm Ansible-7 Unknown 10.49.166.103

cisco L{V&/

Provider Address Tl

172.31

w
2
=1
@

172.31.34.108

18.156.33.218

18.156.33.218

#CiscoLive

a0k
10.49.166.103 18.156.33.218
20k
10k
o \ , _— 172.31.1.152 172.31.34.108
QJ!E a9 928 \EL'S 1010 o7 10724 1031 H‘H 1114 121

Current selection: Sep 11 8:22pm to Nov 22 2:14pm

T T
Consumer Port T, Provider Port 11 Protocal 11 Consumer Resource Type 11
50478 3306 TCP Other
50478 3306 TCP Other
54322 80 TCP Workload
54460 80 TCP Workload

BRKSEG 1773 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Secure Workload

@ Cisco Secure Workload o. 1. |

AWS-eu-central-1-vpc-54aa3b3e ~

T Switch Application

® DusLab : AWS : eu-central-1: vpc-54aa3b3e Version: v2 Last Run: 3:17 PM P Start ADM Run
Activity Log Matching Inventories E) Conversations Filters @) Palicies (i) Provided Services Enforcement Status - Policy Analysis @ Enforcement
—
€ | = | ¥ | | QuickAnalysis @ Filter Policies .. x| [ +Policy | a e %
—
Scope vpc-54aa3b3e
S Full Name DusLab:AWS:eu-central-1:vpc
N
/ v Primary App AWS-eu-central-1-vpc-54aa’
" / DusLab
= f Query  sorch _system/virtual_network_i

| or * Scope = vpc-54aa3b3e

View Scope Details

> Services 0
> Pods 0

> Workloads 0

Opencart Web AWS RDS

> IP Addresses 3

c1sco '&_/
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Cisco Secure Workload

@ Cisco Secure Workload

AWS-eu-central-1-vpc-54aa3b3e

® DuslLab : AWS : eu-central-1: vpc-54aa3b3e Version: v2 LastRun: 3:17 PM
Activity Log Matching Inventories (E) Conversations Filters €)
¢ = 0 ] & | Quick Analysis @ Filter Pol

Absolute policies @ | Default polici

€D | catch Al @ DENY

Y Priority Tl Action T Consumer T
100 ® ALLOW ® Opencart Web
|
100 ® ALLOW @® Opencart Web
%
100 ® ALLOW @® DuslLab

+ Download table data as JSON ¥ Download table data as CSV

Cisco

.&‘/

Policies

Provider Tl
@ DusLab
® AWS RDS

@ Opencart Web

Provided Services

+ Add Default Palicy

Protocols And Ports 11
TCP : 80 (HTTP) ...5 more
TCP : 3306 (MySQL)

TCP : 22 (SSH)....2 more

#CiscoLive BRKSEG 1773

Enforcement Status

o. 4. | &5 SECURE

T Switch Application

P Start ADM Run

“ Policy Analysis @ Enforcement

x Q o X
Palicy Actions L
Priority 100
£ u
Action 8 ALLOW
£ u
Consumer P DusLab
£
Provider & Opencart Web

Flows - @ View Conversations

~ Protocols and Ports 3

N Delete All + Add
) TCP: 22 (SSH)

o
©® ) TCP:80 (HTTP)
© ) TCP: 443 (HTTPS)

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Organise by lable

@ Cisco Secure Workload

=
= Scopes and Inventory
ul
Scopes No Draft Changes @
@ Filter Scopes... x

36 Scopes and 32 Inventory Filters @

B0 Head-Less-NAS

Invent 21
0 Children entory

Duo Inventory: 2
0 Children Overlaps 1 Scope

EMAO01 .
% OChidren  Mventon:15

AWS
~ @ 1 Child Inventory: 3

eu-central-1 invertory: 3
v 1 Child ventany:

vpc-54aa3b3e
0 Children

cisco L{Vp/_/

Inventory: 3

®vpc-54aa3ble -+ @. L. | ‘dueh' SECURE

Puskabs A e S A LD pesy [ Detete ][ Edit ][ Add |
central-1 @ AWS-eu-central-1-vpc- #orch X virtual s rk_id = vpc-54aa3b3e - L
54aa3b3e or % Scope = vpc-54aa3b3e

vpc-54aa3b3e

All Inventory e Overlapping Scopes o Suggested Child Scopes Usages

@ Enter 2t orchestrator_system/orch_type = aws
orchestrator_system/region = eu-central-1
orchestrator_system/virtual_network_id = vpc-54aa3b3e

Services

Showing 3 of

Y Address 1|
18.156.33.218

172.31.34.108

17231.1.182 Private IP of RDS DB instance

#CiscoLive BRKSEG 1773 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



AWS view on the policy o Inbound rul

sg-03197f5656ch1e2d9 - csw_2d67c1ff_1548786950_000_1655241904

aws

Services

@ ec2 i ROS

@ New VPC Experience

Tell us w

t you think

VPC dashboard
EC2 Global View [2 »
Filter by VPC:

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP Option Sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services
NAT gateways

Peering connections

<

Security

Network ACLs

@ vec

& s3

X

Security groups

Cisco

.&‘/

Details

Security group name

@ csw_2d67¢1ff_1548786950_000_1655241904

Owner
@ 104129875034

Inbound rules

Outbound rules | Tags

Security group 1D
(9 59-03197f5656¢h1e2d9

Inbound rules count

15 Permission entries

Description
(9 Cisco Secure Workload Security group for npc
version(1548786950) with filtersHash(2d67¢1ff)

Outbound rules count

10 Permission entries

€S

Actions ¥

VPCID
(P vpc-0d078cb997¢1b563d

@® You can now check network connectivity with Reachability Analyzer | | X
Inbound rules (15) C | Edit inbound rules
Q 1 ®
Name Security group rule... v IP version v Type v Protocol v Port range v Source Description v
- sgr-Ode8374fde775eb80 1Pva AlLICMP - IPv4 cMP All 3.66.214.125/32 icy! WULT:100:ALLO! 170396f3842f1:619fc...
- sgr-0f204d07a81759a3e 1Pva HTTP TP 80 3.66.214.125/32 y! AULT:100:ALLOW:/ 1 1:619fc...
- sgr-05affe0de6fScd7c0 1Pva DNS (UDP) uoP 53 172.31.0.247/32 Policyld=DEFAULT:100:ALLOW:61a4fc2¢755f024910f44405:619fcc...
- 5gr-0f81e92686bd126... 1Pva HTTPS TP 443 172.31.0.247/32 Policyld=DEFAULT:100:ALLOW:61380252d41170396f3842f1:619fc...
- sgr-0f2d541309e13f752 1Pv4 HTTPS e 443 3.66.214.125/32 icy JLT:100:ALLOW:6 11 1:619fc...
- sgr-0f297307c2580fee6 1Pv4 HTTP TP 80 172.31.0.247/32 y \ULT:100:ALLOW:6' 1n 1:619fc...
- 5gr-04393¢6778e28eeSc 1Pva SSH TCP 22 10.49.166.105/32 Policyld=ABSOLUTE:100:ALLOW:61a61206755f025bdaf43632:619...
- sgr-04e6173a635b9ffae 1Pva DNS (UDP) upP 53 3.66.214.125/32 Policyld=DEFAULT:100:ALLOW:61a4fc2c755f024910f44405:619fcc...
- sgr-0a2f60ee9e51b1d42 1Pva DNS (UDP) uopP 53 172.31.6.162/32 Policyld=DEFAULT:100:ALLOW:61a4fc2c755f024910f44405:619fcc...
- sgr-0d620152e1697a... 1Pv4 Custom UDP ubP 123 172.31.0.247/32 y JLT:100:ALLOW:6 1 1:619fc...
- sgr-018a72f12087a2e67 1Pva SSH TP 22 10.49.166.103/32 Policyld=ABSOLUTE:100:ALLOW:61261206755f025bdaf4363a:619...
- sgr-0c602ec9e2fde6eb 1Pva Custom UDP uoP 123 3.66.214.125/32 Policyld=DEFAULT:100:ALLOW:61280252d41170396f3842f1:619fc...
- sgr-0ffb398a84c45706d 1Pvd HTTP ce 80 0.0.0.0/0 Policyld=DEFAULT:100:ALLOW:619fccbb755f024e84f43c45:61a80..
- sgr-Oed5f81a18de68e1e 1Pv4 AlLICMP - IPv4 cmp Al 172.31.0.247/32 y ULT:100:ALLOW:! 2d411 1:619fc...
- sgr-0fbd9d460298194... 1Pva SSH TP 22 0.0.0.0/0 Policyld=DEFAULT:100:ALLOW:619fccbb755f024e84f43¢45:61a80...
#CiscolLive BRKSEG 1773 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AWS view on the policy dOutbound Rules

aws

Services

@ ec2 ®ros @ vec

@ New VPC Experience
Tell us what you think
VPC dashboard

EC2 Global View [
Filter by VPC:

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP Option Sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services
NAT gateways

Peering connections

¥ Security

Network ACLs

§ sz

X

Security groups

Cisco

.&‘/

sg-03197f5656cb1e2d9 - csw_2d67c1ff_1548786950_000_1655241904

Details

Security group name
(9 csw_2d67c1ff_1548786950_000_1655241904

Owner
(9 104129875034

Inbound rules Outbound rules Tags

Security group ID
59-03197f5656¢b1e2d9

Inbound rules count

15 Permission entries

@ You can now check network connectivity with Reachability Analyzer

Actions v

Description VPCID

Cisco Secure Workload Security group for npc P vpc-0d078cb997¢1b563d

version(1548786950) with filtersHash(2d67¢1ff)

Outbound rules count

10 Permission entries

Run Reachability Analyzer | X

Outbound rules (10) C Edit outbound rules
Q 1 @
Name v Security group rule... ¥ IP version v Type v Protocol v Port range v Destination v Description v
- 5gr-0e902386c4d68de... 1Pva HTTP TP 80 3.66.214.125/32 Policyld=DEFAULT:100:ALLOW:619fccbb755f024e84fa...
- sgr-04140b71fd5c825f7 1Pva MYSQL/Aurora Tcp 3306 172.31.6.162/32 Policyld=DEFAULT:100:ALLOW:61a80252d41170396f3...
- sgr-01565ba6b075b4... 1Pva DNS (UDP) upP 53 0.0.0.0/0 Policyld=DEFAULT:100:ALLOW:61a4fc2c755f024910f4....
- sgr-0f99b72eb817a284b 1Pva4 HTTP Tcp 80 172.31.0.247/32 Policyld=DEFAULT:100:ALLOW:619fccbb755f024e84f4....
- sgr-07c785e67ae87af2e 1Pva HTTP TP 80 0.0.0.0/0 Policyld=DEFAULT:100:ALLOW:61a80252d41170396f3...
- 5gr-0948629a293fa193 1Pva HTTPS TP 443 0.0.0.0/0 Policyld=DEFAULT:100:ALLOW:61a80252d41170396f3...
- sgr-07a6b3bdf0438c244 1Pva ALLICMP - IPv4 IcMP All 0.0.0.0/0 Policyld=DEFAULT:100:ALLOW:61a80252d41170396f3...
- sgr-0Seec3e6efdfobb8d 1Pva Custom UDP uoP 123 0.0.0.0/0 Policyld=DEFAULT:100:ALLOW:61a80252d41170396f3...
- 5gr-09637944ab28cdebc 1Pva SSH TP 22 3.66.214.125/32 Policyld=DEFAULT:100:ALLOW:619fccbb755f024e84f4....
- sgr-0d9e23b2f832521... 1Pva SSH TP 22 172.31.0.247/32 Policyld=DEFAULT:100:ALLOW:619fccbb755f024e84f4....
#CiscoLive BRKSEG 1773 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Conclusion




Micro segmentation strategy

AProtect your app / deployment
from access from the beginning

ABuild a policy from outside in

AContinuously optimise your
policy, established process for
policy live cycle

Alnclude application owner and
NetSecOps from the beginning

cisco L{Vp//

#CiscoLive BRKSEG 1773
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Zero Trust Architecture

Campus  DPNA

Center
Ny --——------- - Context
Se- o
) _ Infoblox 22
Medical Device ( 2 P )
Network E-N* Cisco Cyber Vision P 23 e s vmware
: : 025&, 3 N vSphere
N o N
O d .
4 \£° =l |z \c{g’,{,o servicenow
Administration Q N 9
Network GE, uE) \“O DNS
o © D - B
5 et S =1 --_
el 1" hES =H—F
N =
Employee Network AnyConnect S
NVM .
Dalgosec
Guest Network D a2
71\
,I:’nfortemén{
. / |
Software Defined Access Employee Medical Devices Applications , 7 Policy jPolicy N Rolicy
N\

T éP N
m oalto NSX/Other

Application Workloads



Technical Session Surveys

A Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

A Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

A These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.
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Cisco

sECURE | Security Reference Architecture

Threat Intelligence | Malware Analytics | Actionable Intelligence | Unmatched Visibility | Collective Responses

Managed Detection : q - . . "
A and Response Services 0 Security, Orchestration, Automation and Response m Incident Response and Remediation Services

4
SECURE >\ (XDR) & Threat Visibility & Hunting ; Device Insights # Kenna Vuln Mgmt ) Secure Cloud Insights 2 3rd Party Integrations

User/Device Security Network Security Cloud Edge Application Security

ZERO TRUST SECURE ACCESS SERVICE EDGE (SASE) ZERO TRUST PRIVATE CLOUD EDGE (MSP or CUSTOMER) ZERO TRUST
Policy | API Security

Threat Protection | Secure Access Control | Managed Remote Access Reliable | Scalable | Flexible
Application Segmentation

Run- time Application Security

?‘)b Duo Secure /3y Secure {\
Access " E mail Umbrella/Duo SDWAN
Application Security Stack

3 .74 " Cloud access =
o« DNS-layer Secure web L7 firewall y e
SASEIREMOTE WORKER Poma | 0 20 0 Soaney wps @ ponypoer || (@) (@ & &
Unified Client | EDR | Cloud Managed = Remote Data loss Cloud Merak SDWAN Secure  ThousandE: cl - .
— yes oud loud N
browser prevention | CRjJ malware SDWAN by Viptela  Firewall DDOS,WAF Cloud Native Security  APIC

.o ¥ SSL
T RAaaS | N )
o decryption \solation KX detection @
® 1!’
/

& A E’
O On- Premises Secure Secure Application

Cisco Secure Client SASE/SDWAN ZERO TRUST Workload by AppDynamics

VPN
Scalable | Flexible | Visibility | Comprehensive Security Segmentation | Identity and Context | Profiling | Containment | Encrypted V isibility ‘ ﬂ

Posture
Wl @ o @ Security (- @ App Observability | Detection | Response
- 1\

Telemetry Network L |
. EQ Edge VO spwaN  secure 223|{233ing Secure Firewall DuoCloud  Network ( Hybrid | Public = m
Threat E— i i Thi E ri ublic =2
SDWAN by Viptela  Firewall  ThousandEyes t  Ssovbp Gateway mla Prvate | Cloud © =

7, mmin
Query | s— 'tisce. —— c@. T, o
10T/OT SECURITY \Q Merak ° | . _2)
i " . Secure  Fy| Stack Secure Network Cisco sooure o
Device Mgmt Secure Critical Infrastructure | Unified IT and OT DDoS Analytics TrustSec DNA Center Cloutt Analytics o
. E.L y N o == Secure Web

- ] H @ @ Appliance {@
Secure

ThousandEyes Meraki SM Industrial  Industrial  Industrial ~ Cyber ISE ThousandEyes
(Visibility) OS, App Control Router Firewall ~ Switch/AP  Vision  TrustSec - DDoS, WAF/Bot )

Adaptive MFA | Passwordless | Trust
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Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career.

T Learn

www.cisco.com /go/certs

Pay for Learning with
Cisco Learning Credits

%= Certify

SRR
@ @ @ >
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning

Subscription - based product, technology,

and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network

Resource community portal for
certifications and learning

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor -led and
Virtual Instructor - led training

Accelerated curriculum of product,
technology, and certification courses

Specialist Certifications
Award - winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180- day certification prep program
with learning and support

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

cisco L{{/&_/
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Continue
your education

CIsco

A Visit the Cisco Showcase
for related demos

A Book your one - on-one
Meet the Engineer meeting

A Attend the interactive education
with DevNet, Capture the Flag,
and Walk- in Labs

A Visit the On- Demand Library
for more sessions at
www.CiscolLive.com/on -demand
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http://www.ciscolive.com/on-demand

afra]n _ _
CcISco The bridge to possible

Thank you
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