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This session will cover the challenges customers are facing in a Multi-Cloud environment and how Cisco 
Secure Workload will support them on a road to zero trust for their applications. The session will touch briefly 
on Cisco Data Center architecture like ACI, and cloud deployments and how Cisco Secure Workload will help 
them to reduce their attack surface, manage compliance state and how to reduce security risks.

How to build a Secure Multi-
Cloud environment with 
Cisco Secure Workload 
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Who am I

Dirk 
Stoeckmann 
CCIE No. 5748

Married,
2 girls (17/12)
21 years with Cisco
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Cisco Webex App 

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 17, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-1773
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• IT policy control

• Cisco Secure Workload foundation

• Data center fabric, the ACI way

• Cloud environments, what is so different

• AWS as a reference cloud

• Manage your policy across clouds

• Conclusion
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What is a data center and why do we build them?
Wikipedia
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Wikipedia
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What is a data center and why do we build them?
Wikipedia
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Cyber attacks public administration Q1 2022

https://konbriefing.com/en-topics/cyber-attacks-2022-ind-public-administrations-q1.html
License CC BY 4.0. Credits: KonBriefing.com
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Customer view
The what / why / how

BRKSEC-1773 10

Why
Control Isolation
Whitelist applications

What:
Segmentation zones
DMZ
Protection area

How:
Network
Firewall
Host Based
SGT

Regulations
PCI, HIPPA, PHI

Presidential order
…
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Drivers for Zero Trust

• Highly Sensitive Data

• Personal Health Information (PHI)

• Employee/Financial Data

• Critical System Availability

• Patient Care

• Regulatory Demands

• HIPAA

• PCI

• Complexity Challenges

• Hybrid Cloud
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Google search on “it policy control”

Also called policy management; policy control 
is a technology that enables the definition and 
application of business and operational rules 
in organizations. In today's IT information 
systems, security policies are static and local 
to each of the security devices.
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Secure Workload Approach to Zero Trust

2
3

Distributed Enforcement
Data Plane

Enforcement

Centralized Policy
Control Plane

Visibility

ContextPolicy

Policy Engine

Policy Admin

Host Cloud Network

Untrusted

41
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Steps to Application Segmentation
.

Prioritize 
Applications

Instead of a network-
centric segmentation, the 

customer chooses a 
prioritized list of high value 
applications to target for 

enhanced security.

Gain Visibility
Understand “who” 
workloads are by 
integrating with 

systems of record.  
Understand “what” 
they need to do on 
the network with 

flow visibility.

Develop Policy
Enable automatic 

discovery and 
manual definition.  
Choose the right 

combination based 
on the application. 
Enable application 

owners to contribute.

Simulate Policy
Build a high level of 
confidence that user 
experience will not 

be impacted.

Enforce Policy
Enforce application 
segmentation in the 
most efficient way 
possible based on 
the workload with 
Secure Workload, 

ACI or other 
solutions.

Operate, 
Automate, and 
Troubleshoot
Visibility used for 
planning enables 

compliance 
monitoring and 

accelerated 
troubleshooting. 
Security is now a 
part of every new 

application. 

Policy Development Policy Enforcement

Cisco Secure Workload / ACICisco Secure Workload
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Organisation of apps

How to organize 
applications based on 
defined labels derived 
from orchestrator, 
APIs or manual (CSV). 

For AWS

For local lab
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Policy analytics and control
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Network Centric & Application Centric Design

Bridge Domain
10.0.0.254/24

EPG (VLAN 10)

A security group 
in 1 subnet

Network Centric Application Centric

Multiple security groups
in 1 subnet

10.0.0.3
10.0.0.2

10.0.0.1

Security groups across
subnets

Bridge Domain
10.0.0.254/24

EPG
(VLAN 11)

10.0.0.3
10.0.0.2

10.0.0.1

EPG
(VLAN 12)

EPG
(VLAN 13)

Bridge Domain
10.0.0.254/24
20.0.0.254/24

EPG
(VLAN 11)

20.0.0.1
10.0.0.2

10.0.0.1

EPG
(VLAN 12)

BD
10.0.0.254/24

EPG
(11)

20.0.0.1
10.0.0.2

10.0.0.1

BD
20.0.0.254/24

EPG
(VLAN 20)

Security groups across
bridge domains

ESG ESG

== 5.0 ==
Endpoint Security 

Group (ESG)

Sharing a broadcast 
domain brings another 

security concern

What if multiple subnets 
need to share the same 

security rules?

Need more granular 
security group

EPG
(12)

Flexible security 
grouping
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Legacy How does this look like ACI

Def GW

IP = 10.1.10.1/24

Layer 2
VLAN 10

Traffic

Layer 2
VLAN 20

ACL to control traffic 

from vlan 10 to vlan 20

:: permit IP any any 

Def GW

IP = 10.1.20.1/24

VRF1

Prometheus
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Legacy How does this look like ACI

EPG 2 encap. Vlan20EPG 1 encap. Vlan10

VRF1

BD = Def GW
10.1.10.1/24

Traffic

Contract needed

L3_Out

Prometheus

BRKSEC-1773 21



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Sample application under test

EXTERN

Clients

EXTERN

Zustellung

INTERN

FIS-Server(WIN)

NTapp-FISQM1

app-
clone

NETSCALER

FIS-Web-Server(LINUX)

lxapp-fisqm2

lxapp-fisqm1

External Access (LINUX)

lxapp-extqm1

Reporting (LINUX)

lxdbapp-t02:55001

BACKEND

(LINUX)

lxapp-qm1

WEB-Server(LINUX)

lxapp-webqm1

lxapp-webqm2

lxapp-webqm9

-

-

-

Converting (WIN)

ntapp-convqm1

ntapp-convqm2

-

-

App.telemetry (LINUX)

lxapptele01k

Vmlxdbapp

Database-System

-

-

lxdbapp-qm1

55019

File System

VSapp-xx

VSapp-xx

VSapp-xx

Front-OfficeZS (LINUX)

-

lxapp-zsqm1

DB-FrontOffice ZS (LINUX)

-

lxdbapp-t02:55002

app-
fisclone

app-externclone

app-
zsclone

AT-Server (LINUX)

lxapp-atqm1

lxapp-atqm2

Mindbreeze (LINUX)

lxapp-mb01k

-

-

-

-

-

Management/Jobs (LINUX)

lxapp-manqm1

lxapp-jobqm1

1
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3
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13
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Application communications – the old way
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Application communication – the API way
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VRF1

BD BD BD

Internet
Contract to permit

No contract = no communication

EPG 
Web

EPG 
App

EPG 
DB

ACI zones

User
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ACI design from a Secure workload customer

web app db 1-tier

app / db 1-tierweb

1-tier

app / db

web

app db

app / db

app / db
app dbweb

web app / db

app / db

web app db 1-tier

app / db 1-tierweb

1-tier

app / db

web

app db

app / db

app / db
app dbweb

web app / db

app / db

web app db 1-tier

app / db 1-tierweb

1-tier

app / db

web

app db

app / db

app / db
app dbweb

web app / db

app / db

2-tier / 3-tier 1-tier 2-tier / 3-tier 1-tier 2-tier / 3-tier 1-tier

Tenant-1 Tenant-3Tenant-2
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Application-1
Application-2

Application-3

Application-4
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Multi Cloud
AWS as a reference
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What is a multi cloud environment

IT Ops

Saas

Saas

Saas

Saas

Saas

Colocation

Service 
ProvidersSecurity

Cloud 
Providers

Edge | IOT and OTData CenterBranchCampus

Management?

Security?

Orchestration? DevOps

If you want us to use 
on-prem resources, 

they have to be 
consumable via IaC

BRKSEC-1773
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The internet is your runtime

Saas

Saas

Saas

Saas

Saas

Colocation

Service 
ProvidersSecurity

Cloud 
Providers

Edge | IOT and OTData CenterBranchCampus
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What is happening on multi cloud
The first use of public cloud for 
many organizations was 
experimental. Small projects or 
individual efforts were trials to see 
what it was and how it could be 
used. Today, most organizations 
have a deeper understanding
of public cloud and are putting it to 
work in some form. The next stage 
in this journey is mastering the 
ability
to coordinate operations across 
cloud and on-premises 
environments, a hybrid cloud 
operational pattern. 

Source: 451 Research’s Voice of the Enterprise: Cloud, Hosting & Managed Services, Vendor Evaluations - Quarterly Advisory Report 

Source: 451 Research’s Voice of the Enterprise: Cloud, Hosting & Managed Services, Vendor Evaluations - Quarterly Advisory Report 
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AWS - Shared Responsibility Model

AWS responsibility “Security of the Cloud” - AWS is 
responsible for protecting the infrastructure that runs all of the 
services offered in the AWS Cloud. This infrastructure is 
composed of the hardware, software, networking, and 
facilities that run AWS Cloud services.

Customer responsibility “Security in the Cloud” – Customer 
responsibility will be determined by the AWS Cloud services 
that a customer selects. This determines the amount of 
configuration work the customer must perform as part of their 
security responsibilities. For example, a service such as 
Amazon Elastic Compute Cloud (Amazon EC2) is categorized 
as Infrastructure as a Service (IaaS) and, as such, requires the 
customer to perform all of the necessary security configuration

https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility

and management tasks. Customers that deploy an Amazon EC2 instance are responsible for management 
of the guest operating system (including updates and security patches), any application software or utilities 
installed by the customer on the instances, and the configuration of the AWS-provided firewall (called a 
security group) on each instance.
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Policy mapping AWS

AWS Cloud

Availability Zone 1 Availability Zone 1

VPC

Security group

Tenant 

VPC

VPC

VPC

VPC

Application Workspace

For your info  
& reference
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VPC

AWS Cloud

172.31.0.0/20

Public subnet

ec2-18-156-33-218.eu-
central-

1.compute.amazonaws.com

Internet gateway

Web Front-End

Availability Zone

Opencart w/ AWS RDS

Amazon RDS instance
myopencart-

aws.cwbfe5zvywty.eu-central-
1.rds.amazonaws.com

Flow logs Bucket with
objects
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Cisco Secure Workload
AWS Connector
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AWS Ingested Labels
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Cisco Secure Workload
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Cisco Secure Workload
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Cisco Secure Workload
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Public IP of EC2 instance

Private IP of RDS DB instance

Private IP of EC2 instance

Organise by lable

40BRKSEC-1773

✻ orchestrator_system/orch_type = aws

✻ orchestrator_system/region = eu-central-1

✻ orchestrator_system/virtual_network_id = vpc-54aa3b3e
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AWS view on the policy – Inbound rules
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AWS view on the policy –Outbound Rules
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• Protect your app / deployment 
from access from the beginning

• Build a policy from outside in

• Continuously optimise your 
policy, established process for 
policy live cycle 

• Include application owner and 
NetSecOps from the beginning

Micro segmentation strategy
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Application Workloads
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 
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Threat Intelligence  |  Malware Analytics  |  Actionable Intelligence  |  Unmatched Visibility  |  Collective Responses

Security Operations

(XDR) Threat Visibility & Hunting

Managed Detection 
and Response Services

3rd Party Integrations

Security, Orchestration, Automation and Response Incident Response and Remediation Services

Secure Cloud InsightsKenna Vuln MgmtDevice Insights

Security Reference Architecture

User/Device Security

Adaptive MFA | Passwordless | Trust

ZERO TRUST

Secure 
E-mail

Duo Secure 
Access

SASE/REMOTE WORKER

Unified Client | EDR | Cloud Managed

Network Security

DNS-layer
security

L7 firewall 
+ IPS

Secure web
gateway

Cloud access
security broker/ 
shadow IT

SSL 
decryption

Remote 
browser
Isolation

Data loss
prevention

Cloud 
malware 
detection

RAaaS

ZTNA

Umbrella/Duo

Threat Protection | Secure Access Control | Managed Remote Access

Cloud Edge

SECURE ACCESS SERVICE EDGE (SASE)  PRIVATE CLOUD EDGE (MSP or CUSTOMER)

Reliable | Scalable | Flexible

ThousandEyesSecure 
Firewall

SDWAN
by ViptelaSDWAN

SDWAN

Cloud
DDoS,WAF

IoT/OT SECURITY

Secure Critical Infrastructure | Unified IT and OT 

Cyber
Vision

ISE
TrustSec

Industrial 
Router

Industrial 
Firewall

Industrial 
Switch/AP

On-Premises

Scalable | Flexible | Visibility | Comprehensive Security 

Network
Edge

ThousandEyes
Secure
Firewall

SDWAN
by ViptelaSDWAN

SASE/SDWAN

Segmentation | Identity and Context | Profiling | Containment | Encrypted Visibility

ZERO TRUST

Secure Firewall DuoCloud
SSO+IDP

Secure Web
Appliance

Secure Network 
Analytics

ISE Cisco 
DNA CenterTrustSec

Security 
Analytics 
and Logging

Full StackSecure
DDoS

Network
Gateway

Application Security

Policy | API Security 
Application Segmentation

Run-time Application Security 

ZERO TRUST

Application Security Stack

Cloud Native Security

Secure 
Workload

Secure Application
by AppDynamics

APIC-DC
APIC

Hybrid 
Private

Secure 
Firewall

ThousandEyes

App Observability | Detection | Response

Secure 
Cloud Analytics

Public 
Cloud

Secure
DDoS, WAF/Bot

Posture

Telemetry

Threat

Query

VPN

ThousandEyes
(Visibility)

Cisco Secure Client

Meraki SM
OS, App Control

Device Mgmt

ZERO TRUST
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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