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Deploy and manage
securely in AWS your 3 tiers

App In 45 miIns

Fabien Gandola - TSA Cyber Security for EMEA

BRKSEC-1831

CISCO L&V&_/ #Ciscolive




Cisco Webex App

8199 wF -

€ Catalyst 9000 Series Switching Family =...

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App e
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥

Webex spaces will be moderated
by the speaker until June 17, 2022.

cisco W. #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



What to expect and not to expect 7

- No deep dive AWS . Introduction to key concepts of AWS

- No deep dive Security . Questions related to security to

. No all scenarios deploy an application in AWS

. : . Some Cisco security services useful
- No configuration

- No troubleshooting

cisco W . #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



| -.Security Challenges in public cloud
- Use case of today

- What type of service and architecture to deploy my
application ?

Agenda - How do | perform access control and Segmentation ?
- How do | insert NGFW 7?7
- How do | monitor my public Cloud ?
- What about Remote Access ? (Hiden)

- Conclusion

cisco LW- #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Fabien Gandola -
fgandola@cisco.com

TSA Cyber Security EMEA
23 years in Cisco

TAG leader of Cloud Native
Security and Application
Security

#CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 6
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The Use Cases

. Enterprise with on prem DC
launching a new service

- New company

cisco La//&/

#CiscoLive

BRKSEC-1831
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The application

- FabAstro (store images ) - | DoewGerch Disorame Foren A Contact ooi

fﬁm

- Public can access images
- Users can add their images
- Admin manage the app

"To confine our attentionto |
terrestrial matters would be :,

to limit the human spirit."

. 3 tiers:
- Static Web page

- Dynamic part with web + php
and business logic

- Database with mysq|

CISCO Lt/&_/ #Ciscolive

BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



What an application looks like in a traditional
on-prem DC

Segmentation Segmentation
| Segmentation DB

External Visibility Visibility
Network

External
Network

cisco W-/ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



What type of service and
architecture to deploy my
application 7

- Infrastructure as a Service

- Platform as a Service

- Serverless °

cisco Lz/&/



laaS compared to PaaS Compared to SaaS

Saas
(Apps)
laas
(Infrastructure)
cisco M ./ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 1




laaS compared to PaaS Compared to SaaS

Manage :

- Network services

- Framework

Manage :
- Nothing

Manage :

-0 tina Svst - Network limited
perating systems " - Applications
) . (Apps)

- Applications

cisco M/

A

PaaS ‘
(Platforms)
EEY
(Infrastructure)

#Ciscolive BRKSEC-1831 © 2022 Cisc r its affiliates. All rights reserved. Cisco Public 12




What do all the XaaS options mean?

SaaS FaaS PaaS CaaS EEN) On-Prem

(Software as a (Functions as a (Platform as a (Container as a (Infrastructure as a (private C|OUd)
Service) Service) Service) Service) Service)

Functions Functions Functions
3 ”' t \' : \pplica - Applications Applications Applications
Runtime Runtime Runtime
Middlevyare or Middlevgare or Rgtsjsz)%r;g'l'e
Containers Containers
Operating Operating
System System
Virtualization
Servers
Storage
Networking

cisco W . #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Identity

AWS Identity & Access
Management (IAM)

AWS Organizations
AWS Cognito
AWS Directory Service
AWS Single Sign-On

cisco La//&/

AWS Security Solutions

@

Detective
control

AWS Security Hub
AWS CloudTrail
AWS Config

Amazon
CloudWatch

Amazon GuardDuty
VPC Flow Logs

Infrastructure
security

AWS Control Tower

Amazon EC2
Systems Manager

AWS Shield

AWS Web Application
Firewall (WAF)

Amazon Inspector

Amazon Virtual Private
Cloud (VPC)

HCiscoLive  BRKSEC-1831

Data
protection

AWS Key Management
Service (KMS)
AWS CloudHSM
Amazon Macie
Certificate Manager

Server Side Encryption

Incident
response

AWS Config Rules
AWS Lambda

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Securing the Cloud

Network Segmentation Visibility & Threat

Detection

Identity Cloud Security Posture Management

cisco M ./ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



FabAstro Application in AWS

- Ingress Senvice VPC
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First Step in AWS...
IAM, EC2 and VPC

cisco Lz//&/




with AWS

|IAM Username/Password

Access Key |
(+ MFA) IAM Policies CloudTrail

Federation

cisco M ./ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



AWS |ldentity Authentication

AWS Management Console

Login with Username/Password with Access API using Access Key +
optional MFA (Cisco Secure Access) Secret Key, with optional MFA

Account:

ACCESS KEY ID
Ex: AKIATOSFODNN7EXAMPLE
SECRET KEY
EX: UtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

User Name:

Password:

E] I have an MFA Token {mors infa)

MFA Code:

For time-limited access: a Signed URL can provide
temporary access to the Console

For time-limited access: Call the AWS Security Token
Service (STS) to get a temporary AccessKey +
SecretKey + session token

cisco W./ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



My VRF... VPC sort of ( actually Route Tables)

VVPC-fabastro
e T =
1 172.16.0.0 Availability Zone - US-east-1a 1
1 172.16.1.0 |
| 172.16.2.0 |
. VPC web Subnet App Subnet DB Subnet .
I route Table 1
1 1
1 1
[ [
[ [
I 172.16.0.0 172.16.0.0 172.16.0.0 I
| 172.16.1.0 172.16.1.0 172.16.1.0 |
l.. __________________ 1721620) o o T21620) o e - w620 J
Subnet Subnet Subnet
route Table route Table route Table

cisco W-/ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



In AWS laaS... my workloads = Instances

VVPC-fabastro

r—~—"~"=--=--"1T--"--"-"-="-="-"="-"="-"=-"=-=-"=--"--"----=---=----"-=-=-=-"=-"=-="=-"=-=====-== A
[ 172.16.0.0 Availability Zone - US-east-1a 1
I 172.16.10 I
I 172.16.2.0 I
I VPC @ web Subnet @ App Subnet @ DB Subnet .
1 route Table I
| |
. |
| EC2-www EC2-app EC2-DB |
| |
1 172.16.0.0 172.16.0.0 1
| 172.16.1.0 172.16.1.0 |
L_ __________________ 1721620) o o T21620) o e - w620 J
Subnet Subnet Subnet
route Table route Table route Table
cisco L‘V&./ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



HA with multiple AZ and LB

|

| -

cisco Lz//&/

VPC-fabastro

____________________________________________ S
Availability Zone - US-east-1a I
I
Public @ web Subnet @ App Subnet @’ DB Subnet |
Subnet 1
I
I
EC2-www EC2-app EC2-DB :
_________________________________ J
_»0 _a0 20
--------- 03g) --------038) ------(03}W) ---------
Availability Zo t-1b I
1
Gl & B A '
1
I
E; -
EC2-www EC2-app EC2-DB :
____________________________________________ J
#CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

22



How do | perform access
control and Segmentation ?

- AWS security Groups at Instance level
- AWS ACLs at Subnet level
- Network Firewall

- Host Security o

cisco Lz/&/




But first : WHY access control ?

Stealthwatch Cloud has discovered 1 new or updated alert on your network since our last email to you. We have included the

Alert Source Time Description
Inbound Port Scanner MNetwork Mov. 27, 2020, 10:19 a.m. Device was port scanned by an external device. 1
Alert Source Time Description
Excessive Access Attempts Bastion_Host_1 (i- MNowv. 27, 2020, Device has many failed access attempts from an external device. Fore
[External) 0f5cle650aceZeac) 7 a.m. The alert uses the Multiple Access Failures observation and may indica
Excessive Access Attempts  virtualmachines/jumphost Nov. 27, 2020, Device has many failed access attempts from an external device. For e
[External) 7 a.m. The alert uses the Multiple Access Failures observation and may indica
Excessive Access Attempts  virtualmachines/jumpbox MNov. 27, 2020, Device has many failed access attempts from an external device. For e
(External) 7 a.m. The alert uses the Multiple Access Failures observation and may indica
Alert Source  Time Description
Persistent Remote Control bastionl MNov. 26, 2020, Device is receiving persistent connections from a new host
Connections 11:59 p.m. observations and may indicate that a firewall rule or ACL is

cisco M./ #Ciscolive BRKSEC-1831
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CSW Vulnerability Assessment

CVSS V2 DISTRIBUTION fgandola : fabastro ~

40—

Access Complexity

20—

, - 5 . - . - 5 . T Availability Impact
1 5 Remotely Exploitable 1 9 Remotely Exploitable 5( ; Locally Exploitable
Low Complexity Higher Complexity Low Complexity

O Critical Severity 1 4 High Severity 68 Medium Severity

CVEs Packages Workloads
v CVE Score (V2) ~ Score (V3) Severity (V2) Base Severity (V3) Access Vector (V2) Access Complexity (V2)
CVE-20139-13638 9.3 78 HIGH HIGH NETWORK MEDIUM
CVE-2018-20969 9.3 78 HIGH HIGH NETWORK MEDIUM
CVE-2020-25643 75 T2 HIGH HIGH NETWORK MEDIUM
CVE-2020-10878 75 8.6 HIGH HIGH NETWORK LOW
CVE-2020-12464 T2 6.7 HIGH MEDIUM LOCAL LOW
CVE-2020-12465 T2 6.7 HIGH MEDIUM LOCAL LOWY

cisco W-/ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AWS Segmentation solutions

Security Groups and Network Access list

Web Subnet

Security
Groups

b|£||4

Network
access
control list

cisco Lz//&/

App Subnet

EC2-ap

Security
Groups

b|£||4

Network

access

control list

HCiscoLive  BRKSEC-1831

DB Subnet

EC2-DB

Security
Groups

b|[‘j|4

Network
access
control list

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network ACL and Security Groups

Network ACLs

0

Security Groups

Scope
State
Rules action

Rule Process Order

Occurence

All the instances of a subnet
Stateless
Allow/Deny

Order matters.
First match applied

Only 1 per Subnet

The instance it is attached
Stateful
Allow

All rules evaluated before
decision

Multiple per Instance

cisco Lg/&/

#CiscolLive  BRKSEC-1831
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Use security group as Source in Policy

Inbound rules info

Security group rule ID Type Info Protocol Info  Portrange Source Info Description - optional Info
Info
sar-0e10062e4544d68b7 SSH v TCP 22 Custom ¥ Q
93.6.40.55/32 X
- ALLICMP - IBva - IcMP All Custom w | | Q
sg- X
0348c8d389e1ad1bd

cisco W ./ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Security Groups in CDO

Al
CIsco -

Hide Menu

Devices & Services

Objects

VPN

Migrations

Monitoring

Change Log

Jobs

cisco Lg/&/

AWS VPC Policies

€ Return to Devices & Services

default

Direction

Inbound

Outbound

urity Groups

= Q

Name Action
default_inbound_1 ] Allow
default_outbound_1 =] Allow

fabastro-appmainlbSG-16G8BP82C3650Q

Direction

Inbound

Inbound

Inbound

Inbound

Outbound

Name

fabastro-appmainlbSG-16G8E...

fabastro-appmainlbSG-16G8B...

fabastro-appmainlbSG-16G8EB...

fabastro-appmainlb5G-16G8B...

fabastro-appmainlbSG-16G8E...

Source

Action

Allow

=] Allow

Allow

=] Allow

Allow

vpc-04b371a1092d670f9 (fabastro-main)

default

Source

10.67.21.0/24

10.67.22.0/24

10.67.22.0/24

10.67.21.0/24

#CiscolLive  BRKSEC-1831

Destination

Any IPvd

Destination

TCP:80

TCP:20

TCP:443

TCP:443

Any IPvd

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How do we address this with Secure \Workload?

Contain lateral movement
Microsegmentation

|dentify behavior anomalies
Process and communication

Continuously track
security compliance

Policy compliance

Reduce attack surface
Software vulnerability

cisco W- #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Another segmentation point?

@

Internet gaj

IR 1oress Service VPC

r
1 Availability Zone
1
| Mant
. Subnet
1
' ey -
Public [ nside
1 ?
| Subnet 2] Subnet Subnet
'
1
b ey s e e e ccarcccceaeeeaa=
1 Auzilability Zone
Inside TGW
Subnet Subnet

Mgnt
Subnet

AWS Transit
Gateway

cisco Lg//&/

VPC-fabastro

puc
Subnet

Public
Subnet

________ h__________ﬂ
Availability Zofe - Us-east-1a !

1

'

1

1

1

. web Subnet

Internet g

App Subnet DB Subnet

ECZ-app @

Availability Z:

App Subnet

L

EC2-app @
(

@)

teway

publc
Subnet

Public
Subnet

gateway

(f) NACLs Security
e sy Group

#CiscoLive

BRKSEC-1831

Micro-segmentation
Dynamic segmentation
Application discovery

No scaling issues

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Deploy Enforcement Agent using AWS Launch
Config or CloudFormation

Launch configurations (1/2) 1fe

G Actions ¥ Create launch configuration

Q
8 Name AMIID Instance t
AppserverLC ami-affdas0gas t2miero User data X
WebServerlC ami-0afidds08s5...  t2micro
sudo wget

EBS optimized
false

Create time

Thu Mar 19 2020850:13 GMT-0400 (Eastern Daylight Time)

Metadata acees

https://safeapplabfiles.s3.amazonaws.com/tetration_installer_intgssopov_enforcer_
linux.sh

sudo chmod 777 tetration_installer_intgssopov_enforcer_linux.sh

sudo /tetration_installer_intgssopov_enforcer_linux.sh --skip-pre-check

#Ciscolive

BRKSEC-1831
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Cisco Secure Workload Cloud-Based Sources

AWS
Connector

Cisco Secure

Edit AWS Connector X
v Activities /) Roles and Settings © sclectvee
A Enabling Segmentation : Enabling segmentation on VPCs will remove existing Security Group(s)
Select the VPCs and fine tune the settings for each VPC
+ Flow
B eucentral-minnie  eu-central
@  eudefaultvpc  eu-central o [
/] v vpc-goe2e-eks-enforcement-scale
Select kubern
j0e26-eks
M_ #CiscoLive

Flow Logs

AWS Connector consolidates:

BRKSEC-1831

VPC flow logs ingestion
Context gathering (AWS tags and labels)

AWS cloud-managed Kubernetes
orchestration (Kubernetes object labels
and annotations)

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



AWS Connector

Ingesting cloud telemetry - VPC flow logs and AWS tags/labels

>
o

Enable cloud connector
and select the required
capabilities

cisco Lu/&/

>
©

Download and deploy the
CloudFormation, add the AWS API
credentials to Secure Workload.

#CiscolLive  BRKSEC-1831

>
o

Select the AWS VPCs and
refine the required
capabilities for each VPC.

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AWS Connector - Select Capabillities

Enable and configure the connector capabilities

Connector Edit AWS Connector x

i iWS ; o Activities 2 Roles and Settings 3 | Select VPC 4 View Groups

Name of the connector

| aws \
) Select Activities to be performed with Cisco Secure Workload on your AWS Resources
m I Gather Labels @ Ingest Flow Logs @ Segmentation @ I (] Managed kubernetes services @

mr 1 AWS (1A you make above

Capabilities

Flow Visibility Segmentation

Managed K8s Cancel

Inventory Enrichment

cisco L‘V& ./ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



AWS Connector - IAM

Secure Workload automatically generates a
CloudFormation template with the required
|AM policy

Users can download and deploy the
CloudFormation template.

Proxy and AWS Security Groups limits can be
configured

CISCO Lt/&_/ #Ciscolive

/) Activities @ Foles and Settings 3 Select VPC

Cisco Secure Workload requires relevant permissions to access and read flow logs
settings and perform policy enforcement.

Based on the capability selections, the following CloudFormation template has
been auto-generated. Use this to apply the relevant permissions to the desired
user:

™ Additional Help
{
"Resources": {

"ManagedPolicy": { » Create a Cloud Formation Stack
"Type": "AWS::IAM::Palicy”,
- o > Create a New User
Properties”: {

"PolicyName": { » Example Commands

"Ref": "PolicyName"
h
"PolicyDocument": {
"Version™: "2012-10-17",
"Statement”: |
{
"Effect™: "Allow",
“Action®: [
“ar?-DasrcribaVnes”

oo+ y,

Access Key

Secret Key

Does your network require HTTP Proxy
Y
to reach AWS? = m

Please provide your proxy URL: |

~
Full Scan Interval | 3600 e
seconds
~
Delta Scan Interval | 60 >
seconds
AWS Limits
Security Groups Per Region | 2500 z
Security Groups Per Network Interface | 5 o)
Rules per Security Group | 60 z

BRKSEC-1831

© 2022 Cisco and/or its affiliates. All nights reserved. Cisco Public
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AWS Connector - Select VPCs

Multiple VPCs can be selected

Capabilities can be customized
and refined for each VPC
individually

cisco Lz/&/

Edit AWS Connector X
UJ default ap-northeast-1 J ) U
O test-vpc ap-northeast-1 O 0 0
O lab-vpc ap-northeast-1 O 0 0
O vpc-ebecd4s sa-east-1 0 0 0
0 vpc-967901fe ca-central-1 0 0 0
O vpc-06686161 ap-southeast-1 O 0 0
O vpc-20fcc147 ap-southeast-2 O 0 0
0 vpc-cfed36as eu-central-1 0 0 0
O SecureVPC us-east-1 0 0 0
csW-vpc us-east-1
#Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 37




Kubernetes support

Amazon Elastic
@K? Kubernetes Service

(EKS)
kU b erne te S -.-.' KubernéfgsreService ?)EF?EH[\?EH IFT
IRl (AKS)

OpenShift 3.[5-11]

OpenShift 4.[1-9]
Supported

Google
Kubernetes Engine
(GKE)

Common Kubernetes Foundation

As supported by OpenShift

Kubernetes 1.[12-18]
Supported

Kubernetes 1.[12-18]
Supported

cisco W-/ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Cisco Secure Workload Agents as Daemonset

Daemonset pods run on all schedulable nodes in the container cluster

kubernetes @

1 Workload 1 \Workload I 1 Workload
\Workload ) B Workload il Workload

Workload il Tetration D Workload o Tetration ) B Tetration Workload I
Pod I Agent Pod " Pod | | Agent Pod Nz’ Agent Pod § Pod !

Container Host Node Container Host Node Container Host Node

cisco W- #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 39




Kubernetes Metadata Ingest

- Kubernetes applies metadata to objects through labels and annotations.

- Integration with Kubernetes is mandatory for container policy generation and enforcement through

label-based grouping.
: - - \
[ \
I _ I

Q@ a8

\.

Optional
Kubernetes P -> —
Secure
Orchestrator
Connector

\ N e e e M _ . /

- Kubernetes metadata is ingested through an orchestrator which delivers rich context to the
Secure Workload Inventory for dynamic policy enforcement

« Orchestrator connects via Read-Only service account to ingest metadata from all Nodes, Pods and
Services to apply as inventory labels.

cisco W- #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Canvas view of my policy

cisco L{{/&/




List view of the policy

¢ (=% |[o]a Quick Analysis | @ Filter Policies . X
Absolute policies () | Default policies () | Catch All [@ DENY | —+ Add Default Policy

Y Priority 1] Action T] Consumer 7| Provider 11 Protocols And Ports 1|
100 [oALLow | © Demo : DusLab : RHOCP4.9 @ front-end TCP : 8079 s E
100 (@ ALLOW | @ front-end @ orders TCP : 80 (HTTP) P
100 | ALLow | @ front-end @® catalogue TCP - 80 (HTTP) 7w
100 | ® ALLOW | @ orders @ shipping TCP : 80 (HTTP) P
100 | ALLOW | ® user ® user-db TCP : 27017 s
100 |® ALLOw | @ front-end & user TCP : 80 (HTTP) £ u
100 | @ Aow | ® orders @ user TGP : 80 (HTTP) s
100 [ @ ALLOW | ® orders ® orders-db TCP: 27017 P
100 [®ALLOW | @ catalogue ® catalogue-db TCP - 3306 (MySQL) £
100 | @ ALLOW | ® shipping @® rabbitmgq TCP : 5672 P
100 [® ALlow | ® queue-master @ rabbitmg TCP : 5672 £
100 | @ ALLOW | | @ orders @ payment TCP : 80 (HTTP) P
100 (o ALLOW | @ front-end @ carts TCP - 80 (HTTP) S W

cisco W ./ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Enforce your policy in one click

sock-shop-NETPOLICY ~» 1 Switch Application
@ Demo - DusLab - RHOCP4 9 - sock-shop Version: v0 = Start ADM Run

Activity Log Matching Inventories €3 Conversations Filters @ED Policies @ Provided Services Enforcement Status + Policy Analysis Q :

Enforced Policy Version: [p1] A Manage Alerts Stop Policy Enforcement

Select time range T N - 1,563,780 total observations
T T T T T T T T T T T T T T T T B T i
May 16 9:58am - May 16 3:58pm + 11 an ™ 101 n 41 n 101 1 41 7 101 10 41 it 100 n 41 Showing Flow Observations
© Enter attributes. . x
Filtered | @ Flow Observations ~ Permitted Rejected Escaped Top contributing to the selected Flow Observations
Permitted g Reiected Escaped
_ Consumer Names Provider Names
45 _
- VAN ~
404 1y . e
35
a0
254 Unknown Unknown
20
154
10
5
o7 T T T T T T T T T T T 1
1040 10:30 1AM 1130 12PM 1230 1PM 30 2PM 230 3IPM 330

cisco '&/
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How does CSW enforce the Policy 7

Bare metal @ Virtual @ Containers @ Cloud @

Process Process Pods Process
[ Denies ][ Allows ] [ Denies ][ Allows ] Container host OS @ [ Denies ][ Allows ]
; ; Denies ][ Allows ]
Network interface Virtual interface [ Virtual interface

Network infrastructure Hypervisor virtual network Container networking interface Cloud infrastructure

Network infrastructure

Intent is rendered as security rules in native environment

IP sets on Linux servers

Windows Advanced Firewall or Windows Filtering Platform on Windows servers

Public cloud: AWS with Security Groupland Azure with Network Security Group

IP sets on EKS with daemon Set Deployment
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How do | insert NGFW ?

cisco La//&/




AWS FW

High availability and
automated scaling

Transit Gateway

D
Stateful firewall (@) stetosteven
@

AWS Direct Connect

Web filtering

. . ]/ Internet Gateway
Intrusion prevention — "

Gateway

All requests entering
and leaving the VPC through
the gateways can be
routed through
AWS Network Firewall

Alert and flow logs

Central management
and visibility

cisco Lz//&/

{‘{’f} AWS Firewall ©  AWS

Manager

&2  QOrganizations

Manage multiple

AWS Network Firewall deployments

./.

&

7
\

AWS Network Firewall

Inspects and filters
all traffic entering the
AWS Network Firewall

VPC

Create a policy

#CiscoLive

Private subnets

g@

Block & Filter Monitor

HH Public subnets

Subnets

Requests from resources
in a VPC subnets can
be routed through
AWS Network Firewall
first before routing to IGW

\E—— . .
@ Amazon $3 F Amazon Kinesis
Amazon Integrated Partner
CSQ CloudWatch Solutions

AWS Network Firewall logs published

BRKSEC-1831
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Cisco Secure Firewall - NGFW\v

Stateful firewall
NAT
Static and dynamic routing

URL

Firewall

AMP VPN

IPSEC
AVC - Application Visibility and Control (S2S & RAVPN)

NGIPS - Next-Generation Intrusion Prevention System
AMP - Advanced Malware Protection

VPN - Virtual Private Network

URL - URL filtering

S| - Security Intelligence

=== vmware aWS AKVM 22 Microsoft Azure ) grace

FTD Appllance Google Cloud Platform

cisco M./ #HCiscoLive  BRKSEC-1831
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Firewall in front of the “Application” VPC

Availability Zone - uS-east-1b

(1 .
Public . Web Subnet App Subnet DB Subnet
Subnet

. - - 77N

EC2-ap

Intefnet s

datejvay Security Security Security

1 Groups Groups Groups

1

| >|Bfe o|ife G

[

[ Network Network Network

1 access access access

1 control list control list control list

L J
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FTD insertion with HA

cisco Lg{/&/

0

VPC-fabastro

Availability Zone - US-east-1a

Public
Subnet web Subnet App Subnet
(& e
EC2-www EC2-app

Availability Zone - Us-east-1b

Public @
i Web Subnet . App Subnet

N

Internet ggteway

HCiscoLive  BRKSEC-1831
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Limits of this design

ScA LAB{.%Q

R4

New Firewall pair for each
applications

cisco W ./ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 50
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Ingress service VPC

Ingress Service VPC

r-=-"=-"==========="="="="==¥======= !

1 Awvailability Zone 1

I I

Subnet

1 1

| |

1 ) 1

1 Public N @l Inside TGW 1

I Subnet Subnet Subnet I

I I

1 1
e e o e o o — - — - e e e e e e e e m = = J

[ |
N 1 I e q
I Availability Zone !
Internet gafewa

ageway Public Inside TGW !
! Subnet Subnet Subnet !

I I

1 1

1 1

1 1

1 1

I Subnet I

| |
b e e e e e e e e e e e e  — — m — — — —————— J

CIsco W,/ #Ciscolive

BRKSEC-1831
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Ingress Service VPC with FTD

Ingress Service VPG

Mgnt
Subnet

@

Internet ga

Mgnt
Subnet

Availability Zone

Inside
Subnet

Inside
Subnet

TGW
Subnet

oW
Subnet

-

AWS Transit
Gateway

csco [z !/

E VPC-fabastro

Public
Subnet

web Subnet

@ EC2-www

vPC

L e e

gaienay

@

Internet gateway

DB Subnet

App Subnet IL]

[
I
I
[
'
|
[
[
EC2-app '

[ —

-
! Availability Zone - Us-east-1a !
1 1
: ;:g'fe: login Subnet :
1 1
1 1
1 1
] ]
S .
e e e e e P T D mm = - == =

[
R
! AvailabiNgy
i
! Public
: Subnet
!
1
1
-
b= ccscccsasasa====
aateveay
#CiscolLive  BRKSEC-1831

]

1

Public !

e web Subnet )

]

- [

|

EC2-www .

______________________________________ J
VPC-login @

ateway
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Ingress Service VPC

Availability Zone

Mgnt
Subnet

TGW
Subnet

Inside
Subnet

@

Internet ga

oW
Subnet

Public
Subnet

Inside
Subnet

Mgnt
Subnet

-

AWS Transit
Gateway

csco [z !/

North/South and East/West Service VPC

E VPC-fabastro

Internet gateway

Public
Subnet

_________________________________________ -
ity Zone - US-east-1a I
1
Public I !
ey App Subnet DB Subnet f
1
1
'
EC2-www EC2-app :
Availability Zone
Public
AT web Subnet
EC2-www EC2-app
VPC-login @

ateway

v .
i
P
! Availabihgy
1
! Public
: Subnet
:
]
1
@
o
HCiscoLive  BRKSEC-1831
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FTD AWS Insertion Configuration

- Create Ingress VPC

- Create Subnets (Outside, Inside, Management, TransitGateway)
- Create Interfaces (Outside, Inside, Management, Diagnostic)

- Create Security group policies for FTD interfaces

- Create FTD instances with 4 interfaces

- Create Network load-balancer
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What to configure on FTD 7

. Interface outside and Inside
- Static route to DG outside and for the web server LB inside

- NAT Twice :
- Destination NAT from Outside interface to destination web servers LB
- Source NAT using FTD inside interface (for stickiness of the sessions)

- Access policy to allow web traffic

cisco W . #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



Multi-cloud and Hybrid Cloud Environments

Private Cloud

vmware
T | ESXi
e
NUTANIS . -
&:.\;KVM openstack.

* Clustering

* Dynamic Policy

» Better integration with public cloud infrastructure

* Infrastructure as Code and Automation

cisco Lg/&/

New Features

#Ciscolive

aws

a.

EQUINIX

Public Cloud

' > mll iicrosof: raCkspace
W Azure technology.
Google Cloud Platform

ORACLE c_) i
GLOUD INFRASTRUCTURE Alibaba Cloud 0 | kl ra

New New

BRKSEC-1831

Integration with GuardDuty
Gateway Load balancer integration
Auto Scaling

Snapshot support
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Cisco Secure Firewall Cloud Native for AWS

® B

& FE O

Cisco Secure Firewall Amazon Cisco SFCN  ElastiCache Amazon Amazon
Cloud Native Elastic Kubernetes Service Redirector (Redis DB) Route 53  Hosted Zone
K8s Cluster (Amazon EKS)

w O

1
1

1

1

1

1

1

| CNFW worker nodes CAG worker node
1 (L4) (clientless)
1

1

1

1

1

1

1

1

1

CNTD - (NGIPS & AMP)*

Availability Zone

1
1

1

1

1

1

1

1

| CNFW worker nodes CAG worker node
: (L4) (clientless)
1

1

1

1

1

1

1

1

1

CNTD - (NGIPS & AMP)*

HCiscoLive  BRKSEC-1831

* Future

Y'Y ¥V ¥ VWV ¥ ¥WW¥ W

Scalable architecture
(Horizontal Pod Autoscaler - HPA)

Modular security architecture

K8s orchestrated deployments
(Amazon EKS)

DevOps friendly
(YAML + CI/CD + GitOps)

CRDs and Helm Charts

Config management
(REST API/YAML/CDO UI)

Data externalization (Redis)
for stateless services

Multi-region and multi-AZ support
Multi-tenant aware

Bring your own license (BYOL)

Enforcer footprint
4 core
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Cisco Secure Firewall Cloud Native Enforcers

—

Cloud Native Firewall -
CNFW

@—

Clientless Access Gateway -
CAG

@—

Cloud Native Thread Defense - CNTD

Cisco Secure Firewall Cloud Native

cisco M/

L3/L4 Firewall and VPN

Clientless Private App Access / ZTNA

IDS/IPS, AMP, and Security Intelligence
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Native on AWS

Building a Scalable Edge

Anubhav Swami, Principal Architect

@swamianubhav
BRKSEC-3561

cisco Lg%o//
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AWS Gateway Load Balancer

appliances

™
A \ —
N | s 5 : (
1 : —

= L[ = | T

R - i e e
= < - : e L Security

— 1

Application servers

Subnet 1
10.0.1.0/24

Gateway Load Balancer

endpoint

Subnet 2
10.0.2.0,/24

3

2 |
|

Availability Zone

Service consumer VPC
10.0.0.0/16

cisco W/

Gateway Load Availability Zone
Balancer

. Endpoint service

Service provider VPC

Source:https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/getting-started.html

_—~ ASAvs or FTDvs

— GENEVE Tunnel

#HCiscoLive  BRKSEC-1831
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Cisco Secure Firewall and Amazon GWLB

Inbound

10.81.100.0/24 GWLBEP1
S} AWS Cloud 10.81.0.0/16 local
8y Spoke 1
App Subnet 1 P GVLBEP Subret 1 ....................................
10.81.100.0/24 sl 10.81.200.0/24 . .ooeer Intemet
l__| Gateway
InStJ%e': Gateway Load
Endpoint (GWLBEP1)
0.0.0.0/0 GWLBEP1 0.0.0.0/0 IGW
10.81.0.0/16 local 10.81.0.0/16 local
cisco M./ #HCiscoLive  BRKSEC-1831

Internet

AWS Cloud

Appliance VPC

Gateway Load
Balancer

Cisco Firewall
(ASAv or FTDv)
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Cisco Secure Firewall and Amazon WLB
Outbound

Internet

............................................................ » cIsco

cisco.com

AWS Cloud

Appliance VPC

10.81.100.0/24 GWLBEP1
aws
Sde] AWS Cloud 10.81.0.0/16 local
8y Spoke 1
App Subnet 1 Y CwLBEP Subnet1
10.81.100.0/24 38 10.81.200.0/24 _...oovee N
l__| Gateway
Instgs Gateway Load "":11'.'.'.:::....
Endpoint GWLBEP1) RRLE ST
0.0.0.0/0 GWLBEP1 0.0.0.0/0 IGW
10.81.0.0/16 local 10.81.0.0/16 local
cisco M./ #CiscolLive  BRKSEC-1831
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(ASAv or FTDv)
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East/west traffic

Spoke 1

0.0.0.0

TGW

App Subnet
I

|nstance:\

VPC attachment

-

Instances

0.0.0.0

AWS
Transit gateway

EUH AWS Cloud

fay Appliance VPC

Cisco Firewall
(ASAv or FTDv)

Gateway Load
Balancer

Gateway
Load Balancer Endpoints

cisco La//&/

10.81.100.0/ GWLBEP1
24
10.81.0.0/16 local
VPC attachment
TGW
#Ciscolive

BRKSEC-1831

10.81.100.0/ GWLBEP1
24
10.81.0.0/16 local
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IGW1-RT

rtb-02d04b99ee30falad / IGW1-RT

Details Routes Subnet associat Edge iati Route propagation Tags
Routes (2)
Q Both v 1 ©
Destination Target v Status v Propagated v
10.81.100.0/24 vpce-029¢35ba1872da043 © Active No
10.81.0.0/16 local © Active No
cisco L‘V& . #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



GWLBEsunet1-RT

rtb-0291131cee85a9310 / GWLBEPsubnet1-RT

Details Routes Subnet associations

Routes (2)

Q

Destination v

10.81.0.0/16
0.0.0.0/0

cisco W/

Edge associations Route propagation

Target

local

igw-009b4d2066c51d70d

Tags

Both v
v Status
@ Active
@ Active

#HCiscoLive  BRKSEC-1831

1 @
v Propagated v
No
No
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Route

rtb-054691448ae66b02b / AppSubnet1-RT

Details Routes Subnet associations Edge associations Route propagation Tags
Routes 2
Q Both v 1 @
Destination v Target v Status v Propagated v
10.81.0.0/16 local @ Active No
0.0.0.0/0 vpce-029c35ba1872da043 @ Active No
cisco L‘V& . #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Outside interface Configuration

Interface

@ Diagnosticd/0

@ TenGigabitEthermnet0/0
TenGigabitEthernet0/1

@ vnil

cisco W/

Logical Name

diagnostic

outside

Type

Physical

Physical

Physical

VNlinterface

Security Zones

outside

MAC Address (Active/Standby)

#Ciscolive

BRKSEC-1831

IP Address Virtual Router

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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VNI interface Configuration

Enable VNI interface and add a name for VNI
interface

Create and associate for Security Zone on VNI
interface

Enable AWS proxy
Enable VTEP Interface

cisco Lg/&/

#Ciscolive

BRKSEC-1831

Edit VNI Interface

General IPv4 IPv6

Name:

Enabled
Description:

Security Zone:

Priority:
0

VNI ID*:
1

Enable AWS Proxy:

NVE Mapped to
VTEP Interface:

uuuuu
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What about auto-scaling ?

_______________________ | 7 - Uses Lambda function
- Requires FMC

R - Cloudformation templates
Wi [ provided

E;:::‘.::::::::::::::::::f | owz | : Tacing Q

e : o More information:

App2 Subnet
B L. https://www.cisco.com/c/en/
. R us/td/docs/security/firepower
s N /quick_start/aws/ftdv-aws-
——— S ——— gsg/ftdv-aws-autoscale.html
Infrastructure Autoscale Solution

cisco M . #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



How it works?

ScaleOUT:
CPUUtilization > 70 for 3 consecutive periods of 60 seconds

ScalelN:
CPUUtilization < 15 for 8 consecutive periods of 60 seconds

Autoscale Group Sending CPU metrics
@ [
NGFWy v«
A
T CloudWatch
3
L o}
Launch new Instance—
DolJe——
CPU Alarm:
ScaleOUT 6
—Lifecycle Hook: Instance Launch——4 Inslénce
Launch
Event based rule triggers: New Instance Launch—s5————————  Success

(]

Event Based Rule

Event Based Rule

® ®

AWS Attach Interface: Diag/Inside/Outside FMCv:

AWS Register to Target Group E s%;tﬁfgw l:?[f xﬁ:\;

cisco W-/ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 70




Autoscale in AWS

« The FTDv Auto Scale group is

behind an external, internet-facing
load balancer

External load balancer monitors
health of all the FTDv instances in
Auto Scale group and distributes
traffic from internet to healthy FTDv
instances, FTDv instance will then
forward traffic to application

Auto Scale solution will increase or
decrease FTDv instances in the
autoscale group based on capacity
needs

cisco W/

AWS Cloud

Availability Zone 1

Internal Load Balancer :

Auto Scaling group

—>T<—
1

#Ciscolive

BRKSEC-1831
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Introducing CloudWatch and Lamda Function

» Observability on a single platform » Serverless architecture of AWS
across applications and infrastructure * No servers to manage for the code

» Easiest way to collect metrics in AWS * Built-in fault tolerance
and on-premises » Automatic-scaling

» Improve operational performance and » Lambda code can interact with AWS
resource optimization infrastructure natively

» Get operational visibility and insight » Support different languages: Python,

» Derive actionable insights from logs Node.js, Ruby, Java, Go, .NET...

cisco W- #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 72



Solution Design

Cisco

.&/

RT Public

-
RT MGMT

[Zieen

i7:
172.16.20]

RT Inside :

per AZ

|
|
|
: Inside Subnet
|
|

External Loa:jba\ar‘icer (ALB/NLB)

D E—

eGrd:

Internal Loadﬁalan¢er (ALB/NLB) .

{c}

{o}

Altoscale ('Broup
|
|

Autoscale Evénls
CPU Monitoring metrics
CloudVatch

Calling Lambda Function

Lambdf Layer

Instane Launch

®

Launch Success
Instance Terminate ~ Terminate Success

Fungtion
Mangger

Worklcads (WWW) Workloads (WVWWY)
§ AWS Attach Interface FMCv:
-------------------------------------------- ‘ P e eeeemeeeeeeseeseeseeeeeaeaaaed AWS Register to Target Group Registration to FMCv
AWS Remove from Target Group  Deregistration from FMCv
#Ciscolive ~ BRKSEC-1831
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How do | manage my FTDs 7

FirePower Management
Center :

- On prem
- In AWS

-In CDO CDO

#Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



Question about automation 7

In AWS

AWS
CloudFormation

cisco Lg/&/

Ecosystem solutions

:
_V

Terraform < 5. ¢

#CiscolLive  BRKSEC-1831



Security through visibllity

Native to AWS
Cisco Secure Cloud
Cloud Insight

Cisco Secure Workload °

cisco Lz//&/



Identity

AWS Identity & Access
Management (IAM)

AWS Organizations
AWS Cognito
AWS Directory Service
AWS Single Sign-On

cisco Lz//&/

AWS

©

Detective
control

AWS Security Hub
AWS CloudTrail
AWS Config

Amazon
CloudWatch

Amazon GuardDuty
VPC Flow Logs
AWS Detective

Secure Cloud Analytics

Infrastructure
security

AWS Control Tower

Amazon EC2
Systems Manager

AWS Shield

AWS Web Application
Firewall (WAF)

Amazon Inspector

Amazon Virtual Private
Cloud (VPC)

Secure Cloud Workload

HCiscoLive  BRKSEC-1831

Security Solutions

AWS Key Management
Service (KMS)

AWS CloudHSM
Amazon Macie
Certificate Manager

Server Side Encryption

Incident
response

AWS Config Rules
AWS Lambda
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AWS GuardDuty & Secure Cloud Analytics

. DNS Detections with DNS logs v Correlation of SCA Detections & GuardDuty
. Detections on EC2, S3, IAM v Unsupervised & Supervised Analytics

(baselining >30 days)

AN

Unsupervised Analytics _ _
v Encrypted Traffic Analytics

v Combined visibility of all logs
v Customized alerts for compliance

v Enhanced investigation with drill-down into
dataset

https://aws.amazon.com/blogs/apn/cloud-posture-and-threat-analytics-with-cisco-secure-cloud-analytics/

cisco M ./ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 78


https://aws.amazon.com/blogs/apn/cloud-posture-and-threat-analytics-with-cisco-secure-cloud-analytics/

.
I II
siramazon f) Google
P webservices

Cloud Platform A AZU re

Native flow logs and services (CIoudTrall Cloudwatch, Advisor, GuardDuty

Lambda, Stackdriver...)
.  Secure Cloud 7
“oo  Analytics -7
PRIVATE CLOUD u o~ *”
[. . ON-PREMISES NETWORK
;\/. =
kubernetes Network V\ ) S %
Containers _ telemetry Network  Adapter
Virtualization ’

telemetry [ oy | e
IAdmn I
cisco Lg/&/

#Ciscolive

BRKSEC-1831
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Secure Cloud Analytics Engine

Cloud Security Maturity

« Visibility
What do we have, and how important is
it to our business?

Configuration Risk Exposure

« Compliance
Am | following best practices and
regulatory guidelines?

« Security Posture
Are resources being locked down
properly?

« Internal Policy
Are resources & users following our
established guidelines?

« Advanced Detection and Response
How effectively can | detect and
respond to a breach?

cisco M ./ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



Common public cloud integration process

-

{5

Enable Logging
Native flow logs can be ingested by Secure
Cloud Analytics to provide network
conversations

1
W

Create Access Policy
Create a policy to allow Secure Cloud

Analytics to read resource information such as|
vm details, security groups, and configuration

change logs.

~

\ e / 5 \ J
4 kA Azure Google Cloud/ )
N—
Create a Ro_le or Appllcatlo_n with Configure Secure Cloud Analytics
the appropriate access pOI.'Cy. Put the appropriate access details (storage
== Create an IAM role or custom application that details, role) in Secure Cloud Analytics
- — the pr_eviously created policy can be —
— associated with. —-
\ N\ J
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/cloud
W / /configuration/SWC_PCM_AWS_DV_1_5.pdf
cisco &. #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 81



dWs$s

Accessing telemetry for AWS deployments " 5,

Amazon account

p.
. Role Created for Secure Cloud W o
APls S Permissions allow
° Analytics in Account J l Secure Cloud
|

Analytics to read
AWS services

Permissions allow
reading VPC flow logs

Secure Cloud Analytics

I

_ Amazon Amazon Simple Amazon AWS Identity and Access
= oo y . . CloudWatch Storage Service (S3) CloudTrail Management (IAM)

I d i ‘
: Flow @ @@ Flow
Tl logs logs Amazon

R e S GuardDuty Lambda

Saa$ Portal
Amazon Amazon Amazon Amazon
VPC VPC VPC Inspector

cisco L‘V&./ #HCiscoLive  BRKSEC-1831
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Cloud Insight




Cloud Insight Use Cases

Understand
Automatically build relationships across assets

assgfs”% anne;%\c/glratii tlgvrear;tr?ryir?tfocrz]%eltri and detect how they interoperate. understand
y y d d the impact of a breach and the status of

and hybrid cloud environments .
’ Secure Cloud compliance
Insights Core

Discover

Stay alert to enforce policy and
maintain continuous security &

compliance across their entire cyber
asset base.

Right-size the effort and resources to
respond to threats and manage risk in
your global cyber asset base.

Act

cisco M ./ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 84



Secure Cloud Insights
Beyond Cloud Security Posture Management (CSPM)

Easily identify security Complete visibility into Attack Surface
Management

and compliance gaps your security posture

Continuous audits with breadth and Inadvertent exposure of sensitive Identify the blast radius - who and
data in the cloud what else could be affected by this

depth of standards out-of-box, fully
incident

customizable
Visualize and navigate complex

relationships with ease Identify the root cause - how did the

Simple evidence collection and
attacker access assets

helpful alerts to avoid compliance

drift and security incidents Natively detect Cyber Assets in the

cloud based on multiple data types Identify Security gaps and risks - How

cloud an attack access assets

cisco L‘V& ./ #CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 85



Secure Cloud Insights High level Architecture

Asset discovery & mapping }

N’
ldentity assets and entities
across multiple data sources.
Correlate and map asset
relations across multiple data
Native Data Ingestion sources Alert and Respond
Integrate with data sources in q p Shares alert findings to
the cloud or on prem natively Oo-®-0O ticketing alert correlating
through available APIs or data systems upon detection
streams. d b

cISco W‘/ _ o

#CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



API First and Cloud Native

Asset Inventory

Power-ups

Web Apps

Graph

Visualization Smart Search

Compliance

Secure Cloud

Insights Core

Policy Builder More

L ]

Github / Okta / - y
AWS N . Vulnerability Security .

Bitbucket OnelLogin Jira Slack PagerDuty
(cloud) (dev) (1dP) Scanners Agents

DATA WORKFLOW
Managed Integrations
cisco W. #CiscoLive  BRKSEC-1831

BYO Apps
Your Apps and Your
Dashboards Automation

Public APls
and Partper
Open SDK Solutions

Your
Custom
Data
Sources

Custom Integrations

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Query Through Use Cases

QUESTION |s public access enabled for any S3 Bucket?

7% Incident Scope and Response

OQUERY  Find aws_s3_bucket with classification = 'public’ L)

wyoming-mesh-wooden-square- § X

- S J Compliance Check

— aws_s3 bucket

DataStore

Everyone (P bll‘ IObal) Properties Tags Metadata Raw Data q p

umcli(s;tc-avun-srizona-consuItant-tasty-service-b O-‘-O Atta C |< S u rfa C e I\/l a n a g e m e nt
; ! d o

objectOwnership

i BucketOwnerPreferred
sy @) i st R Qa Configuration Change Detection

8aaf42d1238c4debbca2f7?dfaccibadce4b19f

bandwidth-transform-oregon-licensed-service-buck 3286b43le?abOcefbdcbcb2dcOadebad2detel
7ad?
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Asset Discovery

- Native integrations allow for
simple discovery of assets
from across the
security program

. Confeured | Unconfigarct All Classes - s
— ? - &i 1?
© © © © . . API-driven
BambooHR Bitbucket Bugcrowd Carbon Black PSC Configurations use read Only
b o o €8 credentials to ingest data
° ° ° ° ° with no installations or
?
(] (] o o

deployments
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- Discover and classify assets
by type including endpoint,
datastore, policies, security
groups and many others




Relationship Mapping

jewelery-wisconsin-open-source-service-sg / /ftemc\\\
/

i / \_\\ .

p—"

PROTECTS

bedfordshire-tuna-forward-marketing-service-sg Lt HlA IR R iy

Hilll - Kunze-instance

o«
Rau - Schmidt-instance

S

&

vpn

Rau- Schmidt-instance

vpn

HCiscoLive  BRKSEC-1831
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+ Relationships between
assets are discovered via
the integrations and
are mapped together
automatically

- Here we see:

» Security groups allowing
access to the internet

* The instances they protect

*  The subnets those instances
are on
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Context for Incident Response

Y "221.100.142.42" O~ O % X

®
=

- Walk the graph of data
by expanding nodes and 3 S
view their relationships N

Rau - Schmidt-instance i
— fucheiasrasearchanizze-sensirakennis; » B - —
vol-014fmudyz2um9uéwl

=l @ jimmm .

- ldentify the impact of
a compromised asset

jewelery-wisconsin-open-source-service-sg

and what can an attacker - v
do next acl-6aeaa791 “rchitect-copy-multi-byte-pink-falkland-supervisor-car-gold-service-keypair
|8
Hilll - Kunze-instance

- Find relevant context to =

an incident in a matter of SSaEiaiadie

seconds - >

v DATA LOADED

ergonomic-leverage-soft-program-solutions-walk-pixel-fish

turquoisé-street-orchestrator-dynamic-paradigms-array-service-aOcieh3kyh-role
aws_inspector_finding X 3

52
@
®
@]

cisco W/
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| <

Cross Environment investigation

ON - AWS Cross-Account Assume Role Trusts Diagram*

Find aws_account that has aws_iam that has aws_iam_role as a that (trusts|assigned) (Account|AccessRole|User|UserGroup) as b where a.tag.AccountName!=b.ta

]
(©)
@)

&

aws_iam_role X 2

e

aws_iam_role X 12 &

DeveloperExternal

&

DeveloperintegrationsExternal

aws_account X 2

JupiterOne Vendor Account

jupiterone-dev

Security

cisco Lg%o//

#Ciscolive

- Complex relationships

cross-account trusts,
VpC peering, vpc
endpoint policies, IAM
policies, load balancer
configurations, and
more are all
automatically
discovered

Discover the cross
environment “Blast
Radius” and the risk of
a threat propagating
across cloud accounts
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Alert on security policies

Create Rule Create Rule Create Rule

[J ©= SEND_EMAIL

1  CREATEseves e miceenT - Transform security queries into
policies, automate alerting and
response with customisable
rules.

[J & SEND_SQS_MESSAGE

[J 4% SEND_SLACK_MESSAGE
[0 & PUBLISH_SNS_MESSAGE

- Leverage pre-built alert rule
packs for cloud security.

o wesook - Monitor alert trends over time
e s s to identify repetitive policy
breach or miss-configurations

st counts-that-all

ag!
Alert CRITICAL Check whether a storage account is deployed with a private endpoint to a VNet, and that internet access is 13 06/8/21 1:27 AM 10/25/21 1:28 AM L,y C) DISMISS
blocked with a firewall

[J & CREATE_JIRA_TICKET
16 o—o—o—o—o0— , 0 —0—0—0—0—0—0—0—0—0—0—0 O O

8

0 T T
09/23/2021 10/01/2021 10/09/2021

cisco W./ #Ciscolive BRKSEC-1831

T 1
10/17/2021 10/25/2021

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 93



Host based
security

Tetration

cisco La//&/



How do we address this with Secure Workload?

Contain lateral movement
Microsegmentation

Continuously track
security compliance

Policy compliance

cisco Lz/&/

|dentify behavior anomalies
Process and communication

Q

Reduce attack surface
Software vulnerability
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Vulnerability Detection

Track Vulnerabilities in the Operating System or in User Space software in the workload.

NATIONAL VULNERABILITY DATABASE

% CVE-2016-1580 Detail

Description

Impact

CVSS Severity (version 3.0):

CVSS v3 Base Score: 9 5 Critical
Vector:

Impact Score: 5
Exploitability Score: 3.9

CVSS Version 3 Metrics:

QUICK INFO

CVE Dictionary Entry:
Original release date: 05/13/2016
20

CVSS Severity (version 2.0):

CVSS v2 Base Score: 10.0 HIGH
Vector:

Impact Subsco
Exploitability Subscore: 10.0

CVSS Version 2 Metrics:

Baseline Inventory based on Tags

cisco W/

Common Vulnerabilities Exposures CVE
https://nvd.nist.gov/
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https://nvd.nist.gov/

Software package vulnerability = Policy action

Continually Verify Trust

Set up filters to search for one or
more vulnerabilities

|dentify list of servers with the
same vulnerability or software
packages installed

Set up policy through Ul or API to take
specific action:

* |solate a workload when servers are
identified with the critical vulnerability

If a new workload has the same
vulnerability, its communication will be
restricted as well

cisco W/

@ Filter: Struts CVE

Query Package CVE = CVE-2017-5638

]

J

Scope Default

Restricted? No

Public? No

Endpoints (4)
10.0.42.136 struts-app1 RedHat...
10.0.0.50 struts-app2 RedHat...
10.0.0.84 struts-app1 RedHat...
10.0.42.194 struts-app?2 RedHat...

Priority Action  Consumer

100 [ Aws Bastion (orivate) |
100 =0

100 Foctautnws |
Covtoun:aws ]

DCI oevy [ struts ove |

Provider

[ovtaut aws ]

[ asion pubic |
[otraion Colctas |
[roraton sonsor vip

[ eraun

TCP : 22 (SSH)

TCP : 22 (SSH)

TCP : 5640 ..

TCP : 443 (HTTPS)

Any

#HCiscoLive  BRKSEC-1831
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Real-time policy compliance
Continually Verify Trust

9

Cisco Secure
Workload
Plaw‘orm
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Malicious or anomalous hash on a workload

Continually Verify Trust

* The process hash score of that workload will go to O

* The security dashboard will display the process hash details

Workload profile, File Hashes tab:

SHA1 Hash SHA256 Hash File Path Anomaly Score Reason

D doad4b4 @ 7eedeeb /local/tmp/fakemw_linux_amd64 0.00 @ Malicious A\
SHA1 Hash SHA256 Hash File Path Anomaly Score Reason
@ d9ad4b4 @ 7eedeeb /local/tmp/fakemw_linux_amdé4 0.00 @® Malicious /\

cisco W./ #Ciscolive BRKSEC-1831
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Detecting Code Execution

1519089035177454000 - Feb 19 2018 05:10:35 pm (PST)
shelicode
CRITICAL

bin/dpkg

cisco M ./ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 100



What about Remote Access ?

- Access your EC2
- Super User with DNG
- Full access with RaVPN

cisco Lz//&/



=
What about the EC2 instances management ?

- Direct access to the public [P Address?

(

« Bastion host

AWS KMS

« Direct Connect from on-Prem or VPN

- Leverage AWS EC2 System Manager

Amazon EC2
Systems Manager

cisco W-/ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 102



AWS EC2 System Manager

e ————— ~
f \
| A |
NAT gateway
: ,—1 I
@4 -~ !
server
|
Intefnet | ) - l
gatdway security group security group |
|
| . public subnet private subnet :
| I
N Av_a\la_bil \lllcie ______ Vi

EC2 Systems Manager \

> <

Corporate
MNetwork

53 bucket SNS topic CloudWatch

Lae! - =
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Management VPC

cisco Lz//&/

&1

AWS Transit
Gateway

VPC-Management

=
I Availability Zone - Us-east-1a
1
1
| @l Mgnt Subnet
1
' D
|
1
1 Bastion-1
| S AR - - - - — - - - - J
@
r——"—-"========- A
I Availability Zone - Us-east-1b  htemntt gateway
| 1
1
| Mgnt Subnet
1
1
.
1
I Bastion-2
e e e e e e e - - -

HCiscoLive  BRKSEC-1831
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Provide SuperUser secured Access

DUO Network Gateway

cisco Lz//&/



g
DNG Use Cases for FabAstro...or else

« An Accountant requires access to the on-premises Confluence instance to
view internal documentation.

- A Software Engineer needs to push code to their internal repository.

- A Support Engineer needs access to a web portal that allows adjusting a
feature flag for a customer.

« A Systems Architect wants to connect to a bastion host, switch, etc. without
connecting to the VPN.
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What is Duo Network Gateway ? :

The Duo Network Gateway
enables organizations to
provide Zero Trust Remote
Access to web
applications, web pages

and SSH servers without ‘ ] Iternal Web
the reqUirement Of a VPN' Duo Cloud Service

cisco L‘V&-/ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 107



NS B AL o ol R 5 T i
AWS Cloud Availability Zone 1 Availability Zone 2

E Public subnet E Public subnet

(&) vPC

NAT gateway NAT gateway Amazon Route 53

m Private subnet

ﬁ%

Duo admin server

AWS Certificate Manager

Elastic Load

. Private subnet i

1 Balancing

I AWS Systems Manager
. i i replication i ; E

i | | ElastiCache for Redis : group ElastiCache for Redis | ; azon
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DNG in FabAstro: Access for Admins

Ouo Poriel Duo AdminServer For Redis

VPC-fabastro-main ! VPC-mgnt
-------------------------------------- r - )
. Ingress Service VPC Availability Zone - Us-east-1a ' I Availability Zone - US-east1a |
1 1 '
__________________________ 1 i '
U hl ml H web Subnet H App Subnet DB Subnet | ' . Mgnt Subnet 1l
Ll 1 I
]
Mgnt | 1 1 ]
Subnet | ! ' - '
. @ webA-fabastro appA-tabastro dbA-fabstro : : = :
'
Inside Tow | - i - - 7
Subnet Subnet
' -- --===A = . A
| Availability Zone - US east-1b ' ! Availability Zone - US-east-1b  hempt gateway
' ' ! |
__________________ J = Ll 1 '
Pk m wan Subnet m 08 Subnet " - Mont Subnet '
__________________ -
1 i '
]
' ! '
B | @ B || || @
'
Subnet bB-abastro ) . Bastion-2 :
_@ ______________________________________ J e e e e e e m = J
war
A
Subnet
---------------- A AWS Transit I [
Availability Zone ' Gatejvay UL
v n VPG iogin \J
Mgne L e R e e e - Insen reweay
Subnet M
Availability Zone - US-east-1a '
'
Public 0 '
Inside n . login Subnet
Subnet r VBT BNG fabisis T = r - ——— e .
i i Scang_2 Redis replication Groupt '
: Public Subnet 1 Private Subnet 1A ' " ¥
'
— s ) @ webA-ogin .
!
e e e o
-
lity Zone : {:} anmaay
Public nside TOW vy sl = |EastiCache ,, [ | "7777°°" o/ - "~ "°°° o
Subnet Subnet Subnet \ Duo Porfal Availabifty 28 - us-east-1b :
- e - Public '
'
0 R - S I - L ! !Slbne! Lugnsnbnet :
1
[ Public Subnet 2 Private Suknm 2 :;ﬂéwm : | : f
Mgnt [ i N - !
Subnet i " @ webB-login :
'
__________________________ : l: TR TS SSSsSsssssssss=- <
| ElastiCache 1, —
] hH
i '

e

cisco e/
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Using DNG to access FabAstro Admin Portal

<« c @ admin-portal fabastro.com

Q Search
amazon -
wepsennces™
Amazon Web Services - Single SSH — Bastiﬂn

Sign-On

cisco Lz//&/

HCiscoLive  BRKSEC-1831

fab v

FMC Fabastro
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DNG in FabAstro: Web p

VPC-fabastro-main E VPC-m
----------------------------- r - al
Ingress Service VPC Availability Zone - US-east-1a 1 I Availability Zone - US-east1a |
1 ' '
__________________________ I ' '
R Eut B2l o Subnet i 7ee Subnet DB Subnet i wMgnt Subnet '
Availability Zone Subnet H . '
' [l I '
o o] = ]
Subnet . ' ' n '
' ' '
. @ webA-fabasiro appA-fabasiro dbA-fabsiro | | = .
= ' e R o _ o
Inside (=) f - 4 - 7
Subnet Subnet A
' = = em—=—- o r- === A
: Availability Zone - US-east-1b : : Availability Zone - Us-east-1b ,e“,,n.. onteway
__________________ 4 o 1 ' '
= m web Subnet ' ' - Mont Subnet '
------------------ a 1 I 1
ity Zone 1 l 1 '
Inside oW ! [ ' E '
Subnet Subnet ! : : Baasion-2 :
_@_. ______________________________________ 4 Cmmmmmm e e = == El
NaT
Mgnt ]
Subnet
---------------- A AWS Transit I ﬂ
Availabiity Zone ' Gatewar
vailabilty Y vvc fogin K-

Subnet Availability Zone - US-east-1a

!
!

' 1

! H o . login Subnet
!

1
; O]
: @ webA-login
.

Inside
Subnet

TeW
Subnet

___________ [p——

VBC Do ONG fEbases T 7

,.
akng 4 Redis rephcation Groupt

Mgt S Internpt gateway
'
'
'
'
L
L
'
'
'

~
|

! Public Subnet 1 Private Sibnet 1A
) '

'

'

'

'

'

!

'
| S I
r- . R o LT -
i bty Zone | ey
! F-=== ==
Inside Tow ' =
[ ﬂ Subnet Subnet Duo Porfl | ' Availabitty 28 - us-easi- '
!
_ - . L ) '
. I b “CIIc . ! Eree) . LoginSubnet |
‘ . am i i ! '
' Intemet gageway Public Subnet 2 Private Subnet 2A L:;ﬂ;m . : 0 ' n ]
[ Mgnt I i 1 : :
' Subnet | i i | @ webB-iogin .
1 1 1)
' e oo J
e | e ; 4
! | ElastiCache 1,
! @ Ouo Porlal Duo Adminserver | FOr Redis 1y
1 1
' 1
R e e ez oo ey

cisco e/
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Deploy and
configure
remote access
VPN

cisco Lz//&/



Remote Access to Management VPC

__________________________ 1
Availability Zone |
I
Subnet :
|
. I
= o nside |
Subnet Subnet Subnet I
I
I
__________________________ J
__________________________ 1
ilability Zone 1
Public Inside !
Subnet Subnet Subnet I
I
I
I
I
I
Subnet 1
I
__________________________ J
#CiscoLive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

113



Cisco Secure Remote Worker Validated Design

Amazon Route 53

DNS DNS
Request Reply

Remote

Worker Internet

Gateway

VPN user

connects to
firewall

& aws cioud

E HubVPC - 10.0.0.0/16

Availability Zone

Public Subnet Private Subnet

inside
10.0.2.0/24

outside
10.0.1.0/24

1 1
i i
1 1
i !
! !
1 1
I !
1 1
i i
| !
T ' 1
. ENI-1 ENI-2 .
i !
! !
i i
i !
1 1
! !

Avalilability Zone
Private Subnet

Public Subnet

inside
10.0.5.0/24

outside
10.0.4.0/24

Availability Zone

Public Subnet Private Subnet

outside inside
10.0.7.0/24 10.0.8.0/24

VPG
atiachment

E Spokel VPC - 10.1.0.0/16

Private Subnet

Web
10.1.1.0/24

Amazon EC2

Spoke1-WebServer
10.1.1.100

poke2 VPC - 10.2.0.0/16

Private Subnet

Transit
Gateway

VPC
attachment

Web
10.2.1.0/24

10.2.1.100

Spoke2-WebServer

Amazon EC2

Data Center - 10.3.0.0/16

"B

#Ciscolive

BRKSEC-1831
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VPN Load balancing using Route53

AWS Route 53 maintains host record
for each firewall

TTL is defined on AWS Route 53

AWS Routeb53
monitor firewall

health check to

Each AZ may have multiple firewalls

Cisco ASAv or NGFWv acts as a VPN
concentrator

Transit Gateway connects VPC using
VPC attachment

Transit Gateway connects to Data
Center using VPN attachment

114



RAvpn with FTD and FMC in FabAstro

VPC-tabastro-main

ngress Service VPC Availability Zone - US east-1a

| Firepower
web Subnet App Subnet Management
= Center (FMC)

webA-fabastro appA-fabastro

Public
Subnet

Availability Zone

Mgnt
Subnet

=== =====n

Inside
Subnet

Availability Zone - US-east 1b

m web Subnet

Availability Zone - US-east 1b

n Mont Subnet

oW

'
'
'
1
'
'
'
Subnet '
'

ity Zone
Subnet Subnet

Fe========5

]
'
: Bastion-2
' - Cmmmmmm e m e m =
'
'
]
Mgnt '
Subnet '
'
AWS Thransit ] fram|
et gateway Availability Zone Gatejvay E VPCogn Q‘ll
' "
\ i S — - —inierpt Jateway
X Subnet ! Zone - Us-east-1a '
I ' '
\ ! '
| Inside TeW _ PR ' login Subnet
Subnet Subnet r aling 1 o ! )
\ ' ) ' Redis rephcaton Groupt . |
I ) Public Subnet 1 Private Sunet 14 ] " ' ¥
! | ' ' "
' ' ' S " . webA-iogin :
! H = " v 2
B | 1 == | L I O .
iy Zone ! . [ SE
Inside ' a | ElastiCache |, ;' H 1'
Subnet | ! Duo Porfal 1 For Redis ) | US-east-1b :
S T — ] | H ¥
H - SR T — . LognSubnet |
1 P i ' '
1
ication ' 1
o~ “‘E Public Subnet 2 ﬂ Private 5u+nm 24 L:;ﬂu . - ! ' u f
Mgnt I ' 1 ! !
H | e 1 ! '
Subnet | : ,_J i 2l " | @ webB-iogin .
H
| o - ORP S ;
' ' ' s
! : | ElastiCache 1,
" H Ouo Portal I For Redis n
| @ H H ' i
[ ~ 1
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Native on AWS

Building a Scalable Edge

Anubhav Swami, Principal Architect

@swamianubhav
BRKSEC-3561

cisco Lg%o//
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EC2 Instances
Outgoing
Sessions

Nat Gateway for each availability
one

Egress transit VPC

cisco Lz//&/



Example using Nat Gateway

VPC-fabastro

Availability Zone - US-east-1a

Public @ @ @
Subnet . web Subnet . App Subnet . DR Subnet

VPCEl EC2-www EC2-app EC2-DB
gateway
U S S J
e AN =) R ¢\ R .
Internet g e%y Availability Zone - US-east-1b :
! Public |
| web Subnet App Subnet DB Subnet |
Subnet
: N |
I I
. El El =
I 1
| VPC NAT EC2-www EC2-app EC2-DB |
WY L o e e e e e e ———— = = - J
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=al I | ~- |
\/
Scalability Financial Security
Internet gateway and Refer to Scalability challenge No control nor visibility

NatGateway per AZ for over outgoing sessionsh
each VPC
cisco M./ #Ciscolive BRKSEC-1831 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 119



Example using Egress Transit VPC

@ AWS Cloud

Route Destination Route Destination Route Destination Route Destination

4

A

VPC egress - 10.0.1.0/26 |

_________ 4o

ad

Internet

cisco W/

@

1
Internet |
gateway !

Public Subnet

NAT Gateway

Private Subnet

AWS Transit
Gateway

AWS Systems
Manager

#Ciscolive

BRKSEC-1831

Possible to insert a single instance of NGFW per AZ

10.0.1.0/26  local 10.0.1.0/26  local 0.0.0.0/0 VPC egress 10.02.0/26 local
0.0.0.0/0 igwxox | | 0.0.0.0/0 natxoox | | 10.0.1.0/26  VPCegress | | 0.0.0.00 tgw-xxxx
10.0.2.0/26 tgw-xxxx 10.0.2.0/26 VPC private T

¥ :
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Conclusion




Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.
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Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

oo

T Learn =8 Train @=] Certify

A
@ @® ® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and
IT learning hub that guides teams Intensive team & individual automation Specialist Certifications
and learners toward their goals and technology training programs Award-winning certification
program empowers students
Cisco Digital Learning Cisco Learning Partner Program and IT Professionals to advance
Subscription-based product, technology, Authorized training partners supporting their technical careers
and certification training Cisco technology and career certifications
Cisco Guided Study Groups
Cisco Modeling Labs Cisco Instructor-led and 180-day certification prep program
Network simulation platform for design, Virtual Instructor-led training with learning and support
testing, and troubleshooting Accelerated curriculum of product,

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

technology, and certification courses

Cisco Learning Network
Resource community portal for
certifications and learning

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions
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Continue
your education

Cisco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand
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http://www.ciscolive.com/on-demand
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CISCO The bridge to possible

Thank you
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