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Cisco Webex App 

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 17, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2250
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• Introduction - Firewall is a function

• Anatomy of Iptables

• Decoding Kubernetes Networking

• User to Pod

• Pod to Pod

• Network Policy

• CNI

• Service Mesh

• Secure Workload

• Secure Workload- Policy as code

• Orchestration and Policy
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Firewall is a function!

• Firewall is not a device, it’s a function.
• Evolution of Firewalls

• Function- Access lists to Next-
Generation…

• Attack surface- OnPrem to Public cloud to 
Hybrid & Multi-cloud

• Enforcement points- Networks(ADCs, 
Network firewalls and more) to Hosts

• Host based firewalling- Iptables and netfilter
• Introduced in Linux Kernel 2.4
• Successor- nftables
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Linux Iptables - Structure

Allow or Deny a 
packet to reach its 

destination

Rewrite 
source/destination

Modify Packet 
headers

Filter NAT Mangle

Tables - Packet Processing system

Table Table Table
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Output chain

Linux Iptables - Structure

Filter NAT Mangle
Table Table Table
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Chains – Blobs of rules within a table

Forward Chain

Output Chain

Input Chain Pre-routing chain

Output Chain

Post-routing chain

Pre-routing chain

Input chain

Forward chain

Post-routing chain



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Linux Iptables - Structure

• Rule 1
• Rule 2
• Rule 3

• Rule 1
• Rule 2
• Rule 3

• Rule 1
• Rule 2
• Rule 3

Filter

Input

Output

Forward

Chains – Blobs of rules within a table
Table

Chain

Chain

Chain
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Linux Iptables - Structure

• Rule 1 -
• Rule 2 -
• Rule 3 -

• Rule 1 -
• Rule 2 -
• Rule 3 -

• Rule 1 -
• Rule 2 -
• Rule 3 -

Filter

Input

Output

Forward

Targets – Action taken when a packet matches a rule.

Accept
Block 

Accept 

Block
Block 

Accept 

mychain 
Block 

Accept 

Table

Chain

Chain

Chain

Target

Target

Target
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Iptables packet processing

Local Processes

input output

routingPre-routing forward Post-routing

NAT

NAT

mangle NAT

mangle

mangle

mangle

mangle

filter

filter

filter
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Decoding Kubernetes networking

200 OK

app.cisco.com

User to pod

Request

Response
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Decoding Kubernetes networking

elb.aws.com

Domain: app.cisco.com

CNAME: elb.aws.com

aws elb

User to pod

TCP:33027

TCP:33027

TCP:33027

TCP:80
TCP:8079

Kubernetes

TCP:8079

TCP:8079

??
Frontend

Frontend

Frontend
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Kubelet

Kube 
Proxy

Pods
(containers) 

Kubernetes Node

Processes

Container Runtime

Decoding Kubernetes networking
User to pod
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Decoding Kubernetes networking

Source: User-IP
Destination: Node-IP:Port

Chain:
KUBE-SERVICES

Chain:
KUBE-

NODEPORTS

Chain:
KUBE-SVC-

NNLTN4FUSGD4
44WY

Chain:
KUBE-SEP-

N7UHNZZZNGSEB
2MW

Chain KUBE-SEP-N7UHNZZZNGSEB2MW (1 references)

target     prot  opt    source                                    destination         

KUBE-MARK-MASQ   all     -- ip-10-20-20-222.ec2.internal anywhere     /* sock-shop/front-end */

DNAT tcp    -- anywhere                               anywhere      /* sock-shop/front-end */   tcp to:10.20.20.222:8079

User to pod

Iptables - NAT
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Decoding Kubernetes networking

200 OK

elb.cisco.com

DNS: app.cisco.com

CNAME: elb.cisco.com

??

??

aws elb

Pod to pod

TCP:33027

TCP:33027

TCP:33027

Frontend

Payment

Database

Frontend

TCP:8079

Kubernetes
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K8s networking model – Basic requirements

• Every pod gets its own IP address and 
containers within a pod share the pod IP

• Pods can communicate with all other 
pods in the cluster without NAT

• Isolation is defined using network 
policies
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Decoding Kubernetes networking

eth0 

Network

CNI Plugin
Container Runtime

ADD(JSON specs)

Pod to Pod – CNI Plugin
Host Namespace

DEL(JSON specs)

Pod Namespace

eth0 

veth pair

Bridge
veth 

eth0 

veth 

veth pair
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iptables

routes

eth0

root namespace

ens5

iptables

routes

enicd92@if4

iptables

routes

eth0

enicd8f@if4

Frontend Backend

Decoding Kubernetes networking

Pod to Pod networking – Intra node
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pod nspod ns

Bridge

NodeA
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Decoding Kubernetes networking
Pod to Pod networking – Inter node
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root namespace

ens5

iptables

routes

iptables

routes

eth0

enicd8f@if4

Frontend

root namespace

ens5

iptables

routes

iptables

routes

eth0

enicd8f@if4

Backend

Bridge Bridge

NodeA NodeB

OPTIONS:
#1: No overlay

#2: IP-IP
#3: VXLAN

etc.
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Service Mesh

• A service mesh is a dedicated 
infrastructure layer that you can 
add to your applications. 

• Allows you to transparently add 
capabilities like:
• Observability
• Traffic management
• Security

Pod A

Service Mesh 
Control Plane

Sidecar 
Proxy

Pod B

Sidecar 
Proxy

Telemetry & 
Configuration

Telemetry & 
Configuration
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App 
Container
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Network policy 

Enforcement points:
• Iptables - kernel level

• Enforced on the node
• L3-L4 aware
• CNI Plugins

• Sidecar – User space 
• Enforced on the pod (via sidecar proxy)
• HTTP aware
• Service Mesh –example - Istio 
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Secure Workload - Overview

Host Based Network Cloud
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Secure Workload – Kubernetes 

• Orchestration – EKS, AKS, GKE, Unmanaged 
K8s, OpenShift

• Supported Node OS – Ubuntu, RHEL, RHCOS 
and more…

• Workload Visibility to policy discovery and 
enforcement

• Enforcement - Iptables and IpSets
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How it Works

Flow ingestion: Agent installation

1
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Context ingestion: Cloud connector

Enable and select capabilities 

• Gather Labels from AWS cloud

• Gather metadata from EKS

How it Works

2
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• CloudFormation template to create an 
IAM Policy on AWS with least privilege.

• Attach the policy to an AWS IAM user.

• AWS API Keys from the IAM user – Read 
only permissionsHow it Works

3

Context ingestion: Cloud connector
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• Select the VPCs with EKS clusters to onboard

• Add an IAM role to access EKS with read-only privileges.

How it Works

4

Context ingestion: Cloud connector
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Policy as code – Inventory filters

- name: Add front-end filter
tetration_inventory_filter:
provider:
server_endpoint: "{{ secureworkload_url }}"
api_key: "{{ api_key }}"
api_secret: "{{ api_secret }}"

app_scope_id: "{{ scope_id }}"
state: present
name: front-end
query:
filters:
- field: user_orchestrator_name
type: eq
value: webfront

- field: user_orchestrator_system/namespace
type: eq
value: ciscolive-ns

type: and

Ansible Playbooks – Filters

K8s metadata

K8s metadata
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Policy as code – Network policy

- name: Add Policy front-end to orders-svc
tetration_application_policy:

provider:
server_endpoint: "{{secureworkload_url}}"
api_key: "{{ api_key }}"
api_secret: "{{ api_secret }}"

app_scope_id: "{{scope_id }}"
provider_filter_name: orders-svc
consumer_filter_name: front-end
version: v0
rank: DEFAULT
policy_action: ALLOW
priority: 100
state: present

register: front_end_orders_svc_policy

Ansible Playbooks - Policy

- name: Add Ports to Policy front-end to orders-svc
tetration_application_policy_ports:

provider:
server_endpoint: "{{secureworkload_url}}"
api_key: "{{ api_key }}"
api_secret: "{{ api_secret }}"

app_scope_id: "{{scope_id}}"
policy_id: "{{ front_end_orders_svc_policy.object.id}}"
version: v0
proto_name: TCP
start_port: "{{ port }}"
end_port: "{{ port }}"
state: present

loop:
- 80

loop_control:
loop_var: port
label: "Adding port {{ port }} to Sock Shop Policy"
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Source
Destination

Port Number

Action

Protocol



Demo - Policy as Code
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Cisco Secure Workload - References

BRKSEC-2250 36

• Policy as code 
• Secure Workload - Terraform
• Secure Workload - Ansible

• Cisco Validated Design

• Securing Cloud Native Applications in AWS

• Securing Cloud Native Applications in Azure

• Cisco Developer Network – Labs
• Securing Cloud Native Applications
• Secure Workload - OpenAPI

https://github.com/CiscoDevNet/terraform-provider-tetration/blob/master/use_case.md
https://github.com/tetration-exchange/ansible-module/blob/master/use_case.md
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/scloud-aws-cn-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/scloud-azure-cn-design-guide.html
https://devnetsandbox.cisco.com/RM/Diagram/Index/88e9fabf-abbf-4c0b-b1a1-c4999d794a10?diagramType=Topology
https://developer.cisco.com/learning/modules/secure-workload/Tetration-Intro-APIs-Learning-Lab/introduction-to-the-cisco-secure-workload-openapi/
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 
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Threat Intelligence  |  Malware Analytics  |  Actionable Intelligence  |  Unmatched Visibility  |  Collective Responses

Security Operations

(XDR) Threat Visibility & Hunting

Managed Detection 
and Response Services

3rd Party Integrations

Security, Orchestration, Automation and Response Incident Response and Remediation Services

Secure Cloud InsightsKenna Vuln MgmtDevice Insights

Security Reference Architecture

User/Device Security

Adaptive MFA | Passwordless | Trust

ZERO TRUST

Secure 
E-mail

Duo Secure 
Access

SASE/REMOTE WORKER

Unified Client | EDR | Cloud Managed

Network Security

DNS-layer
security

L7 firewall 
+ IPS

Secure web
gateway

Cloud access
security broker/ 
shadow IT

SSL 
decryption

Remote 
browser
Isolation

Data loss
prevention

Cloud 
malware 
detection

RAaaS

ZTNA

Umbrella/Duo

Threat Protection | Secure Access Control | Managed Remote Access

Cloud Edge

SECURE ACCESS SERVICE EDGE (SASE)  PRIVATE CLOUD EDGE (MSP or CUSTOMER)

Reliable | Scalable | Flexible

ThousandEyesSecure 
Firewall

SDWAN
by ViptelaSDWAN

SDWAN

Cloud
DDoS,WAF

IoT/OT SECURITY

Secure Critical Infrastructure | Unified IT and OT 

Cyber
Vision

ISE
TrustSec

Industrial 
Router

Industrial 
Firewall

Industrial 
Switch/AP

On-Premises

Scalable | Flexible | Visibility | Comprehensive Security 

Network
Edge

ThousandEyes
Secure
Firewall

SDWAN
by ViptelaSDWAN

SASE/SDWAN

Segmentation | Identity and Context | Profiling | Containment | Encrypted Visibility

ZERO TRUST

Secure Firewall DuoCloud
SSO+IDP

Secure Web
Appliance

Secure Network 
Analytics

ISE Cisco 
DNA CenterTrustSec

Security 
Analytics 
and Logging

Full StackSecure
DDoS

Network
Gateway

Application Security

Policy | API Security 
Application Segmentation

Run-time Application Security 

ZERO TRUST

Application Security Stack

Cloud Native Security

Secure 
Workload

Secure Application
by AppDynamics

APIC-DC
APIC

Hybrid 
Private

Secure 
Firewall

ThousandEyes

App Observability | Detection | Response

Secure 
Cloud Analytics

Public 
Cloud

Secure
DDoS, WAF/Bot

Posture

Telemetry

Threat

Query

VPN

ThousandEyes
(Visibility)

Cisco Secure Client

Meraki SM
OS, App Control

Device Mgmt

ZERO TRUST
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

39BRKSEC-2250

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

BRKSEC-2250 40

http://www.ciscolive.com/on-demand


Thank you

#CiscoLive



#CiscoLive


