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Cisco Webex App 

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 17, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2288

© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKSEC-2288



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Drop the obvious 
attack before the 
malicious email is 
delivered.

Pragmatically filter 
unwanted URLs via 
Talos threat 
intelligence 
integration.

Seamless analysis 
of URLs that are 
newly observed or 
deemed suspicious.

Expand email 
security defense 
beyond the 
Gateway through 
collaboration.

Agenda
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Fundamental 
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URL Filtering2

URL Rewrite & 
Analysis3

Next-level 
Integrations4



Ship to shore?



Ship to shore?

Ship = SMTP Containers = Email + Contents
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Crane = Your Email Gateway



Shore (Port) = Your Destination



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Cisco Secure Email Gateway/Cloud Gateway Pipeline
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/ junk 
folders

File 
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File
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New methods to analyze the 
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Fundamental 
Protections



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

IP Reputation

Sender Domain 
Reputation

Host Reputation

The Force of Talos Intelligence

15BRKSEC-2288
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Sender Authentication Trifecta

16BRKSEC-2288

DMARC

DKIMSPF

Breakout Tip:

cs.co/brksec-2327
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Example of check_domain.py

17BRKSEC-2288

┌──(kali㉿kali)-[~/scripts/check_domain]
└─$ python3 check_domain.py -d nhl.com
==================================================
[+] A Record : 8.20.73.150
[.] Record not found AAAA in domain 'nhl.com'.
[+] MX Record : 10 esa1.hc3405-36.iphmx.com.
[+] MX Record : 10 esa2.hc3405-36.iphmx.com.
[+] TXT Record : "google-site-verification=_yup8HiUiA_uo4bg2hQoij63dP4oSvmtRcNE6q7i6NQ"
[+] TXT Record : "jon7qv7to8b2vkf0733c5mob78"
[+] TXT Record : "adobe-idp-site-verification=b1a9bddb8ba893901680eb1190803ff68ea897d8f363d2b7fd166a0d16297e13"
[+] TXT Record : "apple-domain-verification=DfS0kKbWaeVQrWTW"
[+] SPF Record:  "v=spf1 mx ip4:8.11.3.51 ip4:8.20.73.51 ip4:69.72.18.20 ip4:69.72.16.20 ip4:108.166.45.120 ip4:50.31.43.169 
ip4:139.138.57.24 ip4:216.71.146.234 include:spf.protection.outlook.com -all"
[+] TXT Record : "ca3-34d17a6da1f244f098f22d4d518be004"
[+] TXT Record : "facebook-domain-verification=auaz3u8n1q4spli5cgbwadmfcehaym"
[+] TXT Record : "gnIzEWRy2xVqYXGoscbcm8VBBBC4LVLWqJWNfU650lhMwMnHJ7Rmdk9rUTNTKHYJP0sPvq+UfZhZXwD9cWAO1A=="
[.] DKIM Record : Selector 'nhl' or 'selector1' is not found in the DNS records. Check DKIM configuration or choose the manual 
selector option.
[+] DMARC Record : "v=DMARC1;p=none;fo=1;rua=mailto:dmarc@nhl.com;ruf=mailto:dmarc@nhl.com"
[.] BIMI Record : Policy not is found in DNS record using selector 'default'. Check BIMI configuration or choose the manual 
selector option.

Breakout Tip:

cs.co/check_domain
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Let’s send mail!

18BRKSEC-2288

┌──(kali㉿kali)-[~/scripts/check_domain]
└─$ swaks -f test@nhl.com -t robsherw@bce-demo.com --server myesa.iphmx.com --attach-type text/html
…
Sun Jun 12 16:28:22 2022 Info: Start MID 340722 ICID 1589839
Sun Jun 12 16:28:22 2022 Info: MID 340722 ICID 1589839 From: <test@nhl.com>
Sun Jun 12 16:28:22 2022 Info: MID 340722 SDR: Domains for which SDR is requested: reverse DNS host: ec2-3-136-210-164.us-east-
2.compute.amazonaws.com, helo: ip-172-31-43-120.us-east-2.compute.internal, env-from: nhl.com, header-from: Not Present, reply-
to: Not Present
Sun Jun 12 16:28:23 2022 Info: MID 340722 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/A, Suspected 
Domain(s) : N/A (other reasons for verdict). Sender Maturity: 29 days for domain: nhl.com
Sun Jun 12 16:28:23 2022 Info: MID 340722 ICID 1589839 RID 0 To: <robsherw@bce-demo.com>
Sun Jun 12 16:28:23 2022 Info: MID 340722 SPF: mailfrom identity test@nhl.com Fail (v=spf1)
Sun Jun 12 16:28:23 2022 Info: MID 340722 DMARC: Message from domain nhl.com, DMARC fail, (SPF aligned False, DKIM aligned 
False) DMARC policy is none, applied policy is none
Sun Jun 12 16:28:23 2022 Info: MID 340722 DMARC: Verification failed.
Sun Jun 12 16:28:23 2022 Info: MID 340722 DMARC: No action taken by DMARC policy.
Sun Jun 12 16:28:23 2022 Info: MID 340722 Message-ID '<20220612162651.4050900@ip-172-31-43-120.us-east-2.compute.internal>'
Sun Jun 12 16:28:23 2022 Info: MID 340722 Subject "test Sun, 12 Jun 2022 16:26:51 +0000”
…
Sun Jun 12 16:28:23 2022 Info: Message finished MID 340722 done
Sun Jun 12 16:28:23 2022 Info: MID 340723 queued for delivery
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If SPF did fail and DMARC was reject 

19BRKSEC-2288

┌──(kali㉿kali)-[~/scripts/check_domain]
└─$ swaks -f robsherw@igo232.com -t robsherw@bce-demo.com --server myesa.iphmx.com --attach-type text/html

…
Sun Jun 12 16:26:23 2022 Info: Start MID 340721 ICID 1589835
Sun Jun 12 16:26:23 2022 Info: MID 340721 ICID 1589835 From: <robsherw@igo232.com>
Sun Jun 12 16:26:23 2022 Info: MID 340721 SDR: Domains for which SDR is requested: reverse DNS host: ec2-3-136-210-164.us-east-
2.compute.amazonaws.com, helo: ip-172-31-43-120.us-east-2.compute.internal, env-from: igo232.com, header-from: Not Present, 
reply-to: Not Present
Sun Jun 12 16:26:23 2022 Info: MID 340721 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/A, Suspected 
Domain(s) : N/A (other reasons for verdict). Sender Maturity: 30 days (or greater) for domain: igo232.com
Sun Jun 12 16:26:23 2022 Info: MID 340721 ICID 1589835 RID 0 To: <robsherw@bce-demo.com>
Sun Jun 12 16:26:23 2022 Info: MID 340721 SPF: mailfrom identity robsherw@igo232.com Fail (v=spf1)
Sun Jun 12 16:26:23 2022 Info: MID 340721 DMARC: Message from domain igo232.com, DMARC fail, (SPF aligned False, DKIM aligned
False) DMARC policy is reject, applied policy is reject
Sun Jun 12 16:26:23 2022 Info: MID 340721 DMARC: Verification failed.
Sun Jun 12 16:26:23 2022 Info: MID 340721 DMARC: Message rejected by DMARC policy.
Sun Jun 12 16:26:23 2022 Info: MID 340721 rejected by DMARC policy
Sun Jun 12 16:26:23 2022 Info: MID 340721 Subject "test Sun, 12 Jun 2022 16:24:52 +0000"
Sun Jun 12 16:26:23 2022 Info: Message aborted MID 340721 Receiving aborted
Sun Jun 12 16:26:23 2022 Info: Message finished MID 340721 aborted



Definition based     
URL Filtering
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Spam Detection

URL Categorization

URL Reputation

Graymail Detection

Trap the unwanted URLs

21BRKSEC-2288
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Reputation and Categorization

22BRKSEC-2288
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URL Filtering Demo

23

Breakout Tip:

cs.co/url_defense
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Demo was in the BRKSEC only…
Please refer to docs.ces for URL Filtering...

• URL Defense Guide (cisco.com)

24BRKSEC-2288

https://docs.ces.cisco.com/docs/url-defense


URL Rewrite & 
Analysis
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Collect
Captures data from over 100,000 

contributing organizations and 35% 
of email traffic globally

Verify
Human curation to verify anomalies 

and approve automatically 
generated outbreak and adaptive 

rules

Outbreak Filtering

http://UNKNOWN.COM

http://CISCO-PROXY/REDIRECT?

Automate
Dynamically quarantine or rewrite 

suspicious URL for deeper 
inspection via fine-grained rules

BRKSEC-2288 28



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

URL Rewrite (Outbreak Filters) Demo

BRKSEC-2288 29
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Demo was in the BRKSEC only…
Please refer to the recording or docs.ces…

• URL Defense Guide (cisco.com)

30BRKSEC-2288

https://docs.ces.cisco.com/docs/url-defense
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URL Protection + Remediation Workflow

BRKSEC-2288 32

Deep URL analysis triggered 
on various threat indicators

Talos Intelligence
Cloud Services

Remediate mail from 
user’s mailbox

UCES

Content 
Scanner

Extract URL

Talos Rep 
Client

Get URL Rep

Content 
Filter

Admin defined 

ECS Retro 
Client

Retro Notification

Mail Policy 
scanning

Delay 
Quarantine

Quarantine 
exit scan

Deliver

Drop

Other

www.<xyz>.com

*New w/14.2 for Cloud customers
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How URL Protection is triggered

URL received by URL 
Protection analyzed thru 

machine learning, heuristics, 
WBRS, etc.

Analyze

An email with URL(s) 
looks suspicious and yet 
to be convicted by URL 

reputations

Filter

URL protection is triggered by 
Outbreak Filter Level 1 to 5 
(with or without quarantine 

action)

Trigger

BRKSEC-2288 33



Next-level 
Integrations
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IoC from different types and scopes 2

Need a tool to fuse all IoC together 4

Too many IoCs to sift through1

3 Different teams need to work together 

Rely on big data analytics and correlation 5

What are the challenges?

BRKSEC-2288 35
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Collect data from 
Cisco and other 

threat feeds

Correlate with big 
data analytics

Reactive and 
proactive actions

Predictive action 
before attack 

happens

Step 4Step 2Step 1 Step 3

How SecureX helps…

BRKSEC-2288 36
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Step 1: Collect Data

BRKSEC-2288 37
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Step 2: Intel Collaboration

BRKSEC-2288 38

URL IP SHAHost

Indication of Compromise (IoC)

Cisco Secure Email 
Cloud or Gateway

Cisco Talos, Cisco 
Malware Analytics, 

Third-party 
advisories
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External Threat Feeds Demo

BRKSEC-2288 39
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Demo was in the BRKSEC only…
Please refer to docs.ces for the ETF steps...

• SecureX + Cisco Threat Response Private Intelligence Feeds

40BRKSEC-2288

https://docs.ces.cisco.com/docs/securex-cisco-threat-response-private-intelligence-feeds
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Step 3: Reactive and Proactive actions

Success

Initiate Deletion

BRKSEC-2288 42
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Go To: SecureX orchestration deep dive

AFTER:SOLUTION:
Orchestrating security 
across the full lifecycle

Pre-built or customizable workflows

Cisco or non-Cisco infrastructure

ALERT

task:
REMEDIATE

task

task task

condition

while
loop

task

Step 4: Predictive actions

Outdated 
playbook

Automation 
script that 
works 
“sometimes”

Playbook 

Integration 
script that no 
longer works

BEFORE: 
Repetitive, human-
powered tasks

“I make automated 
playbook changes
in minutes with a 

drag-drop interface.”

“We have never 
communicated faster: 

Our approvals 
are automated.”

“My top 5 most 
frustrating tasks 

have all be 
automated.”

“I combined 9 tasks 
across 3 security tools, 

2 infrastructure systems, 
and 3 teams in 
one keystroke!”

BRKSEC-2288 45
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Thur

Increase Visibility and Response to Email Threats 
Using Cisco SecureX Orchestration - DEVNET-2107

Alexandre Argeris, Cybersecurity Technical Solutions 
Architect

Wed
Thur

Crash Course: Automating with SecureX
Orchestration - HOLSEC-2001.a

Oxana Sannikova, Technical Solutions Architect
Matt Vander Horst, Technical Leader

Sessions on Orchestration

BRKSEC-2288 46
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SecureX
Orchestration

Process automation made 
simple with a no/low-code 
drag-drop interface

BRKSEC-2288 47

Scale Automation that scales infinitely and never takes a 
day off, delivering the same SLA around the clock

Integrate Unique turnkey approach to quickly integrate with 
other systems and solutions to expand your toolbox

Automate Eliminate repetitive tasks and reduce MTTR to increase 
productivity and focus on mission-critical projects

Investigate Reduce research and response times with workflows 
and playbooks that execute at machine speed



1 Re-evaluate your containers!

2 Re-educate yourself!  (You may be doing it wrong.)

URL attacks are more prevalent3

4 Cisco Secure Email has worked to improve URL defense seamlessly

5 Expand what your security posture is beyond your email gateway

Key Takeaways

If you don’t… please don’t let this happen to your ship…



#CiscoLive
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Keep up-to-date!  For more info:

BRKSEC-2288 50

cisco.com/go/emailsecurity

ask-secure-email@cisco.com

docs.ces.cico.com

• URL Defense Guide
• Efficacy Guide

https://docs.ces.cisco.com/docs/url-defense
https://docs.ces.cisco.com/docs/efficacy-guide
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 

BRKSEC-2288 51
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Threat Intelligence  |  Malware Analytics  |  Actionable Intelligence  |  Unmatched Visibility  |  Collective Responses

Security Operations

(XDR) Threat Visibility & Hunting

Managed Detection 
and Response Services

3rd Party Integrations

Security, Orchestration, Automation and Response Incident Response and Remediation Services

Secure Cloud InsightsKenna Vuln MgmtDevice Insights

Security Reference Architecture

User/Device Security

Adaptive MFA | Passwordless | Trust

ZERO TRUST

Secure 
E-mail

Duo Secure 
Access

SASE/REMOTE WORKER

Unified Client | EDR | Cloud Managed

Network Security

DNS-layer
security

L7 firewall 
+ IPS

Secure web
gateway

Cloud access
security broker/ 
shadow IT

SSL 
decryption

Remote 
browser
Isolation

Data loss
prevention

Cloud 
malware 
detection

RAaaS

ZTNA

Umbrella/Duo

Threat Protection | Secure Access Control | Managed Remote Access

Cloud Edge

SECURE ACCESS SERVICE EDGE (SASE)  PRIVATE CLOUD EDGE (MSP or CUSTOMER)

Reliable | Scalable | Flexible

ThousandEyesSecure 
Firewall

SDWAN
by ViptelaSDWAN

SDWAN

Cloud
DDoS,WAF

IoT/OT SECURITY

Secure Critical Infrastructure | Unified IT and OT 

Cyber
Vision

ISE
TrustSec

Industrial 
Router

Industrial 
Firewall

Industrial 
Switch/AP

On-Premises

Scalable | Flexible | Visibility | Comprehensive Security 

Network
Edge

ThousandEyes
Secure
Firewall

SDWAN
by ViptelaSDWAN

SASE/SDWAN

Segmentation | Identity and Context | Profiling | Containment | Encrypted Visibility

ZERO TRUST

Secure Firewall DuoCloud
SSO+IDP

Secure Web
Appliance

Secure Network 
Analytics

ISE Cisco 
DNA CenterTrustSec

Security 
Analytics 
and Logging

Full StackSecure
DDoS

Network
Gateway

Application Security

Policy | API Security 
Application Segmentation

Run-time Application Security 

ZERO TRUST

Application Security Stack

Cloud Native Security

Secure 
Workload

Secure Application
by AppDynamics

APIC-DC
APIC

Hybrid 
Private

Secure 
Firewall

ThousandEyes

App Observability | Detection | Response

Secure 
Cloud Analytics

Public 
Cloud

Secure
DDoS, WAF/Bot

Posture

Telemetry

Threat

Query

VPN

ThousandEyes
(Visibility)

Cisco Secure Client

Meraki SM
OS, App Control

Device Mgmt

ZERO TRUST
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

53BRKSEC-2288

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

BRKSEC-2288 54

http://www.ciscolive.com/on-demand


Thank you

#CiscoLive



#CiscoLive
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Cisco Live On-Demand Library

• Don't Send, Deliver! - BRKSEC-2337

• Fixing Email! - Cisco Email Security Advanced Troubleshooting -
BRKSEC-3265

• SPF is not an acronym for "Spoof"! Let's utilize the most out of the 
next layer in Email Security! - BRKSEC-2327

58BRKSEC-2288

https://www.ciscolive.com/on-demand/on-demand-library.html?search=Email%20Security#/session/16360596969270017wiA
https://www.ciscolive.com/on-demand/on-demand-library.html?search=Email%20Security#/session/16360599871260017dDq
https://www.ciscolive.com/on-demand/on-demand-library.html?search=Email%20Security#/session/16360599961100017qPD
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Talos

• Cisco Talos Intelligence Group - Comprehensive Threat Intelligence

• Reputation Center - A Real Time Threat Detection Service

• Requires CCO ID log-in:

• Web and Email Reputation Tickets

• Email Submissions

• Cisco Talos Sender Domain Reputation (SDR)

• The attached white paper provides an overview of Cisco Talos SDR.

• The 'SDR Whitepaper AsyncOS 14.2' version published on June 2nd, 2022, is 
specific to release AsyncOS 14.2 and later (verdict updates & maximum value for 
Domain Maturity).

59BRKSEC-2288

https://www.talosintelligence.com/
https://talosintelligence.com/reputation
https://talosintelligence.com/tickets/web_reputation
https://talosintelligence.com/tickets/email_submissions
https://community.cisco.com/t5/security-documents/cisco-talos-sender-domain-reputation-sdr/ta-p/3791564?attachment-id=214528
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SPF, DKIM, DMARC

• Cisco Secure Email + dmarcian (docs.ces.cisco.com)

• dmarcian for Cisco customers – dmarcian (dmarcian Log-in portal)

• DMARC Testing & Reporting Tools - Test DMARC Online (dmarcian)

Useful SPF, DKIM, DMARC Scripts:

• cs.co/check_domain

• cs.co/spoofthatmail

60BRKSEC-2288

https://docs.ces.cisco.com/docs/dmarcian-cisco-secure-email
https://dmarcian.com/cisco/
https://dmarcian.com/dmarc-tools/
https://cs.co/check_domain
http://cs.co/spoofthatmail
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URL Protection (+more!)

• cs.co/url_defense (URL Defense Guide)

• Gold Config + Best Practices

• Efficacy Guide

61BRKSEC-2288

https://docs.ces.cisco.com/docs/url-defense
https://docs.ces.cisco.com/docs/best-practices
https://docs.ces.cisco.com/docs/efficacy-guide
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SecureX

• Cisco SecureX + Cisco Secure Email

• SecureX + Cisco Threat Response Private Intelligence Feeds

• Cisco Secure Email + SecureX: Extending email protection and 
integrations beyond the gateway
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https://docs.ces.cisco.com/docs/cisco-email-security-cisco-securex
https://docs.ces.cisco.com/docs/securex-cisco-threat-response-private-intelligence-feeds
https://docs.ces.cisco.com/docs/cisco-secure-email-securex-extending-email-protection-and-integrations-beyond-the-gateway

