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CISCO The bridge to possible

From ship to shore... Integrations,
collaboration, and (securely) taking
control beyond the Cisco Secure Email

Gateway
Cisco Secure Emaill

Robert Sherwin, Technical Marketing Engineer, Technical Leader
@igo232
BRKSEC-2288
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Cisco Webex App

8199 wF -

€ Catalyst 9000 Series Switching Family =...

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App e
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥

Webex spaces will be moderated
by the speaker until June 17, 2022.

cisco W. #Ciscolive BRKSEC-2288 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Agenda
‘ Fundamental
Protections

Drop the obvious
attack before the
malicious email is
delivered.

Cisco

‘ Definition based
URL Filtering

Pragmatically filter
unwanted URLs via
Talos threat
intelligence
integration.

#CiscolLive  BRKSEC-2288

‘ URL Rewrite &
Analysis

Seamless analysis
of URLs that are
newly observed or
deemed suspicious.

A Next-level
Integrations

Expand email
security defense
beyond the
Gateway through
collaboration.

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Ship to shore?
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Cisco Secure Email Gateway/Cloud Gateway Pipeline

Reputation Connection Anti-Virus File File Graymail Content Outbreak Phishing

Filtering Filtering Reputation Analysis Detection Filtering Filtering Defense

70-80% Domain Throttling Multi- Block SHA based File types Control Business & 9-12 hr Behavioral

Block rate Reputation SPF, DKIM verdict 100% of file & marketing, Security lead time analytics
ETF Filtering & DMARC scanning known blocking behavioral social and Rules, ETF on 0-day
viruses indicators bulk & FED Outbreaks

URL Analysis Clawback

Domain Encryption Data Loss File Rep & Anti-Virus DANE CASE Graymail URL Rewrite y;lemasf ASecure
Protection Service Prevention Analysis Unsubscribe | and Tracking | g ocoection \!rva(eness
& Remediation | g Remediation g
Brand Protect Inspect Outbound Block DNSSEC Mutti- | e e peton P
protection, sensitive sensitive malware 100% of Checks verdict unsubscrib report on changes SRS
SPF, DKIM data, CRES content scanning known TLSA scanning e URLS
& DMARC viruses

Post Delivery Interactions
Header Analysis Virus & Malware Filtering Anti-Phishing & BEC
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File File Anti-Spam & |Natural Language Understanding
Inbound & URL Reputation Reputation Analysis Gra\/pMa\I and Yara rule analysis
Internal
Fast Analysis SHA based File types Integration New methods to analyze the
using global file & with spam intent of the email
threat blocking behavioral / junk
intelligence indicators folders
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Fundamental
Protections




The Force of Talos Intelligence

AN
SEn
AR
IP Reputation E
11 1 "
Host Reputation 1l 11 ’
1 (/
Sender Domain
Reputation
P B
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{/> Breakout Tip:

Example of check_domain.py cs.cofcheck_domain

—(kalifkali)-[~/scripts/check_domain]
¢ python3 check_domain.py -d nhl.com

[+] A Record : 8.20.73.150

[.] Record not found AAAA in domain 'nhl.com'.
[+] MX Record : 10 esal.hc3405-36.iphmx.com.
[+] MX Record : 10 esa2.hc3405-36.iphmx.com.
[+] TXT Record : "google site-verification=_yup8HiUiA uo4bg2hQoij63dP4oSvmtRcNE6Q7i6NQ"

[+] TXT Record : "jon7qv7to8b2vkf@733c5mob78"

[+] TXT Record : "adobe-idp-site-verification=bla9bddb8ba893901680eb1190803ff68ea897d8f363d2b7fd166a0d16297e13"
[+] TXT Record : "apple-domain-verification=DfSOkKbWaeVQrwTW"
"v=spfl mx ip4:8.11.3.51 ip4:8.20.73.51 ip4:69.72.18.20 ip4:69.72.16.20 ip4:108.166.45.120 ip4:50.31.43.169

.138.57.24 ip4:216.71.146.234 include:spf.protection.outlook.com
[+] TXT Record : "ca3-34dl17a6dalf2441098f22d4d518be004™
[+] TXT Record : "facebook-domain-verification=auaz3u8nlg4spli5cgbwadmfcehaym"
Record : "gnIzEWRy2xVqYXGoscbcm8VBBBCALVLWGIWNFU6501hMwMnHI7Rmdk9rUTNTKHYJPOsPvq+UfZhZXwD9cWAO1A==
DKIM Record : Selector 'nhl' or 'selectorl' is not found in the DNS records. Check DKIM configuration or choose the manual

selector option.

[+] DMARC Record i "v=DMARC1;p=none;fo=1;rua=mailto:dmarc@nhl.com;ruf=mailto:dmarc@nhl.com"
[.] BIMI Record : Qodsimhmas Imanit i T R SRS s Mimaadfiguration or choose the manual
selector option.

#Ciscolive BRKSEC-2288 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Let’s send mail!

—(kali%kali)-[~/scripts/check_domain]
L¢ swaks -f test@nhl.com -t robsherw@bce-demo.com --server myesa.iphmx.com --attach-type text/html

Sun Jun 12 16:28:22 2022 Info: Start MID 340722 ICID 1589839
Sun Jun 12 16:28:22 2022 Info: MID 340722 ICID 1589839 From: <test@nhl.com>
Sun Jun 12 16:28:22 2022 Info: MID 340722 SDR: Domains for which SDR is requested: reverse DNS host: ec2-3-136-210-164.us-east-
2.compute.amazonaws.com, helo: ip-172-31-43-120.us-east-2.compute.internal, env-from: nhl.com, header-from: Not Present, reply-
to: Not Present
Sun Jun 12 16:28:23 2022 Info: MID 340722 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/A, Suspected
Domain(s) : N/A (other reasons for verdict). Sender Maturity: 29 days for domain: nhl.com
Sun Jun 12 16:28:23 2022 Info: MID 340722 ICID 1589839 RID © To: <robsherw@bce-demo.com>
Sun Jun 12 16:28:23 2022 Info: MID 340722 SPF: mailfrom identity test@nhl.com Fail (v=spfl)
Sun Jun 12 16:28:23 2022 Info: MID 340722 DMARC: Message from domain nhl.com, DMARC fail, (SPF aligned False, DKIM aligned
is none, applied policy is none

12 16:28:23 : MID 340722 DMARC: Verification failed.

12 16:28:23 : MID 340722 DMARC: No action taken by DMARC policy.
Sun Jun 12 16:28:23 2022 Info: MID 340722 Message-ID '<20220612162651.4050900@ip-172-31-43-120.us-east-2.compute.internal>’
Sun Jun 12 16:28:23 2022 Info: MID 340722 Subject "test Sun, 12 Jun 2022 16:26:51 +0000”

Sun Jun 12 16:28:23 2022
12 16:28:23

#Ciscolive BRKSEC-2288 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



It SPF did fail and DMARC was reject

—(kali%kali)-[~/scripts/check_domain]
L¢ swaks -f robsherw@igo232.com -t robsherw@bce-demo.com --server myesa.iphmx.com --attach-type text/html

Sun Jun 12 16:26:23 2022 Info:
Sun Jun 12 16:26:23 2022 Info:
Sun Jun 12 16:26:23 2022 Info:
2.compute.amazonaws.com, helo:

reply-to: Not Present

Sun Jun 12 16:26:23 2022 Info:

Start MID 340721 ICID 1589835

MID 340721 ICID 1589835 From: <robsherw@igo232.com>

MID 340721 SDR: Domains for which SDR is requested: reverse DNS host: ec2-3-136-210-164.us-east-
ip-172-31-43-120.us-east-2.compute.internal, env-from: igo232.com, header-from: Not Present,

MID 340721 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/A, Suspected

Domain(s) : N/A (other reasons for verdict). Sender Maturity: 30 days (or greater) for domain: igo232.com

Sun Jun 12 16:26:23

2022 Info:
Sun Jun 12 16:26:23 2022 Info:

MID 340721 ICID 1589835 RID © To: <robsherw@bce-demo.com>
MID 340721 SPF: mailfrom identity robsherw@igo232.com Fail (v=spfl)

Sun Jun 12 16:26:23 2022 Info: MID 340721 DMARC: Message from domain igo232.com, DMARC fail, (SPF aligned False, DKIM aligned
False) DMARC policy is reject, applied policy is reject

Sun Jun 12 16:26:23 2022 Info: MID 340721 DMARC: Verification failed.

Sun Jun 12 16:26:23 2022 Info: MID 340721 DMARC: Message rejected by DMARC policy.

Sun Jun 12 16:26:23 2022 Info: MID 340721 rejected by DMARC policy

Sun Jun 12 16:26:23 2022 Info
Sun Jun 12 16:26:23 2022 Info
Sun Jun 12 16:26:23 2022 Info

:52 +0000"

Message aborted MID 340721 Receiving aborted
Message finished MID 340721 aborted

#Ciscolive BRKSEC-2288 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




Definition based
URL Filtering
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Trap the unwanted URLs

A Spam Detection URL Reputation

URL Categorization Graymail Detection | II I

cisco M . #CiscoLive BRKSEC-2288 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Reputation and Categorization
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Cisco

Security Services Network

Domain Reputation Filtering

Domain Reputation

Anti-Spam
IronPort Anti-Spam

IMS and Graymail

Anti-Virus
Sophos
McAfee

Advanced Malware Protection
File Reputation and Analysis

Phishing Protection
Advanced Phishing Protection

Cisco Secure Awareness
Data Loss Prevention

External Threat Feeds

+ URL Filtering

Block Page Customization

Cisco IronPort Email Encryption
IronPort Image Analysis
Outbreak Filters

Service Logs

Scan Behavior

yreak Quarantines

System Administration

Enable Web Interaction Tracking

URL Ll:mkup Timeout

Maximum Number of URLs scanned in | (1000
Message Body

Maximum Number of URLs scanned in
Message Attachments

Rewrite URL text and HREF in Message

URL Logging L2/

1000



Demo was in the BRKSEC only...
Please refer to docs.ces for URL Filtering...

- URL Defense Guide (cisco.com)

ANNOUNCEMENTS

(May 31, 2022) AsyncOS 14.2
General Deployment (GD)

Cisco Secure Email Information
Announcement - Non-secure LDAP
Issue

Cisco Secure Email + dmarcian

Cisco Talos Email Status Portal

GETTING STARTED (CLOUD GATEWAY)
Quick Start Guide
» Efficacy Guide
URL Defense Guide
URL Filtering
URL Filtering Best Practices

URL Rewriting and Analysis (using
Outbreak Filters)

BRI Piefafe o oo Aenlfs Pooa

cisco Lz/&/

* Suggest Edits

URL Defense Guide

URL Defense Guide using Cisco Secure Email

TABLE OF CONTENTS

About

URLs are seen in emails each day, every day. Dot

Not all URLs are safe.

What does Cisco Secure Email do to analyze and protect the end-user from malicious and suspicious URLs? Two
options:

* URL Filtering
» URL Rewrite and Analysis (using Outbreak Filters)

Both provide a layered approach to analyze suspicious and stop malicious URLs from processing through emails.

URLs in incoming and outgoing messages (including attachments) are evaluated. Any valid string for a URL is
evaluated, including strings with the following:

+ http, https, or www

#CiscoLive BRKSEC-2288 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://docs.ces.cisco.com/docs/url-defense
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Outbreak Filtering

Collect

Captures data from over 100,000
contributing organizations and 35%
of email traffic globally

Verify

Human curation to verify anomalies
and approve automatically
generated outbreak and adaptive
rules

HCiscolLive  BRKSEC-2288

Automate

Dynamically quarantine or rewrite
suspicious URL for deeper
inspection via fine-grained rules

Q

http://UNKNOWN.COM

http://CISCO-PROXY/REDIRECT?

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Drafts

| Archive

> Sent

Deleted Items

Junk Email

Outbox

Conversation History
Newsletters
Purchase

Quarantine

admin@ip-172-31-0-178.us-east-2.c...

test Tue, 05 Oct 2021 14:45:33 +...

admin@ip-172-31-0-178.us-east-2.
test Tue, 05 Oct 2021 14:45:19 +0...

admin@ip-172-31-0-178.us-east-2.c...

test Tue, 05 Oct 2021 14:45:03 +...

admin@ip-172-31-0-178.us-east-2.c...

test Tue, 05 Oct 2021 14:44:09 +...

CyberheistNews
[BULK] [New Criminal Tactic]: Sho...

admin@ip-172-31-0-178.us-east-2.c...
[!] test Tue, 05 Oct 2021 13:34:16...

[!] This email has triggered Outbreak Filters and is considered a threat for the following reasons:
Category: Malware | Type: Malware | Level: 3 | Threat? Yes
Description: It may trick victims into clicking a link and downloading malware. Do not open suspicious links.

web.sco.cisco.com/1CpXbxPmtyU04Vji20a4ivWnGPGquYL6GpOQhei2DzGiMreaP9xgHeEzKS9gylvqpTXVbTx7EcPylgiYhy6xI2c8:
2UHCNEFcDXZIKFEV-gGRWCkwIZdyZZj-hGldqOL2kql4Zz1 HX2RSNuuDiWAhc)SId-
2jNatNKg8nrGL3zPpVSMdSxHoSE90bIHVKSyvEwtkd1WoktCYpmh4-
sw75psNXXbWDL3Sdtz3pUWUVjpekT1VY7pmFi7AssdpvNWsmWCkTsejihOr-4-YdOZzRdP8elldj-
9Rlovq9cPaQSITsCiEInlyALKVRjnKb99fVFYug15dbMW28E8mdeOSW7G4 ThK/http%3A%2F%2Fwalletconnecto.org%2F

-

URL Rewrite (Outbreak Filters) Demo

cisco Lg%o//
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Demo was in the BRKSEC only...
Please refer to the recording or docs.ces...

- URL Defense Guide (cisco.com)

Cisco Talos Email Status Portal

GETTING STARTED (CLOUD GATEWAY)
Quick Start Guide
Efficacy Guide
URL Defense Guide
URL Filtering
URL Filtering Best Practices

URL Rewriting and Analysis (using
Outbreak Filters)

URL Rewriting and Analysis Best
Practices

Next-level URL Defense and
Interaction

!RL Defense FAQ
Gold Config + Best Practices
Configuring Microsoft 365

» Configuring Azure AD DS

cisco Lz//&/

b Al P Action on URL within the ge body and subject
Defang URL 2
® Redirect to Cisco Security Proxy 7
Replace URL with text message

Redirect to Cisco Security Proxy =

The URL will be rewritten to pass through Cisco's Security Proxy for additional
verification when dlicked. Based on Security Proxy's verdict, the user may not be
able to access the site.

I ~ -
Cancel Lok]

What does this look like for the end-user?

° tost Mon, 24 May 2021 10:12:10 -0400 - Inbox

@ G « s 842 0 a @
test Mon, 24 May 2021 10:12:10 -0400 ¢ -
e = - © - — Today 31019 AM
T @
httos.//stage. -web.500.cisco com/; QDWrOC47eT, JTVSE m77Re TANKC] 2 1BCGIW26-
e T PN Y1Vedhyiz_Fo246Q4Kk7C QfuZgvest iQ1_J:
wi 38286 TIM G TCOODTIC rle JAN2FY %25 Easter®2F1b oho%3F

Click image to enlarge

#CiscoLive BRKSEC-2288 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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I ~ *New w/14.2 for Cloud customers
URL Protection + Remediation Workflow

N/ Deliver

Mail Policy : Delay ® > Quarantine
scanning Quarantine exit scan X Drop

? Other

Content Talos Rep Content ECS Retro O
Scanner Client Filter Client [ ]

WWW.<XyzZ>.Ccom

Remediate mail from
user’s mailbox

Talos Intelligence
Cloud Services #HCiscoLive  BRKSEC-2288

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



How URL Protection is triggered

An email with URL(Ss)
looks suspicious and yet
to be convicted by URL

reputations

Filter

cisco W/

URL protection is triggered by
Outbreak Filter Level 1 to 5
(with or without quarantine

action)

Trigger

HCiscolLive  BRKSEC-2288

URL received by URL
Protection analyzed thru
machine learning, heuristics,
WBRS, etc.

Analyze

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Next-level
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What are the challenges?

Lae!




How SecureX helps...

Step 1 Step 2 Step 3

Collect data from Correlate with big Reactive and Predictive action
Cisco and other data analytics proactive actions before attack
threat feeds happens

cisco W-/ #CiscoLive BRKSEC-2288 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Step 1: Collect Data

,
'f:’"‘ ;](; p s Dashbosrd  Mtegrations  Orchestration  Administration [ IR
—
Sec Dashbosrd
Applications & integrations - 0P8\ ~<F= Now Do 0 Customize ° News -+
em—
v Applications - - >
MITRE ATTACK Tactics detected | AMP for Endp. © §  intrusion Yop Signatures | Firepower - D Welcome to SecureX
T Threat Response Maxiemize your expenence by
reviewing these key topics
O —— ——1
] ]
—
m Security Services Exchange —_— —
—
-
-
v My integrations
AMP for Endposnts < _
, ° s A © o. s A ® )

i
:
3
i
i
;
|
,?
g
I
H
§;

' Cisco Dofense Orchestrator 3

2 =2 A3 orgaruzations adopt remote
L working, how should they
Emall Security ovalia’ ¥t socurity posture?
- And what are the t0p throats they
may tace?
L] = A (0] o @ & A0 O O & A0 O
. Firopower Talos Intelgence
. Trafhc Over Tiene Chart | Stealthwatch Cloud -3 " M
Orbital bound Encrypted 5 " 1 Today, Talos is publishing &
A glmpse nto the most prevadent
o 3 Encryoted threats we've cbserved between
May 1 and May 8. As with
. SecureX Orchestration I DrOVIouS rounups, this POst isn
calsnsssshanianiaiannannntnnls I
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Step 2: Intel Collaboration

O®

Cisco Talos, Cisco
Malware Analytics,
Third-party
advisories

cisco W/

-

\_

I
CISCO

Indication of Compromise (loC)

AN

yad
(

1)
1

\
N

N

URL

ﬁ

BRKSEC-2288

L0022
IP

#Ciscolive

Host

--------------------------------------
. .
*

*... Cisco Secure Email ..

Cloud or Gateway
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External Threat Feed Sources
Add Source

Source Name Source Details Paolling Last Successful Status Suspend/ Delete Poll Now
Interval Poll Resume
Palling
Hostname
hailataxii.com
hailataxii 15m e Idle 0l (i} Poll Now
Collection Name e

guest.phishtank_com

| Hostname
private.intel.amp.cisco.com
robsherw_CTR 15m e Idle bl (i} Poll Now
Collection Name s

ee?7f7Ba-45e7-4321-8cbd-1cel 16689728

* You can configure up to 8 external threat feed sources only.

External Threat Feeds Demo

cisco Lg/&/
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Demo was in the BRKSEC only...
Please refer to docs.ces for the ETF steps...

- SecureX + Cisco Threat Response Private Intelligen

GETTING STARTED (CLOUD GATEWAY)
Quick Start Guide

» Efficacy Guide
URL Defense Guide
Gold Config + Best Practices
Configuring Microsoft 365
Configuring Azure AD DS

Configuring Azure and Microsoft
365 for Mailbox Auto Remediation
and Search & Remediate

Configuring Google Workspace
(Gmail)

» Configuring SAML (Single Sign On)
AsyncOS API
Cisco SecureX + Cisco Secure Email

SecureX + Cisco Threat Response
Private Intelligence Feeds

Cisco Secure Email + SecureX:

cisco Lz//&/

ce Feeds

SecureX + Cisco Threat Response Private Intelligence
Feeds

Introduction

Utilizing SecureX and Cisco Threat Response's Intelligence, Cisco Secure Email administrators can take advantage of
private judgments and observables seen within Threat Response. These judgments are Indicators of Compromise
(loC) such as URL, SHA256, domain name, or IP address. These loC may be consumed from the Cisco Secure Email
Gateway or Cloud Gateway using the External Thread Feeds (ETF) Manager, and then with-in Content Filters for mail
policies, detecting and stopping malicious URLs, attachments, domains, or IPs.

Prerequisites

« Cisco Secure Email Gateway or Cloud Gateway with External Threat Feeds enabled

« External Threat Feeds engine running v2.0.0-005

» Click here for "How-to confirm your ETF version"

#HCiscoLive  BRKSEC-2288

7 Suggest Edits

TABLE OF CONTENTS

Introduction
Prerequisites

SecureX/Cisco Threat
Response | Create Your
Indicator

SecureX/Cisco Threat
Response | Create Your Feed

SecureX/Cisco Threat
Response | Find Your Threat
Feed (TAXII) Details

Cisco Secure Email Gateway or
Cloud Gateway | Add Source

Lisina Your Feed

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 40
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Step 3: Reactive and Proactive actions

7+ 280 1o EJ

Observables on Page

Found 16 observables.
appengine.google | v
appengine.google.com <
bce-demo.appc.cisco | v
bce-demo.appc.cisco.com 20
caa.lazzericl |v
diaryofagameaddict.com o
ihaveabadreputation.com S
m2132.ehgaugysd.net N
mandrill.appc.cisco | v
mandrill.appc.cisco.com 20

O00O0Q80O00O0o0o0o

riolasers.com | v

Add to

e in Threat Re

cisco La//&/

T

Malicious URBW
http:/fihaveab...

B —

Malicious URL v

Malicious URL
https:/{ihavea...

N \
64.90.36.223

Malicious SHA-256
275a021

Pwv
69.163.154.57

Lo

Q / P~

69.163.152.179

Malicjous Doma| v
ih abad

O

Malicious URL

P
67.205.0.43

http://ihaveab...

Malicious SHA-256 w ®
f7f0f10

i5980569'420008890050490%730... a4

Cisco Message ID
v
Investigate in Threat Response

Create Judgement

Run a playbook

» Lucas and Mikita Playbook A

\

) Meraki - L3 Firewall Block

@

») Submit URL to Threat Grid for Analysis

Umbrella - Block via Web Policy

®

ServiceNow - Request Firewall NullRoute

v

) Move Computer to Triage Group

Secure Manager
v

@ Initiate Deletion

&) Initiate Forward

& Initiate Forward/Delete

Malicious URL v
http:/fwww.iha...

@ Success

Initiate Deletion

#HCiscoLive  BRKSEC-2288
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wleibe Securex | #¥Demo |

Partner Security Tools

o (Cisco Hosted) APIVoid

Threat Analysis APls for Threat Detection &

+ New Module Learn More

C (Cisco Hosted) Google Ch...

Chronicle is a cloud service, built as a

d layer on top of core Google
infrastructure, designed so that enterpr
can privately retain, analyze and search th

+ New Module Learn More

9 (Cisco Hosted) Palo Alto Ne...

dentify critical attacks, b

ce from Unit 42, the Palo Alto...

+ New Module Le:

Q (Cisco Hosted) urlscan.io

s a sandbox for

n More

ebsites which

to ins

ct suspicious and

malicious web:

+ New Module Learn More

SecureX CESA Relay

s a Splunk Technical
s CESA/NVM

ithin Splunk.

Dashboard lon Modules O

@ (Cisco Hosted) AbuselPDB ...

= against AbuselPDE's

+ New Modu Learn More

g (Cisco Hosted) Google Saf...

Safe Browsing Is a Google service that lats
s check URLs a
atly upd
web resources. Examples of

+ New Modu Learn More
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nst

ists of ur

unsafe web,

"’ (Cisco Hosted) Pulsedive

Pulsedive threat intell
domain, URL, ot IP. S

t to searc!

hes any

w indicators,
data point, and

on ar
nvestigate threats.

+ New Modu Learn More

Bastlle  Bastille Networks

+ New Modu Learn More

ServiceNow Security Incident...

connects your e

orit

security incidents faster

(Cisco Hosted) Akamai

curity Center provides a

s in the most intuitive and

ential g
mple way

+ New Module Learn N

{(Cisco Hosted) Have | Bee...

Have | Been Pu:

+ New Module Learn More

: \0(!: (Cisco Hosted) Qualys 10C
(B

Qualys 1OC en
detection of suspicious activity, and

r devi

detection of malware oth an /

off the network.

+ New Module Learn b

ke CyberCrime Tracker

ALL computer
Phreaking

De

+ New Module Learn More

Technolo

. Coding

@ Signal Sciences Next-Gen...

Protect apps
OWASP attacks with

running or

I (Cisco Hosted) AlienVault O...

The AllenVault Open Threat Exchange (C
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Step 4: Predictive actions

BEFORE:

Repetitive, human-
powered tasks

Playbook Automation
Outdated [rmmm— SCript that
playbook P Yvorks : )
—— ——] “sometimes
= ] =
Integration

script that no
longer works

Cisco

SOLUTION:

Orchestrating security
across the full lifecycle

Pre-built or customizable workflows

task:
REMEDIATE

Cisco or non-Cisco infrastructure

#CiscolLive  BRKSEC-2288

AFTER:

“We have never
communicated faster:
Our approvals
are automated.”

“| make automated i i

playbook changes
in minutes with a
drag-drop interface.”

4

“I combined 9 tasks
across 3 security tools,
2 infrastructure systems,
and 3 teams in
one keystroke!”

“My top 5 most
frustrating tasks
have all be
automated.”
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Sessions on Orchestration

Crash Course: Automating with SecureX
Orchestration - HOLSEC-2001.a

Oxana Sannikova, Technical Solutions Architect
Matt Vander Horst, Technical Leader

Increase Visibility and Response to Email Threats
Using Cisco SecureX Orchestration - DEVNET-2107

Alexandre Argeris, Cybersecurity Technical Solutions
Architect
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SecureX
Orchestration

Process
with a no/low-code
drag-drop interface

cisco L{V&/

Investigate

Automate

Integrate
@ Scale

#Ciscolive

BRKSEC-2288

Reduce research and response times with workflows
and playbooks that execute at machine speed

Eliminate repetitive tasks and reduce MTTR to increase
productivity and focus on mission-critical projects

Unique turnkey approach to quickly integrate with
other systems and solutions to expand your toolbox

Automation that scales infinitely and never takes a
day off, delivering the same SLA around the clock
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Key Takeaways

‘ Re-evaluate your containers!

e Re-educate yourself! (You may be doing it wrong. )

e URL attacks are more prevalent

@ Cisco Secure Email has worked to improve URL defense seamlessly

e Expand what your security posture is beyond your email gateway

If you don’t... please don’t let this happen to your ship...

cisco La//&/






Keep up-to-date! For more info:

cisco.com/go/emailsecurity

@ ask-secure-email@cisco.com

_— docs.ces.cico.com

« URL Defense Guide
« Efficacy Guide

cisco W./ HCiscolLive  BRKSEC-2288
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https://docs.ces.cisco.com/docs/url-defense
https://docs.ces.cisco.com/docs/efficacy-guide

Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.
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Cisco

SECURE | Security Reference Architecture

Threat Intelligence | Malware Analytics | Actionable Intelligence | Unmatched Visibility | Collective Responses

SECURE X (XDR)

User/Device Security

Adaptive MFA | Passwordless | Trust

?')h Duo Secure a’& Secure

Access =" E-mail

SASE/REMOTE WORKER

Unified Client | EDR | Cloud Managed

Gy E"
H
Cisco Secure Client
VPN
Posture
Telemetry
Threat

Query

Device Mgmt

[

ThousandEyes Meraki SM
(Visibility) OS, App Control

Managed Detection
and Response Services

A

&) Threat Visibility & Hunting

Network Security

SECURE ACCESS SERVICE EDGE (SASE) ZERO TRUST PRIVATE CLOUD EDGE (MSP or CUSTOMER)

Threat Protection | Secure Access Control | Managed Remote Access

{\ Umbrella/Duo

\ | . .
- Device Insights

# Kenna Vuln Mgmt

Cloud Edge

0 Security, Orchestration, Automation and Response

Reliable | Scalable | Flexible

& Secure Cloud Insights

m Incident Response and Remediation Services

2 3rd Party Integrations

Application Security

ZERO TRUST

Policy | API Security
Application Segmentation
Run-time Application Security

SDWAN

L7 firewall
+IPS

>« DNS-layer Secure web &%
?_)BZTNA e security 7y gateway

o £ sSL

s RAAaS | AN ecvption

== Remote
@ browser
Isolation

Data loss
prevention

Cloud access
a security broker/
shadow IT
Cloud
malware
detection

©

SDWAN
by Viptela

Hmm
‘C o
Verak

13 SDWAN

Secure
Firewall

Application Security Stack

&S O

Cloud Native Security ~ APIC

© ©

=
I/
»| >
N

Cloud
DDoS,WAF

ThousandEyes

Segmentation | Identity and Context | Profiling | Containment | Encrypted Visibility

Scalable | Flexible | Visibility | Comprehensive Security
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ThousandEyes DDoS, WAF/Bot )
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Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

oo

T Learn =8 Train @=] Certify

A
@ @® ® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and
IT learning hub that guides teams Intensive team & individual automation Specialist Certifications
and learners toward their goals and technology training programs Award-winning certification
program empowers students
Cisco Digital Learning Cisco Learning Partner Program and IT Professionals to advance
Subscription-based product, technology, Authorized training partners supporting their technical careers
and certification training Cisco technology and career certifications
Cisco Guided Study Groups
Cisco Modeling Labs Cisco Instructor-led and 180-day certification prep program
Network simulation platform for design, Virtual Instructor-led training with learning and support
testing, and troubleshooting Accelerated curriculum of product,

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

technology, and certification courses

Cisco Learning Network
Resource community portal for
certifications and learning

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions
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Continue
your education

Cisco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand
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CISCO The bridge to possible

Thank you
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Cisco Live On-Demand Library

- Don't Send, Deliver! - BRKSEC-2337

- Fixing Email! - Cisco Email Security Advanced Troubleshooting -
BRKSEC-3265

- SPF is not an acronym for "Spoof"! L et's utilize the most out of the
next laver in Email Security! - BRKSEC-2327
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https://www.ciscolive.com/on-demand/on-demand-library.html?search=Email%20Security#/session/16360596969270017wiA
https://www.ciscolive.com/on-demand/on-demand-library.html?search=Email%20Security#/session/16360599871260017dDq
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Talos

 Cisco Talos Intelligence Group - Comprehensive Threat Intelligence
- Reputation Center - A Real Time Threat Detection Service

- Requires CCO ID log-in:
- Web and Email Reputation Tickets
- Email Submissions
. Cisco Talos Sender Domain Reputation (SDR)

- The attached white paper provides an overview of Cisco Talos SDR.

- The 'SDR Whitepaper AsyncOS 14.2' version published on June 2nd, 2022, is

specific to release AsyncOS 14.2 and later (verdict updates & maximum value for
Domain Maturity).

cisco La//&/
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https://www.talosintelligence.com/
https://talosintelligence.com/reputation
https://talosintelligence.com/tickets/web_reputation
https://talosintelligence.com/tickets/email_submissions
https://community.cisco.com/t5/security-documents/cisco-talos-sender-domain-reputation-sdr/ta-p/3791564?attachment-id=214528

SPF, DKIM, DMARC

. Cisco Secure Email + dmarcian (docs.ces.cisco.com)

- dmarcian for Cisco customers - dmarcian (dmarcian Log-in portal)
- DMARC Testing & Reporting Tools - Test DMARC Online (dmarcian)

Useful SPF, DKIM, DMARC Scripts:
« ¢S.co/check domain

. CS.co/spoofthatmail
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https://docs.ces.cisco.com/docs/dmarcian-cisco-secure-email
https://dmarcian.com/cisco/
https://dmarcian.com/dmarc-tools/
https://cs.co/check_domain
http://cs.co/spoofthatmail

URL Protection (+more!)

. ¢s.co/url_defense (URL Defense Guide)

« Gold Config + Best Practices

. Efficacy Guide
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SecureX

« Cisco SecureX + Cisco Secure Email

- SecureX + Cisco Threat Response Private Intelligence Feeds

« Cisco Secure Email + SecureX: Extending email protection and
integrations beyond the gateway
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