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Cisco M N #CiscoLive BRKSEC-3580 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Introduction
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Virtual Routing ,
and Forwarding -
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Why Virtual Routers/Routing?

- Separate Routing/Forwarding tables

- VRF-Lite

- Overlapping IP address
Multi-Virtual Router Support (FXOS + VRF =Multi-Context use cases)

HCiscoLive  BRKSE C-3580
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Advantages (FTD Version 6.6+)

- Routing segregation on FTD
- Overlapping IP address on FTD interfaces

- Connection events (ingress/egress virtual router)
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VRF Support

Device Maximum Virtual Routers

ASA 10-20
Firepower 1000* 5-10 *1010 (7.2+)
Firepower 2100 10-40
Firepower 3100 15-100
Firepower 4100 60-100
Firepower 9300 60-100

Virtual FTD 30
ISA 3000 10 (7.0+)
Configuration Guide No License required
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-vrf.html

Routing Policies

Policies Global VRF User VRF
Static Route v v
OSPFv2 v v
OSPFv3 v X
RIP v X
BGPv4 v Vv
BGPv6 v v (7.1+)
IRB (BVI) v v
EIGRP v X
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Overlapping Networks - Feature Support

Policies Non-Overlapping Overlapping Networks
Routing & IRB v v
AVC Vv v
SSL Decryption v v
Intrusion and Malware
Detection (IPS and File v v
Policy)
VPN v v
Malware Event Analysis
(Host Profiles, 10C, File v X
Trajectory)
Threat Intelligence (TID) v X
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Use case #1 - Service Provider

- Separate routing tables

VRF_A VRF_B
DI | ol
="; =‘ =

Customer A \/

ISP
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Customer B

« Overlapping Networks

« Non-Overlapping Networks
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Use case #2 - Enterprise

- Connectivity between VRFs (Route Leaking)

VRF_A I VRF_B
-« ol s sl e >
[2] 1 — 15 [2]
Department A \I/’ Department B
« Overlapping Networks :‘.: - Static Routes
« Non-Overlapping Networks -". « NAT
Company « BGP (7.1+)
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Use case #3 - Multi-Instance and VRF

- Connectivity between VRFs in a Multi-Instance Environment

VRF_A VRF_B
- :‘.: =‘.=
= 15— 15
Department A ‘\I/
T

:".‘ FTD Instance
« Overlapping Networks T
« Non-Overlapping Networks :‘.:

Firepower4100/9300
Cisco W_/ #CiscolLive  BRKSEC-3580
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Department B

- Static Routes
« NAT
« BGP (7.1+)
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Demo 1: VRF configuration on FMC
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VRF configuration on FMC

Ts

-

For your
H reference
Subtitle
- Device > Device Management > FTD
'::lllslcllcla' _ElrEprer M?nagemem Center Overview Analysis Palicies Devices Objects AMP Intelligence
Denaicas | Desnce Ma H I
View By : I Device Management QoS
Group B MAT Platform Settings
FlexConfig
Al (1) ® Error (0) & Warning (0) Offline (0) & Normal (1) Deployment VPN Certificates
|
Collapse Al Site To Site
Remote Access
Hame Madel Troubleshoaoting
w  Ungrouped (1)
FTD for VW are 6.7.0 [T
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VRF configuration on FMC

Subtitle
- Routing > Manage Virtual Routers > Add Virtual Router

For your
reference

FTD 6.7

Cisco Firepower Threat Defense for Vidiare

Drvicw Routirg Irnriaces Iniliren Sats DHCP

Virtual Routers

Wirtund reaning and forwanding (VRF) B & iechadlogy indudad in IP (Intemat Protacol) natwoank roaners thad allows midtipls ingtances of & routing tabike b0 axist in & rouler ard work simultameciusly, This incraases

Turetionality by Blowwing ek paths 10 B Segmanted wWiEhout using multiphe dedeas

Total Virtual Rowter Conhgured : (1) 1, Spareh Virtupl Roules of farlacs + Add Virtual Routesr|
Virtual Rowter Interlaces Show/Troublo Shook
. Pecastan
o _ Iati Recutes
Global diagnostic, Ouiside, Inside Q

_ BOP Su

iy

«_ OAPF Surmmary
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VRF configuration on FMC ‘

« Add a new Virtual Router

Add Virtual Router 7 ]

VRF Mame*
[ VRF_Sales ‘

Description

Cancel .
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VRF configuration on FMC

- Assign interfaces to VRF

For your
reference

FTD 6.7

Cisco Firepower Threat Datense for ViiWare
Dervice Routing Interfaces inline Sets DHCP
Virtual Router Properties

These are the basic details of this virbual router.

VRF Mame

Description

G, Ssarch
Available Interdaces O Lalpcted nterdacas

o Outside . Sales ¥

il | nesicle

il Enginearing
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VRF configuration on FMC

For your
reference
H H (1 I f )
- Verify VRF assignment under “Interfaces
FTD 6.7
Cisco Firepower Threat Defense for ViliWane
Device Routing Interlaces Inling Sets OHCP
N
O, Search by name Syne Devic A
interface Logical Mame Type Security Tones MAC Address (Actree/Standby) IP Address
8 Diagnosticd/o disgrastic Pheysical Global
il GigabitEthamanlyn Outsicly Phiyaical Cut_pans T 010,31 30 24(Seatic) Ghizbal
"ﬁimhirl-'lhnmnrﬂﬂ Insicle Phiysical In_zone 192.168.50,1/24{Static) Global
8 GigabitEthernond) 2 Sales Phyysical Sales_Zone 1721611724 Seatic) VAF_Sales
B CigabitEthemaetd Enginearing Prygsical Ersg_zasnvia 172.96.2.0724|Seatic) VAF _Enginsaring
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VRF configuration on FMC

For your
reference

- Deploy changes

.é|l.$.<.|$. Firepower Maqage ment Center —— Analysis Bolicies

et Objects AP Intelligence = Doy @ o @ adminv

1 chrwn wirhinchind
ok 1t ESlifmab
Search using desice name, type, domain, group or Shate

Inspact Inberruption

Typa Groiusp

Lasi Dephoy Tima Previes
] FTD&.7 FTD

Siabes

Feb 12, 2021 B30 PM 5 Pending

cisco L{{/&/
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VRF configuration on FMC

- Deploy changes

Validation Messages: FTD 6.7 X
Wirbuad Router:
Warning The changes: to Virtual Routers may cause raSc disnspbion

[=1-—]
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Access Control Policy VRF- Aware

Add Ruile

Marme
Sales_to_Eng Enabded
Action

= Al v B

Zones ik Users

Avadabls fonas

Mabwnrks WLAN Tags

Q, Search by name
I _ Zcanig
Out_zone

Sales_Tong

Imsert
into Mandatory v
Time Range
Mone | T
Applcations Ports UALs SGTASE Artributes

Source Zones (1)

Add fo Source

Add e Destnation

Insgaciion Logging Commants

Destination Zones (1)

o

S ﬁ
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Access Control Policy VRF- Aware

Add Rule

Irisert
imte Mandabary

Hame

[ Sales_to_Eng Enabled

Actien Time Rangs

S Allow v [ =]

Zonas VLAN Tags 4k Users

Avdilabile Networks O +

HMong

Applications Pofts

O, Search by name or valus

Metworks Gealocation

—_—
arvg-iped

arvg=ipv

IPvd - Banchmark-Tasts
IPvd-Link-Local

1Pwd - Midticast
IPvd-Private-10.0.0.0-8

1Bud - Brhmte- 172 16 A N-17F

URLs

SOLINCH

Source Natworks (1)
Original Chant

Salps_Net

Enter an IP address

SGTNSE Anriutes

A

7]
Inspaction Logging Commarnis
Destinaticn Nataorks (1)
Emg_Metwork i
[
i Eniber an 1P acidness Add
Cancas|
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Access Control Policy VRF- Aware

For your
reference

ACP_CL

Emtar Descriplion

You have unsaved changes

Analyze Hit Counts Iml Canced

|nbssritance Samngs | Policy Assigrments (

#Ciscolive

BRKSEC-3580

Rules Sacurity Inteligance HTTP Rasponsas Lagging Aabvancad Prafiver Palcy: Defaull Prafilbes Policy S5 Policy: Nana Idanlity Polcy: None

—

Eifer by Device T Search Rules b Show Rule Conflicts @ = Ackd Categony
g |Hama ’r':"_'#:“ Dot Fonan f::—l::m-; Ir::::.m- WLAN Tagn Lhars Applicabe ::":' Drant Ports LRLs Source SOT Dot S0T Action RYLRLOOEW 5
w Mundsicry = ACP_CL (1-2)

1 Sakes_to_Eng [l Swhas_Zons Efvg_hiwe Sahies_Met Eng_Mirtwork S Mlow 0+ g

2 Erg_1o_Sales Eng_zong Sabes_Tong Eng_Metwork  Sabis_Met S Allow U]
w Dwfault - ACP_CL (-]

Acd Rule o Add Category
ve!
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NAT Policy VRF- Aware s

Add MAT Rule 2 Add NAT Rule
MAT Rule: MAT Rule:
biarasal BLAT Ryl - kisnusl MAT Auls -
Insart: |17 5 H
in Cabigary w | | MAT Ruws Bafors . I Categon * | NAT Aules Balone w
Typa: Typa:
Sratic - Sratic -
Erabia Enahle.
Drscrigtion e el

Interince Objects  BTranslation  PAT Pool  Advanoed

Availsbde Imlertace Obpcts O Sounce Inersse Objects (1) Destination interinee Objects (L]

nterizce Chioctsll  Translation

FAT Pool  Advarced

Oiriginad Packet

Trarekated Packat

O, Saarch by nama Sales_Zone L] En_zone L Ciriginal Source:* Tranabativd Seurca
E Sakes_ket | + Abrirass
h
n_zons Cwigirial D stindtio Sabich_ it
Address ®
Dt _zone Transdated Destinaton:
Sales Tone I T .+ | Ena_toesmn
Ciriginal Souwce Part Transdated Scurce Port:
« +
Ciriginal Dwatination Port Tranadated Dastinaticon Po:
*« +
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NAT Policy VRF- Aware

Validation Messages: FTD 6.7 X

ManualNatG4Rule: FTD_NAT

w | Warning: [ManualMatRule 1] The source and destination interfaces for the NAT rule belong to different virtual routers. This rule will leak traffic from one
virtual router to another, However, to ensure correct routing, we recommend that you configure a static route leak between these virtual routers
for the translated traffic: fram [VRF_Sales] to [VRF_Engineering] Without the route leak, in some cases the rule will not mateh all af the traffic you
expect it to match, and the translation will not be applied.
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Ts
-
. . For your
olicy - Aware - Overlapping NetworNg ==
Edit MAT Rule [
Edit MAT Rule a
HAT Rule:
MAT Rubis Alaevead MAT B '
Nagragsl NAT Auyle L4 ramt
W n Catesgy v | HAT Rubes Befor J
I Cabisg iy - sl - Typs:
Siatic -
Typa: Ersbis
Siatic - Durseription:
Eruabile
Description:
| i Ojact T PAT Focl ik =
Original Packet Translased Facket
Inmrface Objects  Translation PAT Pool  Advarmcesd
—— Qirigingl Toaace Trpredpted Soace
Awnisbie Intertsce Objects Source inerlace Dbjects [1] Destination Interface Cnjects (1) VAR 1R M hl —— :
.1 SEBT\Ch b‘p ir_zona ; Ohurl_rang i Cirigingl Dipgtination VRFA_T010, 30,0 24 w .
A5 *
Trarmlsted Dastnabion
Eng_zone VRN 197 1L 0024 | 4 VRFI_ 10, 10,400,024 | +
In_zone Treonal Source Rort e gy
Ot _zores v 4 g
Sales_Zone Chigiraal Dhstinadion Pl Trarcidatid Daslaralasg Poet
- i - &
- S W_zore Out_zone I‘wm 192, 168.30.0_24 I"-'l?'ll 182.160.30.0 ?l-I I Iy WRFA_10.20.30.0_24 I By VAFE_10.10.40.0_28 | Dves:falss A |
cisco &. HCiscolLive  BRKSEC-3580 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Demo 2: Configuring VRF on FDM
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VRF configuration on FDM

- Routing > View Configuration
sifian]us P o Py o B o = = wmin
CIsco pover Diey D Pobcies Cihjects D @ @ L Admymisratar
Saoftaidn VDB Irtrusion Rubs Uipdate Higgh Avmlabiny
Clsta Firspiowar Threat Delanss for Vi¥e... 88,090 1200 200001 = 18001 =t Mot Canfigarsd CONFIILIE
1
7 |
o & 1rnesrn
- i -~
|'. =
Interfaces Routing Updates System Settings
e s 1 SEMTC FoLRe ‘Geclocation, Rule, VDB, Sysiem Upgrade, Marag A ALCEES
Enpbled 3ol § Sty Inballigance Fasds
Wi A Il aea s View Configuration » View Configuration ¥
DS Server
Maragemend Interface
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VRF configuration on FDM 6

For your
S u bt|t| e reference
- Routing > Add Multiple Virtual Routers
Device Summary
Routing
Add Multiple Virtual Routers w
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VRF configuration on FDM

- Create First Custom Virtual Router

Device Summary

Routing

Virtual Route Forwarding (Virtual Routing) Description

You can create multiple virtual routing and forwarding
instances, called virtual routers, to maintain Separate routing
tables for groups of interfaces. Because each virtual router
has its own routing table, you can provide clean separation in
the traffic flowing through the device.

Thus, you can provide support to two or more distinct
customers over a commaon sat of networking equipment. You
can also use virtual routers to provide more separation for
elements of your cwn network, for example, by isolating a
development network from your general-purpose conporate
network,

How Multiple Virtual Routers Wark

Multiple Virtual Router mode is enabled automatically if there is at
least one custom Virtual Router.

a1
W

FTD DEVICE

=
E
=1
=
B
F
o |
=]
[
=
-
=
B

I:" T;T

VIRTUAL ROUTER M

CREATE FIRST CLUSTOM VIRTUAL ROUTER

CISCC)Zﬁt}@%/I

#Ciscolive
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VRF configuration on FDM

- Add a new Virtual Router and assign interfaces

Ts
For your
reference

Add Virtual Router

Name

WVRF_salas

Description

interfaces

[ dagratic (Manspameii)

[ insice (Gigabitfehametyl) -

[ outsice [GipmbitErhemeivo)

..............
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VRF configuration on FDM

For your
reference

- Deploy changes

Deployed Version (11 feb 2021 1244 PM) Pending Version

Q) Frpsical ntertace Edned: aales

snabled: false
ApAsdress [ 8] . s tandby IpAddress
Lphddress (0] . natmask; J4
Sphddress[0) . ipAddress: 172,136,310
Aphsdressas | 8], standbylphddrass
Lphddresses (8] iphddress:
JdnklecalAddrass , standby IpAddress
JlimhlecalAddress, Spacdress:
1 sales

© Virtusl Reuter Added: VRS_sales

- LsSystendafined: false
- nase: VI _sales
interfaces

- sales
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VRF configuration on FDM -
reference
- Verified deployed changes
e
How Multiple Virtual Routers Work w 3 BGP Global Seftings
Q +

2 virtual routers

1 Global disgnostic
inside
aiitside

2 VRF_ssles
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Configuring Routing
Protocols
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Demo 3: Configuring Static
Routing on FMC
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Static Routi FMC
g For your
reference
- Routing > Desired VRF > Static Route
élllstél::l Firepower Management Center Ohverview nakyais Policies Davices Dbjects AMIP Inzelligpancs Q, Daplay 2 ¢ @ adminv
FID 6.7
Cispco Firgpower Thieat Defense for ViiWane
Interfaces Irfirne Sels DHCP
{= i Riooube
Matwark & Imterince ::;:::‘_:I from Virtesl Gl iy’ Tusnnebed Pl bribc Trachsd
* |Pvd Routes
* |Pufl Routes
40
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Static Routing on FMC

For your
reference

Add Static Route Configuration Q2
Ty ® P Pl
| Inoiface®
Engirsering ¥

(interface starting with this kcon ¥ signifes it is svallabie for route leak]

iumiable Metwork C + Splecind Network
a4, Search Eng_MeTswom =]
any-ipwd

1Py - Bgrachemaaric -Tases
P = Link-Local
1P -Mutic st

1Py -Frivabe-10.0.0.0-8

Ensure thal pgress vinualroster Fas routs po fal destnaton

Galaway
. |+
Pelaxrig:
1
Tupreazhesd Ui iy P schafanilt Roatn)
Fone Tracking
r |+
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Static Routing on FMC

For your
reference

- Save > Deploy Changes

FTD E,? Wou have unsaved cf aﬂgom

Cigco Firepowar Threat Daferse for ViiWane

DCuinvice Ripaiting Intedacas Irflre Sats DHCP

4+ Add Route
Metwork - Intarface Luakued From Virtual Gt nvay Tunmihisd Flatsic Trackiad
Rolitor
* |Pvd Routes
Eny_ Motk Engirstming WIRF_Enginaering falsi 1 ]

¥ IPvE Routes
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Static Routing on FMC

- Deploy > Deploy Changes

For your
reference

aliap, Firepower Management Center

cisco Chasifyiiig Adcahyais Pobciag Dnvicad Dijes1s AT Fileligancs
= am L 1, ip aus
Dinvice IS et ke rruption Type Geroup
w FTDB.7 FTD

w Fiuting Grow

1Pl Stadec Aoute Policy

Last Daploy Tims

Feln 12, 3021 716 PM

Preview

D pleny

© & © adminv

Stabes

Pending

1 S fnlechnd
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Static Routing on FMC - Verity Configuration
- VRF_Sales > _Routes

Ts
For your
reference

[wSRT R Anakgsis Pokss Dhseitds Dbjacts AR el & =] Depspibovy w £ 8 adminw

alwale. Firepower Managemaeant Center

CIRED

show roule wri VRF_Sales g
FTD 6.7 ——— =1
Cigce Finspsravar Thraat Duferas for Wiihian:

Device Raouting Imerfaces Infing Seds CealP

Wirtual Routers

Wistual souting and Norwandieg I reitancas ol b nouting eabie b2 axist = 8 router and work srudtaneoushy. This Seresdes

tunchonabty by alowing retw

Total Virual Router Configune . + Add Virtual Rowter

Wirtual Router ShowiTroubloShoot

(=] =
WRIF _Enegifet e ing Erugineering |
whF_Salen Salmn |
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Demo 4 : Configuring BGP on
FMC
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Border Gateway Protocol (BGP) on FMC

- Routing > General Settings> BGP

FTD 6.7

Cinco Fiespowsr Thesst Dedenss for YW

Dedce  Routing  hiodaces e Sens  DHCP

Genaral

Seanning bvipreal

Murmibsar ol A5 fumBar i AS_PATH afribube of rediheid il
Loy Mebghbeor Changos

L TCP it MT LI i trsiry

Rase seamnn upan falonesr

Enfiicn e Iedl AS B poeds AD lef EBGP routed

Lina it moiation for A rambas:

Bast Path Selection

# Halghbar Timars "
5] Keapsive inenvel .
e 180
o )
ad
Yau Maxt Hop 4
[ B eSS Vaing -~
[T Dby interval .
e
&

#Ciscolive
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Border Gateway Protocol (BGP) on

- Routing > Desired VRF> BGP > IPv4

Ts
io -

FTD 6.7 =
Lo Fieposs: Thisas Defenss for 'Whilers
o L ¥
O Mrts - The PGP Dard sl GErargy S Comimen 55 5 vl foul. o S8 Cravguns thaem nder Gansrsd Serngs
General Meighbor Timers
[—— . ER——
Py— ks o rsalvac o -
or Cha ea =
ath MTU Vel
s e Mext Hop
S o AS e we ccesesceg
............
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Border Gateway Protocol (BGP) on FMC

- Routing > Desired VRF> BGP > IPv4 > Neighbor

cisco é{{/&_/

Add Neighbor
1P Address®
[ (LT R

Famoie A5"

3539

Filtafireg Routici
—.

PTG

Acciss List

Fouie Map

Prefix List

AS path e

Rty

Eruishid patciresis

Shuidoram schminetrat sy
BFD Fallireur
Tihiruints Achrtnd A o
Dhatpoinng
Ancess Lis
v | 4
R Map
v | ¥
Profol List
v | 4
AS pathy e

Limit e numites of prefees aboswed from the nesghbor

Macaimasm Prefs®

[8-214T£B364T]

|+
.|+
. |+
.y
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Border Gateway Protocol (BGP) on FMC

reference

- Routing > Manage Virtual Routers> Desired VRF > Route | BGP
Summary

show route : show bgp summary ®

> show route
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Demo 5: Configuring OSPF on FMC
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OSFP on FMC

- Routing > Desired VRF> OSPF

For your
reference

FTD 6.7

Lo Frepower Thieal Detensa for VAWane
Darwice Bouting Intarisces nling Sets DHCP
Process 1

O5PF Role:
Irngamial Roates L

Processs 2

st Rodistre s ImirAnea

OEPF Precass Braa iD

Erer Description here

Filter Aube Summary Address nterince

Aron Tygs Heteois Oplions Authentication

+ Auid

cisco L{{/&_/
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OSFP on FMC

- Add a Neighbor

Add Area

Ared Range
—

OSPF Process:
3
Arga I

o

Anea Type:
Morrmal

Metris Value:

Metric Typa:

2 o

Wirtual Link

Aailable Metwork =+ c

e

Salacted Netwark
Ountside_Network

cisco L{V&/
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OSFP on FMC

- Save and deploy changes

For your
reference

FTD 6.7 N [ 5o | _coree |

G Firspowal Thisat Daflare for VBN am
Darwica Rming ik s Ieding Sets CHCP
Procass 1
O5PF Rola
irtnmal Aouter - Erfter Dunscription hecs
Peocasa T
Area Aedatribution Nierdsea Filer Bule Sumimany Address Imeriace
4 Ackd
O5PF Process Area I Ares Typs TrE———— Ciprtians ALt VI ain Cost Rangs Wit ad- Linsk
1 o o Chotuichn_hatwork taha rone i
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OSFP on FMC

- Routing > Manage Virtual Routers > route | OSPF Summary

For your
reference

show route vrf VRF_Sales show ospf wrf VRF_Sales

ic, R - RIP, M - mobile, B - BGP
- EIGRP, EX - EIGRP external, OSPF, IA - OSPF inter area
N1 - OSPF SA external ty 1, F NSSA external
EV - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i-1S - 1S-IS summary, L1 - IS-IS level-1, L2 - IS-IS le

ia = 1S-1S inter area, candidate default, U - per-user static
0 - ODR, P - periodic downloaded s e, + - replicated
Static InterVRF

eway of last resortis 10.10.10.

d, Outside

jtside
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Demo 6: Configuring
BGP on FDM
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Border Gateway Protocol (BGP) on FDM

- Routing > BGP General Settings

-

For your
reference

cisea. ' TE

Virtual Routers

Horw BMultiphe Virtual Routens Wark

‘ =

Fa I.r'":"\l = 1 f-ll"\-l dmi
S e W A ATEnisaioT
W £ BOP Global Settigs
Q +
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Border Gateway Protocol (BGP) on FDM

Ts
For your
reference

- Create BGP General Settings Object

BGP Global Settings

There is no Global BGP Object yet.

BGP Global Settings Object is r f created yet

CREATE BGP GLOBAL SETTINGS OBJECT

CANCEL
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Border Gateway Protocol (BGP) on FDM

- BGP General Settings

cisco éd/a_/

BGP Global Settings

Iame

BgpBanaralSatlings

router

lag-neighbar-changes

bap

CANCEL

Ts
ia -

#Ciscolive
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Border Gateway Protocol (BGP) on FDM

\Virtual Routers

Horww Multiple Vidual Routers Waork

2 virtul routens

W 4 BGEP Global Ssttings

1 Global diagnostic 3 Routes
Insde . Ipvé routes
T *~ BGP
*_ OSPF
Wirtual Router Proparies Static Rouling BGP QOS5PF
1 object
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Border Gateway Protocol (BGP) on FDM

BGP Object
- Save and Deploy changes

Global
Edit BGP Object

Ts
For your
reference

e
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Border Gateway Protocol (BGP) on FDM

For your
reference

- Verify routing table and BGP neighbor

++ (LI Console

is 10.19.198.1 to network @.0.0.0
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Demo 7: Configuring OSPF on FDM
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OSPF on FDM

For your
reference

- Create OSPF Object

= Glabal ~

Howr Bultiche Virual Routers Waork W . Commands

Winual Routsr Prog-ames Static Routing BGP EPF

== CREATE CZPF
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Ts

OSPF on FDM 3

For your
reference

- Configure OSPF Object

Global

Add New OSPF Object

Name Description

OSPF

Template @ Show disabled ) Reset

router ospf

log-adj-changes

darea

configure area

network
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OSPF on FDM

- Verify routing table

«++ CLI Console
Number of indication LSA @

Nu

ser of DoNotAge LSA @

Flood list length ©

> show

Codes:

route

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area

N1 -~ OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El OSPF external type 1, E2 OSPF external type 2, V - VPN

i - IS-IS, su - IS~IS summary, L1 - IS~-IS level-l, L2 - IS-IS level-2
ia - IS-IS inter area, = - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF

Gateway of last resort is 10.10.10.1 to network 0.0.0.0

»

cisco éd/@_/

0.0.0.0 0.0.0.0 [1/0] via 10.10.10.1, outside
10.10,10.0 255.255.255.0 is directly connected, outside
190.10.10.210 255.255.255.255 is directly connected, outside
10.255.254.255 255.255.255.255 (20/0] via 10.10.10.32, 01:03:08
10.255.255.255 255.255.255.255 [20/0] via 10.10.10.32, 01:03:08
192.168. 255.255.255.0

/ ia 10.10.10.30, 00:00:47, outside

192.168. ;.0 255.255.255.0 is directly connected, inside
192,.168.45.1 255.255.255.255 is directly connected, inside

HCiscolLive  BRKSEC-3580
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Troubleshooting VRF
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Troubleshooting -

Configuration Verification

Global VRF

Commands

User- Defined VRF

All VRF

Show run route

Show run route
vrf <name>

Show run route
all

Show run router

Show run router
vrf <name>

Show run router bgp|ospf

Show run router bgp|ospf
vrf <name>

Show run router bgp|ospf
all

cisco éd/a_/
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Troubleshooting - Commands

Troubleshooting Verification

Global VRF User- Defined VRF All VRF
Show route Show route Show route
static|ospf|bgp static|ospf|bgp

static|ospf|bgp vif <name> all

Show bgp|ospf vrf <name>

Show bgp|ospf [sub- [sub-commands]

commands]
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Troubleshooting Scenario #1 - BGP

- BGP won’t come up

VRF_Sales .

=‘,:
! 10.10.10.0/24
ol s &)
-". 221 .32 v
AS 65536 AS 65536
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Demo 8: Troubleshooting
Scenario #1 - BGP
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Troubleshooting Scenario #1 - BGP

FTD67# sh run router
router bgp 65536
bgp log-neighbor-changes
bgp router-id vrf auto-assign
address-family ipv4 unicast
neighbor 10.10.10.23 remote-as 65526
neighbor 10.10.10.23 transport path-mtu-discovery disable
neighbor 10.10.10.23 activate
no auto-summary
no synchronization
exit-address—-family

FTD67# sh bgp summary
BGP router identifier 192.168.50.1, local AS number 65536
BGP table version is 1, main routing table version 1

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
10.10.10.23 4 65526 @ 0 1 (] @ never Idle

Cisco L‘V& N #CiscoLive BRKSEC-3580 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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‘roubleshooting Scenario #1 - BGP

Ts
-

FTDET# sh bgp neighbors

BGP state = Idle
Neighbor sessions:

Output queue size : @
Index @

Prefix activity
Prefizes Current:
Prefixes Total:
Implicit Withdraw:
Explicit Withdraw:
Used as bestpath:
Used as multipath:

BGP neighbor is 18.18.108.23,
BGP version 4, remote router ID 8.0.08.8

For address family: IPv4 Unicast
BGP table version 1, nelghbor version 1/8

Sent

wrf single_wf,

@ active, 1s not multisession capable (disabled)
Default minimum time between advertisement runs is 3@ seconds

Rcwd

remote AS 65526, external link

cisco L{Vp/_/

For your
reference

FTDE7# ping 18.18.18.23

Type escape sequence to abort.

Sending 5, 1@@-byte ICMP Echos to 19.18.18.23, timeout is 2 seconds:
No route to host 18.18.18.23

Success rate is @ percent (8/1)

FTD67# ping vrf vrf_sales 16.18.18.23

Type escape sequence to abort.

Sending 5, 1@@-byte ICMP Echos to 19.18.18.23, timeout is 2 seconds:
et

HCiscolLive  BRKSEC-3580 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

72



Troubleshooting Scenario #1 - BGP

s
-

FTD67# sh cap

capture capout type raw-data interface Outside [Capturing - 159 bytes]

match tcp any any eq bgp
FTD67# sh cap capout

2 packets captured

1: 16:56:06.942364 10.10.10.32.179 > 10.10.10.213.7130: P 2964002359:2964002378(19) ack 4068438279 win 16080
2: 16:56:06,9424409 10.10,10.213.7130 > 10.10.10,32.179:

2 packets shown

« ack 2964002378 win 32768

FTD67# sh run router
router bgp 65536
bgp log-neighbor-changes
bgp router-id vrf auto-assign
address-family ipv4 unicast
neighbor 10.10.10.23 remote-as 65526

neighbor 10.10.10.23 transport path-mtu-discovery disable

neighbor 10,.10.10.23 activate

no auto-summary

no synchronization
exit-address-family

cisco L{Vp/_/
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Troubleshooting Scenario #1 - BGP

Ts
For your
reference
FTD67# sh route vrf vrf_sales FTD67# show bgp vrf VRF_Sales summary
BGP router identifier 172.16.1.1, local AS number 65536
BGP table version is 3, main routing table version 3
Routing Table: VRF_Sales 2 network entries using 472 bytes of memory
Codes: L - local, C - connected, S -~ static, R - RIP, M - mobile, B - BGP 2 path entries using 160 bytes of memory
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 1/1 BGP path/bestpath attribute entries using 224 bytes of memory
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 ® BGP route-map cache entries using @ bytes of memory
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN @ BGP filter-list cache entries using @ bytes of memory
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 ~ IS-IS level-2 BGP using 856 total bytes of memory
fia - IS-IS inter area, = - candidate default, U - per-user static route BGP activity 2/0 prefixes, 2/0 paths, scoan interval 60 secs
0 - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF Neighbor v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/PfxRcd
Gateway of last resort is 10.10.10.1 to network 0.0.0.0 16.10,10.32 4 65536 28 23 3 %) 9 00:21:01 2
S» 0.0.0.0 0.0.0.0 [1/0] via 10.10.10.1, Outside

C 10.10.10.0 255.255.255.0 is directly connected, Outside
L 10.10.10,213 255.255.255.255 is directly connected, Outside
8 10.255.254,255 255.255.255.255 [209/0] via 10.10.10.32, 00:23:54
B 10.255.255.255 255.255.255.255 [200/0] via 10.10.10.32, 00:23:54
¢ 172.16.1.8 255.255.255.0 is directly connected, Sales :IEE?:sE;:E :;;U:;:Ej:;t:h;?;2551254'255
L 172.16.1.1 255.255.255.255 15 directly connected, Sales ) :
51 172.16.2.0 255.255.255.8 [1/0] is directly connected, Engineering ??T?Tng 5, leéP-byte ICMP Echos to 18.255.254,255, timeout is 2 seconds:
0 E2 192.168.30.0 255.255.25%.06 2R ) i ) a
[110/20] via 10.10.10.30, ©0:23:50, Outside Success rate is 108 percent (5/5), round-trip minfavg/max = 1/2/10 ms
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Troubleshooting Scenario #2

- Connectivity between VRFs (Route Leaking)

VRF_Sales VRF_Engineering

. -, .
__| 1 e 15 L

172.16.20.3/24 \I/' 172.16.10.3/24
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Demo 9: Troubleshooting Scenario #2



Troubleshooting Scenario #2 - Route Leak ‘

For your
reference

FTDe7# sh run wrf

vrf VRF_Sales
vrf VRF_Engineering

FTDG7# sh wrf

Name VRF ID Description Interfaces
VRF_Sales 1 Qutside
Sales

VRF_Engineering 2 Engineering
FTDG7# sh vrf 7

WORD Virtual Routing and Forwarding instamce name

counters Show VRF counters

lock Show VRF lock information

| Output modifiers

S
FTDET# sh wrf cou
FTDE7# sh wvrf counters
Maximum number of VRFs supported: 29
Maximum number of IPv4 VRFs supported: 29
Maximum number of IPve VRFs supported: 29
Current number of WRFs: 2
Current_pumher of VAFs in delete state: @

FTD67# sh route vrf vrf_sales

Routing Table: VRF_Sales
Codes: L - local, € - connected, S - static, R - RIP, M - nobile, B - BGP
D - EIGRP, EX -~ EIGRP external, 0 - OSPF, IA - OSPF inter ares
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS~IS, su - IS-IS summary, L1 - IS-IS level-l, L2 - IS~IS level-2
ia - IS-IS inter area, » - candidate default, U - per-user static route
0 - 0OR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.10.10.1 to network 9.0.0.0

¢

0.9.0.0 9.9,0.9 [1/0] via 10,10.10.1, Outside
10.10.10.9 255.255.255.0 is directly connected, Outside
10.10,10.213 255.255.255.255 is directly connected, Outside
10.255.254,255 255.255.255.255 (200/@] via 10.10,10.32, 04:97:38
10.255.255.255 255.255.255.255 [200/0] via 10.10.10.32, 04:97:38
172.16,1.@ 255,255.255.0 is directly connected, Sales
172.16.1.1 255.255.255.255 is directly connected, Sales
172.16.2.8 255.255.255.0 [1/0] is directly connected, Engineering
E2 192.168,30.0 255.255.255.0
[110/20] via 19.10.10.308, ©4:07:34, Outside

ocoVvrneorn
.
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Troubleshooting Scenario #2 - Route Leak “

FTD67# cap capin interface engineering match icmp any any
match icmp any any

FTD&67# cap capout interface sales

FTD67# sh cap capin

4 packets captured

1: 19:00:12.141456 172.16.2.3 >
2: 19:00:16.802540 172.16.2.3 >
3: 19:00:21.786351 172.16.2.3 >
4: 19:00:26.777807 172.16.2.3 >

4 packets shown
FTD67# sh cap capout

@ packet captured

@ packet shown

172.16.1.3 icmp:
172.16.1.3 icmp:
172.16.1.3 icmp:
172.16.1.3 icmp:

echo
echo
echo
echo

request
request
request
request

cmco[ﬁd%y/
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For your
reference

Troubleshooting Scenario #2 - Route Leak “

FTO67# sh cap asp | in 172,16.1.3

25: 18:53:14.100336 172.16.1.3.60926 > 8.8.8,8.53 udp 34 Drop-reason: (scl-drop) Flow is denied by configured rule, Drop-location: frame 9x0008551275faf47d flow (NA)/NA
26: 18:53:14.2081954 172,16.1.3.60926 > 4.2.2.2.53: udp 34 Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame @x0009551275fafd’d flow (NA)/NA
27: 1B:53:15.204350 172.16,1,3.60926 > 8.8.8.8.53: udp 34 Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame @xQ00055f275fafd47d flow (NA)/NA
29: 18:53:16.916136 172.16.2.3 > 172.16.1.3 icmp: echo request Drop-reason: (no-route) No route to host, Drop-location: frame @x@0085512751b8149 flow (NA)/NA
30: 18:53:17.206074 172.16,.1,.3.60926 > 8.8.8.8.53: udp 34 Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame @xQ0R055f275faf47d flow (NA)/NA
31: 18:53:17.206185 172.16,1.3.60926 > 4.2.2.2.53 udp 34 Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 8x00B8551275fafd7d flow (NA)/NA
35: 18:53:21,226505 172,16.1,3.60926 > 8.8.8.8.53: udp 34 Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame OxP@0@55f275fafd47d flow (NA)/NA
36: 18:53:21.226550 172.16.1.3.60926 > 4.2.2.2.53: wudp 34 Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame @x000055f275fafd7d flow (NA)/NA
38: 1B8:53:21.8080495 172.16.2.3 > 172.16.1.3 icmp: echo request Drop-reason: (no-route) No route to host, Drop-location: frame 8x90805512751b3149 flow (NA)/NA
43: 18:53:26.893959 172,16.2.3 > 172.16,1.3 icmp: echo request Drop-reason: (no-route) No route to host, Drop-location: frame @x@00055f275fb8149 flow (NA)/NA
48: 12:53:31.793827 172.16.2.3 > 172.16.1.3 icmp: echo request Drop-reason: (no-route) No route to host, Drop-location: frame 2x@0005512751b8149 flow (NA)/NA

FTDE7# sh rum nat

nat (Sales,Engineering) source static Sales_Net Sales_Net destination static Eng_Network Eng_Network route-lookup
FTD&E7# sh run route vrf vrf_sales

route vrf VRF_Sales Outside 0#.06.9.0 8.06.06.8 16.198.186.1 1

route vrf VRF Sales Engineering 172.16.2.8 255.255.255.90 1

D67# packet-tracer input eng icmp 172,16.2.3 8 @ 172.16.1.3

esult:

input-interface: Engineering(wrfid:2)

input-status: up

input-line-status: up

ction: drop

rop-reason: (no—-route) Mo route to host, Drop-location: frame @x@@@@55T275Tb8149 flow (NA)/NA
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For your
reference

Troubleshooting Scenario #2 - Route Leak @
packet-tracer input engineering icmp 172.16.2.38 0 172.16.1.3

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 0.0.0.0 using egress ifc Sales(vrfid: 1)

Phase: 4

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (Sales,Engineering) source static Sales_Net Sales_Net destination static Eng_Network Eng_Network route-
lookup

Additional Information:

NAT divert to egress interface Sales(vrfid: 1)

Untranslate 172.16.1.3/0 to 172.16.1.3/0
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For your
reference

Troubleshooting Scenario #2 - Route Leak @

packet-tracer input engineering icmp 172.16.2.38 0 172.16.1.3

Phase: 18

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 172.16.1.3 using egress ifc Sales(vrfid: 1)

Result:

input-interface: Engineering(vrfid:2)
input-status: up

input-line-status: up
output-interface: Sales(vrfid: 1)
output-status: up
output-line-status: up

Action: allow
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Troubleshooting Scenario #2 - Route Leak @

For your
reference
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CIsco

- Enhanced FTD’s routing

capabilities.

- Secure way of segmenting

routing table and expands our
FTD deployment options

- Take advantage of Meet the

expert

- Let's deploy it!

BRKSEC-3580 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 84



Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.
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Continue
your education

CIsco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand
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Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn

2=| Certify

233_
@ O, @
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning

Subscription-based product, technology,

and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions
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