e O,

° L) J ®
LHY Y S
() @

[ ) ol ) .

.@%e
@
0.
....
o0 ° @
.U. )
L . .0
(]

XL X7 oL
., D LK

ascoW

#Ciscolive



Troubleshooting of
ASR1K and ISR/CAT8k
(I0S-XE) Made Easy

Frederic Detienne, Distinguished Engineer

Olivier Pelerin, Principal Engineer
BTRTRS-3475
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Cisco Webex App

8199 wF -

€ Catalyst 9000 Series Switching Family =...

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App e
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥

Webex spaces will be moderated
by the speaker until June 17, 2022.
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Network-level troubleshooting

Data plane troubleshooting

Resource Monitoring

Wrapping up...

cisco M . #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



Network Wide Troubleshooting:
Radkit

cisco La//&/




Demo




SD-WAN switchover due to primary ISP 19% loss to jumbo frame
route change misconfiguration

Spanning-tree
14% Loss due to topology reset
duplex mismatch

16% packets dropped from high- VolP Quality
7% Loss due to priority queue problem due

cabling fault ( =1 to wrong
VLAN
assignment

8% loss to cloud service provider due to cloud
provider route change

cisco W-/ #Ciscolive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Why RADKIt - Problem Statement

oJO

Traditional remote

troubleshooting is painful:

- Screen sharing and email
are the norm

- Long sessions where the
network operator’s laptop
is stuck, watching the
troubleshooter

- Network delay makes Ul
and CLI unresponsive

- Keyboard mis-mapping
makes some important
operations impossible

cisco Lz/&/

Network devices can only be
addressed one-at-a-time.

Multi-device data collection
is tedious. Coordination is
hard.

Frequent data capture for
monitoring evolution or data
refinement is frustrating.

We use the data we have;
not the data we need.

#CiscolLive  BRKTRS-3475

.

Scalable automation is nigh
impossible.

Sharing large data sets are
slow and labor intensive.

Native structured data and
API cannot be leveraged
effectively.

Automated analysis is
hampered by the quality and
amount of humanly collected
data.

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



What is RADKIit ?

RADKit is a Software
. Development Kit (SDK): a set
mn of ready-to-use tools and

Python modules.

remote terminals, WebUI’'s

E Interactively connect to
or desktops.

Use our powerful and easy Full-on security with SSO,
@ to use our efficient and Certificates, data encryption

scalable APIs for remote and at rest and in transit,

local automations. exhaustive audit-logs,...

RADKit enhances all NetOps activities, streamlines incident escalation processes, and more!

cisco L‘V& ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



fRADKlt Architecture

RADKit Connector

RADKit Protocol

Network

REST,
NETCONF )ﬁ . H ﬁ
RADKit S sTa
. . . L‘i__i
Support RADKit Client + Visit: 't Service = =
I Seripts (API) https://radkit.cisco.com

cisco W-/ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 10

SSH, Equipment -


https://radkit.cisco.com/

One place to go

. https://radkit.cisco.com
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The forwarding
plane

cisco M/



Life of a packet - Traffic entering interface
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Life of a packet — Dispatching packet to PPE
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Life of a packet - Dispatching packet to thread
[ASR1K]
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Life of a packet - Processing FIA
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Life of a packet - Leaving DP CPU after FIA
processing
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Life of a packet - Queueing
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Life of a packet - Towards egress interface
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Life of a packet - On the wire after leaving egress
Interface
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Life of a packet - On the wire after leaving egress
Interface
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Arming conditional debugger

cat8000v# debug platform condition ?
cat8000videbug platform condition ?
application Debug Application conditions

both Simultaneous ingress and egress debug
egress Egress only debug

feature For a specific feature

ingress Ingress only debug

interface Set interface for conditional debug
ipv4 Debug IPv4 conditions

ipvé Debug IPv6 conditions

mac Debug MAC conditions

match Describe inline acl filters

mpls Debug MPLS conditions

other debug platform condition other
start Start conditional debug

stop Stop conditional debug

cisco W ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 25




Arming conditional debugger - few examples

Cat8000v#debug platform condition match ipv4 protocol tcp host 1.1.1.1 host 2.2.2.2 eq 23 both bidirection
cat8000v#debug platform condition start

Cat8000vi#idebug platform condition interface gigabitEthernet 1 ipv4 1.1.1.1/32 ingress
cat8000v#debug platform condition start

Cat8000v#debug platform condition stop

Cat8000v#fclear platform condition all

cisco M ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Arming packet-tracer - few examples

Cat8000v#debug platform packet-tracer packet 256 fia-trace
cat8000v#debug platform packet-tracer copy packet both size 1500

Cat8000v#debug platform packet-trace drop code <drop code>
cat8000v#debug platform condition start

cisco M ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 27
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Network Topology

192.168.19.254

cEdge 3

./%

cEdge 2

192.168.12.254 192.168.12.x

cisco Lg{/ / B
&- #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Network Topology

192.168.19.254

cEdge 2
192.168.12.x

. cEdge 1
CIscoO / . .
&- #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30
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Breaking,
Multiplying and
Gluing Packets

Patterns of Interest

cisco M/




Multicast Replication

Input Packet —_—

Packet Copy 1

Packet Copy 2
Packet Copy 3

0 Gi1 <none> CONS Packet Consumed Silently
1 Gil Gi2 FWD
2 Gi1 Gi3 FWD
3 Gil Gi4 FWD

cisco M ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Fragmentation

96
input Packet  —> S

0 Gi1T <none> CONS Packet Consumed Silently
1 Gi1 Gi2 FWD
2 Gi1 Gi2 FWD

cisco M ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



ICMP Echo Request & Reply

Packet Packet Packet
Consumed Recycled Injected

ICMP Echo Request

ICMP Echo Reply

0 Gi3 Gi3 CONS Packet Consumed
1 Gi3 internal0/O/recycle:0 PUNT 26 (QFP.ICMP generated packet)
21INJ.9 Gi3 FWD

Punt to recycle path; not to RP.
Debug ip icmp will be mute

cisco W ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Reassembly of For-Us Packets
- (e.g. large ICMP Echo Request-Reply)

Packet Packet Recycled Packet Injected
Consumed

ICMP Echo Request

Input Fragment 2 Input Fragment 1
Output Fragment 2 Output Fragment 1

ICMP Echo Reply

0 Gi3 Gi3 CONS Packet Consumed
1 Gi3 <none> CONS Packet Consumed Silently

2INJ.9 <none> CONS Packet Consumed Silentl
3 internal0/0/recycle:0 Gi3 FWD —
4 internal0/0/recycle:0 Gi3 FWD

(oo

cisco M ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Virtual Reassembly of Pass-Thru Packets
+ (e.g. with NAT)

I Input Fragment 1 I

..
Input Fragment 2 Input Fragment 1 —_— Output Fragment 2 | Output Fragment 1

Start :82194827793981 ns (01/26/2018 13:09:49.929627 UTC)
. . Stop :82194827909191 ns (01/26/2018 13:09:49.929742 UTC)
0Gi3 Gi4  FWD Total system time = 115260

1Gi3 Gi4 FWD VFR Lapsed time : 743813 ns

Start : 82194827911554 ns (01/26/2018 13:09:49.929745 UTC)
Stop :82194827947614 ns (01/26/2018 13:09:49.929781 UTC)
Total system time = 36060

VFR Lapsed time : 298093 ns

Fragment 1 enters and is processed until VFR. Then the packet freezes.
Fragment 2 enters until VFR at which point Fragment 1 is released and processing continues.

cisco M ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Reassembly of GET-VPN Packets (|

Input Fragment 1

Input Fragment 1 gee =

Keature: IPV4(Input)
Feature: DEBUG_COND_INPUT_PKT

Feature: IPV4_INPUT_DST_LOOKUP_CONSUME [O Gi3 (no conclusion yet) ]
Feature: IPV4_INPUT_FOR_US_MARTIAN
Feature: IPSec

Action : DECRYPT

SA Handle : 5

SPI 1 0xc4770522

Peer Addr : 192.168.0.0

Local Addr: 192.168.0.0
Feature: IPV4_INPUT_IPSEC_CLASSIFY

Entry . Input - 0x816a0e3c

Input . GigabitEthernet3

Output : <unknown>
\_apsed time : 291560 ns

cisco L‘V& ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Reassembly of GET-VPN Packets (lI)

Reassembled Packet
Input Fragment 1 Input Fragment 2

— =

Input Fragment 2 [ s 2 =

Feature: IPV4(Input)
Feature: DEBUG_COND_INPUT_PKT

Feature: IPV4_INPUT_DST_LOOKUP_CONSUME ]

Feature: IPV4_INPUT_FOR_US_MARTIAN 1 Gi3 <none> CONS Packet Consumed Silently
Feature: IPV4_INPUT_IPSEC_CLASSIFY
Entry : Input - Ox816a0e3c
Input : GigabitEthernet3
Output  : <unknown>
Lapsed time : 442360 ns

cisco L‘V& ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Reassembly of GET-VPN Packets (lll)

Reassembled Packet

Input Fragment 1 Input Fragment 2

Feature: IPV4_INPUT_IPSEC_INLINE_PROCESS

Entry  :Input - 0x8166b250 [O Gi3 (no conclusion yet) ]
Input : GigabitEthernet3
Output  : <unknown>

Lapsed time : 882533 ns

cisco L‘V& ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Reassembly of GET-VPN Packets (IV

Reassembled Packet
Input Fragment 1 Input Fragment 2

Feature: IPVA_INPUT_IPSEC_RERUN_JUMP
Feature: IPVA_INPUT_SANITY_EXT

Feature: IPVA_INPUT_ARL_EXT

Feature: IPVA_INPUT_IPSEC_POST_PROCESS_EXT
Feature: IPVA_INPUT_DST_LOOKUP_ISSUE_EXT
Feature: IPVA_INPUT_SRC_LOOKUP_ISSUE_EXT
Feature: IPVA_INPUT_IPSEC_DOUBLE_ACL_EXT —
Feature: IPV4_INPUT_DST_LOOKUP_CONSUME_EXT [0 Gi3 Gi5 FWD ]
Feature: IPVA_INPUT_SRC_LOOKUP_CONSUME_EXT
Feature: IPVA_INPUT_FOR_US_EXT

Feature: IPVA_IPSEC_FEATURE_RETURN_EXT
Feature: IPV4_INPUT_LOOKUP_PROCESS

Feature: IPVA_INPUT_IPOPTIONS_PROCESS

Feature: IPVA_INPUT_GOTO_OUTPUT_FEATURE
Feature: CBUG_OUTPUT_FIA

Feature: IPV4_VFR_REFRAG

Feature: IPVA_OUTPUT_L2_REWRITE

Feature: IPV4_OUTPUT_FRAG

Feature: IPV4_OUTPUT_DROP_POLICY

Feature: DEBUG_COND_OUTPUT_PKT

Feature: MARMOT_SPA_D_TRANSMIT_PKT

=== Output Packet (decrypted reassembled)

cisco L‘V& . #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Reassembly of Overlay VPN Packets (l) -

e.g.

FlexVPN

Input Fragment 1

Input Fragment 1 gee =

Feature:
Feature:
Feature:
Feature:
Feature:
Feature:
Feature:
Feature:

IPV4(Input)

DEBUG_COND_INPUT_PKT

IPV4_INPUT_DST_LOOKUP_CONSUME [O Gi3 (no conclusion yet)

IPV4_INPUT_FOR_US_MARTIAN
IPVA_INPUT_LOOKUP_PROCESS
IPVA_INPUT_IPOPTIONS_PROCESS
IPVA_INPUT_GOTO_OUTPUT_FEATURE
IPVA_INPUT_IPSEC_TUNNEL_FORUS_EXT

CIsco L&V&_/ #Ciscolive

BRKTRS-3475
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Reassembly of Overlay VPN Packets (ll)

Reassembled Packet
Input Fragment 1 Input Fragment 2

==
e

[NRHECTNCP  ———

N—

Feature: IPV4(Input)

Feature: DEBUG_COND_INPUT_PKT 1 Gi3 <none> CONS Packet Consumed Silently ]
Feature: IPV4_INPUT_DST_LOOKUP_CONSUME

Feature: IPV4_INPUT_FOR_US_MARTIAN

Lapsed time : 258953 ns

cisco L‘V& ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Reassembly of Overlay VPN Packets (|l

Reassembled Packet

Input Fragment 1 Input Fragment 2

/Feature: IPV4_INPUT_LOOKUP_PROCESS

Feature: IPV4_INPUT_IPOPTIONS_PROCESS
Feature: IPV4_INPUT_GOTO_OUTPUT_FEATURE
IPVA_INPUT_IPSEC_TUNNEL_FORUS_EXT
Feature: IPSec

Action : DECRYPT

SA Handle : 7

SPI : 0x209cd024

Peer Addr: 172.18.1.6

Local Addr: 172.18.1.5
Feature: IPVA_INPUT_IPSEC_CLASSIFY_EXT

Entry : Input - 0x816a0e3c

Input : TunnelO

Output  : <unknown>

Lapsed time : 10246 ns

\Feature: IPV4_INPUT_IPSEC_INLINE_PROCESS_EXT /

[O Gi3 (no conclusion yet) ]

cisco L‘V& . #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Reassembly of Overlay VPN Packets (IV

Reassembled Packet
Input Fragment 1 Input Fragment 2

9@
e P Output Packet (decrypted reassembled)

eature: IPV4_INPUT_IPSEC_TUNNEL_RERUN_JUMP_EXT
Feature: IPV4_INPUT_SANITY_EXT

Feature: IPV4_INPUT_ARL_EXT

Feature: IPV4_INPUT_IPSEC_POST_PROCESS_EXT
Feature: IPV4_INPUT_DST_LOOKUP_ISSUE_EXT
Feature: IPV4_INPUT_SRC_LOOKUP_ISSUE_EXT
Feature: IPV4_INPUT_IPSEC_DOUBLE_ACL_EXT
Feature: IPV4_INPUT_DST_LOOKUP_CONSUME_EXT
Feature: IPV4_INPUT_SRC_LOOKUP_CONSUME_EXT
Feature: IPV4_INPUT_FOR_US_EXT

Feature: IPV4_IPSEC_FEATURE_RETURN_EXT
Feature: IPV4_INPUT_TUNNEL_IPSEC_DECAP_EXT
Feature: IPV4_TUNNEL_PROTECT_GOTO_INPUT_TUNNEL_EXT
Feature: IPV4_INPUT_DST_LOOKUP_ISSUE

Feature: IPV4_INPUT_ARL_SANITY

Feature: CBUG_INPUT_FIA

Feature: DEBUG_COND_INPUT_PKT

Feature: IPV4_INPUT_DST_LOOKUP_CONSUME
Feature: IPV4_INPUT_FOR_US_MARTIAN

Feature: IPV4_INPUT_LOOKUP_PROCESS

Feature: IPV4_INPUT_IPOPTIONS_PROCESS

Feature: IPV4_INPUT_GOTO_OUTPUT_FEATURE
Feature: IPV4_VFR_REFRAG

Feature: IPV4_OUTPUT_L2_REWRITE

Feature: IPV4_OUTPUT_FRAG

Feature: IPV4_OUTPUT_DROP_POLICY

: MARMOT_SPA_D_TRANSMIT_PKT

[0Gi3 G5 FWD )

cisco L‘V& ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Packet Tracing Ressources - try it yourself

- Tech Zone Article (with examples)

« https://www.cisco.com/c/en/us/support/docs/content-
networking/adaptive-session-redundancy-asr/117858-technote-asr-
00.html

« CCO Documentation
. https://www.cisco.com/c/en/us/td/docs/routers/asr1000/configuration/q

uide/chassis/asrswcfqg/Packet Trace.html

cisco M ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 45
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Network wide troubleshooting: NWPI

cisco M/
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A problem occurs

Calling helpdek
Discovering either Source IP or application in use
[Site], [VPN], [APP] or [ SRC IP]

My application is
slow

Current workflow:

* Log manually into the first router and troubleshoot

» Discover next nop

* Log manually into the second router and troubleshoot
* Repeat... until finding the device that is culprit

+ What if the issue is on the internet? How do | know?

cisco M-/ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Set a condition 2
Start tracing [Site1 [VPN], [APP)

How to Get Started | F2
able DNS Domain Discovery (D Selected trace: trace_656 (Trace Id: 6
Trace Name: Trace Duraticn (minutes):
Filters:
Site ID{*). VEN(*) Source Address/Prefix (0] Destination Address/Prefix: (D) © Application (D (O Application Graup

2 VRN -1 v 192188.12.254 egva
Advanced Filters: >
Monitor Settings: >
oupw Tools - Network Wide Path Insight

Start Trace

Trace id: 656

Start Time: Wed Jun 15 2022 10:27:28 GMT-0700 (Pacific Daylight Time)
Source Site: 12

=== = Device List ==:
Device IP: 172.16.255.12
Status: success
Message: Trace Starting

cisco La//&/
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Append metadata on traffic and trace / stream

LAN

Packet

#CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Tracing based on metadata and outcome
streaming - Transitive Condition

+ .

//' I After processing of the metadata,
s Z: the router will trace the packet and
< : steam the information to vManage

cisco W-— BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Tracing based on metadata and outcome
streaming

After processing of the metadata,
the router will trace the packet and
steam the information to vManage

LAN é | m ~LAN
s g \B/ . Packet

cisco L‘V& ./ #CiscoLive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Reusing Common Flow table to discover return
flows

Netflow table ( aka common flow table or CFT)
2 lookup to discover returning flow and activate
& 5, \“?@ tracing / metadata encapsulation

LAN

Packet

cisco Lz//&/
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Traced flow insights - advanced

[Site], [VPN], [APP] view

Vv INSIGHT VANCED VIEWS Selected trace: trace_656 (Trace Id: 656)
Flow Trend Upstream Feature Downstream Feature Geography Selected Flow Id: 1
—

Chart Metrics v Flow Direction v Navigate to Event Refresh Tm 10m 30m 1h 2h 5h Custom
Upstream Downstream Legend
2 Upstream
o o ® Event
= €
2 g 1
@ @ cedge2(MPLS) ->
cedge9(MPLS)
0D = .o 0 - oo
Downstream
5 20
> > ® Event
9 9
2 c
z PP g cedge9(MPLS) ->
- - cedge2(MPLS)
0 0
2 2
b3 s
=g £1
0 0
2 2
2 a
o o
3 3
zf! z 1
< <
= =
0 0
- 1o o 2
4 4
< <
= =
a a1
2 ¥
S g
] 0
Jun 15, 10:28 Jun 15, 10:28 Jun 15, 10:28 Jun 15, 10:28 Jun 15, 10:28 Jun 15, 10:28 Jun 15, 10:28 Jun 15, 10:28 Jun 15, 10:28 Jun 15, 10:28

Packet

- ———
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Traced flow insights - advanced view - downstream

features

0 0

Hostnamd: cedge2 Event List: ~ PATH_CHANGE v @

Version: 17.08.01.0.1181, Input: GigabitEthernet2, Output: GigabitEthernet @

SN
Expand All Features

s

Hostname| cedgeg

Event List:

ersion: 17.08.01.0.1181, Input: GigabitEthernet1, Output: GigabitEthernet2 @

o

PATH_CHANGE Expand All Features

v O

Ingress Feature

Egress Feature

Ingress Feature

Egress Feature

® Ingress Report ® NBAR

(5 SDWAN ACL IN >> View Policy << ® IPSec

(® NBAR (® SDWAN QoS Output

® SDWAN App Route Policy >> View Policy << II ® QOS »> View Policy <<

(©) SDWAN Forwarding ® Transmit Report

() SDWAN Forwarding

® NBAR

(©) SDWAN Data Policy OUT > View Policy <<

® NBAR

@ Transmit Report

cisco Lz//&/
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Traced flow insights - advanced view - downstream
features

cedge? || Eventlist: PATH_CHANGE Ml6)

Hostnam
Version: 17.08.01.0.1181, Input: GigabitEthernet2, Output: GigabitEthernet @

Expand All Features

o

s

Event List: ~ PATH_CHANGE v @ Expand All Features

Hostname| cedgeg

o

Ingress Feature

Egress Feature

: Fersion: 17.08.01.0.1181, Input: GigabitEthernet1, Output: GigabitEthernet2 @
Ingress Feature Egress Feature

® Ingress Report
() SDWAN ACL IN >> View Policy <<

® NBAR

Mg
® SDWAN App Route Policy >> View Policy <<

® SDWAN Forwarding

@ NBAR
® IPSec
® SDWAN QoS Output
@ QOS > View Policy <<

& Transmit Report

() SDWAN Forwarding

® NBAR

Direction
Action

Pak Priority
Priority
Queue ID

PAL Queue ID
Queue Limit
WRED enabled

Inst Queue len
Avg Ouo 1o

© QOS >> View Policy <<

: Egress

: FwD

: FALSE

: FALSE

1 119 (8x77)
: 1073741831 (0x40000007)
1 64

: FALSE
)

-

Policy name
Class name
Child Class

: shape_GigabitEthernetl
: class-default
: class-default

(©) SDWAN Data Policy OUT > View Policy <<

® NBAR

@ Transmit Report

cisco Lg{/&/
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[Site], [VPN], [APP]

Traced flow insights - advanced view - Geography
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A glimpse In the
future

NWPI| Phase |l
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Flow level readout of

Flow Readout

Feature Insight

race Id: 3808 Flow Id: 59903

Upstream Hop 0 - Device Nai

Path Insight

me: SJC-Branch

Path Decided By:

IP Lookup CEF Candidate Paths: 2
SJC-Branch | SDWAN SESSION (IPSEC)
Destination Addr: RTP-Hubl
16.5.1.48 Remote Color: MPLS
Match Route System IP: 131.13.253.31
16.0.0.0/8 Local Color: MPLS

Route Info
Source; omp
Preference: 251
Metric: 0

Local Interface: GigabitEthernet3

SDWAN SESSION (IPSEC)
RTP-Hub1l

Remote Color: PUBLIC_INTERNET
System IP: 131.13.253.31

Local Color: PUBLIC_INTERNET

Downstream Hop 0 - Device

IP Lookup

Local Interface: GigabitEthernet4

—

Name: RTP-Hub1l

CEF Candidate Paths: 2

RTP-Hubl
Destination Addr:
48.0.0.23

Match Route:
48.0.0.0/8

| SDWAN SESSION (IPSEC)

SJC-Branch

Remote Color: PUBLIC_INTERNET
System IP: 131.13.253.32

Local Color: PUBLIC_INTERNET
Local Interface: GigabitEthernet4

Route Info
Source: omp

Preference: 251
Metric: 0

SDWAN SESSION (IPSEC)
SJC-Branch

Remote Color: MPLS

System IP: 131.13.253.32

Local Color: MPLS

Local Interface: GigabitEthernet3

Path Decided By:

)

cisco Lz/&/

Path Insigh

Upstream Hop 1 - Device Name: RTP-Hubl

»

Path Decided By:

Final Path: IP Lookup CEF Candidate Paths: 1
SDWAN SESSION (IPSEC) RTP-Hubl SERVICE LAN
RTP-Hubl Destination Addr: Local Interface: GigabitEthernet6
Remote Color: MPLS 16.5.1.48
System IP: 131.13.253.31 Match Route:
Local Color: MPLS 16.0.0.0/8

Local Interface: GigabitEthernet3

Route Info
Source: static
Preference: 1
Metric: 0O

Downstream Hop 1 - Device Name: S)C-Branch

],_,.

Final Path:

SERVICE LAN
Local Interface: GigabitEthernet6

Path Decided By:

-

Final Path: IP Lookup CEF Candidate Paths: 1
SDWAN SESSION (IPSEC) SJC-Branch SERVICE LAN
SJC-Branch Destination Addr: Local Interface: GigabitEthernet6
Remote Color: PUBLIC_INTERNET 48.0.0.23
System IP: 131.13.253.32 Match Route:
Local Color: PUBLIC_INTERNET 48.0.0.0/8

Local Interface: GigabitEthernet4

Route Info
Source: static
Preference: 1
Metric: 0
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Final Path:
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SERVICE LAN
Local Interface: GigabitEthernet6

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

60



verview Readout

Overview App Performance Insight Traffic & QoS Insight Event Insight

Trace ID: 3696
Applications Events
SERVER_NO_RESPONSE: 58 flows

webex-meeting: 571 flows SLA_VIOLATION: 508 flows
ms-office-web-apps: 949 flows /

\!

ssl: 2524 flows \

ncube-Im: 1023 flows —
google-services: 1239 flows

exchange: 3171 flows ~— dns: 27262 flows

Z

http: 18696 flows
i FIF_DPI_NOT_CLASSIFIED:

12140 flows
Events: ‘ W
Hotspot Issue:
SLA_VIOLATION:
impacted 279 sip flows H H
81 flows: RTP-Hub1:MPLS to SJC-Branch:MPLS, 5/22/2022, 10:11:04 PM ~ 5/22/2022, 10:57:38 PM IO atl O r
policy: AAP_COLOR_3G-yicliu-cxp, type: approute, sequence: 61, SLA Class: Voice-And-Video *

80 flows: SJC-Branch:PUBLIC_INTERNET to RTP-Hub2:PUBLIC_INTERNET, 5/22/2022, 10:11:15 PM ~ 5/22/2022, 10:57:28 PM
policy: AAP_COLOR_3G-vyicliu-cxp, type: approute, sequence: 61, SLA Class: Voice-And-Video

77 flows: RTP-Hub1:MPLS to NYK-Branch:MPLS, 5/22/2022, 10:11:04 PM ~ 5/22/2022, 10:57:38 PM
policy: AAP_COLOR_3G-yicliu-cxp, type: approute, sequence: 61, SLA Class: Voice-And-Video

77 flows: SJC-Branch:PUBLIC_INTERNET to RTP-Hub1:PUBLIC_INTERNET, 5/22/2022, 10:11:55 PM ~ 5/22/2022, 10:57:08 PM
policy: AAP_COLOR_3G-yicliu-cxp, type: approute, sequence: 61, SLA Class: Voice-And-Video

76 flows:

olic
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Overview Readout

Overview App Performance Insight Traffic & QoS Insight

Trace ID: 3808
Applications

citrix: 572 flows

ncube-Im: 908 flows —

-
unknown: 1130 flows ~—
ssi: 1888 flows

exchange: 3846 flows

~— dns: 27169 flows

~

http: 22947 flows

Event Insight

Events

SLA_VIOLATION: 561 flows

SERVER_NO_RESPONSE: —
431 flows

QOS_CONGESTION: 4909 flows

~ LOCAL_DROP: 15432 flows

FIF_DPI_NOT_CLASSIFIED:
14481 flows

A_VIOLATION x | WAN_DROP x

Events: -l S_CONGESTION x

Hotspot Issue:
Local Drop over 5%:
impacted 7486 http flows

7486 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS, 5/23/2022, 9:30:32 AM - 5/23/2022, 10:28:32 AM

drop cause: MplsFragReq,TailDrop
3 flows: SJC-Branch to 0.0.0.0, 5/23/2022, 9:30:32 AM - 5/23/2022, 9:30:32 AM
drop cause: MplsFragReq
impacted 3711 dns flows

3711 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS, 5/23/2022, 9:36:22 AM ~ 5/23/2022, 10:22:45 AM

drop cause: TailDrop
impacted 1681 exchange flows

1681 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS, 5/23/2022, 9:30:32 AM ~ 5/23/2022, 10:24:17 AM

drop cause: MplsFragReq,TailDrop
impacted 957 ssl flows

957 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS, 5/23/2022, 9:30:32 AM ~ 5/23/2022, 10:28:01 AM

drop cause: MplsFragReq,TailDrop

imnartad £10 unknown flowe

cisco M/
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App Performance Insight

Jitter(

2k

CND/SND(ms)
=

09:50

09:55

10:00

10:05

10:10

10:15 10:20 10:25

o Jitter

09:50

09:55

10:00

10:05

10:10

-#- CND(Client Network Delay) -+- SND(Server Network Delay)

App Performance Insight snapshot:Thursday, May 19, 2022 at 10:37:19 AM GMT+08:00

l.-.m.-m

pop3
adobe-services.

cisco La//&/

SJC-Brafth:MPLS

;_INTERNET

Upstream Application Performance(PPS)

Good(8-10)

RTP-Hub1:MPLS

RTP-Hub1 :Pt!.u:_wmmsr
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10:30 10:35 10:40 10:45

Poor(0-5)

GoodB-10) LAN Side(via RTP-Hub1:Gig]]
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Event Insight

3
a 4 v -
09:50 10:10 10:15 10:20 10:25
@ HIGH DROP RATE @ SLA VIOLATION @ QOS_CONGESTION @ FLOW_ASYMMETRY
Event Insight snapshot. Thursday, May 19, 2022 at 10:00:55 AM GMT+08:00
Event: A4
Upstream Flow Event(Flow Count)
-analytics
L SJC-Branch:Py Intemet()
QoS Congestion
— SaaS(via RTP-Hub1:PUBLIC_I
“ No QoS
ms-live-accounts
RTP-Hub:MPLS
facebook

cisco Lz//&/
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QoS Insight

Resource Group Tools + Network Wide Path Insight o=@

Overview App Performance Insight Traffic & QoS Insight Event Insight w«
Trace ID: 3888
Devices: = SJC-Branch x - B FkiKbils

£

z\ o - - - - - - - - - a - - - - - - -

-]

‘s

o

17:30 17:31 1732 17:33 17:34 17:35 17:36 17:37 17:38 17:39 17:40 17:41 17:42 17:43 17:44 17:45 17:46
& Pkt Drop Rate (%)
Applications: -
VPNs: A
Interfaces: -
Queues: -
Forward/Drop: -
Traffic & QoS Insight snapshot:Tuesday, May 24, 2022 at 5:46:13 PM GMT+08:00
Details for QoS App (pps)
GigabitEthermnet2 :
nknawn ; 64
VPN 0 (BFD, Contrél TLOG-ext, ..} : 55
defaul: 77
‘GigabitEthernetd : 72
Forward : 8
VPN : 38 ‘ -

7
GigabitEthernetd : 16

‘Queued
. : um—miunmzo: ]

cisco '&_/
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QoS Insight

cisco Li/&/

Trace ID: 3808

Devices: ‘SJD-Bmm:h L

a0

QoS Drop Rate (%)
]

=

09:35 0840 09:45 0950 09:55 10:00 10:08

o~ Pkt Drop Rate (%)

10:10 10:15

B PriKbits

10:20 1025

(ONROSIRY --- :[ :crvco [ o [ -uso T o x [ 1 e

e N

x | GigabitEthernet3 x

Interfaces: [ Gi

T T

T . T ]

Traffic & QoS Insight snapshot:Monday, May 23, 2022 at 10:21:20 AM GMT+08:00

Details for QoS App (pps)
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Show platform
resources

cisco M/




Resources: simplified view

cat8000v#show platform resources
**State Acronym: H - Healthy, W - Warning, C - Critical

[ Chassis ][ SDWAN

Resource Usage Max Warning Critical State Manager
RPO (ok, active) H [ Forwarding Manager
Control Processor 27.44% 100% 80% 90 H
DRAM 4122MB (52%) 7897MB 88 93 H Linux Kernel
ESPO (ok, active) H
QFP H
DRAM 188960KB (36%) 524288KB 85% 95% H f \
IRAM 207KB (10%) 2048KB 85% 95% H ESP (FECP Chassis Manager 0
CPU Utilization 1.00% 100% 90% 95% H
B4Q Pool 124 5KB (0%) 1587KB 75% 85% H —~ Forwarding Manager
B4Q Pool 128 2KB (0%) 1966KB 75% 85% H Dri
[ % o rivers
B4Q Pool 256 8KB (0%) 3932KB 75% 85% H Linux Kernel
B4Q Pool 512 15KB (0% 5767KB 75% 85% H \
B4Q Pool 1024 43KB (0%) 8155KB 75% 85% H Ve ~N
B4Q Pool 1536 54KB (0%) 9678KB 75% 85% H oLy QFP Crypto
B4Q Pool 2048 58KB (0%) 8634KB 75% 85% H Bl u BQS Assist
B4Q Pool 4096 128KB (1%) 8260KB 75% 85% H k (v »
B4Q Pool 10240 230KB (3%) 6470KB 75% 85% H
B4Q Pool 16384 0KB (0%) 1296KB 75% 85% H SIp
B4Q PMD 8553KB (3%) 236544KB 75% 85% H I(OCP . 1)
Chassis
SPA Driver Manager
[ Linux Kernel ]
3 /)
[ SPA ][ SPA ][ SPA ]
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Software
Architecture
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|OS-XE SW ArchitecCtug&oo-cassoo

108
Forwarding Manager

QFP process
Crypto inline except 4300/cat8x00/VM’s on NFVIS

FMAN-FP

l QFP Drivers
QFP Control process

DMI/NESD/NETCONF SDWAN daemons
Forwarding Manager
FMAN-RP

Chassis Manager

' Forwarding Manager
m Linux Kernel

s

Note: only a few
platforms shown

F Chassis
SPA Driver Manager

S SPAJ
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J QFP Drivers

DMI/NESD/NETCONF ] { SDWAN daemons ]

Forwarding Manager
FMAN-RP

Linux Kernel }

Note: only a few
platforms shown

F Chassis
e Similar a SPA Driver Manager
’ [ Linux Kernel ]

[ SPA ] [ SPA ] [ SPA ])

ternal crypto
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Wrapping up...
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New Debugging Strategy

Wg CanDo It!

), = “N'_
| :

cisco M/

I

|OS Control Plane

- show interface, sh
- Feature debugging

ip route, show bgp ... |

~+ Unified show commands
- Platform show commands
- Future: control plane conditional debugging

Data Plane

- Packet Tracer

- Forwarding plane conditional debugging
- Embedded Packet Capture
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Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.
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Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

oo

T Learn =8 Train @=] Certify

A
@ @® ® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and
IT learning hub that guides teams Intensive team & individual automation Specialist Certifications
and learners toward their goals and technology training programs Award-winning certification
program empowers students
Cisco Digital Learning Cisco Learning Partner Program and IT Professionals to advance
Subscription-based product, technology, Authorized training partners supporting their technical careers
and certification training Cisco technology and career certifications
Cisco Guided Study Groups
Cisco Modeling Labs Cisco Instructor-led and 180-day certification prep program
Network simulation platform for design, Virtual Instructor-led training with learning and support
testing, and troubleshooting Accelerated curriculum of product,

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

technology, and certification courses

Cisco Learning Network
Resource community portal for
certifications and learning

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

cisco L‘V&-/ #Ciscolive BRKTRS-3475 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



Continue
your education

Cisco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand
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CISCO The bridge to possible

Thank you
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