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Cisco Webex App 

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 17, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#PSOSEC-1021
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• How to define Zero Trust?

• Cisco's recommended strategy

• Key requirements 

• How Cisco delivers Zero Trust

• Cisco's Zero Trust rollout

• Next steps
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The old 
security model 
no longer works

‣ Move to the cloud
Lack of visibility and control

‣ Hybrid work
Increased attack surface

‣ Advanced threats
Malware as-a-service, nation state actors 
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Zero Trust means 
different things to 
different people

It’s endpoint security

It’s firewall

It’s identity

It’s ZTNA

It’s segmentation

PSOSEC-1021 6
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Zero Trust 
Principles
The basics

‣ Never assume trust

‣ Always verify

‣ Enforce least privilege

PSOSEC-1021 7
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Cisco believes 
Zero Trust 
must be defined 
holistically

Zero Trust

Features

Capabilities

Strategy

Platform

Principles

Technologies
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Embed Zero Trust
across the fabric of your 
multi-environment IT…Cisco’s 

Recommended 
Zero Trust 
Strategy

…to protect the integrity 
of your business by
securing access in a way 
that frustrates attackers, 
not users.

PSOSEC-1021 9
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Strong 
Security

Drags Down Execution
Users bogged down by 
access requirements

High 
Productivity

Creates Risk Exposure
No constraints 

on the users

Greater Business Security
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Today’s 
trade-off is 
holding back 
Zero Trust
Security vs. Productivity

PSOSEC-1021 10



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Zero Trust 
“Sweet Spot”
Strong Security AND 

High Productivity
Empower users to 
do the right thing —

security is everyone’s 
business

Strong 
Security

Drags Down Execution
Users bogged down by 
access requirements

High 
Productivity

Creates Risk Exposure
No constraints 

on the users

Greater Business Security
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Eliminate the 
trade-off
Frustrate attackers, not users

High Risk —
High Friction
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Faster 
Threat Response

Better 
Security

Higher 
Performance

90%
Increase in 
SOC efficiency3

191%
ROI2

45–50%
Decreased risk and cost 
of data breach1

There is value in 
getting Zero Trust right

Source:
1. TEI (Total Economic Impact) study of Cisco’s integrated security platform
2. TEI (Total Economic Impact) study of Cisco’s network access control solution
3. TEI (Total Economic Impact) study of Cisco’s integrated security platform
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The ability to protect the 
integrity of every aspect 
of the business to 
withstand unpredictable 
threats or changes…

Getting Zero 
Trust right is 
essential for 
Security 
Resilience

…and emerge stronger

PSOSEC-1021 13
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What it takes to get Zero Trust right
Zero Trust requirements

Establish 
Trust

Enforce    
Trust-Based 
Access

Continuously 
Verify Trust

Respond 
to Change 
in Trust

PSOSEC-1021 14
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Establish trust
Remote user trying to access a 
cloud app from their device

User starts 
authentication

1

User is verified, device 
posture is checked, and 
device trust is validated

2

User gains the
right access and 

session

3

• Frictionless access – authenticate in seconds, 
least number of clicks

• Jumpstart zero trust, adoption in days - SaaS 
deployment, users enroll in few easy steps

• Reduced help desk tickets – user self-
enrollment, self-service to update and reset 
devices

High ProductivityStrong Security
• Multi-factor authentication (MFA) – Broadest 

range of MFA options such as push, calls, SMS, 
biometrics, wearables, passwordless, tokens

• Device Trust – device risk level, compliance, 
management and compromise status

• Adaptive policies – Global, App & Group level access 
to 100's of apps based on verified business need
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Enforce Trust-Based Access 
Remote user trying to access a 
private application without VPN

User needs to 
access private app 
from managed or 

unmanaged device

1

User is not required 
to use a VPN

2

User gets 
access only to the 
necessary apps

3

• Access apps without latency – VPN-less access

• Consistent, frictionless access experience – Reverse 
access proxy, cloud and on-premise implementation 
options

• Instant access to Cloud and on-premise apps -
Single-sign-on (SSO) integration

High ProductivityStrong Security
• Explicit trust – Default closed access model with 

access on a per-app basis

• Secure highly used and high-risk protocols – RDP 
and SSH

• Secure BYOD – device posture assessment for 
unmanaged devices
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Continuously verify trust 
Remote user and device 
behavior impacts trust levels

User is already 
authenticated and 
using the Box app

1

Firewall is 
disabled. Trust is 
lost. Access to 
Box is revoked

2

User is prompted to 
re-enable firewall to 
regain access to Box

3

• Uninterrupted work – session extension for high trust

• IT efficiency – automatic access revocation

• Expedited restoration of  access – User self-service 
remediation

High ProductivityStrong Security
• Shared Signals – device posture, disabled security 

features, vulnerabilities, etc.

• Contextual awareness – GeoIP, Wi-Fi fingerprint, 
authentication history, etc.

• Session control - integration with Cisco apps and 
third-party apps such as Box and Webex.
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Respond to change in trust 
User’s device potentially 
compromised

Analyst immediately 
investigates event to 

detect potential breach 
in progress

4

• Accelerate threat response - Unified visibility, 
aggregation and correlation of data across entire 
environment

• Uninterrupted work – BYOD support

• Accomplish more with current teams - Playbooks, 
workflows, and playbook-driven automations 

High ProductivityStrong Security
• Early breach detection - Immediate notification of 

changes in trust, integrated threat intelligence

• Quickly pinpoint incident scope and origin - Forensic 
analysis, file and device trajectory

• Prevent data theft and lateral movement – Device 
isolation

User is already 
authenticated and 
using the Box app

1

Firewall is 
disabled. Trust is 
lost. Access to 
Box is revoked

2

User is prompted to 
re-enable firewall to 
regain access to Box

3
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Risk Based Authentication Session Trust Analysis

Implementation of Zero Trust Principles

“Never assume trust, always verify”

User starts 
authentication

User gains the right 
access and session

User works securely from 
any device or location

Continuous Trusted Access
Our vision to achieve frictionless Zero Trust

Learn more:
Blog: https://duo.com/blog/evolving-our-strategic-
vision-to-continuous-trusted-access

https://duo.com/blog/evolving-our-strategic-vision-to-continuous-trusted-access
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Cisco’s Zero Trust capabilities

• User / device / service 
identity 

• Posture + context

• Risk-based 
authentication 

• Micro-segmentation

• Unified access control

• Least privilege + 
explicit trust

• Re-assessment of trust

• Indicators of compromise

• Shared signals

• Behavior monitoring — threat 
and non-threat activity

• Vulnerability management

• Prioritized incident 
response

• Orchestrated 
remediation

• Integrated + open 
workflows

Establish 
Trust

Enforce    
Trust-Based 
Access

Continuously 
Verify Trust

Respond 
to Change 
in Trust

User & Device
Security

Network & Cloud 
Security

Application & Data 
Security
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Sharing signals across all control points

User & Device
Security

Network & Cloud 
Security

Application & Data 
Security

• Duo
• Secure Endpoint
• Kenna Security

• Identity Services 
Engine (ISE)

• Umbrella
• Secure Firewall
• Secure Network 

Analytics

• Secure Workload
• Secure Cloud 

Analytics

Enforce zero trust policies across the broadest set of control points

Establish 
Trust

Enforce    
Trust-Based 
Access

Continuously 
Verify Trust

Respond 
to Change 
in Trust
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Key Zero Trust Strengths

Campus | Data Center | Cloud | Edge
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Cisco Talos Threat Intelligence & Response
Threat Research | Incident Response Services

Detection & Response
Observability | Prioritization | Investigation | Orchestration | Automation

Advanced Services
Design | Deploy |  Optimize

Cisco Secure Platform

Delivering Zero Trust to meet you where you are

User & Device 
Security

Network & Cloud
Security

Application & Data 
Security

Establish Trust
Visibility and contextual awareness for making 
trust-level decisions — across both IT and OT

Enforce Trust-Based Access
Consistent unified policy-based verification -
people / apps / machines  

Continuously Verify Trust
Continuous trust adaptation based on 
changing risk

Respond to Change in Trust
Automated response across network / device / 
applications to spring back faster

PSOSEC-1021 22
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Frustrate Attackers, 
Not Users

Strong security AND 
high productivity

Meeting You Where 
You Are

Protect your multi-env IT 
ecosystem

Experience
You Can Trust

We are proof

The Cisco advantage
Why customers choose us 

Powering Security Resilience across the organization

PSOSEC-1021 23
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Cisco’s Journey
We’ve made our $50B 
global company a test-bed 
for Zero Trust

“It’s not often that you can say you are 
improving security while also improving 
the user experience, but that’s what we 
have achieved with this rollout.”

— Josephina Fernandez
Director, Security Architecture & Research, Cisco

170,000+ devices secured
5.76 million health checks/month 
86,000 devices/month remediated

410,000+ fewer VPN auths/month
Users no longer need the VPN for access to over 
100 applications (on-prem and SaaS)

100,000+ users onboarded
Only < 1% contacting helpdesk

5-month deployment timeline
From defining requirements in July to enterprise-
wide rollout of 98 countries in December

PSOSEC-1021 24
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Annual savings in 
employee productivity1

Annual savings in IT 
helpdesk support costs2

Potential compromises 
averted per month3

86K$500K$3.4M

Cisco’s Journey
Compelling ROI with the zero-trust model

Source: Cisco IT based on the implementation of a zero-trust framework
1. As a result of 410,000 fewer VPN authentications per year
2. With <1% users contacting IT help desk vs 7% for typical security 

technology rollouts
3. 86,000 vulnerable devices self-remediated/month based on 5.76M 

device health checks/month
PSOSEC-1021 25
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Cisco is Named a 
Leader in Zero Trust

The Forrester Wave™: Zero Trust extended 
Ecosystem Platform Providers, Q3 2020 

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are 
trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's 
call on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and 
comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester 
Wave. Information is based on best available resources. Opinions reflect judgment at the time and are 
subject to change.

“Cisco pushes the Zero Trust 
envelope the right way” 

PSOSEC-1021 26
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Let’s talk
What does Zero Trust mean to you?

Users

Can I connect to work 
apps from anywhere and 
any device?

How would my job be easier 
if all these security products 
worked together?

What type of devices are 
connecting to the network?

IT/ Network/ 
Security teams

Can we defend against 
potential threats?

How do we enable 
secure access to SaaS 
and on-prem apps?

Can we verify user identity 
when our teams are remote?

Business 
leaders

Can we roll out zero-trust 
policies without disrupting 
the business?

Would remote access 
slow me down?

PSOSEC-1021 27
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Next Steps

Sign up for a 
Cisco Zero Trust workshop at 
cisco.com/go/zero-trust-
workshops

‣ Define objectives:
Desired zero-trust outcomes 

‣ Perform gap analysis:
Current zero-trust challenges

‣ Draft roadmap:
Action plan for zero-trust strategy

PSOSEC-1021 28
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 

PSOSEC-1021 29
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify

PSOSEC-1021 30
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

PSOSEC-1021 31
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