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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session
How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 9, 2023.
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Collaboration

Collaboration Migration
to the Cloud

Learning Map

FINISH
=

BRKCOL-2062

BRKCOL-2047

Journey to Cloud and Open Platform. Webex Edge for Devices
together with Microsoft and Google. The art of the possible!

BRKCOL-2198

Deploying the Webex App to your Organization

BRKCOL-2063

Get your UC and Webex environments cloud ready and jump
start your transition to Webex Calling

BRKCOL-2265

Enabling Intelligent Workplaces for Hybrid Working

IBOCOL-2010

Cloud Connected UC: The Bridge to Migrate Your On-Premises
Solution to Webex Calling

BRKCOL-2062

Best Practices for a Successful Migration from Jabber
to the Webex App
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- Migration Journeys
- Migration Readiness

- Migration of Jabber
Workloads

- Control Hub Tools

- Migration Best Practices
- Pre-Migration
- Migration Prep & Migration

- Conclusion

BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



lcon Guidelines

The following icons are used to indicate the Collaboration workloads, deployments and

apps referenced throughout this presentation

On-Prem

Cloud

—

%@ UCM Messaging

LR R/
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pe=1N
-
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UCM Calling Deployment

Webex Calling Deployment

Multi-tenant

L /]
webex

“=q Webex Calling Deployment

Dedicated Instance

#CiscolLive

Apps

BRKCOL-2062

= Best Practice Recommendation

i Jabber

o Webex Meetings Desktop

App
(WDA)

O Webex App

s \Webex App

M=) (Meetings)*

* FFM = Full Featured Meetings
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Migration
Journeys
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Jabber to Webex App

UCM Calling

1

Org is enabled for “Full-Featured Meeting Experience”

Mobile devices still require Webex Meetings App,
Events (classic) still requires WDA

* Note: Other journeys are possible

Calling + W + UCM Calling
Messaging + e webex * Webex Messaging
Meetings % + Webex Meetings'
&)
Calling + > w + UCM Calling
Messaging GUCM webex + Webex Messaging
X:} .

Calling + > @ w + UCM Calling
Meetings cUCM webex + Webex Meetings'
Calling > % - UCM Calling

CUCM ‘

-
o o

Meetings webex = webex +  Webex Meetings'

cisco M/
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Recommend a 3-Phase Approach

Migration Ready

Pre-Migration

Prepare Webex Org and UC

environment for migration, setup base
org functionality, and verify access to

Webex services
+ Webex Org setup
- Licensing, User Provisioning
- Enable analytics
+ Network readiness

« Software upgrades

cisco Lg/&/

Y

Define/Configure workload services,

Migration Prep

app deployment plan and develop
migration plan/schedule

Messaging, meeting, calling
services & features

UCM user/contact extraction
Users, Client versions
Integration requirements
Planning & Testing

PoC/Pilot

#CiscolLive  BRKCOL-2062

Migration

Migration of users, apps & devices and
decommission of on-prem servers

End user adoption & training
Migration communication
Migrate users, apps & contacts

Decommission existing on-
premise UC infrastructure

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Migration
Readiness
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What does “Migration Ready” Mean”?

- Understand architecture and platform changes
- Review Pre-Migration activities

- Complete Pre-Migration activities:
- ALL required activities
- Any activities to meet your requirements

+ Become Migration Ready NOW!
Don’t wait until you start your migration project

cisco L‘V&-/ #Ciscolive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Protocol Purpose

HTTPS Webex Services/Visual Voicemail
SIP Softphone Mode

XMPP Message & Presence

LDAP Directory

SAML SSO Agreement

Active  Directory
Directory CO"’%

Network Requirements
User Login Experience

Components or Services
- Authentication Services

- Directory Services

- IM&P Servers

- Etc.

User Provisioning & Management

« Registration, Call Control, Configuration,
Software

Voice Service Discover (UCM Calling)
New or Changed Call/Traffic Flows

New Clients

BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Protocol
HTTPS
SIP
XMPP

Webex App with UCM Calling . LDAP

Active
D|rectory

Unity Webex App
Connection

Cisco

Purpose
Webex Services/Visual Voicemail
Softphone Mode
Message & Presence
Directory

SSO Agreement

Directory
Connector

BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Webex App with UCM Calling

Cisco

Protocol Purpose
HTTPS Webex Services/Visual Voicemail
Softphone Mode
Message & Presence
Directory

SSO Agreement

Directory
Connector

Active
D|rectory

Unity Webex App
Connection

BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Pre-Migration Activities

w
webex
Pre-Migration
« Create / Verify + Verify / Claim « Validate Network
Production Webex Domain(s) Connectivity
Org * Auto License * Security / InfoSec
o A_ddNerify Templates Approvals
Weznses + Claim users
* Deploy SSO

* User Provisioning
« Directory Sync

« Cloud-Connected + Configure Users’
uc Phone Numbers
« Verify/ Update
« Jabber Telemetry Internal / External

Voice Domains

- Validate DNS SRV
Records

» Link SA Webex
Sites & Users

« Deploy Hybrid
Calendar

Cisco M_/ #CiscoLive

« Verify Licenses
« Software Versions

* Authentication
Method

» SSO OAuth w/
Refresh Token
Flow Config

* MRA Deployment

« Verify / Update
Webex Site
version

+ Verify / Update
WDA version

BRKCOL-2062

Required Activity
Recommended Activity

Optional Activity
Migration Ready
B
> % wgex
CUCM
Migration Rollout &
Prep Decom

« Deploy Hybrid
Messaging

* XMPP & SIP
Federation

« Centralize IM&P
Clusters

All workloads &2 @ ®

UCM Calling ®

Messaging @

Meetings &2

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15
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Migration Readiness
Before beginning any transition, it is important to evaluate the existing deployment
and determine what needs to be completed before the migration can begin.
Understanding migration readiness and leveraging tools like readiness assessments
help to determine whether the existing environment is ready to be migrated and is
critical for a successful transition.

Table 1. Migration Readiness Information

Migration Migration Readiness Documentation

Webex Migrations - Customer Journeys & Readiness

As customers prepare to transition to Webex there are some pre-migration
activities that may need to be completed and others that should be
strongly considered to provide the best experience for administrators and
end users,

M |g ratlo N Re a d | ness G u |d e This document covers all the Migration Journeys from on-prem CUCM to
Webex for Messaging, Meetings and Calling (Unified CM or Webex
Migration Readiness Assessment

Calling) and identifies the readiness activities for each workload.

Use this document to understand all the workload journeys, the phases of
each journey and the pre-migration activities within each phase. In
(Includes Jabber to addition, it provides links to additional resources for the pre-migration
Webex App & UCM to aclivities, Information in this document will help the customer complete
Webex Calling) the Webex Migrations - Customer Readiness Assessment (see below).

Webex Migrations

Webex Migrations - Customer Readiness Assessment

As customers prepare to transition to Webex for Messaging, Meetings and
Calling (Unified CM or Webex Calling) this assessment document will help
to determine how ready they are for the migration.

By answering some questions about the customer's current Webex and
on-prem UC environment, deployment, and configurations, it will quickly
assess the required, recommended, and optional requirements for
transitioning to Webex and identify where the customer may need to take
some actions before starting their migration.

Cisco
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https://www.cisco.com/go/ct

Migration Readiness Assessment

Checks

. cisco

COLLABORATION TRANSITIONS

Customer Migration Readiness
Assessment Checks

Customer:

CTG Technical Marketing Engineering Team

- Use the Webex Migrations - Customer Readiness Assessment to verify

your readiness to migrate

COLLABORATION TRANSITIONS

Customer Migration Readiness Assessment Check
1) To start a new assesssment click the "Start” button in the Workloads table.
2) Select "Yes" or "No" for each Workload the customer is migrating. You MUST make a selection for each workload

3) In the 'Customer Status’ column select one of the dropdown answers for @ach question in both ‘Readiness Checks' tables based on customer’s current config

4) Use "NA" for any services or products not in use in the customer environment (e.g. Unity Connection)

1 Require

Readiness Checks

Workloads m

1 lling

a) On-prem UCM Calling
b) Webex Calling®

Have all Domain(s) been Ve

Have all Domain(s) been Claimed in C
Have Us med in Ci

Are Auto-1

Is MRA Tor

Is SS0 Enabled

1- Jabber to Webex App with UCM Calling
2 - On-prem UCM to Webex Calling**
** Jabber ta Webex App migration is req

Step 1

for:

Site Admin?
Unified CM?
Expressway?
Unity Connecti
sh Token Flow enabled for: *

Is same Authentication method configured for CUCM and CU
Are Us

rs Provisioned in Control Hub?

Step 2 Step 3

Relevant
Workloads

Customer
Status

Customer || Relevant

Status

Readiness Checks

s Directory Sync Enabled for user provi
ntrol Hub?

joning on: ~
12,10, 2,3

1alb, 2,3 Unified Cl
2 1a,1b, 2,3
No 1a.1b, 2,3 have Phone Numbers configured in Control Hub? !
No 1a,1b, 2,3 Is required software version installed on: !
Yes 12.1b,2,3 Unified CM (see cell note)?

Unity Connection (align with C
Are the Internal & Exten

1a

1a.1b, 2,3

18, 1b, 2

No 1a, 1b, 2
requi Yes/No 2
Is XMPP and/or SIP Federation required? And implemented? No/NA 2
Is Calendar Integration Configured? * No 3
Are Site ng sites | to Control Hub? Yes 3
Are Site Admin Meeling linked to Control Hub? Yes 3
Is Webex Meeting Site(s) on version 41.10 or later? ' Yes 3
Is Webex Meetings Desktop App (WDA) version 412 or later deployed? No 3

cisco Lz/&/
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https://www.cisco.com/c/dam/en/us/td/docs/solutions/PA/mcp/Webex_Migrations-Customer_Readiness_Assessment.xlsm

COLLABORATION TRANSITIONS

Customer Migration Readiness

Migration Readiness Assessment

CTG Technical Marketing Engineering Team

Results |

- The following output is generated on 2nd tab to show which pre-migration
readiness items need attention

COLLABORATION TRANSITIONS

. R . = Good ¥ Required
Customer Migration Readiness Assessment Results I - st address fix H|gqnly Recommended
* Based on assessment resulls address each of the non “good” checks based on the customer's requirements before starting the migration = Review; Recommend to address © Opticnal

1 Required
2 Best Practice

Core Readiness Checks

UCM Calling | Messaging

Production Webex Org
Required licenses available in Control Hub and/or CUCM
Network Connectivity to Webex (Protocals, Ports, Bandwidth)

Meetings

v
v

Verified Domain(s)
Claimed Domain(s) *
Claimed Users *

Auto-License Templates *
MRA deployed for Jabber
SSO0 Enabled: *
Control Hub
Site Admin
Unified CM
Expressway
Unity Connection
S50 OAuth w/ Refresh Token Flow:
Unified CM
Expressway
Unity Connection
Same Authentication method for CUCM and CUC '
Users Provisioned in Control Hub

cisco Lz/&/

#CiscoLive

= Optional; Review if required
= NA; Check doesn't apply

1 Required
2 B

t Practice

Workload Readiness Checks UCM Calling| Messaging

Directory Sync Enabled for user pro
Control Hub
Unified CM
Unity Connection
Users' Phone Number in
Software versions: '
Unified CM (see cell note)
Expressway (see cell note)
Unity Cannection (align with CUCM version)

Meetings

Internal & External UC Voice domain(s) the same '
Internal & External DNS records configured for UC voice domain(s) :
UC Analytics Enabled
ccuc”’
Jabber Telemetry
Hybrid Messaging Services

Calendar Integration configured *

Site Admin Meeting nked to Control Hub '
Site Admin Meeting users linked to Control Hub
Webex Meeting Site(s) on version 41.10 or later '

Webex Meetings Desktop App (WDA) version 41.2 or later

BRKCOL-2062
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Migration of
Jabber Workloads
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- Calling (UCM)

- Stay with UCM on-prem for
calling platform

- Messaging
- UCM IM&P > Webex

- Meetings
- Webex
- WDA > Webex App*

*Most customers have already been migrated to
Webex App for Meetings (over last 18+ months)

BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



UCM Calling
Migration Journey

» Jabber 2> Webex App
% Calling Platform: UCM On-prem

cisco L{%o/‘/
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UCM Calling: High-Level Transition Map

Cisco Jabber Cisco Webex

ON-PREMISES v

QPREMISES \ webex

Note: This map is a visual representation of the workload transition(s), highlighting the primary architectural changes during the deployment.

cisco L‘V& ./ #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



« Create/Verify
Production
Webex Org uc

* See Reference slides for more details

UCM Calling: Migration Journey

Migration Ready

Required Activity
Recommended Activity
Optional Activity

S

Pre-Migration

« Cloud-
Connected

« Verify/Claim
Domain(s)

* Claim Users

* Jabber

Telemetry * Auto License

Templates

* Deploy SSO

* User
Provisioning

* Directory Sync

« Directory
Connector,
SCIM

-« CCUC
* Manual, CSV
« API

« Configure

Users’ Phone
Numbers

cisco M/

« Validate
Network
Connectivity

« Security &
InfoSec
Approvals

« Verify/Update

Internal/

External Voice

Domains

« Validate DNS
SRV Records

Migration Prep

* Verify Licenses +Review Jabber  +Configure Webex  * Webex App
« Software Users Collab Users/ Calling Deployment
Versions Workloads Settings Options
(CUCM, Expwy, Webex A . Veri « Develop
. pp erify CUCM/ S
CuUC) Client Expwy Configs Migration Plan
« Authentication Requirements . W A * Develop
Method (CUCM q U:c?;)e( Sggedu/e Acceptance
/ CUC) . Protocql Hander Test Plan
Integration
« Deploy SSO « Jabber * Stage Webex
« SSO OAuth w/ Integrations /é?p Installation
Refresh Token e
Flow Config + POC/Pilot
(CUCM, Expwy,
CuUC)
* MRA
Deployment
#CiscolLive  BRKCOL-2062 © 2023 Cisco and/or its affiliates.

Yo

Migrate

» End User
Commes/Training

* Migrate Users
« Jabber to
Webex App
» Acceptance
Testing
* Migrate User/Org
Contacts

« Update Protocol
Handlers for 3@
Party App Cross-
Launch

* Remove
Jabber from
Users’
Devices

All rights reserved. Cisco Public 23



v Mandatory
@ Reference Highly Recommended

UCM Calling: Readiness Checklist -
fcrecks  [reaurea] fomess  [Recured]

Production Webex Org v User Provisioning - Webex v
Required Licenses Available in UC Applications v Directory Sync (Best Practice)
— Webex - Directory Connector (AD), SCIM (Azure AD,
Network Connectivity (to Webex) - Protocols, Ports, v Okta), CCUC, AP
Bandwidth CUCM
- Unity Connection
Security / InfoSec Approvals v
Users’ Phone Numbers Configured in Control Hub v
CUCM / CUC Authentication Method v =
. . . UC Analytics Enabled
Verify Internal and External Voice Domains are the Same v CCUCy
Validate DNS Configurations v Jabberelemstry o
- : ) Software Versions3
Verified Domain(s) (Best Practi
(s) (Best Practice) SUGL L,
Claimed Domain(s) (Best Practice) Expressway v
Unity Connection (align with CUCM version) v
Claim Users (Best Practice)
SSO OAuth w/ Refresh Token Flow (Best Practice)
Auto License Templates (Best Practice) CuCcM
Expressway
SSO Enabled (Best Pract/'ce) Umty Connection
Webex
CUcCM MRA for remote users O
Expressway!’ Vi
H 5 2 nimmum:
Unity Connection * CUCM: 11.5(1)SU3 / 12.5(1) --or-- 11.5(1)SU8 / 12.5(1)SU3 (for i0S)
1SS0 required on Expressway if enabled on CUCM for Mobile and Remote Access (MRA) * Expressway: X8.11.4 / X12.5.0
2330 required on CUC if enabled on CUCM CUCM 12.5(1) or later required for secure calling (SIP OAuth) - signaling and media

CUCM 12.5(1)SU4 or later & Expressway X14.0 or later - best mobile SSO

M / experience
Cisco &. #Ciscolive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



@) reference
UCM Calling: Migration Prep Considerations

Review Types of Jabber Users & Requirements « Review On-prem UC Configurations
Calling only, Messaging only, Full UC, etc. « CUCM - End user configs, ILS, Home cluster, Jabber
XML Config, Service Profiles, Security Profiles, Push
Webex App Client Requirements Notifications, etc.
Desktop - Expressway - Zones, Call routing, etc.
Mobile (i0S and Android) - Unity
VDI

Deployment Options for Each Client Type
3rd Party App Cross-launch (Protocol Handlers) . User driven

Jabber Integrations Admin software push

Webex Users/Calling Settings Deployment Plan

UC Profiles, Calling licenses, Org Calling settings, POC - feature validation/testing, deployment testing, etc.
Client settings, etc. - Pilot - size, success criteria

Production rollout plan

User/Solution Acceptance Test Plan

cisco M ./ #CiscolLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Messaging
Migration Journey

» Jabber - Webex App
s CUCM IM&P > Webex

cisco L{%o/‘/



Messaging: High-Level Transition Map
0 L

Cisco Jabber Cisco Webex

ON-PREMISES L+ v / REMOTE
QPREMISES REMOTE / \ webex & /

Note: This map is a visual representation of the workload transition(s), highlighting the primary architectural changes during the deployment.

cisco L‘V& ./ #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



* See Reference slides for more details

Messaging: Migration Journey

Migration Ready

Required Activity
Recommended Activity
Optional Activity

@ CUCM+
IM&P

Pre-Migration

« Create/Verify * Cloud- * Verify/Claim
Production Connected Domain(s)
Webex Org uc « Auto License

+ Add/Verify * Jabber Templates
Licenses Telemetry « Claim Users

* Deploy SSO

« User
Provisioning

* Directory Sync
* Directory

Connector,
SCIM

« CCUC
* Manual, CSV
* API

cisco M/

Migration Prep

« Deploy Hybrid » Review Jabber * Webex » Webex App
Messaging Users Collab Messaging Deployment
« XMPP & SIP Workloads Features & Options
Federation » Review Jabber * Develop
« Centralize Only Features » Webex App Migration Plan
IM&P Clusters » Webex App « Develop
Client Types Acceptance
« Protocol Test Plan
Handler » Stage Webex
Integrations App Installation
« Jabber Fite
Integrations * POC/Pilot

#HCiscoLive  BRKCOL-2062

© 2023 Cisco and/or its affiliates.

>

Migrate

« End User * Remove Jabber
Comms/Training from Users’

- Migrate Users Devices

« Jabber to * Archive
Webex App Persistent Chat

History
« Acceptance o
Testing » Decommission

IM&P S
* Migrate User ervers

Contacts

« Update Protocol
Handlers

All rights reserved. Cisco Public 28



R f v Mandatory
ererence Highly Recommended
(@] Optional

Messaging: Readiness Checklist

Production Webex Org'! v SSO Enabled (Best Practice)
- - - - Webex
Required Licenses Available in Webex v
. User Provisioning - Webex v
Network Connectivity (to Webex) - Protocols, Ports, v
Bandwidth Directory Sync (Best Practice)
- Webex - Directory Connector (AD), SCIM (Azure AD,
Security / InfoSec Approvals v Okta), CCUC, AP
Verify Domain(s) (Best Practice) UC Analytics Enabled
. ) ) Cccuc
Claim Domain(s) (Best Practice) Jabber Telemetry o
C|a|m Users (Best Practice) XMPP or SIP Federatlon O
Auto License Templates (Best Practice) Hybrid Messaging Services? 0)
1 Consider Data Residency (which Webex datacenter stores customer’s data) Centralize IM&P clusters e}

2Ma\/ be desired for phased migrations

cisco W-/ #Ciscolive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



@Reference
Messaging: Migration Prep Considerations

Review Types of Jabber Users & Requirements - Webex Messaging Feature/Service Requirements

Messaging only, Calling only, Full UC, etc. + Message Retention

Content Management - including 3rd party ECM

Identify if any Jabber only Features are Configured (Enterprise Content Management) integrations

Persistent Chat Rooms - External Messaging - Allow/Block messaging capabilities

Managed File Transfer with external domains

Etc... - Deployment Options
Webex App Client Requirements - User driven

Desktop «  Admin software push

Mobile (iOS and Android) Deployment Plan

VDI POC - feature validation/testing, deployment testing, etc.
3rd Party App Cross-launch (Protocol Handlers) - Pilot - size, success criteria

Jabber Integrations Production rollout plan

User/Solution Acceptance Test Plan

cisco M ./ #CiscolLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Meetings
Update Journey

> Webex Meetings Desktop App (WDA) = Webex App

s Majority of customers were updated before Apr 1, 2023

cisco M/




Meetings: High-Level Transition Map

©

\Meetings Site

Webex Meetings App
ON-PREMISES REMOTE
Webex

N

QD

Webex App

a

Webex Org +

\Meetings Site

~N

REMOTE

<

ON-PREMISES

Webex

Note: This map is a visual representation of the workload transition(s), highlighting the primary architectural changes during the deployment.

cisco Lz//&/

#CiscoLive
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* See Reference slides for more details Required Activity
Recommended Activity

Optional Activity

Meetings: Migration Journey

Migration Ready

B

w"&

/]
webex >

webex

Pre-Migration Migration Prep Migrate

« Create/Verify « Link SA Webex « Validate « Verify/Update +Webex App * Meeting Data » Webex App « End User « Remove WDA
Production Sites & Users™ Network Webex Meeting Client Types Retention Deployment Comms/Training from Users’
Webex Org « Verify/Claim Connectivity Site Version « Verify User Policy Options - Update Users Devices

- Add/Verify Domain(s) - Security & - Verify/Update Meeting License  * Webex App « Develop App
Licenses « Auto License InfoSec WDA Version Assignments Update Migration Plan « WDA to Webex

Approvals ) Schedule . Al
Templates « Verify / Enable Develop pp
« Claim Users Org for Full élcceptance Test - Acceptance
. Feature Meeting an Testing
Seploy §50 Experience - Stage Webex « MS Office
* User App Installation i
Provisioning /:,%p Integration
« Directory Sync « POC/Pilot
« Directory
Connector,
SCIM
« CCUC
» Manual, CSV
« API
* Deploy Hybrid
Calendar

*Or migrate Site Admin managed Webex Sites to Control Hub managed

cisco M ./ #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



R f v Mandatory
ererence Highly Recommended
(@] Optional

Meetings: Readiness Checklist

Production Webex Org! v Verify Domain(s) (Best Practice)
Required Licenses Available in Webex v Claim Domain(s) (Best Practice)
Network Connectivity (to Webex) - Protocols, Ports, v Claim Users (Best Practice)
Bandwidth -

Auto License Templates (Best Practice)
Security / InfoSec Approvals v

SSO Enabled (Best Practice)
Webex Meeting Site(s) Version? v Webex®
Webex Site & User Linking3 v User Provisioning - Webex v
Verify Webex Desktop App (WDA) Version# v Directory Sync (Best Practice)

- - - Webex - Directory Connector (AD), SCIM (Azure AD,
1 Consider Data Residency (which Webex datacenter stores customer’s data)
Okta), CCUC, API

2\Vebex Meetings site must be on 40.10 or later (latest version recommended)
3For Site Administration sites, Webex Meetings site(s) and Webex Meeting users must be Hybrid Calendar Services (Best Practice)

linked to Webex Control Hub

4\WDA 41.2 or later (latest version recommended) Highly recommend to enable SSO on Control Hub if SSO is enabled on Site Admin

managed sites before updating. This is to avoid possible different authentication
methods for users.

cisco W-/ #Ciscolive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



@ Reference

Meetings: Update Prep Considerations

Webex App Client Requirements
Desktop
Mobile (i0S and Android)
VDI

Verify Users’ Meetings License Assignments
Host, Attendee, None (Basic Meetings)

Verify Org is enabled for the “Full Feature Meeting”
Experience

Review Meeting data retention Requirements

Deployment Options
User driven

Admin software push

cisco Lzﬁo//

#CiscolLive  BRKCOL-2062

Deployment Plan
POC - feature validation/testing, deployment testing, etc.
Pilot - size, success criteria

Production rollout plan
User/Solution Acceptance Test Plan
Calendar Service Options (Outlook, In-App)
Understand Video Mesh Implications (if applicable)

Productivity Tools and Webex Scheduler NOT
impacted but update.

Note: Productivity Tool EOL (last release: June
2022)

Migrate to Webex Scheduler

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Control Hub
Tools
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1. Control Hub Tools: users, contacts, devices, app, etc. T—
Webex APls

B N —
Migration Tool Options N
Manual Batch/Bulk
2. Webex APIs: add/modify/delete T
3 Manual: BatCh/BU”( Operations - https://developer.webex.com/ =

AdSng, updstng Peapie requises muth ok with T
) Manually Add Users CSV Add or Modity
spark -adadn:pecple_srite scope.
SERVICES AdS W 25 unes. o)
T b maom aticut Manging EecE i 3 mom Sen S Memterhics AR For infsrmation
i o I bOERN HyDriel Srvices Boenses o DEODSS, S48 the Mansging Hyted Serices Ak o madty s whh 2 G5V
o

(3 Updates & Migrations ContrOI Hub Tools

DMM!W

guide.
Mathod Description "
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Control Hub Jabber Migration Tools
Migration Insights @ @ @

« Plan your move to cloud effectively

« Gain insight into the on-premises features

Migrate Jabber to the new

Webex
Enable Jabber users with Unified CM @ Help Wlth mlgratlon plannlng113

calling for Webex app.

@@ @ How this works

- o v Enable messaging via Webex a @ Im port Or SynC1 ,2,3
Plan Jabber=2»Webex App?2 o g - .:‘;
Webex Control Hub ] pp e s e CUCM/LDAP users & Org
User/contact synchronization + Auto assign user with calling behavior CO nta CtS
and UC manager profile.
S&‘HCES Synchrenization of endusers and organizational contacts v Continue using calling on your
from Unified CM to Webex. enterprise. . y
[C Updates & Migrations|—» — _ G (3) Migrate Jabber users’ contacts

O Messaging Migrate Personal Contacts to Webex to We bex Ap p
Ap
. g e Get Started
3 Meeting e

%, Calling ISR S @ Migrate Jabber users to Webex
£ Connected UC : App Wlth UCM Calllng1’3

¢ Hybrid Migrate Jabber=>WxA2
arod (Calling: Stay on CUCM,
“Migration Messaging: IMP=>Wbx)

service/tools” - w AT T Requires CCUC
> = e 2 Not required if Directory Sync is deployed

Import/Sync Users'-2 & 3 Enable Deployment Insights
CIscoO L‘V&/ - Personal Contacts
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Migration Tool Considerations

1.

Looking for Jabber and Webex App usage and migration insights? Yes
Deploy Jabber Telemetry & CCUC

Is Director Connector, Azure AD or SCIM deployed to sync users to Control Hub? Yes
- The User/Contact Synchronization tool is not applicable for syncing users but can be used for Org Contacts

Why to deploy CCUC?

Provides insights to on-prem usage before/during/after the migration.
- Required for the ‘Migrate Jabber to the new Webex’, ‘Migration Insights’, and ‘User/Contact
Synchronization’ tools

Phased user migration?

Use the ‘Migrate Jabber to the new Webex’ tool to migrate groups of users during different change
windows

How are contacts being migrated?

By End-user - Use Jabber XML file to enable end-users for migrating their own Jabber
contacts/preferences
By Admin - Use the ‘Migrate Personal Contacts to Webex App’ tool to migrate end-users’ Jabber contacts

- User must set/configure their own preferences in the Webex App
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Migration Best
Practices

cisco L{%o/‘/




Cisco

aQ Webex Org Setup
a Analytics Deployment
a Control Hub Setup

Q Network & Security
Readiness

Q Application Readiness




Webex Org Setup
Best Practices




Required Activity

Production Org & Data Residency

- Use Production Org for any migration
Get Started with Cisco Webex Control Hub

*Select the “best” Webex GEO for Data Residency during provisioning

- Org data, user identities, encryption keys, and user-generated content is stored in
the Webex “geo-based” data centers

Data residency in Webex App

- Geos: North America/”Rest of World” or Europe
- EU datacenters (Frankfort/Amsterdam) - EU customers
. UK datacenters (London/Amsterdam) - still available
Find the Data Residency Reqgion That Maps to a Country
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https://help.webex.com/en-us/nkhozs6/Get-Started-with-Cisco-Webex-Control-Hub
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Required Activity

Content Storage & Data Location

- When a user sends content in Webex (message or file), it is stored in the
Webex conversation service
- Meeting Data:

- Data stored based on time zone selected during Webex Meeting site provisioning
- Where are the Webex Data Centers and iPOP | ocations?

- European Union data migration for Webex sites in Control Hub

| Data Locations

Data Type Covered Data Data Location

MANAGEMENT Recordings,

- Verify Webex Org’s & v o

Data Locations & s o e
( A t / f t b) & Workspaces cb1430lawebexcom  United States
On Ccoun page n O a 3 Devices Messages, files.
Messaging avatars, spaces, and United Stat es
35 Apps organization metadata
All Webex iden
| A ot T o

& Organization Settings

. / T
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Required Activity

Webex Licenses

Ensure appropriate licenses and quantities are assigned to production Org

- Verify expiration dates of ALL licenses

webex Control Hub

. Account
. C_ontact your Cisco Web_ex Partn_er or
Cisco Account team for information .
O n : :"] :\':\:Iis Enterprise Trial
- License requirements |
. License details & options
- Subscription options
- Purchasing new/additional licenses =
- View License Usage in Cisco
Webex Control Hub o

* UCM Calling licenses are assigned/applied on CUCM/Unity and not in Control Hub
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Analytics
Best Practices




Cisco

1 Recommended Activity
2 Optional Activity

- Insights into current UC deployment &
usage

- Active Users, Client Versions and OS
Versions

- Calls - Volume, Types, Experience
- Messages - Sent, Types

- Asset Usage

- Call Traffic Analysis & Locations

« Trunk Utilization

Data for Migration planning

Tools to assist with migration

Analytics before/during/after migration

Day-to-day operational capabilities
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CCUC Key Featur

Service Management
Changes to these settings will take a short time to take effect.
Analytics
Directory Service
Certificate Management
Operational Metrics
Webex app Provisioning for Unified CM Calling

Deployment Insights

Borderless CTI

Rich Presence

Enabled
@) crebled
Enabled
Enabled

N, -/

€S

Analytics
(call quality, traffic analysis, trunk usage, device usage)

Directory Service
(UCM to WxIdentity for AzureAD etc.)

Certificate Management
(central view/distribute across apps/clusters)

Ops Dashboard with WebRTMT
(near-real-time view in CH not thick-client of last hour's call status &
audio quality for top 5 UCM clusters)

NN

% Disable

- Enabled

Enabled
- Enabled

Troubleshooting Also requires Webex
(CX CSA integration for SDL logs in CH) || Serviceability Connector

/

Touchless WxApp (auto-)provisioning
(enduser self-provision via just login to WxApp with UCM calling)

"Migration" to Webex
(understand Jabber usage, enable wizards under CH->Migration)

» What's New in Webex Cloud-Connected UC

7/

» Webex Cloud-Connected UC

Borderless CTI
(enduser controls IP phone via WxApp CTI over MRA not VPN)

» Analytics for Your Webex Cloud-Connected UC

cisco Lz/&/

Rich Presence
(UCM-registered in-call phone status synced to WxApp presence)
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https://help.webex.com/en-us/article/eg4iz8/What's-New-in-Webex-Cloud-Connected-UC
https://help.webex.com/ld-npxwpmz-WebexCloudConnectedUC/Webex-Cloud-Connected-UC
https://help.webex.com/en-us/article/ntm7wvk/Analytics-for-Your-Webex-Cloud-Connected-UC

@ Reference Recommended Activity

Cloud-Connected UC (CCUC)

Enables insights into CUCM and IM&P deployment and usage (messages, calls)

Enables day-to-day operational capabilities for UCM Calling

- Control Hub Analytics, CUCM Certificate Management, Web-based RTMT, Troubleshooting,
Auto-Provisioning of Webex App

Provides data to assist with migration planning (Users, Phones, Jabber clients)

Enables Control Hub migration tools

- CUCM Users and Contacts, Users’ Personal Contacts, CUCM to Webex Calling, CUCM phones
from to Webex Calling, Import Personal Contacts from generic devices/clients

« What's New in Webex Cloud-Connected UC

« Webex Cloud-Connected UC
« Analvtics for Your Webex Cloud-Connected UC
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@ Reference Optional Activity

Jabber Telemetry

Enables insights into the Jabber client usage patterns (messages and calls)

Primarily for Messaging and UCM Calling migrations

Provides data to assist with Jabber user migration planning

Reference Links:
- Analvtics for Your Cloud Collaboration Portfolio (see “Jabber” tab)

- Feature Configuration for Cisco Jabber 12.8 - Telemetry with Cisco Jabber Analvtics

« Feature Configuration for Cisco Jabber 14.0 - Telemetry with Cisco Jabber Analvtics
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Control Hub Setup
Best Practices
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Recommended Activity

User Security Compliance

Ensure users adhere to
Enterprise’s Org security
policies and requirements:

a Verifying Domains
a Claiming Domains

a Claiming Users
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Recommended Activity

“Verify” & “Claim” Domain(s)

Verify Domain(s)
- Identify which domain(s) belong to a Webex Org - “prove” who owns the domain(s)

- Enable Admins to move existing Webex users using their Org’s domain(s) from other Orgs to
their Org

Claim Domain(s)

- Ensure new users using the Org’s email domain are automatically added to the Webex Org,
including users who sign themselves up for the Webex App - existing users not impacted

- Allows for Administrators to manage Webex services for all users in the Enterprise
- Allows for automatic user activation with SSO

Manage vour Domains - Add, Verify and Claim

Prevent Users from Self-Reaqistering with vour Domain
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https://help.webex.com/en-us/cd6d84/Manage-Your-Domains
https://help.webex.com/en-us/article/nfiu0ed/Prevent-Users-from-Self-Registering-with-your-Domain

“Verified” vs “Claimed”

Recommended Activity

Verified Domain

Claimed Domain

Process Control Hub,
DNS based validation (TXT record)

Exclusive Domain users can exist in and can be

added to other organizations
Sideboarding Domain users can be sideboarded into

consumer organization

Conversion
Directory Connector Can add users from domain

Control Hub,
Verify 15t then Claim

Domain users cannot be added to other
organizations
Domain users existing prior to claim are not
affected

Sideboarding into consumer organization,

can be disabled”
Directory Connector: No sideboarding!

Domain users can be converted from consumer organization
Delayed conversion if email domain is not verified nor claimed

Can add users from domain

cisco W/

*
Prevent-Users-from-Self-Regqgistering-with-your-Domain
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o

Recommended Activity

“Verified” and “Claimed” Domains

Domains Domains

Add, verify or claim domain for added security in your organisation.

- Use Control Hub to “claim”
a n d “Ve rify » d O m a i n S o Find out more about the add, verify and claim domain process here.

Groups
& o Domain Status

&8 Workspaces

3 Devices example.com
- Domains verified via Control . company.org

[f5 Account

Hub (DNS validation via TXT record) | cumsen s

Claim verified domain

Claim Domain

Claim a domain if you want new users with that domain to

° D oma | NncC I a | mre q u | res th at automatically be created within your organisation. You must Rémove domailjl

convert existing users into your organisation before you claim

domain has been verified first
acme.com

claiming your domain, so new users are assigned licences
when they're created.
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Recommended Activity

Claim Users

Ensure all Enterprise users have a consistent collaboration experience and access to
the same features/capabilities

Ensure the security and integrity for the organization

Move existing users using Org’s email domain(s) from other Orgs to their Org,
including from the free consumer Org

Choose how to add or modify users

. f@ e
Reference Links: @D Y S éﬁ')
« Claim Users to Your Organization (Covert Users Manually acd users SV add o edit e

Add up to 25 users Bulk add or edit users with a CSV There are no users to claim

- Disable Delaved Claim for Your Organization e e

Directory management » Off

During synchronization, your Turn on Directory Synchronization
directory will automatically add
new users.
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Recommended Activity

Auto License Templates

Use License Templates to assign the correct collaboration services to users

- Automates & simplifies user onboarding and license management
- Newly created user accounts will be automatically licensed for selected services

- Licenses updates/changes can be for:

Management > Users > Licenses
- New users only

Apply scope ¥ Future users

--0or —-- Existing users

Preserve licenses for existing users
When enabled, existing users will keep the assigned licenses from the previous assignment.

- New and existing users

- Reference Links:
« Set Up Automatic License Assignment Templates in Cisco Webex Control Hub
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L AUESSSVtts|| R NN, .| .
License Management

Recommended Activity

Users . .
8 Users & Contacts (@ How does licenze azzignement work? ¢ U S e L I C e n S e Te m p | ate S to a S S I g n
E— licenses for each workload
Assign licenses to your entire organization. You'll assign all new and existing users with services required for your organization. (Messaging’ Mee tings and Ca//ing)
Setup
- License Assignment options:
Assign groups of users with specific collaboration services. Users in groups can combine organization . .
and group-based as a union of licenses. For more help, see how do license assignments work (2 . E ntire O r g (O rg - b ase d assi g nmen t)
Manage
iAot and/or
In addition to their new licenses, users that joined different groups will keep their previous group licenses. .
- By Groups (Group-based assignment)
Messaging Meetings Calling
() Messaging e ~ Subscription: Basic Messaging () Messaging [ e SRl D Messaging o ~ Subscription: Call on Webex (1:1 call, non-PSTN)
[Z] Meeting [ e ‘ ] Mesting (4] e B Call on Webex (1:1 call, non-PSTN)

%, calling

%, calling
o B Advanced Messaging Webex space meeting
8 of 50 assigned

Cisco

cb27001.webex.com

~ Subscription: Enterprise ~ Subseription: Enterprise Trial - 02/20/2023

Q Meeting o

~ Subscription: Register to Unified Communications Manager (UCM),

[ Advanced Space Obsaleted - Callin
Meetings % 9 e B Register to Unified Communication Manager (UCM)

8 of 50 assigned
B Webex Assistant for Meetings ~ Subscription: Enterprise Trial
8 of 50 assigned

B Real-Time Translations Webex Calling (O
0 of 50 assigned
Professiona

B Webex Meetings Suite

8 of 50 assigned
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Recommended Activity

Org-based Template

Users

2 Users {2 Licenses 5 Contacts (D) How does license assignement work?
License assignments Organization-based licenses

Assign licenses to your entire organization. You'll assign all new and existing users with services required for your organization

- Single template
+ For the entire Org
- License assignments apply
@) Presenve licenses for users joining another group
- New user accounts added to the Org will be automatically assigned

licenses in template
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Recommended Activity

Group-based Templates

g Assign different licenses to different groups of users
irectory

Connector

;

“ - Applied at Group level
R - Different License Templates for each Group
i—H g - New user accounts added or sync’d to a group will

Sync AD Se?:urity Groups via Directory;Connector 4 be aUtomatica”y aSSigned |icenseS tO that grOUp

Users webex Control Hub

Azure AD o o
0 ... 2 Users &5 Contacts Overview Groups
Wizard . - - A
- @ Webex groups [0 Synchronized grou...
License assi b:
[ramm— 5 grou
ssign licenses to aniza)
E

Sync Azure AD Groups via Azure AD Wizard v/

cigFinance On-premise Active Directory 8/5/22
< Works with Groups synced to Webex via: craoshorsles On-premiss Active irecory
- Directory Connector v opttrnes -
« Azure AD Wizard v _— .
X NOW alSO Works W|th WebeX GrOUpS clgWebexPM On-premise Active Dir eetory /5122

Groups created in Control Hub v/

Groups () Preserve licenses for users joining another group
" In addition to their new licenses, users that joined different groups will keep their previous group licenses.
> 00 Webex groups [ Synchronized grou...
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Recommended Activity

Service Entitlement

- Services can be checked/unchecked
within each license (per Org, Group,
or User)

- To deploy a Meetings ONLY client, remove
the messaging and calling services

Calling Only Client

- To deploy a Calling ONLY client, remove
the messaging and meetings services

- BEWARE!

- Removing messaging will also remove
space meeting functionality (e.g.
scheduling)

- Users existing messages/files will be Meetings Only Client
retained as per your orgs retention policy O Messaana

|; Meeting

Subscription: Register to Unified Communications Manager (UCM)
Register to Unified Communication Manager (UCM)

~ Subscription: Call on Webex (1:1 call, non-PSTN)

[
<% Calling o: Call on Webex (1:1 call, non-PSTN)
cisco Lz%ﬂ/ /
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e

Recommended Activity

User Authentication
Basic Authentication Single Sign On (SSO)
- Email & Webex password - Any auth type supported by the IDP
- Optional integration with Duo for - MFA
MFA

- Common user identity across all

(\/\\) services/ platforms
Identity
WebeX Provider
a
Webex

¢ tme:
8. demo:icom
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SSO: Simplify User Experience

1 . , 3 party

) Cor?nrztgtion ! Content Management
— - Services
»>¥ N
‘s

|

Recommended Activity

- Webex App can connect to multiple services and
platforms (Cloud and on-prem)

\
1

|

4

Embedded apps
D

|

tme:
e demoicom

[ —

- Allows for single authentication, granting user
access to the different platforms’ services:

Webex Services: Webex App & Webex Meetings
- UC Services: CUCM, CUC & Expressway (MRA)
« OAuth w/ Refresh Token Flow
Allows for fewer user logins

#HCiscoLive  BRKCOL-2062
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SSO: Webex Control Hub

*Enable if enabled for Jabber users - maintain user experience

*Enable if enabled for Webex Meetings (Site Admin) - maintain user experience

Basic Authentication Basic Authentication Password is linked

SSO Enabled Basic Authentication SSO login

SSO Enabled SSO Enabled SSO login (RECOMMENDED)
Basic Authentication SSO Enabled Not Supported

- Provides the Best user experience: single set of credentials for ALL Webex services

- Reference Links:
- Single Sign-0n Integration in Control Hub
- Configure Single Sign-0On for Cisco Webex Site (Meetings workload only)
- Control of activation emails in Control Hub (Requires SSO with Directory Connector)
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https://help.webex.com/en-us/lfu88u/Single-Sign-On-Integration-in-Control-Hub
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@ Reference Recommended Activity

Single Sign On (SSO)

- SAML 2.0 based (SP initiated form-based REDIRECT/POST authorization code
authorization flow)

- Validated configuration guides for:
- Active Directory Federation Services (ADFS)
- Duo
- F5 Big-IP
- Google Apps

. Links to configuration guides for IdPs listed on this page:
* MICI’OSOft Azure https://help.webex.com/en-us/article/Ifu88u/Single-Sign-On-Integration-in-Control-Hub

- OKTA

- PingFederate
- Shibboleth

- SimpleSAML
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e
Recommended Activity

Webex OAuth Token Management

- Webex service issues the Webex App an
webex Control Hub O] 5 OAUth RefreSh tOken at |Og|n
~\ Overview Organization Settings Settings  Templates .
SO e — - The Refresh token is stored securely on the
device and used each time the App needs to
- fetch a new Access token
R . Once the Refresh token expires, the user will

e e © need to re-authenticate

Q, sers ::Tg;sn token 1440 hour(s) 1440 hour(s) . . .
e - Consider settings best for your environment
& Workspaces tokens (O
2 pevees - Note: Previously Auto Extend was set to ‘On’,
88 Apps o] minute(s) minute(s) H 1 )
now default is ‘Off
{8} Organization Setting

- Default Webex Refresh token = 60 days

- Consider the UCM default Refresh token setting
(60 days)

* Requires Webex Pro Pack
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Recommended Activity

User Activation with SSO

- Default: New users receive validation email to activate
- User validates activation
- User sets their password
- User provides some personal details

Recommended: New users automatically activated w/out user intervention
- Directory Connector + SSO + disable automatic activation emails

- Validation of user activation not required if domain is Automatic activation emails
aSSOC|a‘ted W|th glven Organlzatlon (domaln |S Verlfled) MANAGEMENT Turn on to send automatic emails to your new users. Without activation emails,

users can't set up their accounts.

& Users

° Settl ng paSSWO rd |S n Ot reg U | red Wlth SSO Sa Groups Turn off and manually send activation emails yourself by triggering them from

the Users section. You can also choose to send your own activation email.
&% Workspaces

- Providing user details is not required with —
Directory Connector e O

[ Account

£ Organization Settings
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Required Activity

Webex User Provisioning

- Users must be in Webex Control Hub to consume Webex services
- Users must be in the Webex Directory service to be searchable

- Critical to maintain an up-to-date and accurate Webex user directory

< User provisioning is IMPORTANT for the correct user experience of the
Webex App

- Reference Links:
Ways to add users to your Control Hub organization Add Multiple Users in Control Hub with the CSV

Templ
Add Users Manually in Control Hub em. ate _ '
Edit Service Licenses in Control Hub for Individual Modity Users in Control Hub with the CSV Template

Users People API
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B U U

Required Activity

Webex App User/Contact Search & Resolution

- Webex App will perform directory
queries against the Webex Directory
Search Service

« User Search

- User Resolution
-« Phone Number Resolution
- Avatar Display

- Ensure all necessary users and user
attributes are imported/synced to
Webex via user provisioning process

- UCM Calling does NOT search
CUCM UDS or LDAP

s L2) 5851
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B U U

Required Activity

User’s Phone Number for Calling

Work number must be configured in - For UCM Calling:
Control Hub to call via directory - Users’ work number in Control Hub must be
search (click-to-call) based on CUCM dial-plan
<% Webex App supports user’s work . E-164

number and work extension* . .
S - Extension dialing

- Site dialing

v dCloud Users

Add/Update via user provisioning method

@ Adam McKenzie

T Anita Perez q o
n Active on 1/19/2... 2 &

Account Manager

i Recommend syncing CUCM/CUC and
Webex from same source

Taylor Bard

* See the Directory Sync Comparison reference
for which options support work extension
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@ Reference Required Activity

Configure Users’ Phone Numbers

- Add/Update phone number for individual users or multiple users

- Add/Update via Control Hub Ul, Control Hub CSV import or Webex APIs
- Options available to synchronize phone numbers with users (see Directory Sync)

- Reference Links:
« Change Users' Phone Numbers

- People API

- Deployvment Guide for Cisco Directory Connector
(see “Map User Attributes” and “Active Directory and Cloud Attributes” sections)

- Svynchronize Azure Active Directory Users into Control Hub
(see “Map User Attributes from Azure to Webex” section)

- Svnchronize Okta Users into Cisco Webex Control Hub
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https://help.webex.com/en-us/article/nvjt3ce/Change-Users'-Phone-Numbers
https://developer.webex.com/docs/api/v1/people
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/directoryconnector/cmgt_b_directory-connector-guide-admins/cmgt_b_directory-connector-administration-guide_chapter_01.html#task_AE05C19501F5D6BAEB970AFB390D9915
https://help.webex.com/en-us/6ta3gz/Synchronize-Azure-Active-Directory-Users-into-Control-Hub
https://help.webex.com/en-us/nmm9pzdb/Synchronize-Okta-Users-into-Cisco-Webex-Control-Hub

Webex User Provisioning

- Owewe

User Info
(3 party DB)

webex Control Hub

£ Users

Q) Overview Users
(@ Getting Started Guide
[\ Alerts center

Users
MONITORING

Q
ol Analytics

A Troubleshooting

@ Licenses

Deleted users

First / Last name +

Webex

&) Contacts

External users

External administrators

Filter 10 users

Email

Status

) Reports ﬁ Adam McKenzie amckenzie@cb143.dc-01.com o Verified
5 Anita Perez aperez@cb143.dc-01.com ® Active

MANAGEMENT
i‘i;; Charles Holland cholland@cb143.dc-01.com ® Active

I & Users
se v wla Eric Steele esteele@cb143.dc-01.com ® Active

Sa Groups
&% Workspaces ;g Kellie Melby kmelby@cb143.dc-01.com @ Active

M_ #Ciscolive
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Required Activity

Webex User Attributes

avatar

buildingName

c

departmentNumber
displayName
ds-pwp-account-disabled
employeeNumber
employeeType

externallD
facsimileTelephoneNumber
givenName

jabberlD

|

locale

manager

mobile

(@)

ou
phoneNumbers;type-
work_extension
physicalDeliveryOfficeName
postalCode
preferredLanguage

pronoun
sipAddresses;type-enterprise
sn

st

Street

telephoneNumber

timezone

title

uid*

* = Required
Bold = Recommended
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o ANV L
Webex User Provisioning Options

e
Required Activity

-
. Automatic method for creating, updating and deactivating user accounts and groups via Active
. Directory Connector .
Microsoft Directory or AD LDS
Environments
Azure AD Wizard Automatic method for creating, updating and deactivating user accounts via Azure AD
=
Non-Microsoft SCIM (e.g. Okta) Automatic method for creating, updating and deactivating user accounts via Okta (or Azure AD)
Environments CUCM User Sync'/Import Create Webex user accounts based on CUCM end-users
=
csyV file Admin can create and update users by importing a CSV file into Control Hub. Bulk user
management.
S_econ(_jary - Admin can create, update delete and list users by using Webex API’s. Use own or 3 party
Considerations API .
scripts/tools for user management
SAML JIT Automatic account creation based on SSO login
Manual Admin can use Control Hub to manage individual user accounts

Additional
Options B

cisco Lg/&/

Self Registration

User can self register to create their Webex account in a claimed org

Social Login

Automatic account creation via sign in to third party service for claimed domain (Apple, Google,
Facebook, Microsoft)

Meetings Site User Linking

Automatically link Site Admin user accounts to Control Hub

1 Requires CCUC
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Required Activity

Webex User Provisioning - Comparison

Directory Sync Options

“Recommended over Azure AD App (SCIM)

**Most user attributes available with AD Directory Connector

Sync from On-prem AD Sync from Azure AD Sync from Azure AD Sync from Okta Directory
Director Connector Azure AD Wizard* Azure AD App (SCIM) Okta (SCIM)
Moves, Adds, ++ ++ ++ ++
Changes Automatic - Based on sync | Automatic - Immediate in Automatic - Immediate in Automatic - Immediate in
schedule Control Hub Control Hub Control Hub
Ease of use - ++ + +
Initial setup required with All configurations done in Setup in Control Hub and Setup in Control Hub and
on-prem Windows Server Control Hub Azure AD Okta tenant
Infrastructure 0 ++ ++ ++
Requirements Directory Connector None None None
Flexibility + + 0 _

Integration into
business
processes

Customization possible
(groups, avatars, attribute
mapping)**

Yes, if users are managed
by Active Directory

Customization possible
(groups, avatars, attribute
mapping)

None

Limited attributes
(attribute mapping; no
groups or avatars)

None

Minimum attributes possible
(~8 attributes; no attribute
mapping, groups or avatars)

None

cisco Lzﬁo//

++ Highly Positive Impact
+ Positive Impact

o Neutral Impact

#CiscolLive
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- Negative Impact

-- Highly Negative Impact
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https://www.cisco.com/go/hybrid-services-directory
https://help.webex.com/en-us/article/heauzeb/Set-up-Azure-AD-Wizard-App-in-Control-Hub
https://help.webex.com/aumpbz
https://help.webex.com/nmm9pzdb

Webex User Provisioning - Comparison
Other Options

Required Activity

Manual Provisioning Control Hub Tool Bulk Provisioning (CSV) API
Moves, Adds, -- 0 i ++
Changes Users one-by-one Multiple users Multiple users Multiple users (based on
integration)
Ease of use ++ + 0 --
Initial setup to configure Process setup (data source, Learning curve, requires
data format, ..) DevOps to integrate
Infrastructure ++ 0 i ==
Requirements None CCUC CSV files Servers for coding and
integration
Flexibility ++ o + ++
Customization possible Managing CSV file Increased API for more
(users, groups & org options
contacts
Integration into None None Possibly limited integration Tight integration possible

business
processes

via customized data
export/import

cisco Lz/&/

++ Highly Positive Impact
+ Positive Impact

o Neutral Impact

#CiscolLive
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- Negative Impact
-- Highly Negative Impact
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Recommended Activity

Directory Sync

Use directory synchronization to SIMPLIFY user provisioning and

management
» Directory Connector > SCIM (Okta, Azure AD App*)
> Azure AD Wizard » CCUC (LDAP/AD, UCM Endusers)

- Sync Control Hub, CUCM and CUC users from same directory source

- (New) Sync users from Webex Common Identify (Cl) services to CUCM
and CUC via CCUC

- Reference Links:
 Webex Cloud-Connected UC Directory Service support for Unified CM
* Webex Cloud-Connected UC Directory Service support for Unity Connection

cisco W./ #CiscolLive  BRKCOL-2062
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https://help.webex.com/en-us/article/14611x/Webex-Cloud-Connected-UC-Directory-Service-support-for-Unified-CM
https://help.webex.com/en-us/article/nj6gegv/Webex-Cloud-Connected-UC-Directory-Service-support-for-Unity-Connection
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/directoryconnector/cmgt_b_directory-connector-guide-admins.html
https://help.webex.com/en-us/article/heauzeb/Set-up-Azure-AD-Wizard-App-in-Control-Hub
https://help.webex.com/en-us/nmm9pzdb/Synchronize-Okta-Users-into-Cisco-Webex-Control-Hub
https://help.webex.com/en-us/article/6ta3gz/Synchronize-Azure-Active-Directory-users-into-Control-Hub

Recommended Activity

Directory Connector vs. Azure AD Wizard/SCIM

sl HTTPS

sl LDAP

Directory Connector Azure AD / SCIM

1==| |zz] Corporate

S1ERE | Network
Webex
i— e CaHy—
Webex
| Active Directory | Azure/Okta
' Directory Connector }
)
- Reference Links: - Reference Links:

* Deployment Guide for Cisco Directory Connector e Set up Azure AD Wizard App in Control Hub (Recommended)

Synchronize Azure Active Directory Users into Control Hub
Manage Synchronized Azure Active Directory Users
Svynchronize Okta Users into Cisco Webex Control Hub

cisco Lz/&/
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/directoryconnector/cmgt_b_directory-connector-guide-admins.html
https://help.webex.com/en-us/article/heauzeb/Set-up-Azure-AD-Wizard-App-in-Control-Hub
https://help.webex.com/en-us/6ta3gz/Synchronize-Azure-Active-Directory-Users-into-Control-Hub
https://help.webex.com/en-us/6ta3gz/Synchronize-Azure-Active-Directory-Users-into-Control-Hub
https://help.webex.com/en-us/nmm9pzdb/Synchronize-Okta-Users-into-Cisco-Webex-Control-Hub

Directory Sync - Comparison

1 SCIM-based 2 Azure AD Logs 3 SCIM 2.0 API

. (AD) Directory| Azure AD Azure AD 1
Functions / Features Connector | Wizard App | Application' Oita
Sync Users (Create, Delete, Update) v v v v
Allows local Webex user creation x v v v
Filter/Select users or groups-of-users to sync v v v v
Soft-Delete/Recover Inactive User v v v ® Q3 cv23)®
Sync Groups v 4 ® Q3 cY23)® @ (Q3 cY23)°
Sync Avatar v v x x
Attribute Sync/Mapping v (30) v (15) v (15) ® (23 - (;/3(2)\(23)3
2"d Work Number/Extension Attribute v x x ® (a3 cv23)®
Full & Incremental sync options v x x x
Manual/Force sync option v x x 4
On-Demand User Provisioning x v x x
Dry-Run (pre-check) v v x x
Sync report v v % V2
Support multiple sync source x v v x
Exclusive sync source/Single source of truth v x x x
SSO Configuration x v 4 v
Domain Verification x v v x
User’s Manager v v x x
Sync Org Contacts v x x x
Multiple Emails ® (Q3 CcY23) ® (Q3 CcY23) x @ (Q3 cY23)®

cisco Lz/&/
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/directoryconnector/cmgt_b_directory-connector-guide-admins.html
https://help.webex.com/en-us/article/heauzeb/Set-up-Azure-AD-Wizard-App-in-Control-Hub
https://help.webex.com/en-us/article/6ta3gz/Synchronize-Azure-Active-Directory-users-into-Control-Hub
https://help.webex.com/en-us/article/nmm9pzdb/Synchronize-Okta-users-into-Control-Hub

User Management Tools

\
Webex Control Hub

cisco Lz//&/

SERVICES

(C Updates & Migrationsl

(O Messaging
) Meeting
K, Calling

&3 Connected UC

User/contact synchronization

Synchronization of endusers and organizational contacts
from Unified CM to Webex.

Get Started

O Hybrid

1 Not required if Directory Sync is deployed

2 Requires CCUC

#CiscoLive

Recommended Activity

¢ Directory Sync for Users
(Recommended)

s Alternate Options:

(1) Sync Users from UCM on-
premise’.?
Synchronize User and Organizational Contacts

(2) Import Users using CSV file34

Migrate Users to Webex

3 CUCM BAT Export
4 Directory Sync and CCUC cannot be deployed
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https://help.webex.com/en-us/article/poeuubb/Migrate-Users-to-Webex
https://help.webex.com/en-us/article/nk5whej/Synchronize-User-and-Organizational-Contacts

Option 1
Sync Users

* Requires CCUC
* Directory Sync is NOT deployed
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B U
User Management Tools

Option 1: Synchronize Users

Unified CM enduser list Rules to identify contacts Synchronize all records as users
and users
Settings to synchronize
from the Unified CM
SERVICES enduser list to Webex. Unified CM endusers may contain both users and contacts, You must set the rules to separate contacts from the users,

() Synchronize all records as contacts

User/contact synchronization i
(C Updates & Migrationsl—b © Synchronize all records as users

Synchronization of endusers and organizational contacts
from Unified CM to Webex.

(O Messaging

Import User
) Meeting
Select the cluster * StendAloneCluster - cuemnl.... v
K, Calling
Periodic audit off
&3 Connected UC
\ ¢ Hybrid
» —_—— —_—
Webex Control Hub >
LDAP Server LDAP records are nat shown in the review wizard.
v oo oAb LDAP P s «©
Webex
User/contact synchronization | Lesm more Periodic synchronizaton > Every | 3 dysat  (Dzasem R T Y T ——
endy nd izatic contacts from Unif to Webex.
Cluster canfiguration Nane

Note: \mm{ detected Cloud-Connected UC but not Directory connector for your organization Pm ubers and contacts will be
imported L peT mofe about benefits of using
Directory connector click here

Add Configuration
LDAP credentials configured in the unified CM wil be used to creats the filter.

Cluster name * StandAloneCluster - cucml... v
~ Prerequisite

Configuration * use Unifed CM LDAP search...
Onboard all the Unified CM clusters to Cloud-Connécted UC to enable the import. Know more

oo
ettingz

Set your and click Go

cisco '&‘/
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User Management Tools

Option 1: Synchronize Users

~ Prerequisite

~ Import

Contact to be synced ©

0

Contact already in Webex O

0

User to be synced O

2

User alraady in Webex ©

8

Cisco

.&‘/

Review users before synchronization
Review the data classification for all users and contacts before you start the synchronization. Ensure to fix all errors. This table displays only active users.

Invalid email &

Q Eror

Search

jel

Name
Adam McKenzie
Anita Perez
Charles Holland
Eric Steele
Kellie Melby
Monica Cheng

Rebekah Banetta

EE R EEEEEDE

Ricardo Filice

Stefan Mauk

B ®

Taylor Bard

Filters. v

Emsil 1D
amckenzie@cb143.de-01...
sperez@ch43.dc-01.com
cholland@cb143 do-01.c..
esteele@cb143 de-01 com
kmelby@ch143.dc-01.com
meheng@cb143.de-01.com
roarretta@cb143 de-01 ¢
Hhlice@cb143 de-01 com
smauk@ch143.de-01.com

tbard@ch143.dc-01.com

O

Contacts

Surnmary

Missing telephone number or extension &

Q warning

10 Users

User 1D
amckenzie
aperez
cholland
estesle
kmelby
mehang
rbarretta
iice
smauk

therd

Mabile number

Telephons number

+14972 5556016

+1972 5556017

+1 9725556018

+1 919 555 6099

+1 972 555 6050

+1 408 555 6020

+1919 555 5088

+1919 555 6083

+1972 555 6072

+1 408 555 6026

Already Exist in Webex O

8

Primary Exténsion

6016

6017

60138

6099

6050

8020

6088

6083

8072

8026

1 Export these rows
Wby Import updatad file

) Reset user list

#CiscoLive
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User Management Tools
Option 1: Synchronize Users

o o (o]

Users Contacts Summary

Review contacts before synchronization

Review the data classification for all the contacts before you start the synchronization. Ensure to fix all errors.

o s e e e

0 Error 0 Warning
L ] [ ] o
- Users Contacts Summary
a Fitters ) 0 Contacts (" change user/contact rules )
[ Display name D Email Phone number URI Source Summary
List of the error and warming messages along with important actions required. Resolve all the erors in red o remove these identities from the sync list to proceed. Removed identities will be

‘added back to the Pending for synchronization list.
@ Readytosync: 100710 Last refrashod 11212023, 3:26:30 M. ©
’
Previous

Ne contact records are available

Previous Next
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User Management Tools

Option 1: Synchronize Users

Recommended Activity

Logs
Contacts
Date range Start date Start time > End date End time 2Logs
Status Last updated on Total contacts Failed contacts Total users Failed users Initiated by Type System failure
Completed Jan 12,2023 | 03:27 PM o o 10 0 Charles Holland Unified CM Manual Sync /A
Contacts
Q  Search Filter v 10 Logs
@ Daterange Start date. Starttime  + End date
Name Updated on Stahis Reason of faikure Email 1D UseriD Mobie rumber Telephone number Primary Extension
Adam McKenzie Jan 12,2023 | 03:27 PM Synced smckenzie@ch143 de-01.com smeckenzie +1972 555 6016 8016
Anita Perez Jan 12,2023 | 03:27 PM Synced aperez@ch143.dc-01.com aperez +1972 555 6017 6017
Charles Holland Jan 12,2023 | 03:27 PM Synced cholland@cb143.dc-01.com challand 419725556018 6018
Eric T. Steele Jan 12,2023 | 03:27 PM Synced esteele@cb143.dc-01.com esteele +1 919 555 6099 6099
Kellie Melby Jan 12,2023 | 03:27 PM Synced kmelby@ch143.dc-01.com kmalby +1 972 555 6050 6050
Monica Cheng Jan 12,2023 | 03:27 PM Synced mehengi@ch143 de-01.com mcheng +1 408 555 6020 6020
Rebekah Bametta Jan 12,2023 | 03:27 PM Synced rharetta@ch 143 de-01.com rharetta +1919 555 6088 6088
Ricsrdo Filice Jan 12,2023 | 03:27 PM Synced rilice@cb143.dc-01.com rilice 41919 555 6083 6083
Stefan Mauk Jan 12,2023 | 03:27 PM Synced smauk@cb143 de-01.com smauk +1972 555 6072 8072
Taylor Bard Jan 12,2023 | 03:27 PM Synced thard@cb143.dc-01.com thard +1 408 555 6026 6026
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Option 2
Import Users

* Directory Sync and CCUC are NOT deployed
* Uses BAT Export from CUCM
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B U
User Management Tool

.
System v CallFong » MedsResources v Advanced Feafires v Device v  Appicafion v  User Managemert v  Bulk Adwirisration v Help
Export Data
[ cmmaxvepmamcy [ sme g
Job Informatios
Tor File Name * [Cucm-Export-1 |
- Select Ttems to Exp
System Data
Ciseo Unified Communications Manager B cisco nified Communications Manager Group [ Date/Time Group B pevice Poal
. Entersrise Paremetors BLocaton B ohone NTP Acference Bregion
bl Cisco Unified CM Administration Server BB sarvics Parameters Bsast B secuity Profils (Phane B SIP Trunk)
€I5€0  £or Cisco Unified Communications Selutions. Physiosl Locstion B evice Mobility Group B Prosonce Grow iomp system
G G v 9 ¥ & appii
s - CollF - Medi Re et A Fe - D < Acgfioaion |~ " « | Buka - - & Device mability 1nfa BoHcr server B oHee subnet & application Server
LDAP Directary B104P nuthentication B e pomain B Resource Priority Namespace Network Domain
Fles Resource Priority Namespace List [ cuma Server Security Profile B Gea Location Configuration 18 Geo Location Filter
Phones: » Enterprise Phane Configuration 8 certificate B Loap Custom Filter {8 Location Bandwidth Manager Group
‘S WARNING: No backup device is configured. This is required to recover you Uetrs » & nudio Codec Preference Lists B 10ar search
. B i . . . call Routing Data
Phones »
': Emergency Notifications Paging is not configured. To configure Emergency &Users able this reminder, please B0 acplicetion Dial Rules B Caling Search Space Bl Portition (Class of Control) i
here. Menagersitissistants » rime pariod B Time Schedule B Transiation Patem D Group
User Device Profies » Farced Authorization Codes. Directory Lookup Dial Rules B Client Matter Codes call Park
Outoways o Call Pickup Group B pirectory Humber (Unassigned) @ mest-me number / Pattern B pirscted Call Park
0 ed Ad atio Forced Authorization Codes. » SIP Dial Rules Bvine Group B noute Group & Hunt st
o
Route List & vt pilot 3 intercom Routs Partition D inercom css
Clent Maller Codes C Access List B Route Pattern B called Party Transformation Pattern {8 517 Route Pattern
a alla R R 830 @ d BOGb 8 Cail Pickup Group » Intercom Directory Number (Unassigned) B intercom Translation Pattern B calling Party Transformation Pattern {8 Logical Partition Policy Configuration
Wabilty » Requesting Service D tostad ON Group Eslock Learned Pattemn & Hosted DN Pamems
) Advertising Service B External Call Control Profile 8 Transformation Profile 18 ccD Festure Configuration
Region Matrix »
egon
CCD Partition B mobiliey profile B Handoff Configuration D enterprise Featurs Accass Configuration
User administrator last logged in to this cluster on Friday, January 27, 2023 9:37:06 AM GMT, to node 198.18.133.. ImportExport Ll Export Local Route Group B Confarence Maw
Media Resources Data
Copyright @ 1999 - 2020 Cisco Systems, Inc. Phaons Mgretion Import N X
Al rights resarved. cen R e Annunciator & conference Bridge 3 Media Resource Group (& Media Resource Group List
hi et otooraphic fast " e  focal - - = S Media Termination Point B transcoder B Music On Hold Server (B Mobile voice Accass
is product contains cryptagraphic features and is subject to United States and local country laws governing impd  jrgen Media Services » [Cisco cryptographic products does not
compliance with U.S. and local country laws. By using this product You agres ta comply with apphicable laws and oompar bith U.S. and local laws, raturn this pro & yor Server Bir
Confiderdisl Access Level » Data
4 summary of U.5. laws governing Cisco cryptographic products may be found at our Export Compliance Product] N —— B nppiostion User Bl Ao Cantrol Greum Broe
For information about Cisco Unified Communications Manager please visit our Unified Communications System Dol - o N Application User CAPF Profile. & credential Policy Default 3 Credential Palicy Eend user
ectory URls erns
r ¥ End User CAPF Profile Buc service B service Profile {8 self Provisianing
For Cisco Technical Support please visit our Technical Support web site.
Infrastructure Devioe C User Profile ‘saturs Group Template. B universal Davice Template D universal Line Templats
dob Scheduler rlob Information
Job Description Export Configuration |

Run Later (To schedule and activate this job, use Job Scheduler page.)

| check Dependency | Submit | Select all | | Clear all

cisco g
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User Management Tools
Option 2: Import Users

v
»
Status Phones & Users 0
@ 1 records found Managers Assisianty b
(@) server Date and Time: January 27, 2023 4:00:33 PM GMT ser Device Profies '
Gateways »
Jobs (1 -10f1) Forced Authorization Codes »
Find [l ~] Jobs where [User ~ [ begins with ~ [ Jusin Fodes ' d | [m”?][ ]
Select item or enter search text B ' o
O Job 1d * Schaduled Date Time :::m : Fabml: Date Time Sequence Dascription Status Last User
0 1674834522 January 27, 2023 3:48:43 PM GMT GMT 1 Export Configuration Completed administrator
»
| select all || Clear all || Delete Selected || Activate Selected || Stop Processing | Phone Mgration
EMCC »
Intercompany Media Services ]
Confidential Access Level v
TAPS »
Directory URIs and Patterns »
Infrastructure Device »
Job Scheduler

cisco '&_/
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User Management Tools

Option 2: Import Users

aliali,  Cisco Unified CM Administration

€IS€O  k4r Cisco Unified Communications Solutions

System = C v Media - Features v Device v ~  User -

Find and List Files

o AddNew []] selectas [TT] Clearan gmm mwsm

@ 2 records found

File (1-20f2)

Find File where [ Name v | begins with v |

|using [ aND v || Find

| Select item or enter search text v/
]
I CUCM-Export-1_01272023155520 tar I
] bat.xlt

| add New |[ Select all || Clear all |[ Delete Selected | Download Selected

Users

Phones & Users
Managers/Assistants

User Device Profiles
Gateways

Forced Authorization Codes
Client Matter Codes

Call Pickup Group

Mobilty

Region Matrix

Import/Export

Recommended Activity

Navigation [T

Function Type

Export Configuration

BAT Excel CSV Tool

cisco Lz/&/
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User Management Tools
Option 2: Import Users

Settings (D Last updated on Jan 26,2023 | 07:08 PM

SERVICES User/contact synchronization Enable/disable contact
syne Examples of contacts include lobby phones, hunt groups, organizational contacts etc. configured by admir]. If you
1 disable the contact sync from on-premise to Webex, only the users will be synced. More about contacts
— n :
Synchronization of endusers and organizational contacts
C Updates & Migrations| w Synenror ° ©  Sync contacts to Webex from Unified CM endusers list
from Unified CM to Webex.
D Messaging Note : Contact synchronization Is currently not supporied. You can synchronize users from Unified CM to Webex,
£ Meeting
R, Calling
Connected UG Rules to identify .
ifi M h e it the I i th .

g contacts from Unified Unified CM endusers may contain both users and contacts. You must set the rules to separate contacts frgm the users.

L CM endusers If any of the checked statement iz true, the tool will clazsify Unified CM enduser record as a contact. Redt of the
& Hyb identitiez will be considered as uzers

User/contact synchronization = tesm more B Not zynced from LDAP zerver to Unified CM databaze. ©
[7] Manager uzer ID Iz mizzing.
of endusers and from Unified CM to Webex
> [7] Mo device associated.
Webex Control Hub (@ Ooperimant s missng
Contact synchranization is cummently not supported. You can synchronize users from unified CM to Webex, » [7] Department ID contains
~ Prerequisite [7] User ID contains
P et et e |
~ >l
Latest synchronization <
~ Panding for synchronlzation
Your file import is being processed, & wil continue even if this modal is closed. Cick to cancel import 1o start over

| Export File

cisco '&‘/
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User Management Tools
Option 2: Import Users

~ Pending for synchronization

Total imported © Contact to be synced @ Contact already in Webex © User to be synced © User already in Webex ©

10 0 0 2 8

@ Displays the users/contacts imported using BAT file from United CM enduser list and categorized by your preferences.

o} ° (0]

Users Contacts Summary

Review users before synchronization

Review the data classification for all users and contacts before you start the synchronization. Ensure to fix all errors. This table displays only active users.

Invalid email © Missing telephone number or extension @ Already Exist in Webex &
0 Eror Q  waming 8
P
C Invalid email
B rame 3 ™ Mobile number Telephone number Primary Extension
[ Missing telephone number .
[ Adam McKenzie a tkenzie +1 972 555 6016 6016
[0 Anita Perez a [ Missing extension rez +1972 555 6017 6017
Charles Holland q Already E; n Webex lland +1872111 1234 +1 972555 6018 6018
B il .
[ Eric Steele esteele@cb143.dc-01.com esteele +1 919 555 6099 6099
C Kellie Melby kmelby@cb143.dc-01.com kmelby +1 972 555 6050 6050
E Monica Cheng mcheng@chb143.dc-01.com mcheng +1 408 555 6020 6020
[} Rebekah Baretta rharretta@ch143.dc-01¢. . rbarretta +1 919 555 6088 6088
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User Management Tools
Option 2: Import Users

Remove 8 identities ?

All 8 users are selected I > Move to contact list |e Rammsﬁumsymlisll X Cancel o
Do you want to remove 8 records from the synchronization
B name Email ID User ID Mobile number Telephone number Primary Extension list? Once the current synchronization completes, these
records will be available again in the unsynced list.
B  Adam McKenzie amckenzie@cb143.de-01.... amckenzie +1 972 555 6016 6016
B  Anita Perez aperez@cb143.dc-01.com aperez +1 972 555 6017 6017
Charles Holland cholland@cb143.de-01.c... cholland 41972111 1234 +1972 65556018 6018
Eric Steele esteele@cb143.dc-01.com esteele +1 919 555 6099 6099
B Kelie Melby kmelby@cb143.dc-01.com kmelby +1 972 555 6050 6050
B Monica Cheng mcheng@cb143.dc-01.com mcheng +1 408 555 6020 6020
B Rebekah Barrstta rbarretta@cb143.dc-01.c... rbarretta +1 919 555 6088 6088
B Taylor Bard tbard@cb143.dc-01.com thard +1 408 555 6026 6026
\4
@] [ ] O
Users Contacts Summary
Review users before synchronization
Review the data classification for all users and contacts before you start the synchronization. Ensure to fix all errors. This table displays only active users.
Invalid emall @ Missing telephone number or extension @ Already Exist in Webex ©

0 Error 0 ‘Warning 0

Q i Filters. v | 2Users Change user/contact rules -

[ Neme Email ID User ID Maobile number Telephone number Primary Extension
[7]  Ricardo Filice rfilice@ch143.dc-01.com rfilice +1919 555 6083 6083
[ ] Stefan Mauk smauk@cb143 dc-01.com smauk +1 972 555 6072 6072

cisco '&‘/
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User Management Tools
Option 2: Import Users

[ ] [e] 0]

Users Contacts Summary

Review contacts before synchronization
Review the data classification for all the contacts before you start the synchronization. Ensure to fix all errors.

Invalid display name © Contacts with no information @ Already Exist in Webex ©

0 Error 0 Warning 0

| @ Search | | Fitters v [NUIESEECE (" change userjcontact rules |

[ Display name D Email Phone number URI Source

No contact records are available
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User Management Tools
Option 2: Import Users

Recommended Activity

Users Contacts Summary Users

&8 Users ) Licenses &3 Contacts

Summary
List of the error and warning messages along with important actions reguired. Resolve all the erors in red or remove these identities from the sync list to proceed, Removed 5
e - o LG I DL TGS b E Users External users External administrators
identities will be added back to the Pending for synchronization fist. preisesiog
Q i or = Filter

Ready to sync: 2of 2 Last refreshed 1/27/2023, 10:58:33 AM. @

Previous

First / Last name 1

Adam McKenzie

10 users

Email Status

amckenzie@cb143.dc-01.com o Verified

@

6 Anita Perez aperez@cb143.dc-01.com ® Active
%" Charles Holland cholland@cb143.dc-01.com ® Active
O Eric Steele esteele@cb143.dc-01.com ® Active
ﬁ Kellie Melby kmelby@cb143.dc-01.com ® Active
% Monica Cheng mcheng@cb143.dc-01.com e Verified
. Rebekah Barretta rbarretta@cb143.dc-01.com ® Active

8 Ricardo Filice rfilice@cb143.dc-01.com @ Not Verified
2 Stefan Mauk smauk@cb143.dc-01.com ® Not Verified
0 Taylor Bard tbard@cb143.dc-01.com ® Active

cisco '&‘/

#CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 93



Meeting Calendar
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AT

Recommended Activity

Hybrid Calendar Integration

Deploy if users had calendar integration with their Webex Meeting Desktop App (WDA)

Preferred site set by user.
Calendar service creates

Integrates user’s calendar with
the Webex App calendar . e e EE  cneckied meeting on

Start user’s personal
room

Simplifies scheduling and
JOlnlng WebeX Meet|ngs Join meeting by entering
meeting number, SIP URI
or URL

Hybrid Calendar Services:
- On-prem Microsoft Exchange
- Office 365

Launch Outlook to
schedule a Personal
Room meeting

Meetings on user’s
calendar and can be
seen only if user has
Hybrid Calendar Service

Reference Links:

Deployment Guide for Cisco Webex Hybrid Calendar Service enabled
Cisco Webex Hybrid Calendar Service with Microsoft Exchange Integration Reference Join button pops up 5
) ) ) ) ] ) mins before meeting
« Cisco Webex Hybrid Calendar Service with Office 365 Integration Reference starts. User clicks it to join
meeting

. Cisco Webex Hybrid Calendar Service with Google Calendar Integration Reference
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/calendarservice/cmgt_b_deploy-spark-hybrid-calendar-service.html
https://help.webex.com/en-us/mwka5l/Cisco-Webex-Hybrid-Calendar-Service-with-Microsoft-Exchange-Integration-Reference
https://help.webex.com/en-us/niqovwv/Cisco-Webex-Hybrid-Calendar-Service-with-Office-365-Integration-Reference
https://help.webex.com/en-us/m2az0i/Cisco-Webex-Hybrid-Calendar-Service-with-Google-Calendar-Integration-Reference

B U U

Recommended Activity

Scheduling a Webex Meeting

- Multiple ways to schedule a Webex Meeting:

- Via Webex Site
Webex Scheduler (M365 add in) / Productivity Tools'
Hybrid Calendar Service (@webex, @meet, etc.)

Webex for Google Workspace

In-App Scheduler }
In-app initiated
Microsoft Outlook

- User set their scheduling preference in the app

1 Eng-of-Life for Productivity Tool: 42.6 last release (June 2022)
Migrate from Productivity Tools to the Webex Scheduler add-In
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Network & Security
Readiness
Best Practices




Required Activity

« On-Prem Users;

- Verify network requirements (ports,
protocols, firewall rules, whitelist URLS,
bandwidth, etc.)

- Review/Reuse existing peering
connections (e.g. Edge Connect)

« VPN Users:

« Optimize AnyConnect Split Tunnel
for Cisco Webex

« Remote/Mobile Users:
- Deploy MRA for UC voice services

- Critical to work with
InfoSec/Security teams early
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215343-optimize-anyconnect-split-tunnel-for-off.html

@ Reference Required Activity

Network Connectivity

- Ensure the Enterprise network allows for the appropriate protocols, ports,
bandwidth and security policies to allow the Webex App to connect to the
Webex cloud services

. Reference Links:
« Network Requirements for Webex, Webex Meetings, and Cisco Jabber

« Network Requirements for Webex Services

« How Do | Allow Webex Meetings Traffic on My Network?

- Bandwidth Planning in vour Cisco Webex Meetings Environment White Paper
« Cisco Webex Hvybrid Services Bandwidth Management

« Cisco Webex Network Test
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https://help.webex.com/en-us/article/WBX000029031/Network-Requirements-for-Webex,-Webex-Meetings,-and-Cisco-Jabber
https://collaborationhelp.cisco.com/article/WBX000028782
https://help.webex.com/en-us/WBX264/How-Do-I-Allow-Webex-Meetings-Traffic-on-My-Network
https://www.cisco.com/c/en/us/products/collateral/conferencing/webex-meetings/white_paper_c11-691351.html
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Collaboration/hybrid/12x/hybcvd/bwm.html
https://mediatest.webex.com/#/main

Webex Network |
Requirements Tool Select Services & Features

Quickly identify network requirements ® ®
for deploying Webex App o

- Avoid researching multiple docs and help T e
articles .. S ...

(@ webex Caling _ @  Shortcuts and Embedded Apps I

@  Call On Webex @@ Peopie insights

Webex Network Requirements @ i e oo o

Core App Services Meetings

[MANDATORY] The App will require access to specific Wobex Meetings Services
senvices in all deployments. &.0. login, directory,
‘search, prasence etc

(@ Performance Tracking @  Video Mesh

https://help.webex.com/nrt

[ T

User Guid: S Meeting
Webex App — . R

Woban 2ppd i raci (@ Gcoogle Push Notifications @ Webex Meetings

(@ certincate Validation @@ sic
@ General App Services.

. (@ Aopie Push Notifcations

(@ connectivity Test
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Results

Details

Webex Network
Requirements Tool
®

> Core App Services

® access to specific

[MANDATORY] The App wil regur

~ Calling

Calling

Quickly identify network requirements

for deploying Webex App
- Avoid researching multiple docs and help

~ Webex Calling
~ Domain Port Description _

Protocol And Port T} Destnation Domin [}
* wabsx.com Websx Call Signating (SIP)

Function 11

TOP 8934

articles

Webex Network Requirements
~ Webex Calling Media
Proocel And Port 11 Ip Address Range 1]
23.89,1.128/25, 23.89.33.0/24,
2269.10.025, 22.8976.128725,
23.89.154.0/25, 85.119.56.0/23,
128.177.14.0/24, 128.177.36.0/24,

135.84.168.0/21, 139.177.64.0/21,
139.177.72.0/23, 150.253.209.128/35,

[ e
170.72.0.128/25, 170.72.17.128/25,
170.72.20.0/24, 170.72 B2 0f25,
1B5.115.196.0/22, 199.19.196.0/23,

199.19.199.0/24, 199.59.64.0/71

https://help.webex.com/nrt

* Unified CM Calling (Including Dedicated Instance)

Webex App
Wabex App deploymant network raquiraments
> Additional Services

Accitional Services that can be enabied i Webex App

> Meetings

BRKCOL-2062
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Required Activity

Validate Voice Domains

DNS Internal/External Voice Domains
Verify DNS SRV and A records for Must be the same
service discovery . Can have multiple voice domains for
- If migrating from Jabber, records different groups of users
should already be in place but verify . But must be the same internally and

externally for each group

- Reference Links:

- Cisco Collaboration Solution Analyzer
» Use the “SRV checker” to check your public domains for the correct service records

« UC Manager Profiles in Cisco Webex Control Hub
- Deploving Calling in Webex App (Unified CM) - Configure DNS SRV Records

cisco L‘V& ./ #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 102


https://cway.cisco.com/csa/
https://help.webex.com/en-us/article/n51zz9x/UC-Manager-Profiles-in-Cisco-Webex-Control-Hub
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Application Readiness
Best Practices




UC Premise Software

.

Unified CM, Unity Connection, Expressway

- Critical to upgrade to version(s) that provide the required
admin/user experience and meets all security requirements

« Minimum:
UCM: 11.5(1)SU3 or 12.5(1)
Expressway: X8.11.4 or X12.5.0
Unity: Same version as UCM servers

- Secure Calling - signaling & media
(SIP OAuth):
UCM: 12.5(1) or later

cisco Lz/&/

Best Desktop, Mobile & User Experience
(including SSO):
UCM: 12.5(1)SU7+ or 14.0(1)SU3+

» Minimum :12.5(1)SU3+ for iOS Push
Notifications

* IP Phone/Webex Presence Sync
Expressway: X14+ later
Unity: Same version as UCM servers

- MRA failover:
UCM: 14.0 or later
Expressway: X14.0 or later

#Ciscolive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Required Activity

UC Premise Authentication
Unified CM, Unity Connection

- Must use the same authentication method
- Legacy SSO
« OAuth SSO
« Non-SSO

- Must use the same user credentials
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UC Premise SSO

Unified CM, Unity Connection, Expressway

Enable for a consistent/simplified user experience
- Required on Expressway if enabled on CUCM for Mobile and Remote Access (MRA)
- Required on CUC if enabled on CUCM

- Provides the Best user experience: single set of credentials for ALL UC services

- Reference Links:

« SAML SSO Deployment Guide for Cisco Unified Communications Applications: Release 11.5(1), Release
12.5(1), or Release 14

- Mobile and Remote Access Through Cisco Expressway Deployment Guide: (“SAML SSO Configuration”

section): X12.7, or X14.0.1
« Cisco Unity Connection - Quick Start Guide for SAML SSO Access: 11.x, or 12.x

.« SSO SAML Configurations & Configure SAML SSO on Cisco Unified Communications Manager with ADES 3.0
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/11_5_1/CUCM_BK_S12EF288_00_saml-sso-deployment-guide--1151.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5_1/cucm_b_saml-sso-deployment-guide-12_5.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/14/cucm_b_saml-sso-deployment-guide-Release-14.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-7/exwy_b_mra-deployment/exwy_m_basic-configuration.html#task_A458A57F311E876761D31B48B30F5AD5
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-0-1/mra/exwy_b_mra-deployment-guide-x1401/exwy_m_basic-configuration.html#task_A458A57F311E876761D31B48B30F5AD5
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/11x/quick_start/guide/b_11xcucqssamlsso.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/12x/quick_start/guide/b_12xcucqssamlsso.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-configuration-examples-list.html#anchor807
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/216948-configure-saml-sso-on-cisco-unified-comm.html
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UC Premise SSO OAuth Token Refresh

Unified CM, Unity Connection, Expressway

*Enable for best user login experience

- Reference Links:
(Note: The following links reference Jabber documents but they also apply to the Webex App)

. System Configuration Guide for Cisco Unified Communications Manager, Release 12.0(1)
See “Configure Refresh Logins for Cisco Jabber” in the “Cisco Jabber Configuration Task Flow” section

- Deploying OAuth with Cisco Collaboration Solution Release 12.0
For CUCM see “Enabling Unified CM & IM&P” section on page 15
For Unity see “Enabling Unity Connection” section on page 15
* Parameter for both CUCM and CUCM is ‘OAuth with Refresh Login Flow’
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/12_0_1/systemConfig/cucm_b_system-configuration-guide-1201/cucm_b_system-configuration-guide-1201_chapter_0111000.html#task_2B0BB37E9A3CE20B5BF7DF161132BB12
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https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/jabber/11_9/Unified-CM-OAuth-Whitepaper-v17-FINAL.pdf
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Required Activity

Unified CM Discovery Best Practices

Voice Services Domain

Keep it simple - try to use the Webex/email domain as the Voice Services Domain. Remember, the _cisco-uds and _collab-edge
SRV domains, do not need to be the same as the Unified CM/Expressway domains

Certificate Validation

Webex App will validate a TLS certificate from each Expressway/Unified CM/Unity Connection node it connects to. Ensure that the
certificates installed on each of these services is trusted i.e. CA signed

Webex and Unified CM User Identity
Webex App will use the users Webex identity as the Unified user identity (userlD or email). Ensure that the Unified CM email attribute
is populated for each user (with the email address matching the Webex identity)

Authentication
SSO enable both the Webex Org and Expressway/Unified CM/Unity Connection (using the same IDP!). Without this, users will have
multiple login prompts when signing into the app. For Webex App on mobile deployments, ensure Unified CM is 12.5(1)su4 and
later, Expressway X14 and later (SSO redirect URI)

Unified CM OAuth Refresh Token Flow

Enable OAuth Refresh token flow on Unified CM. User will not need to reauthenticate to Unified CM for defined period of token
(default = 60 days). Allows admin to enable secure SIP calling (SIP OAuth)

See https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/ucmcalling/unified-cm-wbx-teams-deployment-gquide.pdf
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Cisco

Migration Prep:

Q Discover/Design &
Deploy/Configure
o CUCM
a CUC
Q Expressway
Q App

Migration:
aQ Migrate
aQ Decom




CUCM Configuration
Best Practices




CUCM Configurations

. Review Deplovment guide for Calling in Webex App (Unified CM)
for CUCM features/capabilities with the Webex App
- Push Notifications
- Moving a Call to a Meeting
- Emergency Calling (E911 or RedSky)
- Multiline / Multi Call Window
- Move Call to Mobile
- Appendix
« Supported Jabber Config XML policy parameters

- Calling protocol handlers
- Etc...
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App Deployment
Best Practices




* See BRKCOL-2198: Deploying the Webex App to your Organization

User Install Admin Install

! '

g Do

U

» User downloads the .exe/.dmg installer from * Admin installs using MSI/DMG file
Webex.com « Leverage deployment tools (e.g. SCCM)

* User runs the installer « msiexec /i webex.msi ALLUSERS=1 /quiet

* Webex App is installed to * Webex App installed to C:\Program Files\Cisco Spark\
C:\users\user/D\AppData\Local\CiscoSparkLauncher « Admin permissions ARE required

* Admin permissions NOT required * Required to support QoS best practices
https://www.webex.com/downloads.html https://help.webex.com/en-us/article/nw5p67g/Webex-

App-%7C-Installation-and-automatic-upgrade

* Recommend using the default deployment locations
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Contact Migration
Best Practices




Optional Activity

User Contact Migration

- Migrating users’ contacts from Jabber to Webex App

« Normal Contacts
« Custom Contacts

- Migration Options:

1. End-user driven
Configure Users to Move Jabber Contacts and Common Settings to Webex

Jabber | Move Contacts and Common Settings to Webex

2. Admin driven
Migrate Personal Contacts to Webex

1 Requires CCUC
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https://help.webex.com/en-US/article/nyxlcde/Configure-Users-to-Move-Jabber-Contacts-and-Common-Settings-to-Webex--
https://help.webex.com/en-US/article/ncyhm54/Jabber-%7C-Move-Contacts-and-Common-Settings-to-Webex--
https://help.webex.com/en-us/article/naoxf7u/Migrate-Personal-Contacts-to-Webex

User Contact Migration Options

Option 1: End-user Driven Migration

- Admin enables for Users

- Users migrates their Jabber contacts and common preferences to the
Webex App

Note: Webex App must be installed on user’s laptop prior to starting the migration

Contacts: Preferences:

+ Directory Contacts « Chat notification settings (including mute all)

* Custom Contacts and photos « Call notification settings (including mute all)

«  XMPP Federated Contacts « Audio device and video device selection (except for VDI)

« Video preferences for incoming calls (start with video or no video)
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AR S
User Contact Migration Options

Option 1: End-user Driven Migration

UC Services

Optional Activity

System = CallRoutng +  MedaResources =  Atvanced Features ~ Dewice =  Applicaion =  User Management =  Buk Admistration =  Heip =
UC Servica Configuration Related Links: ERAaEd 1
il oo 3 o [ coor o sasmew
‘ (@) i succosstun
-uC Service
UC Service Type: « ]
Product Type: _Jabber
Nome® |_ucloua Jabber2wxAps_Confia |
Description e Coma 7T
- Jabber it
section paramensr Farameter Descrignon value Ooerations.
[Opticns ~| [ EnableSaveChatHistaryToExchange ~|  Enables client to save chat history sutomatically true = |belete
Gptions ~ [AllowserCustomTabs | Allows user create custom embedded tabs true B |petete
Options v EnableBridgeConferencing ~ | Enables bridge canferencing true = |Delete
Policies ~ EnsbieSIPURIDiAling ] Enables SIP URI disting [Erue & Josiete
Policies ~| selfcaraURL ~ | Defines the URL for the Seif Care Portal https:/fcucm 1 deloud. clscc = |pelete
[Policies ~ WebexTeamsDownlondURL <WebexTesmsDownlasdUF S oelete
Folicies ~] Enabletabber ZTeamsMigration true "2 Ipelete
Directory hd UdsPhotoUriWithToken hd Specifies a photo URI with a directory attribute http:/fad1 dcloud. clsco.con = |Delete
- Not Selected — ¥ | - Not Selected — ~ ® lada | @ | add custom
Section Multpart Parameter Parsmeter Deseription waue Gperations
[~ Not Selectad — ~ | — Not Selectad — | | — Mot Salected — v | [ Not Selected — v | & [ada
Save Delete | | Copy | Add New

- Add migration parameters (EnableJabber2TeamsMigration and WebexTeamsDownloadURL) to

the UC Service profile on UCM:
« Use existing UC Service
*Create a new UC Service

cisco La//&/
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User Contact Migration Options

Option 1: End-user Driven Migration

Service Profile

Jabber Client Configuration (jabber-config.xml) Profile

Common [ dCloud_Jabber2WxApp_Config v ]
Desktop | <None>

v]

Mobile [cNone> v]

End User Configuration

rService Settings

Home Cluster

Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)

Presence Viewer for User

(J Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)
UC Service Profile

[dCIoud_Service—Profile_Jabber2WxApp V] \View Details

Set the new UC Service as the ‘Jabber Client Configuration Profile’ in a NEVW Service Profile
Apply the new Service Profile to users as you migrate them

cisco Lz/&/
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Optional Activity

User Contact Migration Options

Option 1: End-user Driven Migration Seart Mioration

Sign into Webex
User Initiated Migration n N

Welcome cholland@cb268.dc-01.com

v

It's time to make the move
Jabber —
All the things you loved about Jabber now live in Webex. To
i

enjoy a seamless experience, let's move all your important
stuff to its new home.

« Migration automatically starts for user
between 5 minutes to 3 hours after L —

user signs into Jabber )
|
° User Can initial migration Move to Webex Cancel Cancel
Select Data to Migrate Open Webex

cisco M ./ #CiscolLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 119



U
User Contact Migration Options

Option 1: End-user Driven Migration

Optional Activity

Missing Contacts

Contacts left behind ¢ ContaCtS nOt in
Control Hub as users

Finish move

Webex with Contacts

Migration

Contacts

@ =<
»m

You're all moved over!

Restart Webex

L‘V / Migration Complete
Cisco &. #CiscolLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 120
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User Contact Migration Options
Option 2: Admin Driven Migration

- Admin migrates users’ Jabber contacts to the

Webex App using Control Hub tools -
- IM&P Contacts (Normal Contacts) B crones ol
- Non-Presence Contacts (Custom Contacts) & oo

Offline
—
—

~ Personal Contacts

- Common user preferences are NOT migrated

HS ' Han Solo

LS ' Luke Skywalker

—

Jabber Contacts

cisco W ./ #CiscolLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 121



Optional Activity

User Contact Migration Option

Option 2: Admin Driven Migration Export Contact List

Export IM and Presence Users Contacts Configu:

‘ Back D Submit

Cisco Unified CM IM and Presence Administration
For Cisco Unified Communications Solutions tatiia
Prasence = Messsgng = Application = | Buk saministration » | Disgnosies = Hep = @Emw Raady
Export Contact Lists by Query UploatDomniosa Files — >
. CCMCIP ProfisiMicrosot RCC » xport Contact List Options
Cortact Update Contact List | File Name™* | migrate-ContactList | |
== Mor-gresence Contact List ¥ Export Contact List File Format: IM and Presence Contact List Format (Miew File Farmat)
@ 10 records found Job Scheddr Renams Cortacts
—_ _— ] Job Information

o I B Job Deseription | Export users' contacts

@ Al users in the cluster © Run Later (To schedule and activate this job, use Job Scheduler page.)

() All unassigned users in the cluster

O Al asigned usars i thecustar gace | submi | Export Non-Presence

() Assigned users by node

() Assigned users by Presence Redundancy Group Contacts (If required)

Allusers in the custer (1 - 10 of 10)

— : ulli - Cisco Unified CM IM and Presence Administration
Find all users in the cluster where | 1M Address | begins with Using | AND ~ | Find | DOWnload Export F| |eS €ISCO  For Cisco Unified Communications Solutions
M Address Usar IO Last Name Mana Departrient " " L " "
= o “ Systemv  Presence v Messaging v Appiication | Buk Adminisration v | Diagnostics v Help + System = Presence = - = | Bux ~ | Disgnostics +  tieip »
amckenzie@cb143 de-01.cor amckenzie McKenzie mkumar Engineering Def; Unload/Dovnioad Fil
; st Fi N pload/Daw iles
aparaz@ch143.de-01,com aperez Parez thard Sales D i Sndl LG s 2
o - CCMCIP ProfileMicrosoft RCC » CCMCIP ProfileMicrosoft RCC »
cholland@cb143.dc-01.com cholland Holland mkumar Enginesring Def o Add New [ select A [11] clear A m D D; Submit
L Contact List B Contact List »
esteelegich143 dc-01.com estecle Stesle Sales Def;
Status N Contact List » Stat P
kimelby@ch143.de-01.com kamelby Welby mkumar Enginaering Def bl ciaesiacd = us |___Nonpresence Contadt List #| import Non-presence ContactList |
ey cbang g m i~ @ + recorda daletad User Location Migration » @ S User Location Migration | ExportNon-presence Contaatist |
rharetta@ch143 de-01.com tharretta Barretta Harketing Def @ 5 records found | i | Job Scheduler I
rilice@cb143 de-01.com rilice Filice. Marketing Def: Non-presence Contact List Export
smaukiich143.dc-01.com smauk Mauk Marketing Daf; File (1-50f5) I File Name™® |Migrate-NonPresence-Contactlist | |
an@cht G de DL = ] Sales oy Find File where | Name v | begins with v | |using | AND v | Find File Format: IM and Presence Non-presence Centact List Format (View File Format)

| Select item or enter search text v |
Job Information

IM&P - Find Contacts

O File Name &

(] 01102023230014_systemAutoBackupContacts.csv Jab Description Export Users' Non-Presence Contacts |

o 01112023230017. aystemAntonacispContacti.ce ® Run Immediately © Run Later (To schedule and activate this job, use Job Scheduler page.)
0 01122023230019_systemAutoBackupContacts.csv

01132023111351_Migrate-ContactList.csv [ submit |

01132023113611_Migrate-NonPresence-ContactList.csv

<
| Add New | Select All | Clear All | Delete Selected | Download Selected <

cisco '&_/
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webex Control Hub

Webex Control Hub

& Oraanizaion Secinge

3 Connectea UG

Gotting Stetes Cuide [reve

Updes & Wgnuge

Overview

SERVICES

U your services o the new
[rrt————

(G Updates & Migrations

.w:. ::N, -.:m () Messaging
L} L] »
3 Meeting
L]
e Q, Calling
> Vidcast
£3 Connected UC
e
. R & Hybrid
o e L —

Option 2: Admin Driven Migration

User Contact Migration Option

.

Import Options

e

Optional Activity

Import on-premise data

Impart up ta 10,000 cantacts for each import

to Webex App

your user's Jabber contact list
(9 How this works
~ Encrypted personal contacts|

be migrated for users alread|
added to Webex.

Migrate Personal Contacts

Move any personal contacts saved on

[[seiect ne type of contacts o impon

Directory URI IM addsess scheme

User @ default domain

Generic Personal Contacts

- Moiea by

will

G-

v

Status Date startet P

SN
N4
by

{“\’}EL\

Track miqration tasks and download reparts.

7/

by

7
>

P

— Erors

Updates & Migrations

Migrate Personal Contacts to Webex App

~ Impart on-premise data

Webex users of contacts © Contacts ta be migrated O

8 4 8

| Totel imported contacts O

Migrated contacts ©

0

These are your User's personal contacts that cannot be accessed by &
will be encrypied

Import on-premise data

Cantact Type: Homal O

Import Review

cisco Lg/&/

#Ciscolive

Import CSV File

#  THeFC - Doweioads

. Doy
4 Dourioats

& Musi

W videss

& CreDive

™ This PO

o Nt

Fil s 0713202111135 Migrate-Comtactlistcov

.

Drag 8nd Grop COMBCLCSY file Nere O Drowse for fles 10 iMgon Unifed CM IM data.

See fie s

BRKCOL-2062
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Optional Activity
Create Migration Tasks
. . . . .
.
Option 2: Admin Driven Migration Noree o
You are migrating 8 contacts for 4 users. Provide a task name
Migrate user's personal contacts to start synchronization. All migration progress will be saved
under this name
Sta rt Total Imported contacts O ‘Webex users of contacts O Contacts to be migrated O Migrated contacts O : Task name
_ _ 8 4 8 0
Migration
Cancel Confirm and Migrate
8 contacts are ready ta be migrated to the Webex app
Migrate nenw io continue with these records
You're all sett
There are s ermors fo fi ~ Track migration progress
Q  Search Filter by status ~ 1 tasks
Contacts in Webex App
iE'h Set a status - Q Search, meet, and call Jabber-ContactList Charles Holland Jan13,2.. 4 8
Migration Status

v dCloud ~ Track migration progress

&89 Charles Hollan

3 ~ha i Q Search Filter by status v 1 tasks

ama ™ t E
Jabber-ContactList Charles Holland Jan 13,20.. 4 8 8

#Ciscolive  BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 124



Optional Activity

Org Contact Migration

- All users can search for and call Organizational contacts (e.g. HR, IT
Support, etc.)

- Webex Admin manages (add/modify/delete) the organizational
contacts

- Migration Options:

1. Import (CSV file)
Manage organization contacts in Control Hub

2. Sync (from UCM or LDAP/AD)’
Svnchronize User and Organizational Contacts

cisco Lz//&/

T Requires CCUC
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https://help.webex.com/en-us/article/hkgw56/Manage-organization-contacts-in-Control-Hub
https://help.webex.com/en-us/article/nk5whej/Synchronize-User-and-Organizational-Contacts

Migrate Org Contacts

Option 1: Import

Webex Control Hub

webex Gontrol Hut

Contacts Page

Optional Activity

MANAGEMENT

A Users II

&8 Workspaces

3 Devices
85 Apps
B Account

& Organization Settings

A 4

Users

8 Users } Licenses

€ Search

B tame

2 contacts

Contact

Create it via CSV
Seurce ::

Update Unified |CM / LDAP syne settings

Import Task Status

Tasks

Import Status
Started at 4:28 PM on Jul 28, 2022 by admin® QNI (admine SR

A26PM  Ended at 4:28 PM on Jul 28, 2022

CSV bulk add or edit contacts

Download contact attributes or sample template

Use the tempiate to add new contacts, then upload the CSV fle

Al editable contacts v/ Download

e cmomions o S Add Contacts In Bulk
x i - s
irs ° ) agm. © status: & Compieted
R b o i N o
- . pos
> Myt P— e ! 2 (
Added Updated Errors
A
Contacts Page
Users
£, Users AR Groups ! Licenses
Q = Filter 2 contacts
D name Contact Source
[]  HRSupport +1(a72) 555-1234 +2 mare Webex
al
[]  IT Help Desk +(408) 555-9876 +2 mare Webex
cisco L‘V&. #CiscolLive  BRKCOL-2062

> How 10 ealt the CSV fie?
Upload CSV data

If your CSV file contains Unicode characters (e.g. &, ®. i, G, B). import your file in the
UTF-8 format. Learn more

1~

Drag and drop your CSV file to upload or

Import Contacts
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Optional Activity
.
. 1
Option 2: Sync
Contact Sync
User/contact synchronization J— . :
Webex Control Hub Config Sync Settings
Synchronization of endusers and organizational contacts o
SERVICES from Unified CM to Webex Unified CM enduser list Rules to identify contacts Custom
and users
N X Settings to synchronize
(C Updates & Mlgratlonsl from the Unified CM
enduser list to Webex_ Impart Contact
{O) Messaging
Import users %
) Meeting
< Calling Import contact
@ Connected UC Select the cluster * StandAloneCluster - cucmi....
\ O Hybrid Periodio audit o
— -~ OR --
Set Sync Preferences ¢
L LDAP racords are not shown in the review wizard.
User/contact synchronization = Lesm mors LOAP Server
Settings .
— doation of and - . Ol from the LDAP server to | LDAP Periodic syne (9 I
— Webe
mmmw{ommamn-c«mmmucmm Directory wmlmmwuznmkm»m and contacts will be Periodic synchronization (&) Every 3 days at @ 348 PM . (GMT -06:00) America/Chicago v
imported o UCT e Penaing 1o o7 THT TS TRad benefits of using
Directory connector click here
Cluster configuration 1 configuration
StandAloneCluster - uze Unified CM LDAP search configuration
~ Prarsquisite cuem1.deloud. ciseo.com
+  Add Configuration
Onboard all the Unified CM clusters to Cloud-Connected UC to enable the import. Know more.
Set your and click on Save and proceed || zetting: |I —

Cisco L&V&_/ #CiscoLive

BRKCOL-2062

" Requires CCUC
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Optional Activity
.
. 1
Option 2: Sync
Synchronization Task Status
Logs
Synchronization ) Users Contacts
| @ Dateranye ‘ Start date Start time Y End date End time ‘| 3 Logs
Status Last updated on Total contacts Failed contacts Total users Failed users Initiated by Type System failure
Completed Jan 12,2023 | 04:02 PM 0 0 0 Q Charles Holland LDAP Periodic Sync N/A
Contacts Sync Status
Logs
Synchronization  Users  (Contacts)
| o search | Filter v | 2Legs
\' Date range Start date Start time > End date End time
Display name Synced on Status Reason of failure [~} Email Phone number URI Source
Test One Jan 11,2023 | 04:38 PM Synced None CN=Test One,OU=dCloud... testone@dcloud.cisco.com +19725551517 LDAP
Test Two Jan 11,2023 | 04:3¢ PM Synced lone CN=Test Two,0U=dCloud... testtwo@dcloud cisco.com +19725551518 LDAP

W / T Requires CCUC
Cisco eﬂ #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 128



Optional Activity
Option 2: Sync'
.
@ Send activation emails to users. They still need to set up their accounts.
(R) Overview
(%) Getting Started Guide Users
£y Alerts center
8 Users 42 Groups {1 Licenses
MONITORING | Q Search | = Filter 2 contacts
0ol Analytics
[ Name Contact Source
A~ Troubleshooting
| | TestOne +19725551517 +1 more LDAP
Reports
[] TestTwo +19725551518 +1 more LDAP
MANAGEMENT
AR Workspaces

W / T Requires CCUC
Cisco &. #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 129



User Migration
Best Practices




Required Activity

User Migration

- Enable UCM Calling licenses for users migrating

< @ Adam McKenzie Profile >

Licenses () Messaging Basic Messaging
Advanced Messaging

Q Meeting Basic Space Meetings
Advanced Space Meetings
Webex Assistant for Meetings
cb26801a.webex.com Host Account

R, Calling (1:1 call._non-PSTN)
Register to Unified Communications Manager (UCM)

Edit Licenses

<+ This can be set with Auto License templates (Recommended)

cisco L‘V& ./ #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 131
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User Migrati —
Ser Igra Ion 8 . :c't:e c ;:::i;:zie@cbﬂ()dc—m.ccm

«  Member of dCloud

User Calling Behavior | s e v o s »
- Sets voice domain RS-

Cisco Webex SIP Address

« amckenzie@cb27001.calls.webex.com

Primary Work Number

Apply at: \'ﬁ
* O rg Leve | ilji:t\lsf:::rgesaccess >
° G ro u p Leve | Microsoft Teams integration @ >

- User Level —

Unified Communications Manager settings

Allow auto-provisioning for Webex ©

x

cisco W-/ #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 132
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User Migration
Org Level

- Services > Calling > Client Settings > Settings: Calling Behavior

Calling Behavior Unified CM Users

(o] Use the email domain of the user

Q Use UC Manager Profile for calling

| Select a Profile v

] Open Cisco Jabber from the Webex app
Unified CM users can make calls directly in Cisco Jabber or
through Webex. Making a call through Webex will open Jabber.
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User Migration

Group Level

- Services > Calling > Client Settings > Templates: Calling Behavior

¢ [| Calling: UCM-Cluster 1?;;, =

Calling behavior New-Cluster A~
Override UC Manager Unified CM Users

connection defaults by user

email domain or by profile. () Use the email domain of the user

(o] Use UC Manager Profile for calling

|' New-Cluster v |

0 Open Cisco Jabber from the Webex app

Unified CM users can make calls directly in Cisco
Jabber or through Webex. Making a call through
‘Webex will open Jabber.

cisco L‘V& ./ #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 134



AR S
User Migration

Individual Level
- Management > Users > {User} > Calling: Calling Behavior

< Users

Taylor Bard
e Active - tbard@cbh270.dc-01.com

Summary General Msstings Calling Messaging Hybrid Services Devices Videast

¢ Calling

Calling Behavior % Use organization level settings

@] Use the email domain of the user

(o] Use UC Manager Profile for calling

| cucm-cluster v

0 Open Cisco Jabber from the Webex app

Unified CM users can make calls directly in
Cisco Jabber or through Webex. Making a call
through Webex will open Jabber.

cisco W ./ #CiscoLive BRKCOL-2062 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Required Activity

User Migration Options

Manually update individual users Migrate Jabber to the new Webex
. (Control Hub Tool)?

Getting Started Guide

© £ Users ) Licenses = Contacts :
b Alerts center

Users  Externalusers  External administrators
MoNTORMG Q Search by o - o B 10 ueere Migrate Jabber to the new
o Analyties Webex
A Troubleshooting First / Last name + Email Status Enable Jabber users with Unified CM
calling for Webex app.
B Reports @ Adam McKenzie amckenzie@ch268.dc-01.com ® Active
"
) How this works
5 Anita Perez aperez@ch268.dc-01.com » Active
MANAGEMENT  Enable messaging via Webex app.
% Charles Holland cholland@cb268.dc-01.com * Active (Only applies to users with Unified
I £ Uusers CM calling)
s Groups O Eric Steele esteele@cb268.dc-01.com ® Active

+ Auto assign user with calling behavior
and UC manager profile.

+ Continue using calling on your

Bulk/Batch updates with templates e

Calling

&« Service Settings Client Settings

Settings Templates

(@ How templates work | Rank |

Template name Rank @ + Description Last modified
UCM-Cluster 1 Jun 7, 2023
WxC-DI 2 Jun7, 2023

1 Requires CCUC

cisco La//&/
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Required Activity
M . t U
g @)
Using the Control Hub Tool e
Migrate Jabber to the new
Webex
Enable Jabber users with Unified CM
Webex Control Hub calfing for Webex app Task Flow
webex Control Huk @ How this works
+ Enable messaging via Webex app. ° e e o e e o
I - envors {Onlyapplies fousers with Unifed Enter Select Choose Select Review Start Migration
PO —— CM calling) N s o
e e v o Task name cluster seftings users migration migration status
~ N + Auto assign user with calling behavior
[P —p— . (C Updates & Migrations and UC manager profile.
»:,. 5:'.u ».:n.,, () Messaging  Continue using calling on your
° o > b
et G (5] Meeting
o
- R, Calling
. > Vidcast
- £3 Connected UC
i o User Counts / Create Task

~ Step 1: Review update prerequisites (4) —

- Step 2: Review user counts _

Migrated users © Users in UCM @ UCM users in CI © UCM users not in Cl @
1 24 6 18

+ Download list

~ Step 3: Migrate Jabber to Webex app

Q s Filter by status 2 tasks
Task name + Last modified Modified by Status Start time Users Errors Cluster name
Migration 1 Jan 27,2023 | 02:12 PM _ Charles Holland Completed Jan 26,2023 | 06:36 PM 1 None StandAloneCl... -

cisco '&/
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Migrate Users
Using the Control Hub Tool

Create Task
Select Cluster

New Migration Task

o o] (o] @] o]

Tazk Name Cluster Selection Settings User Selection Review ° o o o o

Task Name Cluster Selection Settings User Selection Review

Enable users for Webex app with UCM calling service
Connect Webex app users to UCM calling service. Provides an easy-to-use experience to migrate Jabber or Messenger users with UCM calling services to Webex app.

Cluster selection
Select a cluster from where you want to migrate users. We recommend you to synchronize all users to Common Identity (CI). You can migrate only Cl users and after

Provide a task name. You may use a combination of cluster name, date of creation, user type, or any other cluster-related migration, the users can't communicate with non-Cl users.

information as your task name for quick identification of the tasks.
Migrated users © Users in UCM © UCM users in Cl @ UCM users notin Cl @

This field requires a minimum of 8 characters. 1 24 6 18

Task name

These users can't be migrated.

Prerequisites | @ searct 1 cluster(s) @ can't find a cluster?
Make sure that you have completed all prerequisites before you proceed. Choose the following check boxes to accept and
proceed with the migration.
B | have onboarded my organization te Cisco Webex Cloud-Connected UG and | have enabled Deployment Insights. Cluster name Users In UCM UCM users not in Avaliable users @ Planned users © Migrated users @ UCM profile
I have read about the migration and | accept the limitations of the migration wizard. Know more |~
. “ ” < StandAloneCluster 24 18 5 [ 1 None.
v
[ 1 understand the risk of migrating users without synchronizing the users in my organization to Common Identity.
Note: We recommend you to import users to Gommon Identity.

Gancel Ne:
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Migrate Users
Using the Control Hub Tool

Settings - Call Behavior

[ Fiter by Service profile

v)

@

[] dCloud_Service-Profile

)

m dCloud_Service-Profile_Jabber2WxApp

U dCloud_Service-Profile with EDI

Required Activity

{ Filter by AD groups

~ } 4 users

@

)

(] dCloud-Engg

Select Users

Migration 2
L ] [ o] o] o]
Task Name Cluster Selection Settings User Selection Review L L4 L © o
Task Name Cluster Selection Settings User Selectig Review
Settings Cluster 5 et
Configure the call behavior settings for Webex app. StandAloneCluster User list StandAloneCl u: e
Select and move users to the ‘Chasen for migration” list. andAlonelluster
Chosen for migration (1)
Call behavior
o Calling in Webex (Unified CM)

You can manage Unified a Filter by Service profile v Filter by AD groups v 4users

CM calling wh o Use my users’ email domain

makfc:g ;’:D:"W“:::x (- ] v 2 of 4 users selected @ Add to migration list [|x Cancel

app. () Use UC Manager Profile for caling B e User D Email 1D Phone Service profle AD groves

() Open Cisco Jabber from Webex app aperez aperez@cb268.dc-01.c... +1972685... dCloud_Service-Profile_J...
Allow Unified CM users to either make calls directly In Clsco Jabber or by opening Jabber when making a callIn Webex app.
Kellie Melby kmelby kmelby@cb268 dc-01.c.. +1972585... dCloud_Service-Profile_J...
Monica Cheng mcheng mcheng@cb268.de-01.... +1972855., dCloud_Service-Profile
Taylor Bard thard thard@cb268.dc-01.com +1972585... dCloud_Service-Profile
Previous @- Previous Next
Available users (4) | Chosen for migration (1) I
a Filter by Service profile v Filter by AD groups ~  1user
D Name User ID Email ID Phone Service profile AD groups
[7]  Anita Perez aperez aperez@ch268.dc-01.c... +1972555... dCloud_Service-Profile_J...
Previous
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Migrate Users
Using the Control Hub Tool S

ReVieW 18 of 24 UCM users in your organization are not synced with
Cl. Hence, the migrated users can't search for or contact

ﬁ these 18 users'ln Webex. Ars youisure you want 1o stact the
migration?

[ ] [ ] ] [ ] o

Task Name Cluster Selection Settings. User Selection Review Cancel Migrate now

Review Cluster
StandAloneCluster

Lists the error and warning messages, if any, and the recommended action to resolve them.

Migration Submitted

@ Ready to migrate: 1 of 1 users Last refreshed 1/27/2023, 3:15:58 PM.

() No missing service profiles.

Task Name Cluster Selection Settings User Selection Review

Previous

- Step 1: Review update prerequisites (4) Migration successfully submitted

+ Step 2: Review user counts | @

~ Step 3: Migrate Jabber to Webex app

Q Fiter by status v | 2 tasks Migration 2
1 users

The migration job has been submitted.

Task name Last modified Modified by Status Start time Users Errors Cluster name
Jan 27,2023 | 03:28 PM  Charles Holland Jan 27,2023 | 03:27 PM 1 None StandAloneClu... -
Migration 1 Jan 27,2023 | 02:12 PM  Charles Holland Completed Jan 26,2023 | 06:36 PM 1 None StandAloneClu... "

?
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Required Activity
Using the Control Hub Tool
) . . .
User’s License Before Migration
~
< g AnitaPerez
MONITORING
ol Analytics
-~ Troubleshooting Licenses (O Messaging Basic Messaging
Advanced Messaging
[@ Reports
(3 Meeting Basic Space Meetings
Advanced Space Meetings
MANAGEMENT
Q, Calling Call on Webex (1:1 call, non-PSTN)
I &Q Users
Sa Groups —
( Edit Licenses )
&8 Workspaces e
B . . .
User’s License After Migration
~
< §b AnitaPerez Profile
MONITORING
ool Analytics
-~ Troubleshooting Licenses (O Messaging Basic Messaging
Advanced Messaging
[@ Reports
(2] Meeting Basic Space Meetings
Advanced Space Meetings
MANAGEMENT
Q Calling Colon\Webex-ii-call RSTN)
I 8 Users Register to Unified Communications Manager (UCM)
Sa Groups —_
( Edit Licenses )
&% Workspaces SE———
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Migrate Users
Using the Control Hub Tool

User’s Calling Settings Before Migration

Required Activity

User’s Calling Settings

5 Anita Perez

® Active - aperez@cb268.dc-01.com

Profile General Meetings Calling Meszaging Hybrid Services Devices

Calling template applied: None

Cisco Webex SIP Address

aperez@ch26801 .calls.webex.com

Primary Work Number

[ 6017 x

Client Settings

In-call feature access

Microsoft Teams integration ©

‘ Anita Perez

Cisco Webex SIP Address

aperez@cb26801.calls webex.com

Primary Work Number

[ 41972655 6017 x |

Client Settings

In-call feature access

Microsoft Teams integration ©

Calling Behavior

Unified Communications Manager settings

&« calling Mezzaging

Cisco

.&‘/

Profile General Meetings

< Calling

Calling Meszaging Hybrid Services Devices Vidcast

Calling Behavior

o Use my user's email domain

® Use UC Manager Profile for calling
Select a Profile v
Go to Organization settings > UC Manager Profiles to add a custom profile

(] Open Cisco Jabber from the Webex app
Unified CM users can make calls directly In Cisco Jabber o through Webex. Making a call through Webex will open Jabber.

Enable User-Level Override
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App and Sever Decommission

- Remove applications from from users’ devices
- Jabber - Laptop, Mobile
- WDA - Laptop

- Decommission UC servers not required post-migration:
- IM&P

- Archive persistent chat
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. Start now
- Connect on-prem to Webex Cloud
- Complete Base Webex
configuration

- Structured, repeatable approach

- Address longer activities (SSO,
User Directory Sync, etc.)

- Leverage tools and/or partner
services

Cisco
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Additional
Education
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Cisco Live US 2023

Other Recommended Sessions

- BRKCOL-2198: Deploying the Webex App to your Organization

« BRKCOL-2007: Authentication, Authorization and Provision for Cisco Collaboration

- BRKCOL-3009: Troubleshooting UCM Calling in the Webex App Like a TAC Engineer
- BRKCOL-3012: Troubleshooting the Webex client Login

- BRKCOL-2057: Understanding Network Security Requirements for Webex Traffic

- BRKCOL-3117: Troubleshooting Webex Authentication and Provisioning

- BRKCOL-2006: Converting Meeting Site Management from Site Admin to Control Hub
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Fill out your session surveys!

.~ Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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 Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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Cisco Live

A My Profile NOT SIGNED IN

Challenge '

Log in to discd
Cisco Live 202

Gamify your Cisco Live experience!
Get points for attending this session!

View My Sc

How:
‘ Open the Cisco Events App.

‘ Click on 'Cisco Live Challenge’ in the side menu.

‘ Click on View Your Badges at the top. — .
) . Monday, Jun
‘ Click the + at the bottom of the screen and scan the QR code: ' - 11:00 AM - 1

The Bridge
and Sustain

Level 2, Ocez

Featured ¢

Reaister
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