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Cisco Converged Infrastructure Systems
excellent platform for VMware Cloud Foun

Workload Domains




VMware Cloud
Foundation
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VMware Cloud Foundation 4.5

An integrated hybrid-cloud virtualization platform

- A VMware validated multi-component solution for on-prem and
cloud-based virtualization platforms, consisting of:

- VMware Cloud Builder = VM which deploys the VCF Management Domain

- VMware Software Defined Data Center Manager (SDDC) - VM which
commissions, deploys and manages VCF Workload Domains

- VMware vCenter Server — multiple instances for managing the VCF
Management and Workload domains.

- VMware NSX-T Manager = VM cluster for management of software
defined overlay networking used by the Workload domains.

- VMware ESXi Hypervisor
- VRealize Lifecycle Manager, Workspace ONE Access
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VMware Cloud Foundation Components

Management Domain
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Cisco
Converged
Infrastructure
Solutions
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Cisco FlexPod and FlashStack Solutions

Product Overview

Cisco FlexPod Converged Infrastructure

Cisco FlashStack Converged Infrastructure

Cisco Cisco UCS X9508* or Cisco UCS 5108 Chassis
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10/25/40/100GE 16/32-Gbps Fibre Channel

* Cisco UCS X9508 Chassis can only be managed using Cisco Intersight
andis only supported with Cisco UCS 6400and 6500 Fls

NetApp controllers: ONTAP 9
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Cisco UCS X9508* Chassis or Cisco UCS 5108 Blade Server Chassis Cisco UCS C-Series Rack Servers

CISCO
INTERSIGHT
ucs
Manager

* Cisco UCS X9508 Chassis only supported
with Cisco UCS 6400 and 6500 Fls

10/25/40/100 GE I
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| 16/32-Gps Fibre channel

Cisco Nexus 9000 Series Switches
10/25/40/100 GE |

Cisco MDS 9000 Series Multilayer Switches
| 16/32 Gbps Fibre Channel

» Both Solutions integrate Cisco C-series rackmount servers or B-series or X-series blades,
with Cisco UCS Fabric Interconnects, managed by Cisco Intersight or Cisco UCS Manager.

* Network connectivity via Cisco Nexus 9000 series switches

« Storage connectivity via ethernet or via FC using Cisco MDS switches to NetApp or Pure

Storage arrays

cisco W/
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Benefits of FlexPod and FlashStack for VCF

- Cisco Validated standardized architecture for quick, repeatable, error
free deployments of FlexPod or FlashStack based workload domains

- Integrated solution that supports the entire VMware Software
Defined Datacenter

- Easy to deploy, consume, and manage design which aligns with
Cisco, NetApp or Pure Storage and VMware best practices and
compatibility requirements

- Extensive choice of compute, network, and storage platforms
including latest CPUs, 100G Ethernet, NVMe-o-Fabric and all Flash
Arrays

« Support for component monitoring, solution automation and
orchestration, and workload optimization

+ Cloud based management and automated deployment
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Cisco Converged
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Cisco Converged Infrastructure for VCF
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FlexPod VCF Solution

Management domain consists of 4
vSAN nodes and hosts vCenter
servers and NSX controllers for all
management and workload domains

Existing Infra

Cisco UCS X-Series

Cloud

Builder

\ FlexPod Datacenter

Cisco UCS C-Series"
vSAN Ready Nodes

Workload domains (WD) can easily
expand by adding hosts to existing
clusters or by adding new clusters to
the existing WD

Cisco UCS 6454
Fabric Interconnect

X-Series Blades boot from SAN via
Fibre Channel for stateless computing
and easy server profile migrations

Cisco Nexus
93180YC-FX3

NetApp A400

NFS is used as principal storage
option for FlexPod. Additional storage
options (FC, NFS, iSCSI or vVol)
available post domain-setup

Cisco MDS 9132T

TS

A Scan Here to open the Validated Design Document
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FlashStack VCF Solution

zIIiizs Cisco UCS X-Series
& FlashStack Datacenter

Existing Infra

Cloud
Builder

Management domain consists of 4
vSAN nodes and hosts vCenter
servers and NSX controllers for all
management and workload domains

Workload domains (WD) can easily
expand by adding hosts to existing
clusters or by adding new clusters to
the existing WD

A Scan Here to open the Validated Design Docu

Cisco UCS 6454
Fabric Interconnect

Cisco Nexus
9336-FX2

Pure FlashArray
//X50 R3

Cisco MDS 9132T

ment
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X-Series Blades boot from SAN via
Fibre Channel for stateless computing
and easy server profile migrations

FC is used as principal storage option
for FlashStack. Additional storage
options (FC, NFS, iSCSI or vVol)
available post domain-setup
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Deployment
Detalls and
Automation
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VMware Cloud Foundation Software Details

- Solutions based on VCF 4.5

- VCF deployments follow strict version requirements for vCenter,
ESXi and NSX-T
- VCenter, SDDC and NSX-T are included in the Cloud Builder OVA
- ESXi must be version 7.0 Update 3g for use with VCF 4.5

- Cisco does not distribute a vendor-specific ISO for ESXi 7.0 U3g,
SO a custom installation ISO must be built using vCenter Image
Builder

« Instructions are included in the FlashStack for VCF CVD document
- Create DNS records and ensure NTP synchronization
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VMware Cloud Foundation Storage Requirements

- Management Domain hosts boot from local disks

- Management Domain can only use vSAN as principal storage
- NFS can be used for supplemental secondary storage

- Workload Domain hosts boot from FC (SCSI) SAN
- Cannot boot from iSCSI due to commissioning errors from multiple
standard vSwitches

- Workload Domains can use FC (SCSI), NFS, vSAN or vVol as
principal storage
- FC (SCSI), NFS, iSCSI and vVol can be used for secondary storage

- NVMe protocol not supported at this time
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Cisco Intersight Automation

) GitHub

TASK [create_server_profile_template : Get IMC Access Policy Details] **x
ok: [localhost]

TASK [create_server_profile_template : Get Power Policy Details] x*xkkikx
ok: [localhost]

TASK [create_server_profile_template : Get IPMI over LAN Policy Details]
ok: [localhost]

TASK [create_server_profile_template : Get Local User Policy Details] **x
ok: [localhost]

TASK [create_server_profile_template : Get KVM Policy Details] *#¥xxkkkxk
ok: [localhost]

TASK [create_server_profile_template : Get Virtual Media Policy Details]
ok: [localhost]

TASK [create_server_profile_template : Get LAN Connectivity Policy Detail
ok: [localhost]

TASK [create_server_profile_template : Get SAN Connectivity Policy Detail
ok: [localhost]

TASK [create_server_profile_template : include_tasks] #k&xkkkkikkkkikkkrk
included: /Users/beveritt/Documents/CVD/FlashStack vCF Workload/Ansible/C

TASK [create_server_profile_template : Configure Server Profile Template
changed: [localhost]

PLAY RECAP koo ok ko ok ok sk ok ek e ek e ek e e e ek e ek e
localhost : ok=16 changed=1 unreachable=0 failed

Cisco

Physically connect the hardware and configure Cisco
Fabric Interconnects in Intersight Managed Mode (IMM)

Claim the Cisco UCS Domain in Cisco Intersight

Create Cisco Intersight API keys for security access to
run the provided Ansible playbooks

Fill in the variable values for the playbooks and run them,
creating all the pools, policies and profile templates

Instantiate profiles from the templates for the
management and workload hosts, and deploy them

Additional playbooks available for configuring ESXi post-
installation required settings

#CiscolLive BRKCOM-2009 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20




VCF Management Domam Setup

VMware Cloud Foundation

Mgmt. Components

SDDC vCenter
NSX S

UGS G220/C240 wSAN
Ready Nodes
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VMware Cloud Builder spreadsheet

Hosts and Networks

Instructions: Use the Hosts and Networks tab to input network details, hostname and IPs for the ESXi hosts to be used to implement the Management Domain.
- Grey cells are for information purposes and cannot be modified.
- Red cells mean the input data is either missing and mandatory or some type of validation of the input data has failed.
- Yellow cells indicate input data, default values are included to help illustrate the formatting to be used and align to the VMware documentation. If a value is not required enter
Management Domain Networks Management Domain ESXi Hosts
[ NeworkType |VLAN#]  PorgoupNeme | CiDAMNotaton |  Gateway | My | [ vlesi®2 | vesits |
Management Network MGMT 1o to1 1 NET | 10011024 | 10.101.1.254 | |  totonee [ dodotiss ]
UC LT 6030 |vasOtpgwmotion | 102.168300/2¢ | 19216830254 | 9000 | TR otion End 1P
vSAN Network VSAN End IP

Virtual Networking Value Security Thumbprints Validate Thumbprints

VSphers Standars Swich Name

Primary vSphere Distributed Switch Value

Primary vSphere Distributed Switch - Name

Primary vSphere Distributed Switch - pNICs

Primary vSphere Distributed Switch - MTU Size

Secondary vSphere Distributed Switch (Optional) Value

Secondary vSphere Distributed Switch - Name

Secondary vSphere Ditrbuted Swich - pNICs

Secondary vSphere Distributed Switch - MTU Size
VLAN ID [ s002 ]
vSphere Distributed Switch Profile Profile-3

vSphere Distributed Switch = Two (2) Physical NICs = Four (4) Configure NSX-T Host Overlay Using a Static IP Pool

Pool Description

Pool Name

CIDR Notation | 1921682024 [ 192.168.2.254

Secondary vDS -vds02 NSX-T Host Overlay Start IP NSX-T Host Overlay End IP

- Traffic for Host Overlay - e.g. vmnic2 vmnic3

Primary vDS - vds01
- Traffic for Management, vMction, vSAN - e.g. vmni
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VCF Management Domain Deployment

vm Cloud Builder ™ ©) admin

VMware Cloud Foundation
Bu

Cisco
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SDDC Manager Dashboard

vmw Cloud Foundation ﬁ.u\ ) administrator@vsphere.local

(A Dashboard
, Solutions

Inventory

= Lifecycle Managem...

6 Administration

Cisco
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VCF Workload Domain Setup

VMware Cloud Foundation

Mgmt. Components

NSX vCenter

FlexPod e

Datacenter
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ommission New Hosts

wmw Cloud Foundation ()

(@ Successfully updated depot user credentials.

HOStS COMMISSION HOSTS

@ Dashboard

%} solutions

&4 Inventory Capacity Utilization across Hosts

& Workload Domains
cPU 3 Memory

B Hosts .

B Lifecycle Managem...

& Lifecycle Managem...

‘= Release Versions

& Bundle Management L HOSTS ASSIGNED HOSTS UNASSIGNED HOSTS

Displays all hosts in VMware Cloud Foundation inventory.

“D Image Management

Workload Domain hosts e r
are commissioned using & Network Settings aaotesxOlvetiocal 10101 AroTe @ actve Unassignea

V|\/|W8 re SD DC & storage Settings a c 101011102 AAOINP @ = Unass

Manager EA-HICEnSNG ‘ aa0l-es floca 10.101.1.103 AAOI-NP Unassigned

& Users

10.101.1.81 npo1 @ i (RTP-AAOY)
) Repository Settings

= < 10.101.1.82 npo1 ctive ssigned (RTP-AAO1)
& Composable Infrastruc.. ® o
& vRealize Suite vef-esxi- oc 1 npo1 @ v Assigned (RTP-A

© security vcf-esxi-04.ve 1 npo1 @ ve Assigned (RTP-AAO1)
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VCF API for validation and deployment

w APIs for managing Domains

> GET /vi/domains

> POST /vi/domains

» GET fvi/domains/{id}

> DELETE /vi/domains/{id}
/v1/domains/{id}
/vi/domains/{id}/tags
/vl/domains/validations
/vi/domains/{id}/endpoints

Multi-VDS configuration is
deployed using VMWare Cloud
Foundation API. A JSON file is
created with appropriate
network parameters and
definitions and pushed to
VMware Cloud Foundation API

~POST /vi/domains/validations
~ Description
No description

> Response Types
~ Try it out

Parameter

Get the Domains
Create a Domain

Validate the input spec for domains operations

Description/Data Type

domainCreationSpec
(required)

"domainName": "AAG1-WD",

Address™: "1@.1
"aa@l-vc.vcf.local",
"12.181.1.254",

"subnetMask™: "255.255.,255.8"

0
“rootPassword”: " "
"datacenterMame": "AA81-WD-DC",
"ymSize": "small"

1

"computeSpe

"name": "AAB1-WD-Cluster”,
"hostSpecs™: [

#CiscolLive  BRKCOM-2009

Domain Creation Spec
DomainCreationSpec{ ... }
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SDDC Manager - VI workload domain

Capacity Utilization across Domains

VSAN Storage 1644 TB T NFS Storage

[

@ You can now add clusters to workload domains in parallel

VMFS FC

Stora T vVol Storage  Configuration
g Usage Status

Usage

P CPU Usage Memory NFS Storage

Qwner Cluster
Usage Usage

MANAGEMENT 7% | © ACTIVE administrat 1 Cluster v
AADI-WD Vi © ACTIVE 1 Cluster v

2 domains oJ? NFS Storage

[

001

28 TB Total

61 GHZ Used

imary

e History Hosts 5 Edge CI

FQDN 0 Host IP Network Pool Contiguration Status Cluster CPU Usage Memory Usage Storage Type Data Store Type
aa0l-esxi-0 oca 10.101.1101 AADT-NP (; © Active All Flash

aa0l-esxi-02.vcf 10.101.1.102 AAOI-NP (D) © Active All Flash

1a01-esxi-03.vcf.loc 10.101.1103 AAOI-NP (D) © Active All Flash

Hosts1-3of 3
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Day 2+ Activities

- Management Integrations

. Intersight Assist Appliance

. Claim Nexus, MDS, storage
and vCenter in Intersight

- DCNM/DCNM-SAN

- NetApp and Pure vSphere
plugins

- NetApp ONTAP Tools
- NetApp Active 1Q
. Purel

. VRealize Suite Lifecycle
Manager

. Workspace ONE Access

cisco Lz/@/

- NSX-T Design
- Overlay network availability

- Edge Server Cluster
Deployments

. Connections to static or
BGP upstream routers

. Create Application Virtual
Networks (AVN) for guests

- NSX-T Edge config
required for VMware Tanzu

#CiscolLive  BRKCOM-2009

- Deploy Workloads
. Traditional Virtual Servers
. Virtualized Applications
. VDI
- VMware Tanzu
. RedHat OpenShift
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| earn More

- Cisco FlexPod for VCF CVD:
https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/flexpod vcf.html

« Cisco FlashStack for VCF CVD:
https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/flashstack vcf.html

« FlexPod for VCF GitHub repo: https://github.com/ucs-compute-solutions/IMM-VCFE -

MagmtDomain

« FlashStack for VCF GitHub repo: https://github.com/ucs-compute-solutions/CVD-FlashStack-
IMM-VCE

- Cisco FlexPod: https://www.cisco.com/c/en/us/solutions/data-center-

virtualization/flexpod/index.html

 Cisco FlashStack: https://www.cisco.com/c/en/us/solutions/global-partners/purestorage.html
- VMware Validated Solutions: https://core.vmware.com/vmware-validated-solutions
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Fill out your session surveys!

.~ Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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 Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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