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Introduction

ÅRafael Leiva- Ochoa

Å@Cisco since Oct 2000

ÅWorks in the CX Training Group 
(Part of Learning@Cisco)

ÅDelivers courses on Security to Global TAC Centers 
and Customers

ÅCCIE 19322 Security since 2007 (16 years!!)
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What is the Goal?
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Å To give the administrator/operator a better understating of the FMC 
REST API, and its capabilities. Learning REST API should be easy not 
hard, and that is the goal of this breakout.

Å Note: The vast majority of the examples will be in Python, since it offers 
an array of features, and customization options.



Overview on 
FMC REST API
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REST API Overview

9

FMCREST API
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REST API Overview (Cont.)
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ÅWith the Cisco Firepower Management Center REST API, you now have a 
lightweight, easy - to- use option for managing and configuring the 
Firepower Threat Defense. (Virtual or Physical)

Å The REST API is an application programming interface (API), based on 
òRESTfuló principles, which you can quickly enable on any Firepower 
Management Center running version 6.1 or higher, and use with a REST 
client. 

Å REST APIs use the same methods as HTTP to send requests or get 
responses from the FirePower Management Center like GET, POST, PUT, 
and DELETE. 
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REST API Explorer Access Token

11

ÅTokens are used to access the HTTP service for a limited time 
period without the need for the username and password with every 
request

ÅIn order eliminate the need for authenticating with your username 
and password with each request, you replace user credentials with a 
uniquely generated access token

ÅTokens are only good for 30 minutes and can refresh up to three 
times.

BRKCRT- 3001
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FMC
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Enable REST API on FMC

13

ÅSystem > Configuration

ÅThe REST API is enabled by default

ÅBase URL:

https:// <FMC_FQDN>/api/api- explorer

BRKCRT- 3001
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Access API thru API - Explorer ðOlder Interface
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ÅLess Object Support

ÅNon- Standard Code Generation (Limited to Python, and Perl)

ÅNo domain selection 



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Access API thru API - Explorer
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ÅInterface changes during 6.4.0 release

ÅSimplified design

ÅMore objects in the REST API selection

ÅSample Code with CodeGen

ÅUsing Open API Spec

ÅHTML, Perl, Python, and Java

ÅTroubleshooting Objects

ÅPacket Tracer

ÅPCAP file support

ÅDomain selection supported on interface
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Access API thru API - Explorer (Cont.)
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Access API thru API - Explorer (Cont.)
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Postman REST API Client - Token Generation

18

ÅGenerate Token for 
REST API Session

ÅAn FMC user that is not 
being used is 
recommended.
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Postman REST API Client - Token Generation (Cont.)

19

ÅHeaders will contain the X - auth- access- token, this will be good for 
30mins, and the X - auth- refresh- token for up to 3 refreshes. 
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Postman REST API Client ðUsing Token
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Postman REST API Client - Using Token (Cont.)
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Python REST API Client ðToken Generation
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import requests
from requests .auth import HTTPBasicAuth

FMC_HOST = ômyfmc.domain .com'
USERNAME= 'admin'
PASSWORD= ômypassword '

basic = HTTPBasicAuth(USERNAME, PASSWORD)

payload={}

headers = {
'Content - Type' : 'application/ json'
}

url = f"https :// {FMC_HOST}/api/ fmc_platform /v1/auth/ generatetoken "

response = requests .request ("POST", url, headers=headers, data=payload, auth=basic, verify=False)

if response .status_code == 204 :
print()
print("Token" )
print(response .headers["X- auth- access- token" ])
print()
print("Refresh Token" )
print(response .headers["X- auth- refresh- token" ])
print()
print("Domain UUID")
print(response .headers["DOMAIN_UUID"])
print()

else:
print(f'Error: {response .status_code } - {response .text }õ)

/Library/Frameworks/ Python.framework /Ve
rsions/3.9/lib/python3.9/site -
packages/urllib3/connectionpool.py:1013: 
InsecureRequestWarning : Unverified 
HTTPS request is being made to host 
myfmc.domain.com '. Adding certificate 
verification is strongly advised. See: 
https://urllib3.readthedocs.io/ en/latest/ adv
anced- usage.html#ssl - warnings

warnings.warn (

Token
a7f05c85 - 3de0 - 4e1c - 942a- 4a23a1573447

Refresh Token
031e661b - f211 - 4ad6- 8ed6 - e59947f976a2

Domain UUID
e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f

Required to bypass Self Signed 
Cert security(Not Production)
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Python REST API Client ðUsing Token (Cont.)
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import requests
import json

FMC_HOST = ômyfmc.domain .com'
token = '2c6d8b0d - 1bed - 4cae- b82a- 26ed7eb17e44'
refresh_token = 'ced91e88 - 8b5a- 41d6 - 9c30 - 26d301aca8eb!'

payload={}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_platform /v1/info/domain"

response = requests .request ("GET", url, headers=headers, data=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )

{
"links": {

"self": 
"https:// myfmc.domain.com /api/ fmc_platform /v1/info/ domain?offset =0&limi
t=25"

},
"items": [

{
"uuid": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"name": "Global",
"type": "Domain"

}
],
"paging": {

"offset": 0,
"limit": 25,
"count": 1,
"pages": 1

}
}



FMC Operations 
Using APIõs
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FMC Operations Overview
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FMCREST API

Objects Devices HealthACP
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FMC Operations - Objects
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Objects

Network

Ports

URL

VLAN Tag

Route Maps

DNS Group

Interface

Address Pools

Access - list 
(VPN)

AAA Servers
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FMC Operations ðOutput Objects with Python
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/networks"

response = requests .request ("GET", url, headers=headers, data=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )

/Library/Frameworks/ Python.framework /Versio
ns/3.9/lib/python3.9/site -
packages/urllib3/connectionpool.py:1013: 
InsecureRequestWarning : Unverified HTTPS 
request is being made to host 
myfmc.domain.com '. Adding certificate 
verification is strongly advised. See: 
https://urllib3.readthedocs.io/ en/latest/ advanc
ed- usage.html#ssl - warnings

warnings.warn (

Token
a7f05c85 - 3de0 - 4e1c - 942a- 4a23a1573447

Refresh Token
031e661b - f211 - 4ad6- 8ed6 - e59947f976a2

Domain UUID
e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f
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FMC Operations ðOutput Objects with Python (Cont.)
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import requests
import json

FMC_HOST = 'myfmc.domain .com'
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = 
f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/networks"

response = requests .request ("GET", url, headers=headers, data=payload, 
verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output )\

/ports

/vlantags

/urls

/networks
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FMC Operations ðOutput Objects with Python (Cont.)

29BRKCRT- 3001

{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/ networks?offset =0&limit=25"
},
"items": [

{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/networks/95916354 - 5aa1- 4057 - 8eea- b42a5a207abc",
"parent": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"name": "IPv4 - Private- 10.0.0.0 - 8",
"id": "95916354 - 5aa1- 4057 - 8eea- b42a5a207abc"

},
{

"links": {
"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/networks/b7a78a7d - 20c5 - 47b2 - b02f - 86b4360112ac",
"parent": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"name": "IPv4 - Private- 172.16.0.0 - 12",
"id": "b7a78a7d - 20c5 - 47b2 - b02f - 86b4360112ac"

},
{

"links": {
"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/networks/1dcefdd8 - 07f7 - 438a- 9221 - 97d63710614e",
"parent": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"name": "IPv4 - Private- 192.168.0.0 - 16",
"id": "1dcefdd8 - 07f7 - 438a- 9221 - 97d63710614e"

},<omittedé>
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FMC Operations ðOutput Objects with Python (Cont.)
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

object_id = '95916354 - 5aa1- 4057 - 8eea- b42a5a207abc'

payload={}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/networks/ {object_id }"

response = requests .request ("GET", url, headers=headers, data=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )
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FMC Operations ðOutput Objects with Python (Cont.)
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{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/networks/95916354 - 5aa1- 4057 - 8eea- b42a5a207abc",
"parent": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"value": "10.0.0.0/8",
"overridable": false,
"description": " ",
"name": "IPv4 - Private- 10.0.0.0 - 8",
"id": "95916354 - 5aa1- 4057 - 8eea- b42a5a207abc",
"metadata": {

"readOnly": {
"state": true,
"reason": "SYSTEM"

},
"wildcard": false,
"timestamp": 1633315418693,
"lastUser": {

"name": "admin"
},
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

},
"ipType": "V_4",
"parentType": " NetworkAddress "

}
}



Creating FMC 
Objects
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Creating FMC Objects
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FMCREST API

Objects

Network
Network

Network
Network

Ports
Ports

Ports
Ports

POST/PUTObjects
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Network Objects Types
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/networks

/ fqdns

Network

/hosts

/ranges

https:// {FMC_HOST}/api/fmc_config/v1/domain/ {domain_UUID}/object/ {OBJECT}

POST/PUT

BRKCRT- 3001
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Object Creation Options
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Å FMC does not accept the name of the object to be greater than 64 characters .
Å Object name should not have space at the beginning of the object name and semicolon at the end .
Å The payload cannot contain more than 1,000 entries in a single Bulk Push.
Å Payload size cannot be more than 2MB in a single Bulk Push .

Bulk Data: Many new objects at a time

Single Data: Only one object entry

Å FMC does not accept the name of the object to be greater than 64 characters .
Å Object name should not have space at the beginning of the object name and semicolon at the end .
Å The payload cannot contain more than 1 entry in a single Push
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Object Schema
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Object Schema (Cont.)

37BRKCRT- 3001



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Object Schema (Cont.)
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Single Object Creation
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import requests
import json

FMC_HOST = ômyfmc.domain .com'
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={
'name' : 'Data_Center_Network_1' ,
'value' : '192.168.67.0/24' ,
'description' : '192.168.67.0/24 Data Center Network'
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/networks"

response = requests .request ("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )
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Single Object Creation
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import requests
import json

FMC_HOST = ômyfmc.domain .com'
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={
'name' : 'Data_Center_Network_1' ,
'value' : '192.168.67.0/24' ,
'description' : '192.168.67.0/24 Data Center Network'
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/networks"

response = requests .request ("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )

warnings.warn (
{

"error": {
"category": "OTHER",
"messages": [

{
"description": " Unprocessable Entity"

}
],
"severity": "ERROR"

}
}

data=payload
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Single Object Creation Verification
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{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 -
6d9ed49b625f/object/networks/000C2908 - 741C- 0ed3 - 0000 - 197568495776",

"parent": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 -
6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"value": "192.168.67.0/24",
"overridable": false,
"description": "192.168.67.0/24 Data Center Network",
"id": "000C2908 - 741C- 0ed3 - 0000 - 197568495776",
"name": "Data_Center_Network_1",
"metadata": {

"wildcard": false,
"timestamp": 0,
"lastUser": {

"name": "admin"
},
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

},
"ipType": "V_4",
"parentType": " NetworkAddress "

}
}
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Single Object Update

42

import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

obj_id = '000C2908 - 741C- 0ed3 - 0000 - 197568495776 õ

payload={
'name' : 'Data_Center_Network_0' ,
'value' : '192.168.70.0/24õ
õidõ: fõ{obj_id }'
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/networks/ {obj_id }"

response = requests .request ("PUT", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )

Caveats: The name and the id are required in 
the payload.
(Regardless if you are changing the name)
The id is required in the PUT request.
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Single Object Update Verification
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{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/object/networks/000C2908 - 741C- 0ed3 - 0000 - 197568495814",

"parent": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"value": "192.168.70.0/24",
"overridable": false,
"id": "000C2908 - 741C- 0ed3 - 0000 - 197568495814",
"name": "Data_Center_Network_0",
"metadata": {

"wildcard": false,
"timestamp": 0,
"lastUser": {

"name": "admin"
},
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

},
"ipType": "V_4",
"parentType": " NetworkAddress "

}
}

{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -
e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/networks/000C2908 - 741C- 0ed3 - 0000 -
197568495776",

"parent": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -
e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"value": "192.168.67.0/24",
"overridable": false,
"description": "192.168.67.0/24 Data Center Network",
"id": "000C2908 - 741C- 0ed3 - 0000 - 197568495776",
"name": "Data_Center_Network_1",
"metadata": {

"wildcard": false,
"timestamp": 0,
"lastUser": {

"name": "admin"
},
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

},
"ipType": "V_4",
"parentType": " NetworkAddress "

}
}

Before
After
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Single Object Update Creation Verification (Cont.)
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Single Object Removal
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

obj_id = '000C2908 - 741C- 0ed3 - 0000 - 197568495814'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/networks/ {obj_id }"

response = requests .request ("DELETE", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )

Caveats: Only the object id is 
required; no payload is needed.
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{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -
e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/networks/000C2908 - 741C- 0ed3 -
0000 - 197568495814",

"parent": 
"https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"value": "192.168.70.0/24",
"overridable": false,
"description": " ",
"id": "000C2908 - 741C- 0ed3 - 0000 - 197568495814",
"name": "Data_Center_Network_0",
"metadata": {

"wildcard": false,
"timestamp": 1677181653883,
"lastUser": {

"name": "admin"
},
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

},
"ipType": "V_4",
"parentType": " NetworkAddress "

}
}
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FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload=[

{"name" : "Data_Center_0" ,
"value" : "192.168.69.0/24" ,
"overridable" : 'false' ,
"description" : "Network obj 1" ,
"type" : "Network"
},

{"name" : "Data_Center_1" ,
"value" : "192.168.70.0/24" ,
"overridable" : 'false' ,
"description" : "Network obj 2" ,
"type" : "Network"
}
]

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/ networks?bulk =true"

response = requests .request ("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output )

payload=[

{"name" : "Data_Center_0" ,
"value" : "192.168.69.0/24" ,
"overridable" : 'false' ,
"description" : "Network obj 1" ,
"type" : "Network"
},

{"name" : "Data_Center_1" ,
"value" : "192.168.70.0/24" ,
"overridable" : 'false' ,
"description" : "Network obj 2" ,
"type" : "Network"
}
]

List with dictionary elements

?bulk=true

Bulk option required in the URL
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{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/object/networks/000C2908 - 741C- 0ed3 - 0000 -
197568495981",

"parent": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -
e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"value": "192.168.69.0/24",
"overridable": false,
"description": "Network obj 1",
"id": "000C2908 - 741C- 0ed3 - 0000 - 197568495981",
"name": "Data_Center_0",
"metadata": {

"wildcard": false,
"timestamp": 0,
"lastUser": {

"name": "admin"
},
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

},
"ipType": "V_4",
"parentType": " NetworkAddress "

}
},

}

{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -
e0f2 - 11e3 - 8169 - 6d9ed49b625f/object/networks/000C2908 - 741C- 0ed3 - 0000 -
197568495982",

"parent": 
"https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 -
6d9ed49b625f/object/ networkaddresses "

},
"type": "Network",
"value": "192.168.70.0/24",
"overridable": false,
"description": "Network obj 2",
"id": "000C2908 - 741C- 0ed3 - 0000 - 197568495982",
"name": "Data_Center_1",
"metadata": {

"wildcard": false,
"timestamp": 0,
"lastUser": {

"name": "admin"
},
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

},
"ipType": "V_4",
"parentType": " NetworkAddress "

}
}

]
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name,description,type,value

Data_Center_0,Data Center 0,Network,192.168.61.0/24

Data_Center_1,Data Center 1,Network,192.168.62.0/24

Data_Center_2,Data Center 2,Network,192.168.63.0/24

Data_Center_3,Data Center 3,Network,192.168.64.0/24

Network

Host

Network

FQDN

Range
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CSV_File_Path = "/Users/tom/Desktop/FMC Python Code/ Network_Objects.csv "

host = []

with open(CSV_File_Path, encoding ='utf - 8- sig' ) as csv_file :
csvReader = csv.DictReader(csv_file )
for rows in csvReader:

if rows['type' ] == "Network" :    
host.append(rows)

host_payload = json.dumps(host)

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/ networks?bulk =true"

response = requests .request ("POST", url, headers=headers, data=host_payload , verify=False)

json=host_payload

Caveats: Since we are 
outputting it to json using 
the json.dumps (), the 
json= parameter will not 
work, since the object is 
already in json format. 
This will now require the 
use of the data= 
parameter.
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import requests
import json
import csv

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

CSV_File_Path = "/Users/ rleivaoc/Desktop/FMC Python Code/ Network_Objects.csv "

host = []

with open(CSV_File_Path, encoding ='utf - 8- sig' ) as csv_file :
csvReader = csv.DictReader(csv_file )
for rows in csvReader:

if rows['type' ] == "Network" :
host.append(rows)

host_payload = json.dumps(host)

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/object/ networks?bulk =true"

response = requests .request ("POST", url, headers=headers, data=host_payload , verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )

Å CSV files provides a 
better way to store your 
objects and re - use 
them.

Å The code is cleaner and 
much less painful to 
change.
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FMCREST API

APC

ACP_1

APC_2

ACP_3

ACP_4
POST/PUTAPC
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POST/PUT

https:// {FMC_HOST}/api/fmc_config/v1/domain/ {domain_UUID}/policy/accesspolicies

ACP

ACP_1

APC_2

ACP_3

BRKCRT- 3001
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Displays a list of objects 
with additional attributes

?expanded=true

import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/policy/ accesspolicies "

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )
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"items": [
{

"type": " AccessPolicy ",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 -
004294967299"

},
"name": " APC_Main",
"id": "000C2908 - 741C- 0ed3 - 0000 - 004294967299"

},
{

"type": " AccessPolicy ",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 -
154618824509"

},
"name": " New_Policy - ACP",
"id": "000C2908 - 741C- 0ed3 - 0000 - 154618824509"

},
{

"type": " AccessPolicy ",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 -
154618823282"

},
"name": "Sub - ACP- Main",
"id": "000C2908 - 741C- 0ed3 - 0000 - 154618823282"

}
],

}

"id": "000C2908 - 741C- 0ed3 - 0000 - 004294967299"
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 -6d9ed49b625fõ
acp_UUID = '000C2908 - 741C- 0ed3 - 0000 - 004294967299'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/policy/ accesspolicies /{acp_UUID}"

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )
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{
"metadata": {

"inherit": false,
"lockingStatus ": {

"status": "UNLOCKED"
},
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

}
},
"type": " AccessPolicy ",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 - 004294967299"

},
"rules": {

"refType": "list",
"type": " AccessRule",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 -
004294967299/ accessrules "

}
},
"securityIntelligence ": {

"id": "000C2908 - 741C- 0ed3 - 0000 - 004294967343",
"type": " SecurityIntelligencePolicy ",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 -
004294967299/ securityintelligencepolicies /000C2908 - 741C- 0ed3 - 0000 - 004294967343"

}
},
"name": " APC_Main",
"defaultAction ": {

"action": "PERMIT",
"type": " AccessPolicyDefaultAction ",
"enableSyslog": false,
"intrusionPolicy": {

"name": "Balanced Security and Connectivity",
"id": "6c66b83c - bc23 - 55b6 - 879d - c4d847443503",
"type": " IntrusionPolicy",
"inspectionMode ": "DETECTION"

},
"logBegin": false,
"logEnd": false,
"variableSet": {

"name": "Default - Set",
"id": "76fa83ea - c972 - 11e2 - 8be8 - 8e45bb1343c0",
"type": " VariableSet"

},
"sendEventsToFMC": false,
"id": "000C2908 - 741C- 0ed3 - 0000 - 000268434432"

},
"prefilterPolicySetting ": {

"name": "Default Prefilter Policy",
"id": "4897c8f4 - e211 - 4661 - b0a4- 25b0826cded9",
"type": " PrefilterPolicy "

},
"id": "000C2908 - 741C- 0ed3 - 0000 - 004294967299"

}
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'
acp_UUID = '000C2908 - 741C- 0ed3 - 0000 - 004294967299'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/policy/ accesspolicies /{acp_UUID}/accessrules "

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )
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{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -
e0f2 - 11e3 - 8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C-
0ed3 - 0000 - 004294967299/ accessrules?offset =0&limit=25"

},
"items": [

{
"links": {

"self": 
"https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 -
004294967299/ accessrules /000C2908 - 741C- 0ed3 - 0000 - 000268439553"

},
"name": "Server",
"type": " AccessRule",
"id": "000C2908 - 741C- 0ed3 - 0000 - 000268439553"

},
{

"links": {
"self": 

"https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 -
004294967299/ accessrules /000C2908 - 741C- 0ed3 - 0000 - 000268439554"

},
"name": "FTP",
"type": " AccessRule",
"id": "000C2908 - 741C- 0ed3 - 0000 - 000268439554"

},
{

{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -
e0f2 - 11e3 - 8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 -
0000 - 004294967299/ accessrules /000C2908 - 741C- 0ed3 - 0000 - 000268439555"

},
"name": "SIP",
"type": " AccessRule",
"id": "000C2908 - 741C- 0ed3 - 0000 - 000268439555"

},
{

"links": {
"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -

e0f2 - 11e3 - 8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 -
0000 - 004294967299/ accessrules /000C2908 - 741C- 0ed3 - 0000 - 000268439557"

},
"name": " Allow_Access ",
"type": " AccessRule",
"id": "000C2908 - 741C- 0ed3 - 0000 - 000268439557"

},
{

"links": {
"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -

e0f2 - 11e3 - 8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 -
0000 - 004294967299/ accessrules /000C2908 - 741C- 0ed3 - 0000 - 000268439558"

},
"name": "test",
"type": " AccessRule",
"id": "000C2908 - 741C- 0ed3 - 0000 - 000268439558"

}
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'
acp_UUID = '000C2908 - 741C- 0ed3 - 0000 - 004294967299'
rule_id = '000C2908 - 741C- 0ed3 - 0000 - 000268439553'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/policy/ accesspolicies /{acp_UUID}/accessrules /{rule_id}"

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output )
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"metadata": {
"section": "Mandatory",
"category": "Services",
"accessPolicy ": {

"type": " AccessPolicy ",
"name": " APC_Main",
"defaultAction ": {

"type": " AccessPolicyDefaultAction ",
"enableSyslog": false,
"logBegin": false,
"logEnd": false,
"sendEventsToFMC": false

},
"id": "000C2908 - 741C- 0ed3 - 0000 - 004294967299"

},
"timestamp": 1666902565563,
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

}
},

"links": {
"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 -

741C- 0ed3 - 0000 - 004294967299/ accessrules /000C2908 - 741C - 0ed3 - 0000 - 000268439553"
},
""action": "ALLOW",
"name": "Server",
"type": " AccessRule",
"enabled": true,
"id": "000C2908 - 741C- 0ed3 - 0000 - 000268439553",
"enableSyslog ": false,
"vlanTags": {},
"applications": {

"applications": [
{

"id": "676",
"type": "Application",
"name": "HTTP"

}
]

},
"sourceNetworks ": {

"objects": [
{

"type": "Network",
"overridable": false,
"name": "IPv4 - Private- 10.0.0.0 - 8",
"id": "95916354 - 5aa1- 4057 - 8eea- b42a5a207abc"

}
]

},
"destinationNetworks ": {

"objects": [
{

"type": "Network",
"overridable": false,
"name": "IPv4 - Private- 192.168.0.0 - 16",
"id": "1dcefdd8 - 07f7 - 438a- 9221 - 97d63710614e"

}
]

},    " logFiles": false,
"sourceDynamicObjects ": {},
"destinationDynamicObjects ": {},
"sendEventsToFMC": false

}
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={
"type" : "AccessPolicy ",
"name" : "My_New_ACP_Policy ",
"defaultAction ": {
"action" : "BLOCK"
}
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/policy/ accesspolicies "

response = requests .request ("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={
"type" : "AccessPolicy ",
"name" : "My_New_ACP_Policy ",
"defaultAction ": {
"action" : "BLOCK"
}
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/policy/ accesspolicies "

response = requests .request ("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )
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{
"metadata": {

"inherit": false,
"lockingStatus ": {

"status": "UNLOCKED"
},
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

}
},
"type": " AccessPolicy ",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 - 210453400484"

},
"rules": {

"refType": "list",
"type": " AccessRule",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 -
210453400484/ accessrules "

}
},
"name": " My_New_ACP_Policy ",
"id": "000C2908 - 741C- 0ed3 - 0000 - 210453400484"

}
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payload={
"action" : "ALLOW",
"enabled" : "true" ,
"type" : "AccessRule",
"name" : "My_New_Rule ",
"sendEventsToFMC": "false" ,
"logFiles": "false" ,
"logBegin": "false" ,
"logEnd": "false" ,
"sourceNetworks ": {
"objects" : [
{
"type" : "Network" ,
"overridable" : "false" ,
"name" : "IPv4- Private- 10.0.0.0 - 8",
"id" : "95916354 - 5aa1- 4057 - 8eea- b42a5a207abc"
}
]
},
"destinationNetworks ": {
"objects" : [
{
"type" : "Network" ,
"overridable" : "false" ,
"name" : "IPv4- Private- 192.168.0.0 - 16" ,
"id" : "1dcefdd8 - 07f7 - 438a- 9221 - 97d63710614e"
}
]
}
}

"https:// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/policy/ accesspolicies /{acp_UUID}/accessrules "

URL Format

domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'
acp_UUID = '000C2908 - 741C- 0ed3 - 0000 - 210453400484'

Variables 

Domain UUID ACP UUID
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'
acp_UUID = '000C2908 - 741C- 0ed3 - 0000 -210453400484õ

payload={<ACP_Schema>}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/policy/ accesspolicies /{acp_UUID}/accessrules "

response = requests .request ("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )
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{
"metadata": {

"ruleIndex": 1,
"section": "Default",
"category": " -- Undefined -- ",
"accessPolicy ": {

"type": " AccessPolicy ",
"name": " My_New_ACP_Policy ",
"defaultAction ": {

"type": " AccessPolicyDefaultAction ",
"enableSyslog": false,
"logBegin": false,
"logEnd": false,
"sendEventsToFMC": false

},
"id": "000C2908 - 741C- 0ed3 - 0000 - 210453400484"

}
},
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/policy/ accesspolicies /000C2908 - 741C- 0ed3 - 0000 -
210453400484/ accessrules /000C2908 - 741C- 0ed3 - 0000 - 000268441601"

},
"action": "ALLOW",

"name": " My_New_Rule ",
"type": " AccessRule",
"enabled": true,
"id": "000C2908 - 741C- 0ed3 - 0000 - 000268441601",
"enableSyslog": false,
"vlanTags": {},

"sourceNetworks ": {
"objects": [

{
"type": "Network",
"overridable": false,
"name": "IPv4 - Private- 10.0.0.0 - 8",
"id": "95916354 - 5aa1- 4057 - 8eea- b42a5a207abc"

}
]

},
"destinationNetworks ": {

"objects": [
{

"type": "Network",
"overridable": false,
"name": "IPv4 - Private- 192.168.0.0 - 16",
"id": "1dcefdd8 - 07f7 - 438a- 9221 - 97d63710614e"

}
]

},
"logBegin": false,
"logEnd": false,
"variableSet": {

"name": "Default - Set",
"id": "76fa83ea - c972 - 11e2 - 8be8 - 8e45bb1343c0",
"type": " VariableSet"

},
"logFiles": false,
"sourceDynamicObjects ": {},
"destinationDynamicObjects ": {},
"sendEventsToFMC": false

}
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FTD- 3

https:// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/devices/ devicerecords
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/devices/ devicerecords "

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )

Displays a list of objects 
with additional attributes

?expanded=true
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{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/devices/ devicerecords?offset =0&limit=25"

},
"items": [

{
"id": "a579d810 - 2d41 - 11ec - b1a7- f97833419e16",
"type": "Device",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/devices/ devicerecords /a579d810 - 2d41 - 11ec - b1a7-
f97833419e16"

},
"name": "FTD - 0"

},
{

"id": "cd62875a - 2d41 - 11ec - a171- ac03309085cd",
"type": "Device",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/devices/ devicerecords /cd62875a - 2d41 - 11ec - a171-
ac03309085cd"

},
"name": "FTD - 1"

}
],
"paging": {

"offset": 0,
"limit": 25,
"count": 2,
"pages": 1

}
}
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'
device_UUID = 'a579d810 - 2d41 - 11ec - b1a7- f97833419e16'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/devices/ devicerecords /{device_UUID}"

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response .json(), indent=4)

print(json_output )
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{
"deploymentStatus ": "DEPLOYMENT_PENDING",
"id": "a579d810 - 2d41 - 11ec - b1a7- f97833419e16",
"type": "Device",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/devices/ devicerecords /a579d810 - 2d41 - 11ec - b1a7- f97833419e16"

},
"name": "FTD - 0",
"description": "NOT SUPPORTED",
"model": "Cisco Firepower Threat Defense for VMware",
"modelId": "A",
"modelNumber ": "75",
"modelType ": "Sensor",
"healthStatus": "green",
"healthMessage": "1.9% of 54.0M used",
"sw_version ": "7.2.0.1",
"healthPolicy": {

"id": "80372d7e - 2d45 - 11ec - b6a6- 4a4dae0c354f",
"type": " HealthPolicy",
"name": " Initial_Health_Policy 2021 - 10- 14 23:21:46"

},
"accessPolicy ": {

"name": " APC_Main",
"id": "000c2908 - 741c - 0ed3 - 0000 - 004294967299",
"type": " AccessPolicy "

},

"hostName": "192.168.1.212",
"license_caps ": [

"APEX",
"BASE",
"MALWARE",
"PLUS",
"THREAT",
"URLFilter"

],
"performanceTier ": "FTDv30",
"keepLocalEvents": false,
"prohibitPacketTransfer ": true,
"isConnected ": true,
"ftdMode ": "ROUTED",
"analyticsOnly": false,
"metadata": {

"readOnly": {
"state": false

},
"inventoryData": {

"cpuCores ": "1 CPU (8 cores)",
"cpuType": "CPU Xeon E5 series 2000 MHz",
"memoryInMB": "16384 MB RAM"

},
"deviceSerialNumber ": "9ARUN7UC0XF",
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

},
"isMultiInstance": false,
"snortVersion": "3.1.21.1 - 126",
"vdbVersion": "Build 353 - 2022 - 03- 07 22:13:19.0",
"lspVersion": "lsp - rel- 20220511 - 1540",
"clusterBootstrapSupported ": true

},
"snortEngine": "SNORT3"

}
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https:// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/devices/ devicerecords /{device_UUID}/physicalinterfaces
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Å Depending on the platform, not all interface types are supported.
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"https:// {FMC_HOST}/api/ fmc_config /v1/domain/ {domainUUID}/devices/ devicerecords /{device_UUID}/subinterfaces

"https:// {FMC_HOST}/api/ fmc_config /v1/domain/ {domainUUID}/devices/ devicerecords /{device_UUID}/redundantinterfaces

"https:// {FMC_HOST}/api/ fmc_config /v1/domain/ {domainUUID}/devices/ devicerecords /{device_UUID}/bridgegroupinterfaces

"https:// {FMC_HOST}/api/ fmc_config /v1/domain/ {domainUUID}/devices/ devicerecords /{device_UUID}/virtualtunnelinterfaces

"https:// {FMC_HOST}/api/ fmc_config /v1/domain/ {domainUUID}/devices/ devicerecords /{device_UUID}/vniinterfaces
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'
device_UUID = 'a579d810 - 2d41 - 11ec - b1a7- f97833419e16'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/devices/ devicerecords /{device_UUID}/physicalinterfaces "

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output )
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{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/devices/ devicerecords /a579d810 - 2d41 - 11ec - b1a7-
f97833419e16/ physicalinterfaces?offset =0&limit=25"

},
"items": [

{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -
e0f2 - 11e3 - 8169 - 6d9ed49b625f/devices/ devicerecords /a579d810 - 2d41 - 11ec -
b1a7- f97833419e16/ physicalinterfaces /000C2908 - 741C- 0ed3 - 0000 -
004294968282"

},
"type": " PhysicalInterface",
"name": "GigabitEthernet0/0",
"id": "000C2908 - 741C- 0ed3 - 0000 - 004294968282"

},
{

"links": {
"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec -

e0f2 - 11e3 - 8169 - 6d9ed49b625f/devices/ devicerecords /a579d810 - 2d41 - 11ec -
b1a7- f97833419e16/ physicalinterfaces /000C2908 - 741C- 0ed3 - 0000 -
004294968283"

},
"type": " PhysicalInterface",
"name": "GigabitEthernet0/1",
"id": "000C2908 - 741C- 0ed3 - 0000 - 004294968283"

},

{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/devices/ devicerecords /a579d810 - 2d41 - 11ec - b1a7-
f97833419e16/ physicalinterfaces /000C2908 - 741C- 0ed3 - 0000 - 004294968284"

},
"type": " PhysicalInterface",
"name": "GigabitEthernet0/2",
"id": "000C2908 - 741C- 0ed3 - 0000 - 004294968284"

},
{

"links": {
"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -

11e3 - 8169 - 6d9ed49b625f/devices/ devicerecords /a579d810 - 2d41 - 11ec - b1a7-
f97833419e16/ physicalinterfaces /000C2908 - 741C- 0ed3 - 0000 - 004294968285"

},
"type": " PhysicalInterface",
"name": "GigabitEthernet0/3",
"id": "000C2908 - 741C- 0ed3 - 0000 - 004294968285"

},
{

"links": {
"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -

11e3 - 8169 - 6d9ed49b625f/devices/ devicerecords /a579d810 - 2d41 - 11ec - b1a7-
f97833419e16/ physicalinterfaces /000C2908 - 741C- 0ed3 - 0000 - 004294968286"

},
"type": " PhysicalInterface",
"name": "GigabitEthernet0/4",
"id": "000C2908 - 741C- 0ed3 - 0000 - 004294968286"

},
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'
device_UUID = 'a579d810 - 2d41 - 11ec - b1a7- f97833419e16'
interface_UUID = '000C2908 - 741C- 0ed3 - 0000 - 004294968282'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/devices/ devicerecords /{device_UUID}/physicalinterfaces /{interface_UUID}"

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output )
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{

"metadata": {
"timestamp": 1634254517646,
"domain": {

"name": "Global",
"id": "e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f",
"type": "Domain"

},
"state": "COMMITTED"

},
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/devices/ devicerecords /a579d810 - 2d41 - 11ec - b1a7-
f97833419e16/ physicalinterfaces /000C2908 - 741C- 0ed3 - 0000 - 004294968282"

},
"type": " PhysicalInterface",
"MTU": 1500,
"enabled": true,
"name": "GigabitEthernet0/0",
"id": "000C2908 - 741C- 0ed3 - 0000 - 004294968282",
"mode": "PASSIVE",
"hardware": {

"speed": "AUTO",
"duplex": "AUTO"

},
"nveOnly": false,
"priority": 0,
"managementOnly ": false,
"ifname": "SPAN",
"enableSGTPropagate": false,
"securityZone ": {

"id": "57c95964 - 2d47 - 11ec - acad- 9e7a12b7a7c6",
"type": " SecurityZone "

}
}
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={
}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/deployment/ deployabledevices "

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output )

Displays a list of 
objects with 
additional attributes

?expanded=true
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{
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 - 11e3 -
8169 - 6d9ed49b625f/deployment/ deployabledevices?offset =0&limit=25"

},
"items": [

{
"version": " 1678387531086 ",
"name": "FTD - 0",
"type": " DeployableDevice "

},
{

"version": " 1678387531086 ",
"name": "FTD - 1",
"type": " DeployableDevice "

}
],
"paging": {

"offset": 0,
"limit": 25,
"count": 2,
"pages": 1

}
}

?expanded=true

{
"upToDate": true,
"policy": {

"id": "000C2908 - 741C- 0ed3 - 0000 - 146028888644",
"type": " PG.PLATFORM.NgfwNetworkVirtualizationEndPoint"

},
"versionTimeStamp ": 1660680123303,
"trafficInterrupting ": false

},
{

"upToDate": false,
"policy": {

"name": "Sub - ACP- Main",
"id": "000C2908 - 741C- 0ed3 - 0000 - 154618823282",
"type": " PG.FIREWALL.NGFWAccessControlPolicy"

},
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payload={
"type": "DeploymentRequest",
άǾŜǊǎƛƻƴέΥ ά<version>έΣ
"forceDeploy": false,
"ignoreWarning": true,
"deviceList": [
" a579d810-2d41-11ec-b1a7-f97833419e16έΣ
έcd62875a-2d41-11ec-a171-ac03309085cdέ

],
"deploymentNote": "yournotescomehereέ

}

{

"id": "a579d810-2d41-11ec-b1a7-f97833419e16",

"type": "Device",

"links": {

"self": "https://myfmc.domain.com/api/fmc_config/v1/domain/e276abec-e0f2-11e3-

8169-6d9ed49b625f/devices/devicerecords/a579d810-2d41-11ec-b1a7-f97833419e16"

},

"name": "FTD-0"

},

{

"id": "cd62875a-2d41-11ec-a171-ac03309085cd",

"type": "Device",

"links": {

"self": "https://myfmc.domain.com/api/fmc_config/v1/domain/e276abec-e0f2-11e3-

8169-6d9ed49b625f/devices/devicerecords/cd62875a-2d41-11ec-a171-ac03309085cd"

},

"name": "FTD-1"

}
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import requests
import json

FMC_HOST = 'myfmc.domain.com '
token = <token>
refresh_token = <r_token >
domain_UUID = 'e276abec - e0f2 - 11e3 - 8169 - 6d9ed49b625f'

payload={<Deployment _Schema>}

headers = {
'Content - Type' : 'application/ json',
'X- auth- access- token' : f'{token}',
'X- auth- refresh- token' : f'{refresh_token }'
}

url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/deployment/ deploymentrequests "

response = requests .request ("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output )

Å Once the POST request
is sent, the deployment
will start.

Å Note: ALL PENDING 
deployment will be sent

Å If you want to deploy a 
subset of polices, then 
use the:
selectedPoliciesforDevices

schema
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{
"version": "1678387531086",
"metadata": {

"task": {
"id": "214748365047",
"links": {

"self": "https:// myfmc.domain.com /api/ fmc_config /v1/domain/e276abec - e0f2 -
11e3 - 8169 - 6d9ed49b625f/job/ taskstatuses/214748365047"

}
}

},
"deviceList ": [

"a579d810 - 2d41 - 11ec - b1a7- f97833419e16",
"cd62875a - 2d41 - 11ec - a171- ac03309085cd"

],
"forceDeploy ": false,
"ignoreWarning ": true,
"deploymentNote ": "Admin made changes to the ACP",
"type": " DeploymentRequest "

}
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Troubleshooting FMC APIs
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FMCREST API

POST/PUT

FMC Console CLI
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FMC Console CLI, or Python IDE Console? 
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FMC Console CLI Python IDE Console
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Pros and Cons: FMC Console CLI, or Python IDE Console
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FMC Console CLI:

Python IDE Console:

Å Need to be in expert mode. The API engine provides stdout.logs on the 
/var/opt/ CSCOpx/MDC/tomcat/logs/ directory.

Å FMC API logging uses java.util.logging framework, which can be very verbose.

Å Provides standard error messaging.
Å Can be used to store error logging using the write() method.
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FMC API Troubleshooting
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The most common problems with APIs on the FMC are the following: 

Å Token Expired
Å Certificate problems
Å API URL Structure
Å Formatting Issues
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Token Expired
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Python IDE Output

FMC Console CLI

[ajp-nio-127.0.0.1-9009-exec-2] ERROR com.cisco.api.external.rest.common.filters.AuthenticationFilter
- Access Token invalid.
[ajp-nio-127.0.0.1-9009-exec-2] ERROR com.cisco.api.external.rest.common.filters.AuthenticationFilter
- Access token invalid.
APIException:Accesstoken invalid.
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Traceback (most recent call last):
File "/Library/Frameworks/ Python.framework /Versions/3.9/lib/python3.9/site - packages/requests/ adapters.py ", line 439, in send

resp = conn.urlopen (
File "/Library/Frameworks/ Python.framework /Versions/3.9/lib/python3.9/site - packages/urllib3/ connectionpool.py ", line 755, in urlopen

retries = retries.increment (
File "/Library/Frameworks/ Python.framework /Versions/3.9/lib/python3.9/site - packages/urllib3/util/ retry.py ", line 574, in increment

raise MaxRetryError(_pool, url, error or ResponseError(cause))
urllib3.exceptions.MaxRetryError: HTTPSConnectionPool(host=' myfmc.domain.com ', port=443): Max retries exceeded with url: / api/ fmc_platform /v1/auth/ generatetoken
(Caused by SSLError(SSLCertVerificationError (1, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: self signed certificate (_ssl.c:1129)')))

During handling of the above exception, another exception occurred:

Traceback (most recent call last):
File "/Users/ rleivaoc/Desktop/FMC Python Code/ fmc_auth_key.py ", line 34, in <module>

response = requests.request ("POST", url, headers=headers, data=payload, auth=basic)
File "/Library/Frameworks/ Python.framework /Versions/3.9/lib/python3.9/site - packages/requests/ api.py", line 61, in request

return session.request (method=method, url=url, ** kwargs)
File "/Library/Frameworks/ Python.framework /Versions/3.9/lib/python3.9/site - packages/requests/ sessions.py", line 542, in request

resp = self.send (prep, ** send_kwargs )
File "/Library/Frameworks/ Python.framework /Versions/3.9/lib/python3.9/site - packages/requests/ sessions.py", line 655, in send

r = adapter.send (request, ** kwargs)
File "/Library/Frameworks/ Python.framework /Versions/3.9/lib/python3.9/site - packages/requests/ adapters.py ", line 514, in send

raise SSLError(e, request=request)
requests.exceptions.SSLError : HTTPSConnectionPool(host=' myfmc.domain.com ', port=443): Max retries exceeded with url: / api/ fmc_platform /v1/auth/ generatetoken
(Caused by SSLError(SSLCertVerificationError (1, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: self signed certificate (_ssl.c:1129)')))
rleivaoc@RLEIVAOC- M- G93Z FMC Python Code % 

Certificate problems
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Certificate problems (Cont.)
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In a test environment in order to resolve the certificate self - sign errors, you need to add 
the following verify parameter on your response.
response= requests.request("POST", url, headers=headers, data=payload, auth=basic, verify=False)

In a production environment you need to provide the path where your Trusted CAõs 
are located on the verify parameter.
response= requests.request("POST", url, headers=headers, data=payload, auth=basic, verify=άκǇŀǘƘκtrustedcaέ)
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API URL Structure

98BRKCRT- 3001



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

API URL Structure (Cont.)
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API URL Structure (Cont.)
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Example 
payload using 
supported 
schema 
values.

Fmc_fqdn

Fmc_fqdn
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Formatting Issues
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url = f"https :// {FMC_HOST}/api/ fmc_config /v1/domain/ {domain_UUID}/policy/ accesspolicies /{acp_UUID}/accessrules /{rule_id}"

response = requests .request ("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output )

data=payload json=payload

Å All payload needs to be in json format. The use of the json parameter is needed when
the data is not already formatted in json.

Å If the date is already formatted in json, then the data parameter can be used.
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Fill out your session surveys!

Attendees who fill out a minimum of four session 
surveys and the overall event survey will get 
Cisco Live - branded socks (while supplies last)!
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These points help you get on the leaderboard and increase your chances of winning daily and grand prizes

Attendees will also earn 100 points in the 
Cisco Live Challenge for every survey completed. 
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Continue 
your education

ÅVisit the Cisco Showcase 
for related demos

ÅBook your one - on- one
Meet the Engineer meeting

ÅAttend the interactive education 
with DevNet, Capture the Flag, 
and Walk- in Labs

ÅVisit the On- Demand Library 
for more sessions at 
www.CiscoLive.com/on - demand
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http://www.ciscolive.com/on-demand


Thank you

#CiscoLive
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Gamify your Cisco Live experience!
Get points for attending this session! 

Open the Cisco Events App.

Click on 'Cisco Live Challengeõ in the side menu.

Click on View Your Badges at the top.

Click the + at the bottom of the screen and scan the QR code: 

How:

1

2

3

4
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