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Introduction

- Rafael Leiva-Ochoa
« @Cisco since Oct 2000

- Works in the CX Training Group
(Part of Learning@Cisco)

- Delivers courses on Security to Global TAC Centers
and Customers

- CCIE 19322 Security since 2007 (16 years!!)

CIsco
CERTIFIED

(CCIE)

SECURITY
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What is the Goal?

« To give the administrator/operator a better understating of the FMC
REST API, and its capabilities. Learning REST API should be easy not
hard, and that is the goal of this breakout.

* Note: The vast majority of the examples will be in Python, since it offers
an array of features, and customization options.
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Overview on
FMC REST API




REST API Overview

IIIIIII.....‘..
EENEmEEnN

REST API

---------------------

* .
---------------------
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REST API Overview (Cont.)

* With the Cisco Firepower Management Center REST API, you now have a
lightweight, easy-to-use option for managing and configuring the
Firepower Threat Defense. (Virtual or Physical)

« The REST API is an application programming interface (API), based on
“RESTful” principles, which you can quickly enable on any Firepower
Management Center running version 6.1 or higher, and use with a REST
client.

 REST APIs use the same methods as HTTP to send requests or get
responses from the FirePower Management Center like GET, POST, PUT,
and DELETE.
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REST API Explorer Access Token

- Tokens are used to access the HTTP service for a limited time
period without the need for the username and password with every

request

- In order eliminate the need for authenticating with your username
and password with each request, you replace user credentials with a
uniguely generated access token

- Tokens are only good for 30 minutes and can refresh up to three
times.
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Token-Based Authentication

REST Client REST API

HTTP GET Reguest

Get Access Token (Username, Password) .
Ll

Authenticate User

HTTP error Code 401 (unauthorized User)

Generate Access and Refresh tokens :

<
T
HTTP 200 OK
g Access and Refresh tokens
]
All HTTP actions
Reguest for access to the Resource (Access token)
>
Validate Access token :
2 HTTP error Code 401 (unauthorized User)
< N
Appropriate HTTP response
o Give access to Resource
o

In case the access
token expires

HTTP POST
Generate new Access token (Access and Refresh token) o
>

Validate Access and Refresh tokens

HTTP error Code 401 (unauthorized User)

<.
B
Generate new Access and Refresh tokens
HTTP 200 OK
g Return Access and Refresh token

-

REST Client REST API
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Enable REST APl on FMC

Access List

Access Control Preferences ° SyStem > Configuration
; BTN . The REST APl is enabled by default

Audit Log Certificate
DNS Cache ° Base URL.

Dashboard

https://<FMC_FQDN>/api/api-explorer

Email Notification

External Database Access

HTTPS Certificate

Information

Intrusion Policy Preferences
Language

Login Banner

Management Interfaces

Network Analysis Policy Preferences
Process

REST API Preferences

Remote Storage Device

SNMP

Session Timeout
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Access API thru API-Explorer — Older Interface

'::II'S.(':'C.D. Cisco Firepower Management Center - APl Explorer
APIINFO Services APl CONSOLE
FMC Version: 6.2.0 Methods

( Audit Select a feature from the left-hand panel to view its APlIs. Response Text Resporse Info Request Info

Deployment

Response Information

Device Groups

Devices

Object
Policy
Policy Assignments

#~
Status

Export operation in.. »
\\System Information j

. Less Object Support l

. Non-Standard Code Generation (Limited to I'Dython, and Perl)

. No domain selection
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Access API thru API-Expl ===

- Interface changes during 6.4.0 release
- Simplified design
. More objects in the REST API selection

. Sample Code with CodeGen
. Using Open API Spec
. HTML, Perl, Python, and Java

. Troubleshooting Objects
. Packet Tracer
. PCAP file support

. Domain selection supported on interface

cisco Lg/&/

Cisco Firewall Management Center Open API Specification ™

REST URLS and mathods supported in the Cisco Firewall Managsment Center APL Refer o the version specific REST API Quick Start Gulds for additional information.

( Troubleshoot \

Network Map
Devices

Policy Assignments
Device HA Pairs
Health

Chassis

Updates

Users

Intelligence
License

Search

Audit

Integration

Device Groups
Status

Device Clusters
System Information
Object

Policy

\ Deployment )

Schemas

v v v v v v v v v v v v v v v v v v v v v
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Access APl thru API-Explorer (Cont.

GET /api/fmc_platform/vl/info/domain

API Operation for Domains.

Parameters Try it out ‘

Name Description

offset e
integer(sint3z)INdex of first item to return.
(guery)

offset - Index of first item to return.

limit
integer ($int3z)NUMber of items to return.
(query)
limit - Number of items to return.
expanded
boolean If set to true, the GET response displays a list of objects with additional attributes.
{gquery)

cisco W./ #CiscolLive BRKCRT-3001
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Access API thru API-Exp

orer

ont.

Parameters ‘ Canc Responses
Code Description Links
Name Description
200 No finks
OK
ofiset o
integer (5int32)INdeX of first item to retum.
(query)
offset - Index of first item to retum.
limit
integer 5int32)NUMber of items o return.
(query)
limit - Number of items to retum.
expanded X )
boolean If set to true, the GET respanse displays a list of objects with additional attributes.
Execute
detault No links

cisco M/

Macia

Example Value Schema

“messoges”
{

“FRAMEWORK"

1
“eategory

#CiscolLive
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Postman REST API Client - Token Generation

7
POST v

https://192.168.1.208/api/fmc_platform/v1/auth/generatetoken

-

- '-..IIIQEIHHiIIIIEII save .

7

V

Authorization ® (9)

TYPE

Basic Auth

Iheatbacization beadarillbe oo ot

o Heads up! These parameters hold sensitive data. To keep this data secure while

using variables. Learn more about variables

generated when you send the request. Learn more

about authorization

Preview Request

Username admin

Password s

Show Password

v

/ Cookies

working in a collaborative emworfﬂ:. we recommend

/
|

Code

X

cisco W/

Sending request...

Cancel

‘—

7 . Generate Token for
y REST API Session

- An FMC user that is not
being used is
recommended.

BRKCRT-3001
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Postman REST API Client - Token Generation (Cont.)

KEY VALUE

Date @ Thu, 12 Mar 2020 17:11:01 GMT

Server § Apache

Cache-Control € no-cache, no-store, must-revalidate, max-age=0
Accept-Ranges @ bytes

Vary @ Accept-Charset,Accept-Encoding,Accept-Language,Accept
X-auth-access-token @ 242504ad-034f-4a26-b777-44638d4110e3
X-auth-refresh-token @ 6a5102ef-0798-4482-a8fd-80f17997a4fd

- Headers will contain the X-auth-access-token, this will be good for
30mins, and the X-auth-refresh-token for up to 3 refreshes.
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Postman REST API Client - Using Token

Untitled Request

GET v | https://192.168.1.208/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/object/applicationcategories Save ¥
\
® Authorization (9)
[ TYPE
No Auth v N ) ;
Params @ Authorizatign Headers (8) ody Pre-request Script Tests Settings
Headers 6 hidden
KEY VALUE

s
X-auth-access-token

X-auth-refresh-token
\

55b39460-f170-4bce-bf9a-25236142613b

8be68c6b-7040-4414-82e6-f697e8896117

cisco W./ #CiscolLive BRKCRT-3001
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Postman REST API Client - Using Token (Cont.

Body (an Status: 200 OK [ Time: 1694ms  Size: 111KB  Save Response v
Pretty JSON v = m Q
1 -—
2 "links": {
3 "self": "https://192.168.1.208/api/fmc_config/v1l/domain/e276abec-edf2-11e3-8169-6d9ed49b625f/object/applicationcategories?offset=0&1limit=25"
4 +
5 "items": |[
6 {
7 “name": "Active Directory",
8 "id": "123",
9 "links": {
10 "self": "https://192.168.1.208/api/fmc_config/vl/domain/e276abec-e@f2-11e3-8169-6d9ed49b625f/object/applicationcategories/123"
11 +
12 "type": "ApplicationCategory",
13 "links": {
14 "self": "https://192.168.1.208/api/fmc_config/vl/domain/e276abec-e@f2-11e3-8169-6d9ed49b625f/object/applicationcategories/123"
15 }
16 },
17 {
18 “name": "ad portal",
19 "id": "118",

"links": {

cisco Lg/&/

#Ciscolive

BRKCRT-3001

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

21



Python REST API Client - Token Generation

import requests
from requests.auth import HTTPBasicAuth

FMC_HOST = ‘myfmc.domain.com’

USERNAME = 'admin’

PASSWORD = ‘mypassword'

basic = HTTPBasicAuth(USERNAME, PASSWORD)

payload={}

headers = {
‘Content-Type': ‘application/json’ -~
}

7

url = f"https://{FMC_HOST}/api/fmc_platform/v1/auth/generatetoken" l
response = requests.requesi("POST", url, headers=headers, data=payload auth=basic, verify=False)

if response.status_code == 204: K
print()
prinf{zTakant) Required to bypass Self Signed
prin :Qesponse.headers["X—auth—access—token"]) Cert security(Not Production)
g:z:){' Dofrash.Tokan')
prini(response.headers["X-auth-refresh-token"])
print{)
print(“Domain LILIID")
prini(response.headers["DOMAIN_UUID"])
printy
else:
print(f'Error: {response.status_code} - {response.text}’)

InsecureRequestWarning: Unverified

HTTPS request is being made to host

myfmc.domain.com'. Adding certificate

verification is strongly advised. See:

https://urllib3.readthedocs.io/en/latest/adv

anced-usage.html#ssl-warnings
warnings.warn(

Token

Refresh Token
031e661b-f211-4ad6-8ed6-£59947f976a2
Y

Domain UUID
e276abec-e0f2-11e3-8169-6d9ed49b625f

v
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Python REST API Client - Using Token (Cont.)

import requests
import json

EFNMC_ _HOST = ‘m\/fmr‘ domain com'

token = '2c6d8b0d-1bed-4cae-b82a-26ed7eb17e44'
refresh_token = 'ced91e88-8b5a-41d6-9¢c30-26d301aca8eb!"
payload={}

headers = {

'Content-Type': 'application/json’,

'X-auth-access-token': f'{token}',

'X-auth-refresh-token': f'{refresh_token}'

1

url = f"https://{FMC_HOST}/api/fmc_platform/v1/info/domain”
response = requests.reques ("GET" url, headers=headers, data=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)

#CiscolLive
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FMC Operations
Using API’s




FMC Operations Overview

IIIIIII.....‘..
EEEEmEnEn

REST API

---------------------

* .
--------------------
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FMC Operations - Objects
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FMC Operations - Output Objects with Python

InsecureRequestWarning: Unverified HTTPS
request is being made to host
myfmc.domain.com'. Adding certificate
verification is strongly advised. See:
https://urllib3.readthedocs.io/en/latest/aévanc
ed-usage.html#ssl-warnings

warnings.warn(

Token
Refresh Token
031e661b-f211-4ad6-8ed6-p59947f976a2

Domain UUID
e276abec-e0f2-11e3-8169-6d9ed49b625f

import requests
import json

FMC_HOST = 'myfmc.domain.com’
token = <token>
refrech _token = <r token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f
payload={}

headers = {

'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}',
'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain}{domain_UUID}/object/networks"

response = requests.request("GET", url, headers=headers, data=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)

#CiscolLive  BRKCRT-3001
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FMC Operations - Output Objects with Python (Cont.)

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"

pavioad=y /networks
headers = {

'Content-Type': 'application/json’,
'X-auth-access-token': f'{token}',
'X-auth-refresh-token': f'{refresh_token}'

}

[ports

url =
"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/objeci/networks"

/vlantags

response = requests.request("GET", url, headers=headers, data=payload,
verify= )

/urls

json_output = json.dumps(response.json(), indent=4)

print(json_output)\
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FMC Operations - Output Objects with Python (Cont.)
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FMC Operations - Output Objects with Python (Cont.)

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"

object_id = '95916354-5aa1-4057-8eea-b42a5a207abc'
payload={}

headers = {

'‘Content-Type': 'application/json’,

'X-auth-access-token': f'{token}',

'X-auth-refresh-token': f'{refresh_token}'

}
url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/object/networks|{object_id}"

response = requests.request("GET", url, headers=headers, data=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)

cisco L‘V& . #CiscolLive BRKCRT-3001 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



FMC Operations - Output Objects with Python (Cont.)
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Creating FMC
Objects




Creating FMC Objects

ML N T T

REST API

---------------------

* .
--------------------
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Network Objects Types

New Network Object

Name
(1

Description

cisco W/

Network

/networks
/fadns

/hosts

/ranges

https://{IFMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/object/

#CiscolLive

BRKCRT-3001

POST/PUT

‘..llllllll> |§]
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Object Creation Options

Single Data: Only one object entry

 FMC does not accept the name of the object to be greater than 64 characters.
« Object name should not have space at the beginning of the object name and semicolon at the end.
« The payload cannot contain more than 1 entry in a single Push

Bulk Data: Many new objects at a time
 FMC does not accept the name of the object to be greater than 64 characters.
« Object name should not have space at the beginning of the object name and semicolon at the end.

* The payload cannot contain more than 1,000 entries in a single Bulk Push.
« Payload size cannot be more than 2MB in a single Bulk Push.
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Object Schema

Cisco Firewall Management Center Open API Specification ™

Spocifies the REST URLS and methods supported in the Cisca Firewall Management Cantor APL. Rofer 10 the version specific REST API Quick Start Gulde for additional information.

Domaing

/api/fmc_config/vl/domain/{domainUUID}/object/networks

Retrieves, deletes, creates, or modifies the network objects associated with the specified ID. If no ID is specified for a GET, retrieves list|

objects. Check the resp for (if any).

Parameters

Name Description

bulk
boolean Enables bulk create for network objects.

(query)

domainUUID *
string Domain UUID

(pﬂth)
e276abec-e0f2-11e3-8169-6d9ed49b625f

Request body

The input network object model.

Global =

Troubleshoot
Network Map
Devices

Policy Assignments
Device HA Pairs
Health

Chassis
Updates

Users
Intelligence
License

Search

Audit
Integration

Device Groups

Status
Device Clusters

System Information

[ Example 1 : POST /fmc_config/vi/domain/DomainUUID/object/networks?bulk=true ( Bulk POST operation on network objects. )

Example Value ] Schema

Deployment

Schemas

#CiscolLive BRKCRT-3001 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Object Schema (Cont.

NetworkObject vE
description:
A model representing Network object definition.
metadata Metadata > (...}
overridable boolean
Boolean indicating whether object values can be overridden.
name string
User assigned resource name.
description string
User provided resource description.
Links Links > {...)
overrides IOverride > (...}
id string
Unique identifier representing response object.
type string
Type associated with resource: NetworkObject.
value string
Actual value of the network.
version string
Version number of the response object.
overrideTargetId string
. for a specific object on a specific target (device or domain).

Unique identifier of domain or device when override assigned to child domain. Used as path parameter to GET override details

cisco W/

#CiscolLive
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Object Schema (Cont.)

Example Value = Schema

NetworkObject + |
description:
A model representing Network object definition.

Metadata
descriptitm

metadata

Defines read only details about the @iject - whether it is system defined, last user who modified the object etc.

lastUser MetadataUser m

domain Domain > {...}
readOnly ReadOnIy > (oo}
timestamp integer($int32)

The last updated timestamp.

overridable lean

Boolean indicating whether object values can be overridden.
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Single Object Creation

ort reque
0 0
O o) o)
oke oke
efre oke oke
oma D e2/6abec-€0 e3-8169 ed49b6
payload
P . o
d = 8 4
e 0 68.6 ata Cente 0
eade
onte e': 'ap 0 0
a e oke oke
3 efre oke efre oke
P O ap onfig o) do
espo o P e egue I. eade eade
on_outp on.dumps(response.jso de /£
P on_outp

Cisco

NetworkObject v |

description:
A model representing Network object definition
metadata Metadata > (...}
overridable boolean
Boolean indicating whether object values can be overridden.
name string
User i resource name.
deseription string
User provided resource description.
tanks Links > {...)
overzides I0verride > {...)
id string
Unique identifier representing response object.
type string
Type associated with resource: NetworkObject.
value| string
Actual value of the network.
version string
Version number of the response object.
overrideTargetId string
Unique identifier of domain or device when override assigned to child domain. Used as path parameter to GET override details
for a specific object on a specific target (device or domain).
+
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Single Object Creation

import json

FMC_HOST = ‘myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f'

payload={

‘name': 'Data_Center_Network_1",

'value': '192.168.67.0/24",

'description’: '192.168.67.0/24 Data Center Network'
}

headers = {

'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}',
'X-auth-refresh-token': f'{refresh_token}'

}
url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/object/networks"

response = requests.request("POST", url, headers=headers' json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Single Object Creation Verification

Name

any

any-ipvd

any-ipvé

[ Data_Center_Network_1

DNS-Master

GRE-Router1

GRE-Router2

IPv4-Benchmark-Tests

IPva-Link-Local

|Pva-Multicast

IPv4-Private-10.0.0.0-8

cisco L{V&‘/
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Value Type Override
?]%0 0/0 Group Q "
0.0.0.0/0 Network QM
/0 Host )
192.168.67.0/24 Metwork ] N
192.168.1.26 Host FE R
192.168.40.40 Host ra .
192.168.40.70 Host s .
198.18.0.0/15 Network a .M
169.254.0.0/16 Network a .M
224.0.0.0/4 Network a" M
10.0.0.0/8 Network QoM
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Single Object Update

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"

obj_id = '000C2908-741C-0ed3-0000-197568495776’

navload={

'name’': 'Data_Center_Network_0",
'value': '192.168.70.0/24’

id’: {obj_id}'

I

headers = {

'Content-Type': 'application/json’,
'X-auth-access-token': f'{token}',
'X-auth-refresh-token': f'{refresh_token}'

1
url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/object/networks/{obj_id}"

response = requests.reques ("PUT", url, headers=headers, json=payload, verify= )

json_output = json.dumps(response.json(), indent=4)

print(json_output)




le Object Update Verification

Before After
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Single Object Update Creation Verification (Cont.)

Name

any

any-ipv4

any-ipv6é

Value

0.0.0.0/0
::/0

0.0.0.0/0

/0

Data_Center_Network_0

192.168.70.0/24

Type Override

Group Q L1
Network Q L1
Host Q L1
Network S u

cisco Lg/&/
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Single Object Removal

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"

obj_id = '000C2908-741C-0ed3-0000-197568495814'
payload={

headers = {

'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}’,

'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/object/networks/{obj_id}"

response = requests.request("DELETE", url, headers=headers, json=payload, verify= )

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Single Object Removal Verification

Name Value Type Override
any :(?;,%'O'O'[O Group Q »
any-ipvé4 0.0.0.0/0 Network Q ...
any-ipv6 /0 Host Q ;)
DNS-Master 192.168.1.26 Host N
GRE-Router1 192.168.40.40 Host B
GRE-Router2 192.168.40.70 Host Sun
IPv4-Benchmark-Tests 198.18.0.0/15 Network Q ...
IPv4-Link-Local 169.254.0.0/16 Network Q ...
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Bulk Object Creation |[Ese

refresh_token = <r_token>
domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"

. . . . ayload=[
List with dictionary elements [ | _—_GI.

payload=[ "value": "192.168.69.0/24",
"overridable": ‘false’,

"name": "Data_Center_0", ”desc"r-m:t\on . N(?tvvork obj 1",
type": "Network

"value": "192.168.69.0/24", }

"overridable": 'false’, ’

"description": "Network obj 1", "name": "Data_Center_1",

"tvoe": "Network" "value": "192.168.70.0/24",

}, "overridable": ‘false’,
"description": "Network obj 2",

"name": "Data_Center_1", type": "Network

"value": "192.168.70.0/24", {

"overridable": 'false’,

"description": "Network obj 2", headers = {

"type": "Network" 'Content-Type': 'application/json’,

} 'X-auth-access-token': f'{token}’,

] 'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domnaig WU} imtie e/ retw e ?bulk=true"

response = requests.request®POS [, url, headers=headers| json=payload, serify=False)

BUIk OptIOn reCIUIred |n the URL json_output = json.@umps(response.json(), indent=4)

?bulk=true T T L LR L+ niUson_output)
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Bulk Object Creation Verification




Bulk Object Creation using CSV file

Network
Host

FQDN

Range
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Bulk Object Creation using CSV file (Cont.)

CSV_File_Path = "/Users/tom/Desktop/FMC Python Code/Network_Objects.csv"
host =[]
with open(CSV_File_Path, encoding="'utf-8-sig') as csv_file:
csvReader = csv.DictReader(csv_file)
for rows in csvReader:
if rows['type'] == "Network":
host.append(rows)

host_payload = json.dumps(host)

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/object/networks?bulk=trye

response = requests.request("POST", url, headers=headers data=host_payload, merify= )

CISCO M_/ #CiscolLive

BRKCRT-3001

IRE. 4 son=host_payload
.
o*
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Bulk Object Creation using CSV file (Cont.)

CSYV files provides a
better way to store your
objects and re-use
them.

The code is cleaner and
much less painful to

change.

import requests
import json
import csv

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"

CSV_File_Path = "/Users/rleivaoc/Desktop/FMC Python Code/Network_Objects.csv"
host = []
with open(CSV_File_Path, encoding="utf-8-sig') as csv_file:

csvReader = csv.DictReader(csv_file)

for rows in csvReader:

if rows['type'] == "Network":
host.append(rows)

host_payload = json.dumps(host)
headers = {
'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}',

'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/object/networks?bulk=true"
response = requests.request("POST", url, headers=headers, data=host_payload, verify=False)
json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Creating FMC
Access Control
Policy

cisco M/



Creating FMC ACP

ML N T T

REST API

---------------------

* .
--------------------
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Access Control Policy

https://AFMC_HOST}/api/fmc_config/v1/domain/idomain_UUID}/policy/accesspolicies

ACP

Access Control Policy Domain
APC_Main Global I c S I /I U I
Illllll.....
<«
New_Policy-ACP Global o N | EEmEmEm .> @
Sub-ACP-Main Global

BRKCRT-3001
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Access Control Policy (Cont.)

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"

payload={

?expanded=true

headers = {

'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}’,
'X-auth-refresh-token': f'{refresh_token

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/policy/accesspolicies"

response = requests.request("GET", url, headers=headers, json=payload, verify= )

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Access Control Policy (Cont.

Access Control Policy Domain

--b
A ez

i Sub-ACP-Main Global
—

§ (10" '000C2903-741C-06d3-0000-004294967299" |
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Access Control Policy (Cont.)

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f’
acp_UUID = '000C2908-741C-0ed3-0000-004294967299'

payload={
!

headers = {

'Content-Type': 'application/json’,
'X-auth-access-token': f'{token}',
'X-auth-refresh-token': f'{refresh_token}'

!
url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/policy/accesspolicies,;{acp_UUID}"

response = requests.request("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Access Control Policy (Cont.




Access Control Policy - Display Rules in ACP

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f'
acp_UUID = '000C2908-741C-0ed3-0000-004294967299"

payload={

headers = {

'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}',
'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/policy/accesspolicies/{acp_UUIC}/accessrules"

response = requests.request("GET", url, headers=headers, json=payload, verify=False)
json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Access Control Policy - Display Rules in ACP (Cont.)
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Access Control Policy - Display Rules in ACP
(Cont.)

import requests
import json

FMC_HOST = 'myfmc.domain.com'

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f'
aco LILID = '000C2008-741C-0ed3-0000-0042049A7299'

rule_id = '000C2908-741C-0ed3-0000-000268439553'

payload={
}

headers = {

'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}’,
'X-auth-refresh-token': f'{refresh_token}'

}
url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/policy/accesspolicies/{acp_UUID}/accessrulesf{rule_id}"

response = requests.request("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Access Control Policy - Display Rule Info




Access Control Policy Schema

import requests

import json AccessPolicy v {
metadata
Met t e
FMC_HOST = 'myfmc.domain.com' > faefaultaction* I etadata >_ f .
token = <token> IAccessPolicyDefaultAction > ...}
refresh_token = <r_token> u = ppynane gering
domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f User-specified name of the access control policy.
payload:{ identityPolicySetting . " - -
"type": "AccessPolicy”, eserintion Islt\?_IF:uI|cyldentltyPollcySettlngs > {...}
"name": "My_New_ACP_Policy", E —0
"defaultAction": { Description of Access Policy
"action": "BLOCK"
! Links Links > (...}
} rules
; . > (..}
headers = { securityIntelligence IReference > {..}
'Contenthype : appllc“atlvon/Jsonl , prefilterPolicySetting IAccessPolicyPrefilterPolicySettingModel » ...
X-auth-access-token': f'{token}', id i
'‘X-auth-refresh-token': f'{refresh_token}'
} Unique identifier (UUID) representing the access control policy.
url = f”https://{FI\/IC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/policy/a " Pltype string

response = requests.request("POST", url, headers=headers, json=payload, verif [ Type of the access control policy; this value is always AccessPollcy]

version string

json_output = json.dumps(response.json(), indent=4)

Version number of the response object.
print(json_output)
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Create new Access Control Polic

import requests
import json

. Access Control Polic Domain
FMC_HOST = 'myfmc.domain.com’ ey !

token = <token>
refres_h_token = <r_token> APC_Main Global
domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f'

payload={

"type": "AccessPolicy", New_Policy-ACP Global
"name": "My_New_ACP_Policy",

"defaultAction": {

"action": "BLOCK" .

} Sub-ACP-Main Global

}

headers = { My_New_ACP_Policy Global
'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}’,

'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/policy’accesspolicies"

response = requests.reques ("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Create new Access Control Policy (Cont.)

cisco L{V&‘/

#CiscolLive

Access Control Policy

APC_Main

\ New_Policy-ACP
\
S}b —.QCP— Main
~

~

a

== »1 My_New_ACP_Policy

—

~___’

Domain

Global

Global

Global

Global
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Access Rule Schema

AccessRule v |

description: -
Represents Access Rule contained within an Access Policy.
petadate AccessRuleMetadata > {...)
snmpConfig ISNMPConfig > «...) sourcesecurityGroupTags
timeRangeObjects S o destinationSecurityGroupTags
Scurosistucin INetworkObjectsContainer > {...) s
syslogSeverity string
Specifies the Override Severity if alerts are being sent to default syslog configuration. One of: ALERT | CRIT | DEBUG |
EMERG | ERR | INFO | NOTICE | WARNING. logBegin
Enum:
> Array [ 8 )
SERRCAECUNS, ISourceZoneContainer > {...) cendEventsTarHE
destinationZones
ISecurityZoneContainer > ..
Houbd IDy icObjectsContail > {on}
description string
User provided resource description. gestinationforts
sourcePorts
grlainatsonxcesetiorks INetworkObjectsContainer > (...} iparolicy
enableSyslog boolean
variableSet
Boolean indicating whether the alerts associated with the access rule are sent to default syslog configuration in Access version
Control Logging.
type string
Type of the response object. This value is always AccessRule. usess
logFiles
sateseasch ISafeSearch > {...)
enabled boolean
omnentHistoryList
Boolean indicating whether the access rule is in effect (true) or not (false). Default is true. “ R
filePoliey
destSGTTypes SrEsS] name
sxsloucantiv ISyslogConfig > (...}
el IUriObjectsContainer > {...)
endPointDeviceTypes i sourceDynamicobjects
e inatlocNetyorks INetworkObjectsContainer > ...} D
Tonave YouTube > ...} - e
- 3
cisco W. #CiscolLive  BRKCRT-3001

links

networkAccessDeviceIPs

T Keray [ 7T

ILinks > (...}
INetworkObjectsContainer > ...}
string

Unique identifier (UUID) for the access rule.

ISecurityGroupTagContainer > (...}
ISecurityGroupTagContainer > {...}

boolean

Boolean indicating whether the device will log events at the end of the connection. Default is false. If 'MONITOR' action|
is selected for access rule, logEnd will always be true.

boolean

Boolean indicating whether the device will log events at the beginning of the connection. Default is false. If 'MONITOR'
action is selected for access rule, logBegin will always be false.
boolean

Boolean indicating whether the device will send events to the Firepower Management Center event viewer. Default is
false. If 'MONITOR' action is selected for access rule, sendEventsToFMC will always be true.

IPortObjectsContainer > {...}
IPortObjectsContainer > (...}
lintrusionPaolicyModel > {...)

IVariableSet > ...}
string

Version number of the response object.

IUsersContainer » {...}

boolean

Boolean indicating whether the device will log file events. Default is false.

Y [asal

IFilePolicy > i...)
string

User-specified name of the access rule.
IDynamicObjectsContainer > (...}

IVLanTagsContainer > {...}
IApplicationsContainer » (...}

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Create New Access Control Policy Rule (Cont.)

payload={

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f'
acp_UUID = '000C2908-741C-0ed3-0000-210453400484'

a-b42a5a207abc"

1ationNetworks": {

"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/policy/accesspolicies/{acp_UUID}/accessrules'

68.0.0-16"
"id": "1dcefdd8-07f7- 9221-97d6:

Domain UUID ACP UUID
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Create New Access Control Policy Rule (Cont.)

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"
acp_UUID = '000C2908-741C-0ed3-0000-210453400484’

payload={<ACP_Schema>}

headers = {

'Content-Type': 'application/json’,

'X-auth-access-token': f'{token}',

'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/policy/accesspolicies/{acp_UUID}/accessrules"
response = requests.request("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Create New Access Control Policy Rule (Cont.)




Managing the
FirePower Device
Configuration




Managing FMC Devices

B s

IIIIIII.....‘..
EEEEmEnEn

REST API

---------------------

* .
--------------------
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FMC Devices

https://{IFMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/devices/devicerecords

Devices

POST/PUT —

llllql.........> E]

FTD-0 Snort 3
192.168.1.212

FTD-1 Snort 3
192.168.1.213

BRKCRT-3001

cisco Lg/&/
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FMC Devices (Cont.)

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"

payload={

?expanded=true

headers = {

'Content-Type': 'application/json’,
'X-auth-access-token': f'{token}’,
'X-auth-refresh-token': f'{refresh_token

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/devices/devicerecords"

response = requests.request("GET", url, headers=headers, json=payload, verify= )

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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FMC Devices (Cont.

e == == == == ==pi FTD-0 |Snort 3
192.100.1.212
ro>Te8.1.213
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FMC Devices (Cont.)

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f'
device_UUID = 'a579d810-2d41-11ec-b1a7-f97833419e16'

payload={
}

headers = {

'Content-Type': 'application/json’,
'X-auth-access-token': f'{token}’,
'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/devices/devicerecords{device_UUID}"

response = requests.request("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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FMC Devices (Cont.)
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Device Interfaces

Interface Logical Name Type Security Zones
@ Diagnostic0/0 diagnostic Physical
@ GigabitEthernet0/0 SPAN Physical SPAN
GigabitEthernet0/1 Physical
[@ GigabitEtherneto/2 4— - ——_a o
. -~ -
[@ GigabitEtherneto/3 Physical ~ <
. S~
[@ GigabitEtherneto/4 Physical S o
~

https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/devices/devicerecords/{device_UUID|/physicalinterfaces
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Device Interfaces

Interface

® Diagnostic0/0

@ GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2

GigabitEthernet0/3

GigabitEthernet0/4

Logical Name

diagnostic

SPAN

Type

Physical

Physical

Physical

Physical

Physical

Physical

Sub Interface
Redundant Interface
Bridge Group Interface
Virtual Tunnel Interface

VNI Interface

‘ Sync Device Add Interfaces v

Sub Interface
vid Redundant Interface
Bridge Group Interface
4l9 Virtual Tunnel Interface

VNI Interface
-
V.
sabled v
Disabled 4
Disabled s

* Depending on the platform, not all interface types are supported.

cisco Lu/&/
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Device Interface Types

Sub Interface

Redundant Interface

Bridge Group Interface

Virtual Tunnel Interface

VNI Interface

"https://{FMC_HOST}/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{device_UUID}/subinterfaces

"https://{FMC_HOST}/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{device_UUID}/redundantinterfaces

"https://{FMC_HOST}/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{device_UUID}/bridgegroupinterfaces

"https://{FMC_HOST}/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{device_UUID}/virtualtunnelinterfaces

"https://{FMC_HOST}/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{device_UUID}/vniinterfaces

cisco L{V&‘/
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Device Physical Interface

import requests
import json

FMC_HOST = 'myfmc.domain.com'

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f'
device_UUID = 'a579d810-2d41-11ec-b1a7-f97833419¢e16'

payload={
}

headers = {

‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}’,
'X-auth-refresh-token': f'{refresh_token}'

}
url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/devices/devicerecords|{device_UUID} physicalinterfaces"

response = requests.request("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Device Physical Interface (Cont.)




Device Physical Interface

import requests
import json

FMC_HOST = 'myfmc.domain.com'

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f'
device_UUID = 'a579d810-2d41-11ec-b1a7-f97833419¢e16'
interface_UUID = '000C2908-741C-0ed3-0000-004294968282]

payload={
}

headers = {

'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}’,
'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/devices/devicerecords/{device_UUID}/physicalinterfaces/{interface_UUID}"

response = requests.request("GET", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Device Physical Interface (Cont.;

Name:
SPAN

Enabled

Description:

Passive v
None

Erspan

MTU:
- 'ﬂ 1500

Priority:
0

Propagate Security Group Tag:
NVE Only:
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Device Deployment Status

D Device Modified by Inspect Interruption Type

v (] Fo1 | admin FTD

~ Access Control Group

Access Control Policy: Sub-ACP-Main A admin

Deployment

() Ffmo-0 | admin FTD

Pending

w Access Control Group

Access Control Policy: APC_Main A admin
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Device Deployment Status (Cont.)

import requests
import json

FMC_HOST = 'myfmc.domain.com’
token = <token>

refresh_token = <r_token> 7eXpanded:tl’ue

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f"

payload={

}

headers = {

‘Content-Type': 'application/json’,
‘X-auth-access-token': f'{token}',
'‘X-auth-refresh-token': f'{refresh_token}'

}

url = f*https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/deployment/deployabledevices"
response = requests.request("GET", url, headers=headers, json=payload, verify= )
json_output = json.dumps(response.json(), indent=4)

print(json_output)
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Device Deployment Status (Cont.)

1678387531086

?expanded=true

1678387531086
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9

Deploy Changes Schema

payload={

"type": "DeploymentRequest"”,
“version”: “ ",
"forceDeploy": false,
"ignoreWarning": true,
"devicelList": [

"deploymentNote": "yournotescomehere”

omain.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-
25f/devices/devicerecords/a579d810-2d41-11ec-b1a7-f97833419e16"
}
"name": "FT

"type": "Device",
"links": {
self"; "https://myfmc.domain.com/api/fmc_config/vl/domain/e
-6d9ed49b625f/devices/devicerecords/i
}

"name": "FTD-1"

Cisco

DeploymentRequest v ¢

description:

metadata

forceDeploy

selectedPoliciesforDevices

Repre ent request object which will be used for policy
deployment of a device.

sents the deplo

DeploymentRequestMetadata > (...}

boolean
Boolean indicating the deployment is force deploy or not. Value set to true

only if device is not out-of-date and user wants to force a deployment. This
should not be used unless needed. Default is false .

[oeed

name string
String represents the name to the device.
deviceList
> [--2]
ignoreWarning boolean
Boolean indicating whether the warnings needs to be ignored during the
prevalidation of deployment job. Default is false .
description string
User provided description of the object.
Hinks ILinks > (...}
id string
Id created as part of the deployment.
type string
Type of the Request object. This value is always DeploymentRequest.
version string
Integer indicating the version to which the deployment should be done.
deploymentNote string
User provided job note with max of 512 characters
}
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Deploy Changes NOW!

import requests
import json

FMC_HOST = 'myfmc.domain.com’

token = <token>

refresh_token = <r_token>

domain_UUID = 'e276abec-e0f2-11e3-8169-6d9ed49b625f

payload={<Deployment_Schema>}

headers = {

'‘Content-Type': 'application/json’,
'X-auth-access-token': f'{token}',
'X-auth-refresh-token': f'{refresh_token}'

}

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/deployment/deploymentrequests

response = requests.request("POST", url, headers=headers, json=payload, verify=False)

json_output = json.dumps(response.json(), indent=4)

print(json_output)
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 Once the POST request
is sent, the deployment
will start.

* Note: ALL PENDING
deployment will be sent

« |If you want to deploy a
subset of polices, then

use the:
selectedPoliciesforDevices
schema
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Deploy Changes NOW! (Cont.

Deployments Upgrades Health Tasks @ ) Show Notifications

m 2 running 0 success 0 warnings 0 failures Filter

: FTD-0 Deployment - Collecting policies and objects. 8% mm 29s

FTD-1 Deployment - Collecting policies and objects. 8% mm 29s

Show deployment history
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FMC API
Troubleshooting




Troubleshooting FMC APIs

POST/PUT

‘...IIIIIII

REST API FMC FMC Console CLI

---------------------

* .
---------------------
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FMC Console CLI, or Python IDE Console?

® ® rleivaoc — ssh admin@fmc.rloteck.com — 146x42
INFO: USMAPIServiet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APIIdentityPlatformApplication87738b226 to URL: /api/fmi
_platform

Mar 20, 2023 2:57:56 PM org.apache. catalina. core.ApplicationContext log
INFO: USMAPIServlet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APIUIPLatformApplication@a353dff to URI: /api/ui_platfor

m
Mar 20, 2023 2:57:56 PM org.apache.catalina.core.ApplicationContext log
INFO: USMAPIServlet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APIPlatformApplication@7215172a to URIL: /api/fmc_platfor

m
Mar 20, 2023 2:57:56 PM org.apache. catalina. core.ApplicationContext log

INFO: USMAPIServiet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APITroubleshootApplication85f76d1a0 to URI: /api/fmc_tro
ubleshoot

Mar 20, 2023 2:57:56 PM org.apache. catalina. core.ApplicationContext log

INFO: USMAPIServlet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APICDOServicesApplication@3507531f to URI: /api/cdo_serv
ices

Mar 20, 2023 2:57:56 PM org.apache. catalina. core.ApplicationContext log

INFO: USMAPIServiet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APIUserTdentityApplication859f1a96c to URI: /api/identit

y

Mar 20, 2023 2:57:56 PM org.apache.catalina.core. ApplicationContext log

INFO: USMAPIServliet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APILamplighterUIApplication®c421318 to URI: /api/tid_ui
Mar 20, 2023 2:57:56 PM org.apache.catalina. core.ApplicationContext log

INFO: USMAPIServlet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APILamplighterApplication@5b218570 to URI: /api/fmc_tid
Mar 20, 2023 2:57:56 PM org.apache.catalina.core. ApplicationContext log

INFO: USMAPIServlet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APINetmapApplication®736f4c27 to URI: /api/fmc_netmap
Mar 20, 2023 2:57:56 PM org.apache.catalina.core.ApplicationContext log

INFO: USMAPIServiet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APIConfigApplication@30dd9615 to URI: /api/fmc_config
Mar 20, 2023 2:57:56 PM org.apache.catalina.core. ApplicationContext log

INFO: USMAPIServlet: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APIExplorerApplicationg22887352 to URL: /api/api-explore

z
[ajp-nio-127.0.0.1-9003-exec-2] ERROR com.cisco.api.external.rest.common. filters.AuthenticationFilter - Access Token invalid
[ajp-nio-127.0.0.1-9089-exec-2] ERROR com.cisco.opi.external.rest.common. filters.AuthenticationFilter - Access token invalid.
APTException:Access token invalid.
at com.cisco.api.external . rest.common. filters.AuthenticationFilter.authenticateAccessToken(AuthenticationFilter. java:383)
at com.cisco.api.external . rest.comon. filters.AuthenticationFilter.beforeHandle(AuthenticationFilter. java:150)
.restlet.routing.Filter.handle(Filter.java:195)
org.restlet.routing.Filter.doHandle(Filter. java:150)
org.restlet.routing.Filter.handle(Filter. java:197)
org.restlet.routing.Filter.doHandle(Filter. java:15)
com.cisco.api.external . rest. common. filter.AuditFilter.doHandle(AuditFilter. java:133)
org.restlet.routing.Filter.handle(Filter. java:197)
org.restlet.routing.Filter.doHandle(Filter. java:150)
org.restlet.routing.Filter.handle(Filter.java:197)
org.restlet.routing.Filter.doHandle(Filter. java:15)

5410

FMC Console CLI Python IDE Console
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Pros and Cons: FMC Console CLI, or Python IDE Console

FMC Console CLI:

* Need to be in expert mode. The API engine provides stdout.logs on the
/var/opt/CSCOpx/MDC/tomcat/logs/ directory.
« FMC API logging uses java.util.logging framework, which can be very verbose.

Python IDE Console:

* Provides standard error messaging.
« Can be used to store error logging using the write() method.
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FMC API Troubleshooting

The most common problems with APIs on the FMC are the following:

 Token Expired

« Certificate problems
« APl URL Structure
 Formatting Issues
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Token Expired

warnings.warn

{

: [Restlet] Attaching restlet:

: [Restlet] Attaching restlet:

[Restlet] Attaching restlet:

PM org.apache.catalina.core

PM org.apache.catalina. core

6 PM org.apache. catalina. core

: [Restlet] Attaching restlet:
: [Restlet] Attaching restlet:
: [Restlet] Attaching restlet:
: [Restlet] Attaching restlet:
: [Restlet] Attaching restlet:

: [Restlet] Attaching restlet:

PM org.apache. catalina. core
PM org.apache. catalina. core
PM org.apache. catalina. core
PM org.apache. catalina.core
PM org.apache. catalina. core

PM org.apache. catalina. core

rleivaoc — ssh admin@fmc.rloteck.com — 160x54

com.cisco.api.external .rest
.ApplicationContext log
com.cisco.api.external
.ApplicationContext log
com.cisco.api.external.rest
.ApplicationContext log

com.cisco.api.external.rest
.ApplicationContext log
com.cisco.api.external
.ApplicationContext log
com.cisco.api.external
.ApplicationContext log
com.cisco.api.external.rest
.ApplicationContext log

com.cisco.api.external.rest
.ApplicationContext log
com.cisco.api.external
.ApplicationContext log

.rest

.rest

.rest

.rest

.application.APIIdentityPlatformApplication@7738b226 to URI: /api/fmi_platform
.application.APTUIPlatformApplication@a353dff to URI: /api/ui_platform
.application.APIPlatformApplication@7215172a to URI: /api/fmc_platform
.application.APITroubleshootApplication@5f76d1a@ to URI: /api/fmc_troubleshoot
.application.APICDOServi cesApplication@3507531f to URI: /api/cdo_services
.application.APTUserIdentityApplication®59f1a96c to URT: /api/identity
.application.APILamplighterUIApplication@cd21318 to URI: /api/tid_ui
.application.APILamplighterApplication®5b218570 to URL: /api/fmc_tid

.application.APINetmapApplication8736f4c27 to URI: /api/fmc_netmap

"error": {
"category": "FRAMEWORK",
"messages': [

: [Restlet] Attaching restlet: com.cisco.api.external.rest.application.APIConfigApplication@38dd9615 to URI: /api/fmc_config
ar 20, 2023 2:57:56 PM org.apache.catalina.core.ApplicationContext log
NFO: USMAPIServiet: [Restlet] Attaching restlet: com.c1sco.api.external.rest.application.APIExplorerApplication@ZZ887352 to UM: /api/api-explorer
[ajp-nio-127.0.0.1-9009-exec-2] ERROR com.cisco.api.external.rest.common.filters.AuthenticationFilter - Access Token invalid.
[ajp-nio-127.0.0.1-9009-exec-2] ERROR com.cisco.api.external.rest.common. filters.AuthenticationFilter - Access token invalid.
PIException:Access token invalid
UL O CUSCU. Up L ERLEITIAL . €5 L. COMToNIL | LLLEr'S . AU
com.cisco.api.external . rest.common. filters.Au
org.restlet.routing.Filter.handle(Filter.java

"description": "Access token invalid." org.restlet. routing.Filter dorandleCFi1ter.Ja

} org.restlet.routing.Filter.handle(Filter. java

T CUTEACCESS TOREIUAG HenT (LA Lonr CLier s Java - 383)
JoreHandle(AuthenticationFilter. java:150)

org.restlet.routing.Filter.doHandle(Filter. ja
com.cisco.api.external . rest. comon. filter. Aud
org.restlet.routing.Filter.handle(Filter. java
org.restlet.routing.Filter.doHandle(Filter. ja

loHandle(AuditFilter.java:133)

1,
"severity": "ERROR"

} [ain-nin-127 N N 1-9NNA-~v~r-2] ERROR com.cisco.api.external.rest.common.filters.AuthenticationFilter
} - Access Token invalid.
rle ivaoc@RLEIVAOC—M—GQSZ FMC Pyt hon Code % lajp-tnu-127.u.u. 1-suuz-exec-2] ERROR com.cisco.api.external.rest.common.filters.AuthenticationFilter
- Access token invalid.
APIException:Access token invalid.

.restlet.routing.Filter.doHandle(Filter. java:150)
.restlet.routing.Filter.handle(Filter. java:197)
.restlet. routing.Router . doHandle(Router. java:422)
.restlet.routing.Router.handle(Router . java:641)
.restlet.routing.Filter.doHandle(Filter. java:150)
.restlet.routing.Filter.handle(Filter.java:197

FMC Console CLI

Python IDE Output

cisco Lz/@/
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Certificate problems

Traceback (most recent call last):
File "/Library/Frameworks/Python.framework/Versions/3.9/lib/python3.9/site-packages/requests/adapters.py"”, line 439, in send
resp = conn.urlopen(
File "/Library/Frameworks/Python.framework/Versions/3.9/lib/python3.9/site-packages/urllib3/connectionpool.py", line 755, in urlopen
rotrice = ratriac incramant(
File "/Library/Frameworks/Python.framework/Versions/3.9/lib/python3.9/site-packages/urllib3/util/retry.py", line 574, in increment
raise MaxRetryError(_pool, url, error or ResponseError(cause))
urllib3.exceptions.MaxRetryError: HTTPSConnectionPool(host='myfmc.domain.com’, port=443): Max retries exceeded with url: /api/fmc_platform/v1/auth/generatetoken
(Caused by SSLError(SSLCertVerificationError(1, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: self signed certificate (_ssl.c:1129)")))

During handling of the above exception, another exception occurred:

Traceback (most recent call last):
File "/Users/rleivaoc/Deskton/FMC Pvthon Code/fmc _auth kev.ov". line 34. in <module>
response = requests.request("POST", url, headers=headers, data=payload, auth=basic)
Fiie /Liorary/Fraieworks/ Py uion. iidiiewor K/ Versions) 3. 9710/ pyuiois. 9/ site-packayges/requests/api.py”, line 61, in request
return session.request(method=method, url=url, **kwargs)
File "/Library/Frameworks/Python.framework/Versions/3.9/lib/python3.9/site-packages/requests/sessions.py", line 542, in request
resp = self.send(prep, **send_kwargs)
File "/Library/Frameworks/Python.framework/Versions/3.9/lib/python3.9/site-packages/requests/sessions.py", line 655, in send
r = adapter.send(request, **kwargs)
File "/Library/Frameworks/Python.framework/Versions/3.9/lib/python3.9/site-packages/requests/adapters.py"”, line 514, in send
raise SSLError(e, request=request)
requests.exceptions.SSLError: HTTPSConnectionPool(host="myfmc.domain.com', port=443): Max retries exceeded with url: /api/fmc_platform/v1/auth/generatetoken
(Caused by SSLError(SSLCertVerificationError(1, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: self signed certificate (_ssl.c:1129)")))
rleivaoc@RLEIVAOC-M-G93Z FMC Python Code %
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Certificate problems (Cont.)

In a test environment in order to resolve the certificate self-sign errors, you need to add
the followmg verify parameter on your response.

response = ( , url, headers=headers, data=payload, auth=basic, verify=False)

In a production environment you need to provide the path where your Trusted CA’s
are Iocated on the verify parameter.

response = ( , url, headers=headers, data=payload, auth=basic, verify="/path/trustedca”)
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APl URL Structure

Devices M

E[’api/fmc_cnnfig/vl/domain/(doma.inl.l'UID]Idevices!devicereco:dsl(ohj ect Id)]

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}

m /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}
|
m /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords
/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectid}
/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/£fpphysicalinterfaces/{objectid}
/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces/{object1d}

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces

/api/fmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}
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APl URL Structure (Cont.

cisco W/

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords
/{object1d}

Retrieves or modifies the device record associated with the specified ID. Registers or unregisters a device. If no ID is specified for a GET,
retrieves list of all device records. Check the response section for applicable examples (if any).

Parameters Try it out

Name Description

objectld | =ovd

STrIng Identifier for a device.
(path)

objectld - Identifier for a device.

domainUUID

atring Domain UUID
(path)

e276abec-e0f2-11e3-8169-6d9ed49b625f

Request body application/json v

Input representation of device.

Examples:
’ Example 1 : PUT /fimc_config/vi/domain/DomainUUID/devices/devicerecords/device_uuid ( Test PUT of network object to update rec v
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APl URL Structure (Cont.

Input representation of device.

Curl

curl -X "PUT" \
"htups.ss

/d ice_uuid ( Test PUT of network obj|

icerecor

Examples:
| Example 1 : PUT /fmc_config/v1/domain/DomainUUID/devi

"id": "device_uuid",
“name": “nachos_updated",
"type": "Device",

"10.20.30.40",
"license_caps": [
"PROTECT" ,
"MALWARE "

1:
“performanceTier: "FIDv30",

"prohibitPacketTransfer": true

G

J

-d ' {
"id":
"name"
"type":
"hostName
"license_caps
"PROTECT",
"MALWARE"
1,
"performanceTier
"prohibitPacketT
10

"device_uuid",

Device

vicerecords/test' \

/api/fmc_config/vl/domain/e276abec-e@f2-11e3-8169-6d%ed49b

-H "accep I UPPTTCUCION  json' \
-H '"Content-Type: application/json' \
L -

00-c@35-4d33-81d6-866bdeb48da7’ \

nachos_updated”,

3
: "10.20.30.40",

/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/devices/devicerecords/test

cisco W/
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Formatting Issues

url = f"https://{FMC_HOST}/api/fmc_config/v1/domain/{domain_UUID}/policy/accesspolicies/{acp_UUID}/accessrules/{rule_id}"
response = requests.request("GET", url, headers=headers, json=payload, lverify=False)
json_output = json.dumps(response.json()indent=4)

print(json_output)

data=payload json=payload

« All payload needs to be in json format. The use of the json parameter is needed when
the data is not already formatted in json.
« |If the date is already formatted in json, then the data parameter can be used.
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Fill out your session surveys!

.~ Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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 Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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