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Whatis BGP EVPN ?

BGP EVPN in Enterprise Campus
Underlay and Overlay Networks
Scaling Multicast in Fabric

BGP EVPN Interworking

EVPN Fabric Automation

o o Do Do o Ix
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L3VNI L2VNI ARP/ND
L2VNI Suppression
Multicast Replication Ingress Replication
L2/L3 Handoff MPLS VPN Border
VXLAN QoS Support
16.9.1 16.10.1
7118 10/18
BGP EVPN

Isolated PVLAN Support
. ES} Based Multihoming
Private VLAN over 512 VNI Scale
EVPN Micro- location mDNS
over VXLAN
802.1Q Tunnel Mode

17.4.1 17.6.1

L3 TRM with MDT

IPv6 Host Support
IPv6 DHCP Relay

L2VNI Auto RD/RT
L2 Leaf support

16.11.1

3/19

VPLS+EVPN L2 Interworking
MPLS+EVPN L3 Interworking
Catalyst + Nexus + XR Interop
Border + Spine + Leaf Role
EVPN Multi- homing with SVL
EVPN SNMP MIB support

16.12.1

6/19

Optimizing L2 Multicast

with IGMP/mId Proxy
Protect Vlan over EVPN

17.9.1

BGP EVPN over IPsec

Tenant Routed Multicast v4
TRM + mVPN L3 Interworking
Centralized Gateway
L2 Leaf ARP/ND Suppression
Per- VNI BUM Rate- limiter

17.1.1

10/19

IPv6 Undelay
L3TRM support with
BGP EVPN over IPsec
BGP EVPN Dynamic
peering
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512 VNI Support
Tenant Routed Multicast
v6
Wide Area Bonjour over
EVPN
mDNS over VXLAN

17.3.1
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Dynamic BGP EVPN
IPv4/mVPN peering

RT-2 & RT-5 Route- Map

Per- VLAN ESI
EVPN

Micro- Segmentation

17.10.1 17111
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Cisco Catalyst 9000

BGP EVPN VXLAN Fabric

@O0

Enterprise  Healthcare Education Financial ~ Public Sector Manufacturing  Hospitality Media Transportation Retail
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Traditional Network Transition

Layer 2
SHESon BGP EVPNVXLAN
Spanning- Tree Multi- VRF
IEEE 802.3ad GRE Tunnel
MPLS VPN

VPWS | VPLS

Cisco Catalyst 9000

Product transition drives architecture transitions
EVPN Convergence of traditional L2 overlay to simplified and scalable fabric

Evolution Transition classic L3 overlays to enterprise - grade scalable fabric
Unified end - to- end common fabric architecture reducing cost and complexity



VXLAN Overview

) G m

Classical
Ethernet Frame

VLAN is expressed over 12 bits (802.1Q tag)

VXLAN leverages the VNI field
with a total address space of

\4
] vor [ [omecswnc evoe v ) 24 bis
~ The VXLAN Network ldentifier

(VNI/VNID) is part of the
VXLAN Header

]
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~ ~ “  MAC-in- UDP Encapsulation

20B + 8B +8B + 14B* = 50 Bytes
of total overhead
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VXLAN with BGP EVPN

A Standards based Overlay (VXLAN) with Standards based Control -
Plane (BGP)

Spine

:

Layer- 2 MAC and Layer- 3 IP information distribution by Control -
Plane (BGP)

A Forwarding decision based on Control - Plane (minimizes flooding)

A Integrated Routing/Bridging (IRB) for Optimized Forwarding in the
Overlay

A Multi- Tenancy At Scale

Leaf Control
ea Plane EVPN MP-BGP - RFC7432
\
e N ....... k V|O|
Data Multi- Protocol Label Provider Backbone Bridges [; Nework Virtualization Overlay
S Switching (MPLS) (PBB) : )
draft- ietf- [2vpn- evpn draft- ietf- [2vpn- pbb-evpn |2 draft- ietf- bess- evpn-
s e el
EVPN over NVO Tunnels ( VXLAN)
Provides Layer- 2 and Layer- 3 Overlays over simple IP Networks
cisco M ./ #CiscoLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



BGP EVPN System Role

A gateway point of between two or
more BGP EVPN administrative
domain boundary.

A gateway point of between EVPN
fabric and external network domain.

INTERMEDIATE :

A Layer 2 or Layer 3 (IP/MPLS)
Underlay network system providing
basic transport and forwarding plane.

SPINE :

An BGP EVPN reflects the L2/L3 VPN
prefixes providing hierarchical
neighbor peering, learning and
distribution point.

An origination and termination point
of VXLAN enabled overlay network.

- Recommended

cisco 'p/_/

Layer 2 Layer 3
802.1Q | VPLS VRF | MPLS

Catalyst EVPN Scale and Performance Matrix

silian]n,
Ccisco

Cisco Catalyst BGP EVPN Configuration Guide

Scale and Performance Chapter

System Support Mode
Nexus 9000 Standalone
System Support Mode
Catalyst 930@ 9600 (9500H/X/9600/X) Standalone | Stack
Catalyst 8000 Edge | ASR 1000 Physical
Nexus 9000 Standalone
ASR 9000 Standalone
System Support Mode
Any Any
System Support Mode

Catalyst 930@ 9600 (9506H/X &

Standalone | Stack

9600/X)
........ . Catalyst 8000 Edge | ASR 1000 Physical | Virtual
Nexus 9000 Standalone
ASR 9000 Standalone
System Support Mode
Catalyst 9300L | 9300 | 9300X Series Standalone | StackWise
""""""" ¢ Catalyst 9400 | 9400X Series Standalone | StackWis¥/irtual
Febrie-oman A Catalyst 9500 | 9500X Series Standalone | StackWis¥irtual
Catalyst 9600 | 9600X Series Standalone | StackWis¥/irtual
#CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



BGP- EVPN In
Campus




Enterprise Campus BGP EVPN Drivers

Industry Standard

One Fabric Architecture

Proven and Scalable

Hierarchical Fabric Domain

Flexible Overlay

cisco Lz//&/

O Multi- vendor IT strategy

O Unified operation across 6 Campus | DC | WAN

BGP Protocol History. Minimum new learning
curve

0 Multi- tier Overlay network architecture

Use- case driven customize Overlay networks
Types and Topologies

#CiscoLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Enterprise BG

DCO EVPN
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Nnitecture

£

Shared- Services

oy

DMZ

Internet

215 ===

’385‘ Industry Standard
Standard- based Fabric

Multi- vendor interoperable

Broad innovation adoption

cisco M/

Cross- PIN single fabric
Extensible beyond site

Simplified Management

Unified Fabric

Reliable control - plane
Multi- protocol capabilities

Less new learning - curve

#CiscolLive BRKENS 2092

K

(3 @

00000000
(]

TTTT Hierarchical

Non- blocking architecture

Structured & Scalable fabric

Hybrid system role support

i}

Flexible

Complex network solution

Tailored L2/L3 overlays

Deep eco - system integration

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13




EVPN Basics




VXLAN Constructs

A1 Layer-3 VNI per Tenant (VRF) for routing
L3VNI AVNI X6 is used for routed packe

A1 Layer-2 VNI per Layer- 2 segment
AL2VNI 8s are used for bridged packets

M / VNI @ Virtual Network Identifier
c 1 S CO &. #CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



VXLAN Constructs

ke

W / VNI @ Virtual Network Identifier
c 1 S Co &. #CiscoLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



MP- BGP EVPN Route Type(s)

cisco Lz/&/

Type 1 Ethernet Auto- Discovery (A- D) route
EEmmmmm——  TYypE 2 MAC/IP advertisement route
, Inclusive Multicast Route
Type 3 EVPN Ingress Replication (IR) (unicast mode for BUM)
e Type 4 Ethernet Segment Route

qa Type 5 IP Prefix Route A Layer- 3 VNI Route

g Type 6 Selective Multicast Ethernet Tag Route
gd Type 7 IGMP Sync routes (Join/Leave)
e Type 8 IGMP Sync routes (Join/Leave)

#CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



VXLAN Overview

Route

VTEP-1

VLAN10

Host A
MAC: 0000.1111.1111
IP: 192.168.10.10

cisco Lz/&/

VTEP- 2

VLAN10

Host B
MAC: 0000.2222.2222
IP: 192.168.10.11

VTEP-4

VLANZ20

=

Host D
MAC: 0000.4444.4444
IP:192.168.20.11

L3 VXLAN Tunnel

L2 VXLAN Tunnel

#CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Packet Walk 0 ARP Request

10.200.200.101

ARP Request for
192.168.10.11

VTEP- 1

VLAN10

ARP Request for 192.168.10.11

SMAC: DMAC:
0000.1111.11 | FFFF.FFFF.FFFF
L ]

Host A
MAC: 0000.1111.1111
IP: 192.168.10.10

cisco La//&/

VTER- 3 VTEP-4

VLAN10

ARP Request for 192.168.10.11

SMAC: DMAC:
0000.1111.11 FFFF.FFFF.FFF
m ¢ F

Host B
MAC: 0000.2222.2222
IP: 192.168.10.11

#CiscoLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

19



Packet Walk 0 ARP Response

VXLAN SMAC

ARP Response for
192.168.10.11

10.200.200.103 10.200.200.101

——

VTEP- 1 VTER 2 VTEP 3 VTER 4

VLAN10

ARP Response for 192.168.10.11

ARP Response for 192.168.10.11

SMAC: DMAC: SMAC: DMAC:
0000.2222.22 0000.1111.111 0000.2222.22 0000.1111.111
22 1

22 1 I:'

Host A Host B
MAC: 0000.1111.1111 MAC: 0000.2222.2222
IP: 192.168.10.10 IP: 192.168.10.11

cisco W-/ #CiscoLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



MAC/IP Advertisement route
o MAC or MAC/ I P host Abywymet2)s@&@ment ( Rou

AHost OAO6 attaches to

2 MAC_A,IP_A 30001 50001 IP.V1  8VXLAN 0

AVTEP V1 advertises | 4

information
A MAC and L2VNI [mandatory] E; .*

A IP and L3VNI [optional] N
A depending on ARP N

A Additional Attributes advertised 28y Cex
A MPLS Label 1 (Layer- 2 VNI) A A\

T TN ) TN T
A MPLS Label 2 (Layer- 3 VNI) B <t - B~ 1
A Extended Communities . . .

Host A Host B
MAC_A/IP_A MAC B/IP_B

cisco L‘V& N #CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Protocol Learning & Distribution
OSubnet Route Adyvelrytpies emedont ( Rout e

A IP Prefix Redistribution

5 Subnet_A/24 50001 IP_V1 8:VXLAN

A From oDirecto (connected), Stav T v o1 Uy mamr Car Ty
learned Routes

A VTEP V1 advertises local Subnet through
redistribution of oDirecto6o (con
routes

A 1P Prefix, IP Prefix Length, and Layer - 3 VNI

RR

A Additional route attributes advertised
A MPLS Label (Layer- 3 VNI)
A Extended Communities

A Multiple VTEPs can announce same IP
Prefix

Host A Host B

/ SubnetA /24 SubnetB /24
cisco W N #CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Efficient Layer 2 Broadcast domain

Ingress Replication

1 x Broadcast Packet ‘

. No Multicast in Underlay

4 x Unicast Packets [[ \\

Multicast Replication

1 x Broadcast Packet ‘

. Source

1 x Multicast Packet ‘

A 2 mechanics to handle Broadcast, Unknown Unicast and Link - Local Multicast (BUM):
V Ingress- Replication d Convert each BUM packet to multiple Unicast packets and transmit to each remote VTEP
V Multicast- Replication 8 Convert each BUM packet to single Multicast packets and transmit in Underlay network

A Multicast replication offers significant system, network and end - user level performance benefits



Underlay Network




Underlay Design Considerations

Layer 3 Access

Spine

Leaf

Leaf Layer 0 Access
Spine/RR 8 Direct | Multi - hop
Underlay | Overlay IP gateway
ECMP | Multicast

L2 | L3 Overlay support

Spine

Leaf

Cisco StackWise - Virtual

Leaf Layer & Distribution
Spine/RR & Direct | Multi - hop
Underlay | Overlay IP gateway
MEC | ECMP | Multicast

L2 | L3 Overlay support

BRKENS 2092

Layer 2 | 3 Distribution

Leaf

Leaf Layer 0 Distribution

Spine/RR 8 Direct | Multi - hop

Underlay | Overlay IP gateway

FHRP | ECMP | Multicast

L3 Overlay. No L2 Extension
—— Layer 2

— Layer3



Underlay Design Considerations

Spine
Spine

ESI1 ESF2 ESIF1 ESI2

.I .l ’1R E_%_:
Standb

y

Leaf Layer 0 Distribution Leaf Layer 0 Distribution

Spine/RR 6 Direct | Multi - hop Spine/RR 8 Direct | Multi - hop

Per- ESI AnyCast Gateway Per- ESI AnyCast Gateway

Per- VLAN | ECMP | Multicast Per- Leaf | ECMP | Multicast

ESId Ethernet Segment Identifier
L2 | L3 Overlay support L2 | L3 Overlay support — lLayer2 — Llayer3



ESI Multtihomed 0 Per VLAN Enhancement

FHRP with Underlay Routed

o
—

Underlay Vlan

Vlan 11 Vian 11

Access Layer 0 L2
Distribution - IP gateway
Underlay | FHRP at Distribution

FHRP with Overlay Routed

Spn%
o= Leaf =

@ €3

L3 Overlay Routed VLAN

s

Leaf Layer 0 Distribution
Spine/RR 0 Direct | Multi - hop
FHRP Gateway | Per- VLAN
ECMP | Multicast

L3 Overlay support

L2 + L3 Overlay (DAG) with

Spine

Leaf

i

@ &3 &3

L2 + L3 Overlay VLAN with DAG

&3

Leaf Layer 0 Distribution
Spine/RR & Direct | Multi - hop
Per- EVI | VLAN Load balancing
ECMP | Multicast

L2 + L3 Overlay
BRKENS 2092

Spine

+ Leaf

L2 Overlay with ESI

lake

Ok
ok

.

L2 Overlay Bridged VLAN

Leaf Layer & Distribution

Spine/RR 8 Direct | Multi - hop

Per- EVI | Per- VLAN load balancing
ECMP | Multicast

L2 Overlay support



Underlay IP Routed Network Alternatives

IPv4 IPvé

Flexible Underlay IP Routed network design alternatives
Underlay Native IPv4 underlay support to transport VXLANv4 over UDP
IP Stack Native IPv4 or IPv6 underlay support VXLANV4 or transition VXLANvV6 over UDP
Dual- Stack IPv4 | IPv6 Underlay + VXLANvV4 | v6 Overlay support for seamless migrations



Underlay IP Routed Network Alternatives

Dual- Stack Dual- Stack

+

IPv4 +|IPv6

IPv4 + IPv6

Flexible Underlay IP Routed network design alternatives
Underlay Native IPv4 underlay support to transport VXLANv4 over UDP
IP Stack Native IPv4 or IPv6 underlay support VXLANV4 or transition VXLANV6 over UDP
Dual- Stack IPv4 | IPv6 Underlay + VXLANvV4 | v6 Overlay support for seamless migrations




Underlay Unicast Routing Design Alternatives

IGP BGP
AF: L2VPN | mVPNERR RR AF: L2VPN | mVPN
65001 65003
IPv4 | IPV6
IPv4 | IPV6
EIGRP | OSPF | IS-IS 65002
IPV4 | IPV6

AF: L2VPN | mVPN

65001

AF: L2VPN | mVPN

65001

IPv4 | IPv6

.RC

Flexible Underlay Unicast alternatives & IGP | BGP | MPLS | IPSec
Underlay Physical/Virtual Spine RR support 8 10S- XE | NXOS | XR
Unicast Secure link- layer underlay network encryption using MACSEC

Underlay MTU size consideration. TCP MSS adjust supported.



Underlay Unicast Routing Design Alternatives

MPLS
L2VPN | mVPN

IPv4 | IPv6

L2VPN | mVPN
65001

IPSec
L2VPN

IPv4 | IPv6

IPSe

L2VPN

65001

IPv4 | IPv6

Flexible Underlay Unicast alternatives & IGP | BGP | MPLS | IPSec

Underlay Physical/Virtual Spine RR support 8 10S- XE | NXOS | XR

Unicast Secure link- layer underlay network encryption using MACSEC

Underlay MTU size consideration. TCP MSS adjust supported.

31



Leaf

Central Switching SSID

Seamless
Wireless

Local Mode Wireless

FlexConnect Mode Wireless

211\ : @m,
ERTERs VM O aws
Leaf
IPv4 | 1Pv6
IPv4 | IPv6
CAPWAP CAPWAP 802.1Q Local Switching SSID

Transparent Wireless integration in fabric. Intact WLC and AP communication in Underlay
Flexible SSID alternatives & Central Switching, Local Switching, Central + Local Switching
Fabric boundary initiates from Wireless Client IP gateway.

Consistent Wired and Wireless network access control policy enforcement 32



Overlay Network
Topologies




Single Cluster Fabric Architecture

ocs Even ocs ac snared- services SN 0v2 [

SEEEEEE SEEEES ab - ab
IP | MPLS | EVPN  SD- WAN —— Internta
€3 €3 B3 &3 E3 3 EEEEEBE e © - == B =
E (5 £3 £3

Small/mid size fabric design alternative

Single fabric domain with shared Spine system
across all network block

Direct or multi - hop away iBGP or eBGP L2VPN
peer support

Flexible overlay IPv4/v6 ECMP multipath
support

Spine

()
=
S
n
°
@
S
@
e
n

E3 E3 €3 E3 B3 E3
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Non- Hierarchical Fabric Desig

N
b
() T~ ==
£3 2 & 8 =

[ oco v | [ wan | Emrs el |
EEEEEE EEEBEEE a0 - r
| MPLS | EVPN  SD-WAN W — Intern(a
‘IR R NN * =

ACH

%]
& F)Y
kN
%
G

ACH ACH

C @ EY

Layer 3 Overlay VXLAN Tunnels

Laver 2 Overlay VXLAN Tunnels

.L K

Leaf
Non Non- hierarchical dynamic overlay VXLAN tunnels
Hierarchical Layer 2 / 3 overlay topologies based on route - target policies
Fabric Linear VN & Leaf growth may impact overall fabric domain scale 18 VAL T

Limited Layer 2 flood control support

L2 VXLAN Tunnel
BRKENS 2092




DC3 EVPN DC 3 AC L VAN Sialze-Selviezs DMZ

=EE=E =080 83 =EEaE =282 338

L= -=-= - == C=T-= =N === IP | MPLS | EVPN  SD-WAN ___é__ Interna

€3 £3 E3 B3 E3 €3 EEEEBE e © o === i,
= & B . £3 . . . .

Multi Cluster

Fabric Design

RN ¥ RO JOK JOK I oK oK e3 E3 £3 E3 E3 €3

Mid to large size fabric design alternative
Distributed Single fabric domain with distributed RR clusters for high scale fabric
Spine RR cluster grouping for end - to- end simplified overlay fabric network

Limited Layer 2 overlay support. Overlay Multicast ( TRM ) not supported. “



DC3 EVPN DC 3 AC L VAN Siae-Serviezs DMZ

e = EE a8

e s o s =S | .S |P|MPLS|EVPN$WAN ___é__ %rne&

€3 €3 E3 B3 B3 B3 28 E8aeea ® O S~ T B =
BEEE .. €22 £3 | & & - B3 €3

Layer 3 Overlay VXLAN Tunnels

Hierarchical

Fabric Design

Layer 3 Overlay VXLAN Tunnels
Layer 2 Overlay VXLAN Tunnels

Layer 3 Overlay VXLAN Tunnels

Layer 2 Overlay VXLAN Tunnels

- el B3 B3 B3 B3 E3 E3 E3 E3 B3 £3 E3

Mid to large size fabric design alternative
Distributed Single fabric domain with distributed RR clusters for high scale fabric
Spine RR cluster grouping for end - to- end simplified overlay fabric network

L3 VXLAN Tunnel

Limited Layer 2 overlay support. Overlay Multicast ( TRM ) not supported.

L2 VXLAN_Tunnel
37



Leaf

Spine

Spine

Leaf

Multisite
Fabric

o)

Multi- Site Fabric
Architecture

Well- structured fabric overlay solution for large EN/DC networks

Single fabric site representation enables scalable overlay network hierarchy
Granular control of Layer 2 and Layer 3 overlay flood and routing control
Seamless integration between Catalyst and Nexus 9K (Border - GW)

38
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Leaf
Layer 3 Overlay VXLAN Tunnels
1 |

Layer 2 Overlay VXLAN Tunnels

Spine OSSP O STFSSTSOPRRTSTRPPTRRRRPOTNY .y . SRS

Layer 3 Overlay VXLAN Tunnels
Layer 2 Overlay VXLAN Tunnels Multi- Site Fabric

3 63 £3 Architecture

Spine

Layer 3 Overlay VXLAN Tunnels
Layer 2 Overlay VXLAN Tunnels

v 200

Well- structured fabric overlay solution for large EN/DC networks

Multisite Single fabric site representation enables scalable overlay network hierarchy
Fabric

Granular control of Layer 2 and Layer 3 overlay flood and routing control L3 VXLAN Tunnel

Seamless integration between Catalyst and Nexus 9K (Border - GW)

L2 VXLAN Tunnel



Flexible Routing and Bridging Overlay Types

Layer 3 Overlay Distributed Anycast Gateway
oty 1 @ @ @ sovery | @ @ @

Border Border

Leaf Leaf

5 overtay ‘ @ @ 5 overay ‘ @ @ - ) ovenes

Four overlay network types support at any network layer point

Overlay Route first. Bridge when - and- where need rule for scalable fabric architecture

Types Feature rich Layer 3 overlay network support 8 Unicast | Multicast & IPv4 | IPv6 Q@ o
Scalable Layer 2 overlay solution with suppression, flood management and more .— L2 Overlay

L3 VXLAN Tunnel

L2 VXLAN Tunnel



Flexible Routing and Bridging Overlay Types
L3 Overlay ‘ @ @ s(l)?]tt)i?]lg . L2 Overlay

Border

Border

Leaf

Leaf

L2 Overlay . . L2 Overlay

Four overlay network types support at any network layer point

Overlay Route first. Bridge when - and- where need rule for scalable fabric architecture @ oo L3 VXLAN Tunnel

L2 VXLAN Tunnel

Types Feature rich Layer 3 overlay network support & Unicast | Multicast & IPv4 | IPv6 B oew

Scalable Layer 2 overlay solution with suppression, flood management and more
41



Adaptable
Bridging

Un-Tag to Un-Tag

MAC
IP
Payload

Payload

MAC

Underlay

&8 E3E3

MAC
IP
Payload

Un-Tag to Tag

Payluad

MAC

Underlay

Any to any Layer 2 overlay bridging across fabric

Flexible solution to address Enterprise end - users to SP multi - tenant use - cases
1:1or n:1 - Layer 2 VLAN to VNI mapping based on overlay transport requirements
Maintains 802.1P QoS with option to optimize for enhanced application user

MAC

Payload

K

€3

MAC
1P
Payload

802.1Q

BRKENS 2092

- experience

Payload
1P
MAC

Underlay

802.1Q

€3
¥
3

g3
&
&3

802.1Q

— =
T >
(e}

Payload
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Flexible Routing and Bridging Overlay Topologies

Partial- Mesh

Border ?f
1“
|
‘\ "

\ N\

Leaf é Leaf
Segmentation Switch Group | Single Switch | VN | Subnet | VLAN | Port | App
Policy driven Layer 2 and Layer 3 overlay network topologies
Tailored Simplified overlay network solution for broad Enterprise security use - cases L3 VXLAN Tunnel
Topologi ' ' '
polog Granular fabric overlay solution based on network access control policy D VA

e Flexible central policy enforcement with external fabric domain 3



Flexible Routing and Bridging Overlay Topologies

:K"‘;'4'
4‘ ) 4

7/

X

A !
,(.'r
N

Policy driven Layer 2 and Layer 3 overlay network topologies
Tailored Simplified overlay network solution for broad Enterprise security use - cases
Topologies Granular fabric overlay solution based on network access control policy

Flexible central policy enforcement with external fabric domain
BRKENS 2092

L3 VXLAN Tunnel

L2 VXLAN Tunnel
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Efficient Layer 2 Broadcast domain

. ’ Border

- . ) | X \\

MIIIIII NEeEe®-

VLAN VLAN
401 40001 301 30001
Ingress Ingress
402 40002 Replication 302 30002 Replication
403 40003 303 30003

Scalable
L2 BUM

Per L2VNI BUM replication - type support. Deterministic BUM traffic management with BUM Rate - Limiter
BUM replication - type selection based on Layer 2 overlay topology

Controlled Multicast BUM based on broadcast domain boundary ( n x L2VNI ID : 1 Multicast Group)
Simplified Ingress - Replication for point - to- point Layer 2 overlay fabric i

L3 VXLAN Tunnel

L2 VXLAN Tunnel



Efficient Layer 2 Broadcast domain

Full 8 Mesh Partial 8 Mesh

B B B B A mm

VLAN VLAN Group VLAN
101 10001 201 20001 201 20001
102 10002 Multicast 202 20002 Multicast 202 20002 Multicast
Group¢ 1 Groupg 1 Groupg 2
103 10003 203 20003 203 20003

Per L2VNI BUM replication - type support. Deterministic BUM traffic management with BUM Rate - Limiter
Scalable BUM replication - type selection based on Layer 2 overlay topology
L2 BUM Controlled Multicast BUM based on broadcast domain boundary ( n x L2VNI ID : 1 Multicast Group)
Simplified Ingress - Replication for point - to- point Layer 2 overlay fabric

L3 VXLAN Tunnel

L2 VXLAN Tunnel
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Fabric Segmentation Options

EVPN Fabric

(ST 00 66
(ST~ 66 66

Building Management Campus Users
VRF VRF

Macro Segmentation: No communication
bet ween VRFO®&s

cisco Lg/&/

EVPN Fabric

Building Management Campus Users
VRE

Micro Segmentation: Second level
Segmentation between groups within a VRF
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Security Group Based Access Control

Security

Group
Tag

cisco Lg/&/

\Y

Unique 16 bit (65K) tag assigned to unique role
Represents privilege of the source user, device, or entity

Tagged at ingress of TrustSec domain

Filtered (SGACL) at egress of TrustSec domain
No IP address required in ACE (IP address is bound to SGT)

Policy (ACL) is distributed from central policy server (ISE) or
configured locally on TrustSec device

Benefits

A Provides topology independent policy

A Flexible and scalable policy based on user role

A Centralized Policy Management for Dynamic policy provisioning
A Reduced TCAM utilization due to SG ACL use

b

#CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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BGP EVPNA Role based Access Control S

Identity Service Engine

us

A Role Based Access Control

AAA/RADIUS
AAA/RADI

A Scalable policy based on User role
Dynamic or Static Policy

.‘ SGT Prgpagation I enforcement

Access/Leaf : Access/Leaf )
VXLAN : GBP : Servers

VTEP : VTEP
v

Engineering

A Centralized Policy Management for

FLAGS 16 bits SGTID VNI INSATANCE 1 1 1ol 1
£ Dynamic policy provisioning
Building
Managemen
Campus VRF Campus VRF

Outer MAC Header Outer IP Header Outer UDP Header VXLAN Header Original Layer 2 Frame

FCS
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Secure VN Extension

4
i)
Summary Route (%)
N3/ b
P
(S
A Outside
Spine
Border
=
Inside

t t
® SO ®

-~

Network | Host Route

cisco Lz/&/

©
- Leat

#CiscolLive

L'
P

Outside

Inside

BRKENS 2092

Secure Shared Extension

&)
1

Default | Summary Route

*
@ Summary Route
(%) =
Spine
. Border
Q=
‘ @ 6 Default | Summary Route
!
L) 1
. @ e ‘ e e Network | Host Route
Leaf . . Leaf

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Multicast over VXLAN




Multicast Routing

Underlay Multicast

h E,B

Leaf ~
Multicast . E . . . .
Multicast RP integrated on Spine or separate system
Group- Range- 1 ) Non- overlapping Multicast Group for different purpose

Recommended to large scale EVPN deployments
Group- Range- 3 ] Default MDT Group Range for Overlay TRM Multicast
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Layer 3 Overlay Layer 3 Overlay

Distributed Anycast RP Fabric Border RP

as
SVL
mVPN

mVPN
65001 65001
VRF RP IP MDT VRF RP IP MDT
Blue Anycast Lol:10.1.1.101 239.1.1.101 Blue Anycast Lol:10.1.1.101 239.1.1.101
Yellow Anycast Lo2:10.2.1.101 239.2.1.101 Yellow Anycast Lo2:10.2.1.10] 239.2.1.101
Green Anycast Lo3:10.3.1.101 239.3.1.101 Green Anycast Lo3:10.3.1.101 239.3.1.101
Standard- based Multicast overlay network design support
Overlay Flexible Multicast RP design alternatives to address scale, performance, resiliency
RP Design

AnyCast RP at Leaf or Border enables distributed Multicast administrative domains supporting unified routing policies

Unified Multicast RP between Underlay and Overlay RP supporting existing brownfield deployment models =



Layer 3 Overlay

External Domain RP

MSDP,

IP
Global Overlay RP Design
Border
EVPN

Standard- based Multicast overlay network design support

Flexible Multicast RP design alternatives to address scale, performance,

Spine % * resiliency
mVPN

AnyCast RP at Leaf or Border enables distributed Multicast administrative

— domains supporting unified routing policies
Unified Multicast RP between Underlay and Overlay RP supporting existing
brownfield deployment models
&3 BJ B3 E3 B3 E3
VRF RP IP MDT
Blue Anycast Lol:10.1.1.101 239.1.1.101
Yellow Anycast Lo2: 10.2.1.101 239.2.1.101
Green Anycast Lo3:10.3.1.101 239.3.1.101

cisco M./ #CiscolLive BRKENS 2092
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TRM Default MDT

DROPDRO DROPDROP

EVPN TRM
Multicast Netwark

S Blue VRF Default MDT : 239.1.1.1 |
v v

’ ®

: DROP i DROP | DROPDROP
o

’ Challenges
I L

Leaf

Non- selective overlay Multicast replication
Inessential core network bandwidth utilization

Source Receiver Redundant system resources utilization
239.101.1.1 239.101.1.1

i

Limited scale for dense network environment
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TRM Data MDT
Siel |

Border

. DROPDROP
[ ]

EVPN TRM
Multicast Network

( Blue VRF Default MDT : 239.1.1.1 h
@ Blue VRF Data MDT :239.1.2.1
- J
[} [ L4 [}
DROP DROP DROPDROP
®

Leaf ,
L

Source
239.101.1.1

cisco W/

2
. .

Receiver
239.101.1.1

#CiscolLive BRKENS 2092

Key Benefits

Stateful L2 Multicast Overlay network
Industry- standard based control - plane

Applicable to Centralized Gateway or Cross -
Connect Overlay networks

Scale. Performance. Security.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



EVPN Fabric
Interworking




Border

Leaf

Fusion VRF Extranet

Fusion VRF

)
‘ EVPN IP VRF

. ‘ EVPN IP VRF

©
® £ E3

EVPN MAC VRF

Global VRF Extranet

Global VRF

Border i i é

. EVPN IP VRF

EVPN IP VRF

EVPN MAC VRF

N N
® [
DK €3

8O

Policy- based stateless extranet Unicast routing
EVPN EVPN | EVPN Non EVPN VRF | EVPN Global
Various external Unicast routing protocol handoff

Integrated

Extranet Flexible route - leaking solution -

BRKENS 2092



L2 VLAN Handoff

@8 E3 €3 L2

o B

Spine |

eaf £3 E3 E3 EZ E3 £3

@B E3E3 L2

L2 VPLS Handoff

VPLS
LDP ‘
@ E3E3 L2

Border | PE . .

<=
Spine

eaf €3 £3 €3 E3 €3 €3

@B E3E3 L2

Integrated
Extranet

Transparent EVPN handoff to Layer 2 or Layer 3 to traditional underlay segmented networks
Seamless multi- domain interworking at Border o IP, MPLS VPN, EOMPLS/VPLS, SD- WAN, etc.
Extendable Unicast | Multicast support for IPv4 and IPv6 between EVPN to external domain
Dedicated or collapsed system -role d Leaf, Spine, Border, Border - Leaf, Border - Spine

59




L3 VLAN Handoff

. B3

Spine

el €3 E3 €3 £3 €3 €3
%0 =

L3 Overlay Handoff

. KRR

0O L3
Border . .

D
Spine

el £3 £3 £3 83 E3 €3
%0 =

Integrated
Extranet

Transparent EVPN handoff to Layer 2 or Layer 3 to traditional underlay segmented networks

Seamless multi- domain interworking at Border o IP, MPLS VPN, EOMPLS/VPLS, SD- WAN, etc.

Extendable Unicast | Multicast support for IPv4 and IPv6 between EVPN to external domain
Dedicated or collapsed system -role & Leaf, Spine, Border, Border - Leaf, Border - Spine
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Secure Encrypted Fabric Secure Encrypted Fabric

. . . Leaf

Spine Border

Spine
Spine Border

EVPN over IPSec
ﬁ ¢ EVPN over IPSec

TREEEEW

Branch-1 | Branch-2|| Branch- 3| Branch- 4 |Branch-5/|Branch- 6 Branch- 1/ | Branch-2 | Branch- 3/ Branch-4 |Branch-5 | Branch-6

SO | | OO

High performance Catalyst 9300 - X/9400X IPsec underlay network solution
Encrypted Simplified and scalable Layer 3 overlay fabric with integrated or co - located Spine/RR
EVPN Fabric Single fabric cluster across WANoficer o6stitchoé t
Unicast | Multicast support for IPv4 and IPv6 in overlay

Leaf

o EVPN f al
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BGP-EVPN Overl ayos with I P

IPv6 g;

AN

0@®@0606 00

Seamless S Ut _ V6 peers only
IPV6 y : Overlay-v4Un!cast Mi xed: V4/V6 and Dual Stack VT
Overlay- v6 Unicast Overlay- v6 Unicast All Dual Stack VTEPS

Migration BRKENS 2002 62



BGP- EVPN Seamless Migration to IPv6 Underlay

A Unicast traffic and BUM traffic with IR, dual stack VTEP will
communicate with other IPv4 VTEP;s using VXLANv4 and with other

a7 BN BUM Underlay Mcast | Dual Stack VTEP using VXLANV6

A BUM traffic with Multicast Replication: Underlay Multicast IPv4 is used

VXLANv4 VXLANV6

interface Loopback0

ip address 172.168.26.1 255.255.255.255

Single IPv4 VTEP Dual Stack VTEP Dual Stack VTEP .
. . ip ospf 100 area O
& BGP Peering & BGP Peering & BGP Peering igve b S T TS
ipv6 ospf lareaO
N interface nvel

no ip address

load - interval 30

source - interface Loopback0

host - reachability protocol bgp

vxlan encapsulation dual - stack prefer  -ipv4 underlay -mcast ipv4
member vni 111110 ingress - replication

member vni 222220 mcast- group 232.10.10.10 ff0e::12

member vni 110110 vrf CORP

VXLANv4 UM Underlay Mcast member vni 220220 vrf GUEST

VXLANVG VXLANV6
—> —>

Single IPv4 VTEP Dual Stack VTEP Dual Stack VTEP
& BGP Peering & BGP Peering & BGP Peering

\
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BGP- EVPN Seamless Migration to IPv6 Underlay

VXLANV6 BUM Underlay Mcast
VXLANV6
VXLANVE VXLANV6
—> ———p

Single IPv4 VTEP
& BGP Peering

Dual Stack VTEP Dual Stack VTEP
& BGP Peering & BGP Peering

A Once all VT R@&atkcapablegtheDnderlay Mcast can be
L switched to ipv6 Multicast

interface LoopbackO
ip address 172.168.26.1 255.255.255.255
ip ospf 100 area 0
ipv6 address 2006:1::2/128
ipv6 ospf 1areaO

interface nvel
no ip address

load - interval 30

source - interface LoopbackO

host - reachability protocol bgp

vxlan encapsulation dual - stack prefer -ipv4 underlay - mcast ipv6
member vni 111110 ingress - replication

member vni 222220 mcast- group 232.10.10.10 ffOe::12

member vni 110110 vrf CORP

member vni 220220 vrif GUEST

VXLANV6 UM Underlay Mcast

VXLANVE

VXLANVG VXLANV6

Single IPv4 VTEP
& BGP Peering

Dual Stack VTEP Dual Stack VTEP
& BGP Peering & BGP Peering

A Dual Stack VTEP migration to complete VXLANV6

interface Loopback0
ipv6 address 2006:1::2/128
ipv6 ospf 1areaO
]
interface nvel
no ip address
load - interval 30

source - interface Loopback0

host - reachability protocol bgp

vxlan encapsulation ipv6

member vni 111110 ingress - replication
member vni 222220 mcast- group ff0e::12
member vni 110110 vrf CORP

member vni 220220 vrf GUEST

N
casco Loye!

#CiscolLive BRKENS 2092
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Automation

cisco L{V&/



|OS XE Programmability

The NETCONF, RETCONF and gNMI areprogrammatic interfaces that provide additional
methods for interfacing with the I0S XE device

YANG data models define the data that

is available for configuration and YANG Data Models

streaming telemetry
OpenConfig Cisco Native
Configuration and Operation

Device Features
.

Intent- based
Network Infrastructure

= e [ d

10S- XE 10S- XE/XR NX- OS

lllllllll
CIsCO

SNMP
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EVPN Ansible 0 Solution Playbook

X
(@]
o

=

)

o
c

0
—

=
o
0p)

L3 + L2vni add

Post Checks

Overlay config

Same playbook to add L3/L2V NI & s
Eg: Add one or multiple L3/I2vni using
same playbook

Framework for post- check

Eg: BGP status up/down, overlay ping
checks

Solution level deployment

Eg: Ipv4 + Ipv6 + TRM in a single
playbook

Framework for pre- checks

Eg: License check, underlay reachability
check

Simple to Use

A Single playbook for complete
solution

A Single inventory file to add
Leaf/Spine variables
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O o ~d o n B W

10

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

- name:
any_errors_fatal: true
cisco.ios.ios_command:

commands:

- "show ip bgp 12vpn evpn summary |

register: after_show_bgp

SHOW IP BGP L2VPN EVPN SUMMARY

L /Down'

ea’

#
— name: DEBUG
ansible.builtin.debug:
msg:
- "{{ after_show_bgp }}"
- name: "ASSERT SUCCESS OR FAILURE BASED '
any_errors_fatal: true
assert:
that:

- after_show_bgp.stdout
- after_show_bgp.stdno,*
- after_show_bo~

fail_msg: "———>

success_msg: "
quiet: no
with_items:
- "{{ groups['leafs'] };
register: after_assert

#

— name: DEBUG
ansible.builtin.debug:
msqg:
- "{{ after_assert }}"

BGP EVPN
FABRIC

LEAF1

SPINE 2

-
—
-

*00:00 OR NOT NEVER AND NEIGHBOORS LEAFS LISTED CORRECTLY"

LEAF-2



netadmin@172,26.193.242 (ssh)

SPINE-1#
SPINE-1#
SPINE-1#
SPINE-1#
SPINE-1#
SPINE-1#
SPINE-1#
SPINE-1#
SPINE-1#
SPINE-1#
SPINE-1#
SPINE-1#
SPINE- 14

netadmin@172,26,193,240 (ssh)

LEAF-1#
LEAF-1#
LEAF-1#
LEAF-1#
LEAF-1#
LEAF-1#
LEAF-1#
LEAF-1#
LEAF-1#
LEAF-1#
LEAF=-1#
LEAF-1#
LEAF-1#]

e

oJ-virtual-machine: ~ (ssh)

ssh netadmin@172.26.193.242

netadmin:
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#
SPINE-2#[]

natadmin:

[0K]
LEAF-2#
LEAF-2#
LEAF-2#
LEAF-2#
LEAF-2#
LEAF-2#
LEAF-2#
LEAF-2#
LEAF-2#
LEAF-2#
LEAF-2#
LEAF-24]

ra

193,241 (ssh)

- (ssh)

hosts:

sw-access-leaf-1:

ansible_host: 172.26.193.240
role: leaf
rid: 172.168.1.1
vris:
= vrf_name: VRF_OVER 28180
vrf_core_vlan_id: 2010
vrf_13_vni_id: 20018
vrf_edge_vlan:
- id: [0
ip: 10.108.10.1
mask: 255.,255.255.0
ipv6: 2001: 0:10
prefix: 64
id: 20
ip: 10.28.10.1
mask: 255,255,255.0
ipv6: 2001:20:18:10

TERMINAL

From 10,10.10.10 icmp_seq=745 Destinotion Host Unreachable From 10.10,20.10 icmp_seq=744 Destination Host Unreachable
From 10.10.10.10 icmp_seq=746 Destination Host Unreachable From 10.19.20.10 icmp_seq=745 Destination Host Unreachable
From 10,10.10.10 icmp_seq=747 Destination Host Unreachable From 1@,1@.20.10 icmp_seq=746 Destination Host Unreachable
From 10,10,19,10 icmp_seg=748 Destination Host Unreachable From 10,1@,20,10 icmp_seq=747 Destination Host Unreachable
From 10.10.10.10 icmp_seqs=749 Destination Host Unreachable From 10.19.20.18 icmp_seq=748 Destination Host Unreachable
From 10.10.10.10 icmp_seq=7/50 Destination Host Unreachable From 10.10.20.10 icmp_seq=749 Destination Host Unreachable
From 108,10,190,10 icmp_seq=751 Destination Host Unreachable From 10,1@,20,10 icmp_seq=758 Destination Host Unreachable
From 10.10.10.10 icmp_seq=752 Destination Host Unreachable From 10.10.20.10 icmp_seq=751 Destination Host Unreachable
From 10.10.1@.10 icmp_seg=753 Destination Host Unreachable From 10,10,20.10 icmp_seq=752 Destination Host Unreachable
From 10,10.10.10 icmp_seq=754 Destination Host Unreachable From 10.19.20.10 icmp_seq=753 Destination Host Unreachable
From 10.10.10.10 icmp_seq=755 Destination Host Unreachable From 10.19.20.10 icmp_seq=754 Destination Host Unreachable
From 10,10,1@.10 icmp_seq=756 Destination Host Unreachable From 10,10,20.10 icmp_seq=755 Destination Host Unreachable
raj@raj-virtual-machine: ~ (ssh) (@] rajé : ~ (ssh) e

From 2001:10;10:10::1@ icmp_seq=74@ Destinotion unreachable: Address unreachable From 2001; ::10 icmp_seq=738 Destination unreachable: Address unreachable
From 2601:10:10:10::10 icmp_seq=741 Destination unreachable: Address unreachable From 2001: 1118 icmp_seq=739 Destination unreachable: Address unreachable
From 2001: :10::18 icmp_seq=r42 Destination unreachable: Address unreachable From 2001: 1110 icmp_seq=740 Destination unreachable: Address unreachable
From 2001: :10::10 icmp_seq=r43 Destination unreachable; Address unreachable From 2001: 1110 icmp_seq=741 Destination unreachable: Address unreachable
From 2601: 110::1@ icmp_seq=744 Destination unreachable: Address unreachable From 2001:10: 1110 icmp_seqe742 Destination unreachable: Address unreachable
From 2001: :110::108 icmp_seq=745 Destination unreachable: Address unreachable From 2001:10:10:20::10 icmp_seq=743 Destination unreachable: Address unreachable
From 2601: 11@::1@ icmp_seq=746 Destination unreachable; Address unreachable From 2001;10:10:20::1@ icmp_seq=744 Destination unreachoble: Address unreachable
From 2001: :110::10@ icmp_seq=747 Destination unreachable: Address unreachable

From 2001:10:10:20::10 icmp_seq=745 Destination UN-Z%%KH\ES A@ériss unreachable
:110::10 icmp_seq=748 Destination unreachable: Address unreachable From 2001:10:10:20::1@ icmp_seq=746 Destination unredc x K fess unreachable

From 2001:




EVPN Ansible 0 Feature level Playbook

Feature specific
Playbooks

Add/remove a
feature

Get playbooks below

Ansible Playbooks

(https://github.com/Cat9kEVPN/cat9k-evpn-ansible)

#CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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EVPN Automation with Terraform

wah notadming172.2

debug U resc -, . , |0

.auto.tfvars

sterraform.lock.hcl replication_type
mac_duplication_limit
mac_duplication_time
ip_duplication_limit
loopback.tf ip_duplication_time
main.tf router_id
default_gateway
logging_peer_state
route_target_auto

bgp.tf
evpn.tf

nve.tf
svi.tf

terraform.tfstate

terraform.tfstate.back...

n@172.26193.243 (sah)

variables.tf
vlan.tf 101" {

vrf.tf instance_id

> rcsapo_dev vlan_based

> single encapsulation
replication_type
rd
rt

internal rt_type

tools ip_learning

vendor default_gateway_advertise = f
re_originate =

vancouver

seve-2e A Lnd0 Coles Somcan:2 UTE8 1F Termwleem @ O

Terraform Provider

(https://reqistry.terraform.io/providers/robertcsapo/ciscoevpn/1.0.1 )

Terraform Examples

(https://github.com/netascode/terraform - iosxe- evpn- examples)
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Catalyst 9000
EVPN Reference




Configuration Guide

BGP EVPN VXLAN Overview

Configuring EVPN VXLAN Layer 2 Overlay Network
Configuring EVPN VXLAN Layer 3 Overlay Network
Configuring EVPN VXLAN Integrated Routing and Bridging
Configuring Spine Switches in a BGP EVPN VXLAN Fabric
Configuring DHCP Relay in a BGP EVPN VXLAN Fabric
Configuring VXLAN - Aware Flexible NetFlow

Configuring Tenant Routed Multicast

Configuring EVPN VXLAN External Connectivity

Cisco DNA Service for Bonjour Overview

Configuring Cisco DNA Service for Bonjour over EVPN VXLAN Layer 3 Overlay Networks

Troubleshooting BGP EVPN VXLAN
Feature History and Information for BGP EVPN VXLAN

Reference

httpsmivw.ciscolaéifas/td/docs/swigehatdlyst9500/software/téteasgliration \gdateb_1711_bgp_evpn_vxlan_9500_cg.html

CIsco L&V&_/ #CiscoLive

BRKENS 2092
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Would You Like to Know

Catalyst 9000 Series Enterprise Switches

Acisco.com/go/cat9K
A Cisco Catalyst 9000 at - a- Glance

A Cisco Catalyst 9000 Family FAQ

More?

A Catalyst 9000 Series - Cisco Community

A Catalyst 9000 Series & CiscolLive Library

cisco Lz//&/

#CiscoLive BRKENS 2092

FREE

Cisco Catalyst 9000 Switches
Your network, your way
3rd edition

cs.co/cat9kbook
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https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9000/nb-09-cat-9k-aag-cte-en.html
https://www.cisco.com/c/dam/en/us/products/collateral/switches/catalyst-9000/nb-06-cat-9k-faq-cte-en.pdf
https://community.cisco.com/t5/custom/page/page-id/customFilteredByMultiLabel?board=6016-discussions-lan-switching-routing&labels=catalyst%209000
https://www.ciscolive.com/global/on-demand-library.html?search=Catalyst%209000#/
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Cisco Catalyst TV @ 3 YouTube

This channel is all about Cisco Catalyst Platforms and its services and software solutions. Subscribe and Explore Playlists
Catalyst Switching and Catalyst Programmability & Automation for videos and demos by the Technical Marketing Engineers on

. 0) Introducing Catalyst 9300LM Shall
st 1t | e Gy T4 235 M3 o300
B | 3 / cISco

Cisco Catalyst

latest, relevant and exciting topics.

=R

Cisco Catalyst TV + 314 views - 3 months ago

|
e i 19| S Introducing Catalyst 9300X Series Switches
i o - jsco Catalyst TV + 264 views + 1 month ago

rustworthy Systems on Catalyst 9000 Platforms(Part-1)

isco Catalyst TV « 67 views - 1 month ago

rustworthy Systems on Catalyst 9000 Platforms(Part-11)

isco Catalyst TV + 53 views + 1 month ago

Cisco Catalyst TV
@CiscoCatalystTV 1.54K subscribers 71 videos
>

Welcome to Cisco Catalyst TV! This channel is all about Cisco Catalyst Pla...
CatalystTV 0S-XE Power Telemetry and Automation

jsco Catalyst TV + 137 views + 4 weeks ago

Q
HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT 4 B 56 51T byt ibling e

Cisco Catalyst TV - 82 views + 1 day ago

cisco M- #CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://www.youtube.com/watch?v=_Y1U1JvrzyE&list=PLODwgC1_ghVV95W3CVKtnV7iRk1aCSv3o
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Fill out your session surveys!

. Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live - branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes

cisco M- #CiscolLive BRKENS 2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Continue
your education

cisco M/

A Visit the Cisco Showcase
for related demos

A Book your one - on- one
Meet the Engineer meeting

A Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

A Visit the On- Demand Library
for more sessions at
www.CiscolLive.com/on - demand
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Gamify your Cisco Live experience!
Get points for attending this session!
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‘ Open the Cisco Events App.
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