#Ciscolive




Extending Network Beyond
Enterprise Walls

SD-Access and non-SD-Access Approaches

Vinay Saini , Pri’ncipalw?érghitect , Cisco CX

< M‘\



Cisco Webex App

Questions?
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How
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' Click “Join the Discussion”
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Session Expectations

What is covered What is NOT covered

Cisco SD-Access Network Cisco SDA Solution
Extensions using IE Switches Detalil

Policy Extension using _ | |
EN/PEN/SBEN @ Fabric Configuration

Design Architecture SDA OT design _
‘ Protocol Details of

Design Architecture Non-SDA OT design VXLAN/LISP/CTS
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SDA-Access Extended Enterprise
* Need and use-cases

» Fabric design with Extended Nodes and
Policy Extended Nodes

» Packet Flows and use-cases
* REP Ring Automation using DNA-C

Design and Architecture
- SDA Design adoption for OT environment
- CPwE and SDA extension for OT
Non-SDA OT design and network extension
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https://www.linkedin.com/in/india-vinaysaini/

Fill out your session surveys!

.~ Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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SDA Learning Map

START

Tuesday, June 6 | 3 p.m.
BRKENS-2832

Extending Network Beyond
Enterprise walls

cisco Lz//&/

Monday, June 51 10:30 a.m.
BRKENS-2810

Cisco Software Defined Access
Solution Fundamentals

Monday, June 51 1:00 p.m,
BRKENS-2811

Connecting Cisco SD-Access to
the External World

Monday, June 51 3:00 p.m.
BRKENS-2814

Role of Cisco ISE in SD-Access
Network

Tuesday, June 6 1 1:00 p.m.
BRKENS-2828

LISP Architecture Evolution - New
Capabilities Enabling SD-Access

Wednesday, June 7 | 10:30 a.m.
BRKENS-2502

Cisco SD-Access Best Practices -
Design and Deployment

#CiscoLive

FINISH ©

BRKENS-2832

Wednesday, June 7 | 1:00 p.m.
BRKENS-2819

Cisco SD-Access and
Multi-Domain Segmentation

Wednesday, June 7 | 3:00 p.m.
BRKENS-2833

LISP: Optimized Control Plane for
the Campus Fabric

Thursday, June 8 | 8:30 a.m.
BRKENS-3834

1 to 100 - Master all Steps of
Deployment, seamless Integration
and Migration of large SDA and
SD-WAN Networks

Thursday, June 8 | 10:30 a.m.
BRKENS-2827

Cisco SD-Access Migration Tools
and Strategies

Thursday, June 8 | 1:00 p.m.
BRKENS-3850

Demystifying multicast operations
in a multi-site SDA deployment.
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What is Extended SDA Net

Need and Use-cases




Extended Enterprise

Extended Enterprise
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Expectations from this extended network?

,
Industrial Ethernet
(-40-75C)

7

\

Intent-based Network Management with DNA-C ]

7

[ 802.1x/MAB authentication A
Macro-segmentation(VLAN/VRF) &

L Micro-segmentation(SGT, SGACL) )

4 N

Ring Management protocols

7
\

\
J

Incrementally add network nodes and endpoints

\ J
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Local Extension With
Cisco SD-Access
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SD - Access Architecture for Extended Networks

VXLAN
Data Plane

LISP
Control Plane

CTS
Security Plane

~— DNA Controller —

Enterprise
Fabric

\

Extended
Enterprise

cisco e/

« DNA Controller - Enterprise SDN Controller (e.g. DNA
Center) provides GUI management and abstraction via
Apps that share context.

« |dentity Services Engine - External ID System(s) (e.g.
ISE) are leveraged for dynamic Endpoint to Group
mapping and Policy definition

* Control Plane Nodes - Map System that manages
Endpoint to Device relationships

« Fabric Border Nodes - A Fabric device (e.g. Core)
that connects External L3 network(s) to the SDA
Fabric

- Edge Nodes - A fabric device (e.g. Access or
Distribution) that connects Wired Endpoints to
the SDA Fabric

* Extended Nodes/Policy Extended Nodes - A Edge
access device that connects Wired loT Endpoints to
the SDA Fabric via a Fabric Edge Node

BRKENS-2832 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



SD-Access Extended Node

« Extended node connects to a single Edge node
using an 802.1Q Trunk port and port channel
interface.

* | The port channel can be over single or multiple
links between Extended node and single Edge
node.

. » Extended node is connected to fabric edge
B3 ., nodes using zero touch plug & play (PNP).

PRL Al Node

N
ID

*Separate extended IP Pool needs to created at DNAC for Extended nodes.
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Client External Communication

Extended
Node

cisco Lg/&/

The host connecting to the extended node
(1) sends traffic to fabric Edge Node as the
default gateway exists on the fabric edge
node.
@ The fabric Edge Node will consult the
control plane on where to send traffic.

(3) Control Plane node tells clients to go via
Border node.
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Extended Nodes- Host To Host communication

The host connecting to the extended node

+h @ sends traffic to fabric edge node as the
(BN] - _ (BN) - default gateway exists on the fabric edge
) > node.
Fabiric The fabric Edge Node will consult the control
r @ @ plane on where to send traffic and ensures the
Site traffic reaches to the destination (VXLAN
FET_ i FE2 encap). In this case it is sent to the other edge

node.

@ The destination fabric edge sends traffic to the
destination host via FE2 and Extended Node 2

Extended
<« Node 2

cisco M ./ #CiscolLive BRKENS-2832 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



SGT - Inline vs VXLAN

Ethernet Frame Cisco Meta Data

Inline Tagging

Ethernet frame with the Ethertype set to 0x8909
which indicates a CiscoMetaData header is present.

FAYLUAL

0 1 2 3
0123456783901 2385678901723456789%901
el e e et ol D e e e o el e D e e s s ek s Joek. s sk St ekt s Jeuk Sech. sk shets sy Scalable

|GIR|IRIRNRIRIR|R|DIR|R|A|R|R|R] Group Policy 1D | Giowp Tag

S —d-b-b-F-F-E-F -t bbb F-F-F-d-b-b-F-b-F—d—F-F-F-b-E-F-F-t-F-+

| VXLAN Network ldentifier (VNI) | Resended |

e T L e e o

VXLAN Header carrying SGT

VXLAN — GBP

Outer MAC QOuter IP Outer UDP Original Layer 2 Frame
Header Header Header
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Extended Node - Policy Application

Edge Nodes

End host 1 authenticates

directly to port on FE

Vlan 100
SGT 100

cisco Lg/&/

E—

Security Enforcement
point is on FE’s

Vlan 200
SGT 200

Extended
Node

Gioco ISE R
@ Classification @ VLAN-SGT
. VXLAN Carries
: Propagation SGT @ FE :
. Enforcement @) Fabric Edge

#Ciscolive BRKENS-2832 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Policy Extended Node (PEN)

4-*-) Cisco ISE :‘ -------------------------------------------------------- ,‘:

A : :

Em*:* @ : Classification @ SGT @ Port :
Eoloie S e s mEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES .

L]

Ld ‘l

- “y “ « . :
= : :

Fabric Edge * : Propagation Inline tagging

% S S——

SGT 200

Policy Extended 4-1 Extended EnfO I’Cement . SGACL at PEN
Node <« Node . .
oy [] Host 2 “' ----------------------------------------------------------- ’:

SGT 100

) R . . - . .
cisco W_/ equires Cisco DNA-C 1.3.3 or above
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Example SGT and PEN Nodes

.|

Inline - SGT|; I
PLC]
ooo
SGT20

cisco Lzﬁo//

@

VXLAN—
SGT

Employee

EN-2

SGT10

Block Employee - PLC Communication

Create a policy to block SGT10 to SGT 20 communication
PLC authorizes and assigned SGT20
Employee Authorizes and assigned SGT10

. As soon PEN learns about PLC SGT , it downloads policies
rom ISE.

A

PEN# sh cts role-based permissions
IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 20:Employees to group 10:PLC:
Deny_IP_Log-00

#CiscolLive BRKENS-2832 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



cts role-based enforcement vlan-list 1021-1024

SN-FOC2338V2C6> show cdp neig SN-FD01931T05Y> show run | inc cts

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge aaa authentication login dnac-cts-list group dnac-client-radius-group local
§ - Switch, H - Host, I - IGMP, r - Repeater, P - Phone, aaa authorization network dnac-cts-list group dnac-client-radius-group
D - Remote, C - CVTA, M - Two-port Mac Relay SN-FDO1931T05Y> show cts pac

. - Error occurred while executing command : show cts pac
Device ID Local Intrfce Holdtme Capability Platform Port ID

SN-FOC2338V2CE  Gig 1/6 169 RS I IE-3400-8 Gig 1/6 show ctjs BAC

IE-9K_ Fab-Edge Gig 1/7 128 RS I IE-9310-2 Gig 1/0/17

Total cdp entries displayed : 2
SN-FOC2338V2C6> show runn int gigl/7
Building configuration...

Current configuration : 166 bytes
1
interface GigabitEthernetl/7
description PNP STARTUP VLAN
switchport mode trunk

cts manual

policy static sgt 8000 trusted
channel-group 1 mode desirable
end

SN-FOC2338V2C6> show cts pac
AID: 09A36B6CC5A29B316392861C48BBB335
PAC-Info:
PAC-type = Cisco Trustsec
AID: 09A36B6CC5A29B316392861C48BB8335
I-ID: FOC2338V2C6
A-ID-Info: Identity Services Engine
Credential Lifetime: 17:32:15 UTC Fri Aug 26 2022

% Invalid input detected at marker.

SN-FDO1931T05Y#

SN-FDO1931T05Y> show cdp nei

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
Cat-9K__Fab_Edge Gig 1/12 163 RS I C9300-24P Gig 1/0/12
SN-FDO2133U18Y Gig 1/11 129 S I IE-4000-8 Gig 1/1

Total cdp entries displayed : 2
SN-FD01931T05Y> show runn inter gi 1/12
Building configuration...

Current configuration : 122 bytes
1

interface GigabitEthernetl/12
description PNP STARTUP VLAN

PAC-Opaque: 000200B8000300010004001009A36B6CC5A29B316392861C48BBB3350006009C0003010099C6F4B234D1E5786564661DBIIFCCBY switchport mode trunk
5B7BA68D1E077DF92008C6DD757EAFSFB821D4CE73FA9031AC67537E741D29081E23E6BC0566C8DB64C2B307B780B553CB0063A3DAEFCICAEFT] channel-group 1 mode desirable
73BF7A389F1F46000FC6582D4A95B30FBE44CB236827A9A058ES57B7B1D68BBB6BIFAI64A6F636DDSBEECDY TEDBBEQE end

Refresh timer is set for 12wa2d

Show CTS PAC
Show CTS Env
Show CTS role-based permission
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IE Extended Node, Policy extended node platforms

Extended Node Policy Extended Node

Industrial Ethernet
[E5000

Industrial Ethernet
IE4010

Industrial Ethernet
[E4000

Catalyst IE3300
Rugged Series

Catalyst IE3400 (H)
Rugged Series

#HCiscoLive

Catalyst IE3400
Rugged Series

Li £
H LS|

Catalyst IE3400H
Heavy Duty Series

Wy 'Y O

IE/Cat 9300

IE/Cat 9300 Can act
as EN/PEN/EX
Release: 2.3.3

onwards

BRKENS-2832
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DNA Licensing - Extended Node

2 DNA license (Advantage, Essentials)

- Essentials is for pure networking buyers

- Advantage required for SDA Extended Node

License Type  IE2000 IE3000 IE4000 IE4010  IE5000  IE3200  IE3300 'ngggﬁ' C3560-CX CDB
DNA Essentials Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
DNA Advantage No No Yes Yes Yes Yes Yes Yes Yes Yes
PEN or EN Switch License DNAC license
Ext Node Network Essentials DNA Advantage
Policy Extended Node Network Advantage DNA Advantage

cisco M./ HCiscolLive  BRKENS-2832

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

23



Extended to PEN Node conversion

= Cisco DNA Center

bl

Fabric Sites
bgl11
Find Hierarchy
Fabric Infrastructure Host O
» . A\ There are configuration updates a
=

/

{
I —— EX
SN-FC..YBIN SN-FQ

SN-FCW2507P02R (35.35.35.163)

Reachable Uptime: 20 hrs 53 mins

Details Fabric

Port Channel REP Rings Advisories

Remove From Fabric

Fabric

@ Extended Nods

Extended Node Attributes

Device Role: ACCESS

Configuration

Qe @

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology-package
Current Tvne

Technology-package
NR:t_reboot

network-advantage Smart License

dna-advantage

Smart Licensing Status: Smart Licensing Using Policy

Subscription Smart License

None
None

EN to PEN Node - Upgrade license , Toggle button

PEN to EN node - Downtime , Remove from fabric

cisco Lg/&/

#Ciscolive
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Migrating PEN to Extended Node

» For scenarios customer may have already installed an IE3400/IE3400H as an
Extended Node.

o Remove the Policy Extended Node from the fabric

Delete the Policy Extended Node from Inventory

o Under Provision > Devices > Plug and Play, the device should have
been removed.

o ‘Write erase’ , Enable the right license and reload the IE3400/IE3400H
and it should enter the PNP process and come up as an Extended
Node.

O

Plan Change Window - As devices will be out of operation during migration

cisco M . #CiscolLive BRKENS-2832 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Use-cases

>
. [Controlled Inter VLAN access } e
ExXgre

[Controlled Intra-VLAN Access } O

[ Peer to Peer Blocking within VLAN } %X

Same SGT deny Policy

#CiscoLive BRKENS-2832 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Supported Topology - FE with SVL Links

e e Fusion
CcP
BN}
<« > *

+
[Cisco SD-A Fabric ] End host to FE
L

----------------------------------------------------------

EN/PEN uses Port-channel
to connect with FE with SVL Link

Edge Cat9300/9500 map database

----------------------------------------------------------
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Supported: Extended node to Stacked FE’s

L3
- L2 dotlq

Fusion — L2

----------------------------------------------------------

:  EN/PEN uses Port-channel to
: connect with Stacked Fabric Edge :

0
----------------------------------------------------------

(

End host to FE
map database
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REP Rings and
Extended Nodes




Network Resiliency Protocols

Resiliency ed Redundant | Net Conv Net Conv Net Conv
Protocol endo Star >250 ms | 50-100 ms | <0~10 ms

STP (802.1D) ® @ @ ®
RSTP (802.1w) O ® () wsss Process and Information P
MSTP (802.15) e ® () ®
PVST+ () () ()

REP ® Critical o
ey | o E
MRP (IEC 62439-2)* O) ®) o

Flex Links ()

PRP/HSR (IEC 62439)* () ® ()

DLR () PS Loss Critical [T
(IEC & ODVA)

StackWise () () [ () [ )
HSRP () () () ()

XE‘II?ILD RFC 3768) ® ® ® ® °

#Ciscolive
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Daisy Chain- Extended Node

v Cisco ISE
Y Linear Daisy Chain

Emj* @ topology of either
)

EN/PEN

>

Fabric Site

EEEa
Fabric Edge * ‘ FE + 18 nOdeS

Edge Node % ag [%g

Available from DNA-C Release : 2.2.x (GA)

Policy extended Nodes
Extended Node

cisco W/
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Supported Topologies

* A simple ring with all Ext-Nodes
or all Policy Ext-Nodes is only
supported.

* An EN Daisy chain can be
attached to a EN REP ring.

« PEN Daisy chain can be attached
to a PEN REP ring.

Do not mix PEN and
Extended nodes in ring

cisco Lg/&/
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S Uuppo rted TO PO | Og ieS Available from DNA-C Release : 2.2.3

S O~ DO -

Edge Node
stack
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Un-Supported Topologies

* A closed ring connected to a Fabric Edge
» Ring of rings, ring attached to a ring and multiple rings within a given ring are not

supported

cisco W ./ #CiscolLive BRKENS-2832 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Fabric in a Box (FIAB) - Network Extensions

® D

SDA Fabric Main Branch @ Border, Control and
Edge all in one
P _ SDA device
."“-. ......_l_.r.a.ng.rt .............. : - ....T..';é.h.é.i:t. ................. ! Supports EN/PEN
{ [BNICPIEN [BNICPIEN : topologies
< m : : :
O D ‘ Ring and Daisy Chain
EX -+ EX EX -+
) N support
EX ) = O
"6 EX EX "5
Allows remote
5 S 5 E i
EX 2 - - X xtension
...................................... 0.¥g...........~
cisco '&_/

#CiscolLive BRKENS-2832 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



REP automation

How it works

cisco M/



REP Automation - How it works.

DC

BNICP) Initiate REP ring Workflow from DNA-C

@ Onboard STP
Ring

Initiate REP

workflow from
DNAC

‘ REP ring ready

Available from DNA-C Release : 2.2.3 onwards
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DNA-C REP Configuration

IE-9K__Fab-Edge (42.1.2.36)

®

REP Rir

> @

>0

@

) Reachable Uptime: 3 days 23 hrs 13 mins

gs | BGL_18_Parking - Workflow steps

Start Ring Discovery

Discover Ring Members

Configure Devices

cisco '&_/

Started shutdown of port interface Port-channel4 on IE-9K__Fab-Edge at May 30, 2022, 9:50:57 AM.

Completed shutdown of port interface Port-channel4 on IE-9K__Fab-Edge successfully at May 30, 2022, 9:51:07 AM.

Started configuration of REP segmentation in Port-channell on SN-FOC2312V0OKL at May 30, 2022, 9:51:07 AM.

Completed configuration of REP segmentation in Port-channell on SN-FOC2312VOKL successfully at May 30, 2022, 9:51:28 AM.
Started EEM script configuration for Ping on SN-FOC2312VOKL at May 30, 2022, 9:51:28 AM.

Completed EEM script configuration for Ping on SN-FOC2312VOKL at May 30, 2022, 9:51:38 AM.

Started configuration of REP segmentation in Port-channel2 on SN-FDO1944U0UU at May 30, 2022, 9:51:38 AM.

Completed configuration of REP segmentation in Port-channel2 on SN-FDO1944U0UU successfully at May 30, 2022, 9:51:49 AM.

Started EEM script configuration for Ping on SN-FDC1944U0UU at May 30, 2022, 9:51:49 AM.
Completed EEM script configuration for Ping on SN-FDO1944U0UU at May 30, 2022, 9:51:59 AM
Started configuration of REP segmentation in Port-channel2 on SN-FOC2320V08S at May 30, 2022, 9:51:59 AM.

Completed configuration of REP segmentation in Port-channel2 on SN-FOC2320V08S successfully at May 30, 2022, 9:52:20 AM.

Started EEM script configuration for Ping on SN-FOC2320V08S at May 30, 2022, 9:52:20 AM

Completed EEM script configuration for Ping on SN-FOC2320V08S at May 30, 2022, 9:52:30 AM

Started configuration of REP segmentation in Port-channel2 on SN-FOC2301V3TJ at May 30, 2022, 9:52:30 AM

Completed configuration of REP segmentation in Port-channel2 on SN-FOC2301V3TJ successfully at May 30, 2022, 9:52:53 AM
Started EEM script configuration for Ping on SN-FOC2301V3TJ at May 30, 2022, 9:52:53 AM

Completed EEM script configuration for Ping on SN-FOC2301V3TJ at May 30, 2022, 9:53:26 AM

Started configuration of REP segmentation in Port-channel2 on SN-FCW24110HOA at May 30, 2022, 9:53:26 AM

Completed configuration of REP segmentation in Port-channel2 on SN-FCW24110H0A successfully at May 30, 2022, 9:53:48 AM
Started EEM scrint canfiouration for Pina an SN-FCW24110H0A at Mav 30. 2022 9:53:48 AM

#CiscoLive

|[E-9K__Fab-Edge (42.1.2.36)

) ) Reachable

REP Rings / BGL_18_Parking

REP Topology Status:

REP Segment 1
BridgeName

PortName

IE-9K__Fab-Edge
SN-FCW24110H0OA
SN-FCW24110H0A
SN-FO0C2301V3TJ]
SN-FOC2301V3TJ
SN-F0C2320V08S
SN-F0C2320V08S
SN-FD01944U@UU
SN-FD01944U@UU
SN-FO0C2312VeKL
SN-FOC2312VOKL
IE-9K__Fab-Edge

BRKENS-2832

Po3
Pol
Po2
Pol
Po2
Pol
Po2
Pol
Po2
Po2
Pol
Po4d

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

Edge

Pri

Sec

Uptime: 3 days 23 hrs 7 mins

Role
Open
Open
Open
Open
Alt

Open
Open
Open
Open
Open
Open
Open

38



Ring Operations : Deleting the node

© Remove faulty
EN/PEN Node

Connect REP
ports back

. Node part of REP ring

Available from 2.3.2.x
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Ring Operations : Adding a node

‘ Delete REP
o Sl
N
Insert new el
EN/PEN Gann O
STP Discovery and R
REP Workflow G3 > >
' Rlng ready REPPort: 4__»

Deletion and re-creation of REP is required
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Supplicant Based EN - CAT9k only

3
Cat9k as PEN
E s X
=G =©
L
I 20
-
20

© 802.1x for
SBEN

onboarding
Max 3 node

Daisy Chain

() NoREPring

) PEN/SBEN mix

Available from DNAC 2.3.3 onwards

cisco W./ #CiscolLive BRKENS-2832
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Built on Industry Standards
Purdue/IE62443 Reference Model

Level 4

Level 3

Level 2

Level 1

Level 0

E-Mail, Intranet, etc.

FactoryTalk
Application
Server

FactoryTalk
Client

Batch Discrete Control
Control

Sensors

FactoryTalk
Directory

——
Operator
Interface

Drives

Enterprise Network

Site Business Planning and Logistics Network

Engineering
Workstation

Remote Access
Server

FactoryTalk
Client

r—
Engineering
Workstation

Actuators Robots

Site Operations

and Control

Operator
Interface

Drive Control Continuous Safety
Process Control Control

Supervisory

Enterprise
Security
Zone

Industrial
DMZ

Industrial
Zone

Area

Control

Cell/Area
Zone

~N

cisco La//&
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Shared IT and OT SD-Access Fabric

Firewall

Cisco « Simplest Design

DNA Center Cisco ISE

@ @ approach.

Data Center and

Shared Services ° Re_ use same H/W

IT/OT
shared Fabric Site

@ Q « Not compliant with

Purdue model

IT VN-IT #1 oT VN-OT #1
Virtual Networks VN-IT #2 Virtual Networks VN-OT #2
VN-IT #n VN-OT #n
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Shared IT-OT Physical Topology

Firewall
I---I Cisco
[T T DNA Center Cisco ISE

R B ©®

IT/oT
Shared Fabric

LY A M S
LT L Bk REETEEEFY FEPTTTE PERREREEEPPPTRIES SRS

LYo ) % N S AP SIS SOOI AP
o ey S

cisco W/

Data
Shared Services

Center and
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Edge and Ex nodes Static
or Dynamic VN/VLAN
Provisioning.

Inter VN Traffic IT/OT is
controlled by Firewall
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Dedicated IT and OT Access Sites

IT Fabric

IT
Virtual Networks
VN-IT #1

VN-IT #2
VN-IT #n

|| L]

. =]
Firewall mummm
T 1T T

OT Fabric

oT

Virtual Networks
VN-OT #1
VN-OT #2
VN-OT #n

cisco Lg%o//

Cisco
DNA Center Cisco ISE

@ @

Data Center and
Shared Services

#CiscolLive

BRKENS-2832

Each site hands off VNs to
the firewall

Firewall provides shared
services access to data
center and other services -
DHCP, DNS etc.
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Dedicated OT Site Physical Topology
)

IT Fabric

if
‘x‘- DNiizc:'nter Cisco ISE H
no= S O * Full Physical

Segmentation between
IT and OT Parts.

Conditioned space

: , « Common Segmentation
i 5 _ constructs of VN and
Linear daisy-chain of S GT

Rugged space

VN-OT #1
VN-OT #2
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Purdue Model Mapped Design

Virtual Networks
Enterprise :z:g :; Cisco
Zone  WRE  yn-TEn DNA Center Cisco ISE
I Fabric @ @
F rewall
---
--- Data Center and

/ « Separate OT fabrics

m.w for Industrial DMZ and
OT security
Ooons 2one « Common multi-zone
ustral Fabric firewall between
layers of Purdue

Cell / Area
ne

Cell / Area Layer 2 switching
(Non-fabric)
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Mapping Cisco SD-Access with Purdue Model

» Dedicated ISE PSN
for OT security.

DMZ Jump
iDMZ .

« Control Loops - This
can be an SDA Ex
network or a separate
L2 Network

- Brownfield Scenario or Vendor
specific design , Direct attach

Cell / Area

Zone

Cell/ Area Layer 2
switching (non-fabric)
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SD-Access Multi Plant architect

Cisco Cisco
DMA Center ISE PAN

® @

Data Center and
Shared Services

/// « Multi-plant interconnect

via SD-Access Transit

Cell [ Area
Zone

Cell { Area Layer 2
switching (non-fabrid

*Assuming Plants with Campus Fibre Connectivity
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Network Extension:

Non-SDA or Mixed environment
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Non-SDA Network Extension

WLC HA Pair ISE

% Cisco DNA Center - NDP %ﬁ DHCP, DNS, AD
| p * o ” * - | (Assurance) (Services)

e ree

« DNAC for assurance

[
) Core

e Distribution/Access

/Eg\Distribution Layer layer using loT switches

 Access Layer using loT
protocols like REP

Cisco IE
Switches
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Converged Plantwide Ethernet (CPwE

Wide Area Network (WAN)

Data Center - Virtualized Servers

+ ERP - Business Systems

+  Email, Web Services

+  Security Services - Active Directory (AD),
Identity Services (AAA)

«  Network Services — DNS, DHCP

+  Call Manager

Physical or Virtualized Servers
+ Patch Management

. AV Server

+  Application Mirror

+  Remote Desktop Gateway Server

n . n ISCO
Physical or Virtualized Servers Kinetic (IoT.

FactoryTalk Application Servers and
Services Platform

Network & Security Services — IND, DNS,
AD, DHCP, Identity Services (AAA), MSE
Storage Array

Level 3 - Site Operations
(Control Room)

e EEEEEEsEEEEEEEEEREEEEEEg

- | IE2K /|3x.

H i IE4K

E Camera ,,% LWAP

IW3700 - e
- mE
: m m Etheri'et/IP
N Controller Controller

Cell/Area Zone - Levels 0-2

. Redundant Star Topology - Flex Links Resiliency

= Unified Wireless LAN

= (Lines, Machines, Skids, Equipment)
Sasssnnnnnnnnn CEEELY

Cisco Public

52



Non-SDA REP Ring Configuration

LAN

Step - 1 : STP Ring Onboarding Non-Fabric

Step - 2 : STP Ring To REP Ring Eg

Conversion

using
Cisco |IE

Similar to SDA , DNAC will Switches

convert STP ring to REP

A A
vy

E REPRing [t
<>

<«
<>
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Points to be noted: DNAC REP Automation

This is a feature list for DNAC 2.3.4.0 release.

« 10S & I0S-XE versions : (DNAC supported and long-term version)
- |E4000, IE4010, IE5000 >= 10S 15.2(7)E3
- |E3300, IE3400, IE3400H >=I0S-XE17.3.4

- From the Inventory > Topology tab user should select a root device and two adjacent nodes
bellowing to the same ring.

REP workflow process identifies the existing STP topology and validates for closed ring using the
CDP neighbor.

- If multiple links are present between two devices, then the links should be configured as port-
channel before the REP ring is triggered.

REP edge and primary/secondary are configured by the REP workflow on the selected root device
REP segment will be autogenerated by the DNAC.
- All the interfaces part of the ring should be configured in “switchport mode trunk”.

+ Supported list of devices:
Classic IE switches : IE3000, IE4000, IE4010, [E5000
Catalyst IE Switches : IE 3200, IE 3300, IE 3400, IE 3400H, ESS 3300, IE 93x0.
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Steps to configure Non-SDA REP ring

Non-SDA REP ring configuration

Using Workflows : Click on Menu > Workflows > Configure REP Ring (Non-Fabric) widget

Library Choose An Intent v

Setup Wireless
Network 56T

gn and provision wireless

netwark on a non-fabric site

Wireless

o Create Fabric Sites and
Fabric Zones
Scope a single SD-Access fabric
which comprises at least one Border
node, Control Plane node and Fabric
Edge node

E Site to Site VPN

Create VPN configuration between

Wired

| Create Anycast
Gateways

For each IP Paol, create an Anycast
Gateway across Fabric Edge nodes

E Umbrella Deployment

Configure Cisco Umbrella on
network elements, which send DNS
queries for Umbrella to enforce

securit:

content policies

Wireless Wired

~| Create a Port Channel

Create a Part Channel step by step

| Create Layer 3 Virtual
Networks.

Create Layer 3 network overlays for
segmenting routed traffic

E,\ Configure Multicast

Configure a Cisco SD-Access fabric

1o support mul
Layer 3 Virtual Netw

Create Layer 2 Virtual
Networks

Create Layer 2 network overlays for

segmenting switched traffic

Configure REP Ring
(Fabric)

Configure a REP Ring to enable
redundancy on the Extended Nodes

E: Configure REP Ring
(Non-Fabric)

Configure a REP Ring to enable
redundancy on the Extended Nodes

Ej Telemetry Appliance
Setup

Configure Switch Port Analyzer

(SPAN) and Encapsulated Remote
Switch Port Analyzer (ERSPAN)
sessions to share IP traffic for
application assurance and endpaint
analytics

Wired

Ej Create Sensor Test

Build a wireless test template for
monitaring real-world client
experiences

Wiraless

Replace Device

Replace your device in a few quick

easy steps

Wired Wireless

E Access Point Refresh

Replace Your Access Points with
New ones

Wireless

cisco Lz//&/
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Adding/Deleting nodes to REP ring:

Adding a node from the existing REP ring:
« Delete the existing REP ring.

* Then the add node physically to the topology and wait for the onboarding of the
new node to be completed.

« From Provision > Inventory page, manually run the “Resync” of all the devices
(including Edge) part of the ring.

« Then trigger the REP ring workflow

Automated in Non-Fabric, No downtime

Deleting a node from the existing REP ring:
« Delete the existing REP ring.
« Then delete the node from the fabric site followed by DNAC inventory.

* From Provision > Inventory page, manually run the “Resync” of all the devices
(including Edge) part of the ring.

« Then trigger the REP ring workflow
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Advisories REP

Scale numbers:
« By default, a maximum of 18 devices can be onboarded in a single REP ring.

« If there is a use case for more than 18 nodes in a single REP ring, customer needs to
increase the BPDU timer using command "spanning-tree vian <infra VN VLAN> max-
age 407.

« Customers can achieve this using the DNAC custom Templates.

If multiple links present between two devices, then the links should be configured as
port-channel before the REP ring is triggered.

Ensure all the interfaces which are part of ring should be the trunk port

The device which is selected as a root bridge should have third link through which has
reachability to DNAC (other two links are part of the ring)

Ring of rings and multiple rings within a given REP ring is not supported.
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DNA-Center: REP Troubleshooting

« REP ring workflow failures:
* If REP ring creation/deletion fails with the error - “Discovery request failed” :

« Using the “Command Runner’ try to check the ‘CDP neighbors’ status’ for all the devices (including Edge
node) part of the STP ring, which is being converted to REP ring.

Using the “Command Runner”, make sure there is no redundant link between devices in ring. If so, bundle
them or make one interface down

* Using the “Command Runner”, ensure all the interfaces which are part of REP ring should be in trunk mode

* Manual Resync of devices - From Provision > Inventory page, manually run the “Resync” of all the devices
(including Edge) part of the ring.

* Once all the above steps vyield a positive outcome, try to retrigger the REP ring creation workflow.

 If REP ring creation/deletion fails halfway through :

* The most likely reason would be the device going unreachable more than the expected wait time or
unreachable for any other extraneous reasons.

» Try to fix the device reachability issues. Once the device is reachable, try to manually run the “Resync” of
all the devices from the ‘Inventory’ page and then ”reinitiate” the failed REP ring workflow.
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Network: REP Troubleshooting

Command Runner £9300-edge@1.1.1.1 7 X

Welcome to Cisco DNA Center command runner.

You can access this window from anywhere using the key combination Q+T.
You can access recently viewed devices using the key combination Q+D.

« Navigate to the REP rings tab and
click on the REP Status button. To
get the current status of the REP

ring. Note: You can enter "man" anytime to get the list of currently supported commands an
d shortcuts.

« Check the REP Ring status by using
the command in the “command
runner”

C9300-edge> show rep topo seg 38
REP Segment 38
BridgeName PortName Edge Role

*  “show rep topology segment

<REP_Segment_number>" €9300-edge Gil/0/12

IE-3k-3 Gil/0/12
IE-3k-3 Gil/0/1
IE-3k-2 Gil/9
IE-3k-2 Gil/3
IE-3k-1 Gil/3
IE-3k-1 Gil/5
€9300-edge Gil/0/14

C9300-edge>

Cisco
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DNA-Center: Topology View Troubleshooting

A missing link in the topology view for an STP ring:

«  When we onboard a STP ring, in a rare instance there might be a link missing and it would end up showing as
two daisy chains instead of a STP ring in the fabric topology view.

. Workaround for this case is, manual Resync of devices - From Provision > Inventory page, manually run the
“Resync” of all the devices part of the ring.
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Converged Architecture

I Application

( 1
i @ i 1 Services

nternal network

SDA Fabric
Non-SDA N/w

#CiscolLive

BRKENS-2832

P
<>

Distribution Layer

Access Layer :
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Extended Enterprise Monitoring via Cybervision

Industrial cybersecurity that can be deployed at scale

Cisco Cyber Vision Center:

Centralized analytics & data visualization

Welcome to Cisco Cyber Vision

Cisco integrations Partner integrations

SecureX, FMC, ISE,
Stealthwatch, DNA-C

SIEM, CMDB,
ICS vendor software

.......
<<<<<

-
= e
- -
- -
- -
- -
- -
- -
- -
- -
g Sw
- -

\
@ Industrial loT Gateways / Industrial Industrial Sensor Networking
Switching Compute Routing Wi-Fi (RF Mesh)

Cyber Vision Sensors: Deep Packet Inspection built into network elements
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Cisco Cyber Vision portfolio

Hardware Appliance Software Appliance

UCS based servers with Hardware RAID i e e
Cyber Vision - W
y [13 ® e a s
Center VMWare ESXi OVA  HyperV VHD Amazon Wby piorosoft Azure
CV-CNTR-M5S5 CV-CNTR-M5S3 Services
+ 16 core CPU + 10 core CPU Minimum requirements Minimum requirements
+ 64 GBRAM + 32GBRAM Intel Xeon, 4 cores Intel Xeon, 10 cores
+ 800GB drives + 480GB drives 16GB RAM and 200GB SSD 32GB RAM and 1TB SSD
1 or 2 network interfaces 1 or 2 network interfaces
Sensor .
Sensor Sensor Sensor Sensor _(IDS) Sensor (DS 0
Cyper Vision " | B cndy |
Jus v
‘e
i R Catalyst Catalyst IR8300 Catalyst 9300/9400 )
Sensors Catalyst IE3300 10G Catalyst [E3400HD IR1101 Multiservice Router Aggregation Switch IC3000 Industrial Compute
and IE3400 IP67 Switch LTE Gateway
Switches Network-Sensors Hardware-Sensor
Deep Packet Inspection built into network-elements eliminating the need for SPAN DPI via SPAN to support brownfield
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Sensor Architecture

===

Enterprise IT
(Purdue Level 4)

Cyber Vision
FMC Gl\z/)bal Caron. SecureX SIEM

Security Operations Center _ _ _
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[T/ Industrial
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(Purdue Level 0-3)

"Ml Cisco Secure ISA3000
|

Cisco IE3x00 Switc
with Cyber Vision 8ensor

Sensor
HMI Cisco IC3000 HMI
OT Cyber Vision Sensor
ss D
PLC/RTU/IED PLC/RTU/IED
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Sensor at aggregation
sees North-South traffic

Sensor at the edge sees
East-West traffic

Remember: Cyber Vision
is licensed per endpoint,
not per sensor!

Rule of thumb: All flows must go through
at least one sensor. Every networking
equipment should have a sensor.
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Profiling OT assets enables dynamic
segmentation

| now have OT
context to build the
right security policies

This user interface
understands OT. | can

group assets into zones
Cisco ISE/DNAC

Cyber Vision Center

-]

Share zone information
with IT to define policies
NetFlow

1 Observe traffic to
fine-tune policies

Cyber Vision
Sensor___

Visibility to profile assets 1
and inform segmentation

Enforce
segmentation when

ready
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Cisco Cyber Vision Global Center

Global visibility on all sites from a central console

‘Wekcome 1D Cieco Cioa- Vs

157

27 324 il

. 0060

- —-———

Cyber Vision Global Center &\_‘

Global Center
Global view for SOC
and CISO teams

Local Centers
v HQ SOC k Ao ~ View for local IT
7/ \ ~ and OT teams
7 ~ .
Site A Y. R Site C
Iq
|—OO—O O alo]
ZONE 1 ZONE 2 SPAN =
ZONE 1 ZONE 2 Clg
l;lE Sensor, Genson) :lE l:lE l;lE é
g o Sl gy ‘giﬁ_? 5 % (”3@ o e )@
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Fill out your session surveys!

.~ Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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 Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand

cisco W-/ BRKENS-2832 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 68


http://www.ciscolive.com/on-demand

alualn i .
CISCO The bridge to possible

Thank you

CISCO W,/ #CiscoLive



Cisco Live

A My Profile NOT SIGNED IN

Challenge '

Log in to discd
Cisco Live 202

Gamify your Cisco Live experience!
Get points for attending this session!

View My Sc

How:
‘ Open the Cisco Events App.

‘ Click on 'Cisco Live Challenge’ in the side menu.

‘ Click on View Your Badges at the top. — .
) . Monday, Jun
‘ Click the + at the bottom of the screen and scan the QR code: ' - 11:00 AM - 1

The Bridge
and Sustain

Level 2, Ocez

Featured ¢

Reaister
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