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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space
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by the speaker until June 9, 2023.
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Presentation “House Keeping” ltems ©

- This is not a product pitch ©

- This session is focused heavily on secure network design options from
customer private networks into the public cloud

- While several prominent cloud providers will be included in this discussion,
the discussion has no preferred cloud provider other than those supporting
the intended topic

cisco W ./ HCiscolLive  BRKENT-2003 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



- How the transition to the cloud has transformed WAN designs

- Review: Connection Options for Public/Private Access into the Cloud
- “MACsec 101” and Securing High Speed Access into the Cloud

- Configuration Example Reviews

- Design Options for Extending Enterprise Encryption into the cloud

- Inter Region Connection Examples and Cloud Network Visibility

- Summary & References
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How the WAN Is
Evolving as Enterprise
Applications

Transition to the
Cloud
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Evolution of Applications in the Enterprise

TRAFFIC
Internal 809 <D

Internet
. Internet 20%®@
Branch —

Branch

Private Data
Center

«  Common and successful architecture for many years

«  Enterprise applications hosted in private data center (DC)

« ~ 80% of branch traffic - destined to private DC applications
« ~ 20% of branch traffic - destined to Internet through the FW
« Aligns with 80/20 rule - apps / internet
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Evolution of Applications in the Enterprise

TRAFFIC
(o)
Internal 20% @ Igternet —
. ~ Internet 80% D . - \‘ SaaS
| Browsing
Branch - |
| Sub-optimal

I traffic path to
applications in the

Private Data I cloud
Center |
. |
v
Branch «  Application transﬂpn to the cléud inverts the 80/20 rule: l. = .
*  80% of traffic now destined to Internet
e 20% of traffic stays local to private DC Public Cloud Provider (laaS)

FW massively overloaded on 80% capacity
User experience to cloud apps impacted greatly

cisco L{V&/
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The “Cloud Ready Network” Transition
Architecture

Internal 20% @

Internet 80% G GD

Private Data
. / Center
Umbrella SaaS
Branch = Internet Vs . . \/

Firewall

N\ J
SD-WAN < (Sec
/ Fabric Stack) \> .' .
Cross
. Connect

\ y, . )
Colocation Center (CoLo) Public Cloud Provider

Internet

v

Branch

» The ColLo is the center of the universe for the enterprise WAN
* Provides X-connect options to public cloud, SaaS, Internet, private peering
*  Supports on-prem DC without being “on-prem” of customer facility
+ Vitally important element for any WAN design and cloud transition strategy
* Provides platform that is “multi cloud” ready
» Connection options into the public cloud are numerous and pros/cons vary per option
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The “Cloud Ready Network” Transition
Architecture

Internal 20% @

Internet 80% G GD

. : )
[—— e -
\\ Umbrella Pl SaaS
~
7

Internet

= Internet

Firewall
(Sec

Stack)
Cross
Connect | e T

Public Cloud Provider

Colocation Center (CoLo)

» The ColLo is the center of the universe for the enterprise WAN
* Provides X-connect options to public cloud, SaaS, Internet, private peering
*  Supports on-prem DC without being “on-prem” of customer facility
+ Vitally important element for any WAN design and cloud transition strategy
* Provides platform that is “multi cloud” ready
» Connection options into the public cloud are numerous and pros/cons vary per option
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Carrier Neutral / Co-Location Facilities

‘a facility which allows interconnection between multiple telecommunication
carriers and/or colocation providers. Network neutral data centers exist all

over the world and vary in size and power’

Benefits:
* Access to some of the largest Cloud Providers

« Carrier Neutral encourages Competition leading to
better pricing & services

« Simpler to switch between suppliers
« Time to connectivity is Fast

cisco W/ HCiscolLive  BRKENT-2003
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When Does Presence in a “CoLo” Best Apply to
It Depends... ©

my WAN Architecture?

Highly Desirable

- Enterprise owns and
maintains their own WAN

. Desires easy access to
largest cloud providers,
other XaaS, peering, etc.

- Increasing number of ENT
applications and workloads
moving/residing in cloud

- Business Apps in cloud
demand deterministic
network behavior to
consumers

cisco A{V@/

#Ciscolive

BRKENT-2003

“Limited” Need for ColLo

- Enterprise is small and

leverages managed WAN
service offerings

. Internet is the primary WAN

transport for all access for
users - applications

. SaaS is primary business

application resource

. Internet transport to hosted

application is “good enough”
(user experience)
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When Does Presence in a “CoLo” Best Apply to

my WAN Architecture?

Highly Desirable

- Enterprise owns and
maintains their own WAN

. Desires easy access to
largest cloud providers,
other XaaS, peering, etc.

. Increasing number of ENT
applications and workloads
moving/residing in cloud

. Business Apps in cloud
demand deterministic
network behavior to
consumers

cisco W/

Needs deeper evaluation

- Enterprise owns and

maintains their own WAN

- % Apps hosted in the cloud?
. Pace of transition to cloud?
- % SaaS? % laaS?

- How is user-to-app

experience?

HCiscolLive  BRKENT-2003

It Depends... ©

”Limited” Need for ColLo

- Enterprise is small and

leverages managed WAN
service offerings

- Internet is the primary WAN

transport for all access for
users - applications

. SaaS is primary business

application resource

. Internet transport to hosted

application is “good enough”
(user experience)
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Securing Cloud Service Provider Private
Links and Inter-Region Transport ... Cowregon

Virtual Private Cloud

- Cloud Service Provider’s (CSP) offering dedicated (10G, 100G) private links

- Targets those customers wanting dedicated BW and deterministic network
behavior into, and from, their cloud hosted workloads

- How to secure these private links up to 100G? e
- CSP provides an extensive list of partners, locations, details of capabilities, V4 — -
redundancy options, and speeds / \
. . | -Regi )
- Look deeper at the Inter-Region cloud Interconnect options, pros/cons, and how ”teg.oj‘fj’””l s [ ‘
to apply security Interconnect‘ 3
/
Remote Locations \ v #
_______ = Cloud Partner Soud Region

Connect Location [rmmm e

<

[e)

=X

o
—_——_————

IP
Transport

- T oy
—_— 1’ Secure \“
& | ( -

: C;stomer | Cloud Provider ‘I'
outer ; i
Private Link

Customer Cage —

|
|
' IP/GRE
/| IP/MPLS

Virtual Private Cloud
———————— — SD-WAN

Segment Routing
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Options for
Connecting to
Cloud Providers

Evaluating Private
Link Access
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Options for Connecting into the Cloud Providers

D Web
Secure Umbrella
Remote Vlnternet
Worker
: \C J\‘*\\\ SaaS
l\/Io.biIe \\\\\*\

~

Colocation 7 laaS
Center

s Public Cloud Provider

l Private WAN

Branch

* Public Internet access methods
* Multiple private access methods exist
« Option for explicit bandwidth via dedicate links

Public Path
» Cost, capacity needs, security, simplicity are all factors in  preteran
choices Atemate pah Private Data
rom primary’

. / Center
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Options for Connecting into the Cloud Providers

4
7
’

Web

Secure Umbrella

Remote Vlnternet

Worker \ J

Mobile

(1) ©
@Megaport
SD-WAN
Fabric ~

Branch MPLS

Private WAN
Public Internet (on-Ramp w/ SDWAN)

Direct Access via L3 VPN Provider (i.e. NetBond, Telstra Connect)
Middle Mile "NaaS” SDCI handoff to the CSP (Equinix, Megaport)
Hosted Connection CSP partner provisioned (typically sub-rate)

90099

Dedicated Connection with Single Customer (typically 10G, 100G)

cisco L{{/&_/
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Customer
Subnet / VPC

Customer Cage| Customer
Colocation Provider Subnet / VPC

Private Link

Gtwy Pr—

Customer
Subnet / VPC

Public Cloud Provider

Public Path

Private Path

. 1
Firewall 1

_________ Alternative Path
(from primary)

Private Data
Center
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Option for Connecting Into the Cloud Providers
“Public Internet” Option

Advantages: Using the Internet?
- Easy access from anywhere into the hosted cloud applications

- Internet ubiquitous from any location

- No need for dedicated private link cost

Challenges: Using the Internet?
- Lack of deterministic transport behavior (loss, latency, jitter)
- Sustained BW requirements available indeterministic

- Impact on user experience for applications needing tighter SLA’s

cisco W - HCiscolLive  BRKENT-2003 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Options for Connecting Into the Cloud Providers
“Private Link” Connection Option

- Advantages: Private Links into the Cloud Providers?
- Shortest path to the applications hosted in the cloud
- Deterministic transport behavior (loss, latency, jitter) to/from the cloud
- Isolation from the public internet

- More tailored IP routing and route control between the cloud and enterprise

- Challenges: Private Links into the Cloud Providers?
- Cost, Security of those links, complexity of setup

- ColLo Presence: Private links to CSP + Enterprise-owned router in the ColLo
- Offers flexible “Cloud On Ramp” access to any XaaS, carrier, cross-connect, ISP peer
- Multi-cloud Prep: Sets the table for multi-cloud support (current or future)

cisco W./ HCiscolLive  BRKENT-2003
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“Private Link”
Support into the
Cloud Providers
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Example: CSP Private Link Offering

- Offers high speed dedicated (10G, 100G) and (sub-rate) private link options

- Targets those customers wanting dedicated BW and deterministic network
behavior into, and from, their cloud hosted workloads

- Dedicated assumes customer has presence (or access into) in CoLo partner
space

- CSP provides an extensive list of partners, locations, details of capabilities, N
redundancy options, and speeds

Cloud Provider Domain

Co-Location Center

@)
5]
c
s
Py
®
Q
5
)

( — = 4

Virtual Private Cloud

1

1

1

1

1

1

1

i

Cloud ]
Provider i
1

1

1

1

1

Private
Link to
CSP

Public / Private
Transport

Branch I Cloud Edge E
Router Router |
“ /I (Customer) ! csp Fabric
" Branch | __router
1
1
1

Customer

\_ Cage . Cage )
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Example: CSP Private Link Offering

Anatomy of the Service

- CSP separates customer traffic through use of 802.1Q tags through a Virtual Interface (VIF)

- The VIF controls customer (tenant) and access (public / private) to services within the CSP

- Customer traffic remains completely segmented from each tenant

I

I

I

I \
I Branch

| Router

Public / Private
Transport

Co-Location Center

Customer A maps

to Q-tag X

Branch I
Router |

Customer
cisco /.« p/_/

-

Cloud Provider Region

]
1 1
_%\ .......... ] Virtual Private i
Customer A | ... 4 Cloud - A '}
Ruer ) OIS L | e :
Customer SN SEIVCIED ' N ' i
Cage AT Clogd i ]
---------- LAG Provider | :
__________ N~ Infrastructure B e
............................................... e
.......... _ ."""“'-., |
.................. Demarc JS-TAG = Y P Virtual Private 1
1. CcSP I Cloud -B |
Customer B C 1 1
Router age . i
1 1
1
Cug;on;er Customer B maps to i i
9 Q-tag Y i i
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Example: Private Link - Azure ExpressRoute Direct

AAzu re

Dedicated connection between the enterprise
and Azure

BGP peering for route exchange for each
service

ExpressRoute Circuit
\

Customer’s

Network _; Primary Connection =

Microsoft
Edge } Edge
_a Secondary Connection ==

10G and 100G dedicated connections

Supports active/active at scale

Microsoft Peering for Office 365, Dynamics 365, Azure
public services (public IPs)

Other ExpressRoute connection options exist
aligned with SP and connection partners

Azure Private Peering for Virtual Networks

Source: https://learn.microsoft.com/en-us/azure/expressroute/expressroute-connectivity-modelsH#Direct
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Example: Private Link - AWS Direct Connect (DX)

Dedicated connection between the enterprise and
AWS

Provides (1) private peering to VPCs and (2) public

peering to AWS public services (AWS S3, Glacier)
Sub-interface on corporate DC router for each service
BGP peering for route exchange for each service

10G and 100G dedicated connections; sub-1G
connections available via partners

Multiple accounts can share a connection
Multiple connections for redundancy
BFD for fast failure detection and failover

Data-in is free, data-out is cheaper (compared to
Internet)

—

EC2 instances

Subnet

Virtug| priva

Amazon Glacier Amazon 83

Region

amazon

webservices

H—

I I
| || Customeror |
 AWScage . . partnercage

AWS Direct Connect location

s Private virtual interface|

= Public virtual interface

w

Customer router/firewall

Customer network

Source: https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html

cisco é{/@/
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How Do | Secure My
High-Speed Private
Links into the Public
Cloud Providers?
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CSP Private Link Security

- Offers high speed dedicated (10G, 100G) and (sub-rate) private link options
1. How can | assure the link is protected through the ColLo Providers Infrastructure?
2. Can | provide encryption rates that can support 100G?

3. Is this supported over both “Dedicated” and “Hosted” (sub-rate) offerings?

Secure ??

YRS Cloud Provider Domain

Virtual Private Cloud

1

1

1

1

1

1

1

i

Cloud ]
Provider i
1

1

1

1

1

Private
Link to
CSP

Public / Private
Transport

Branch I Cloud Edg‘
Router | Router
(Customer)\ Fabric
NN—_—— = J
Branch \

Customer \ W/ csp

/ \_ Cage N\ /. Cage ) .
N _ Y — Y T T T T T T T T T s s S s s s s — s s s s s s s s s s s s s s s s s s s e
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AWS Direct Connect Announces MACsec Encryption for
Dedicated 10Gbps and 100Gbps Connections at Select
Locations

Posted On: Mar 31, 2021

AWS Direct Connect now offers |IEEE 802.1AE MAC Security Standard (MACsec) encryption for 10Gbps and 100Gbps Dedicated
Connections at select locations to secure your high-speed, private connectivity to the cloud.

Encrypting ExpressRoute for improved
security

MACsec

ution ca

cisco L‘V& #CiscoLive BRKENT-2003 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



“MACsec 1017
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What is MAC Security

(MACsec)?

Hop-by-Hop Encryption via IEEES802.1AE

Hop-by-Hop Encryption model
-Packets are encrypted on egress port (MACsec PHY)
-Packets are in the clear through the device
-Packets are decrypted on ingress port (MACsec PHY)

Supports 1/10/40G, 100G, and 400G encryption

Data plane (IEEE 802.1AE) / control plane (IEEE
802.1x-Rev) support PSK or PKI, standards based

Transparent to Layer-3 (IPv4/v6, SR, MPLS,
multicast, routing protocols, etc.)

Encryption aligns with Link PHY speed (Ethernet)

=l

128/256 bit AES GCM Encryption

Decrypt at
Ingress

Encrypt at
Egress

01101001010001001 0

( 01101001010001001

everything in clear
through the router

Bl vAcsec PHY

128/256 bit AES GCM Encryption

01001010001001001000101001001110101

011010010001100010010010001010010011101010

=

Encrypted
Segment

|7

#Ciscolive

- y—

Encrypted
Segment
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WAN MACsec: Top Enterprise and SP Use Cases

Metro E - Branch Router Back-haul * | Encryption requirements exceed IPSec capabilities, E-LINE
leverage .1Q-tag-in-clear at Hub Site * E-LAN

High Speed Data Center Interconnect | Targets 10/ 40/100Gbps DC interconnect links for
(DCI) storage replication and workload movement

MPLS Core / Edge Links Security Encrypt all PE-P, P-P links inside of an MPLS
backbone. Allows transparency of MPLS labels, TE, E-LINE optical/fiber
Segment Routing, etc...

E-LINE optical/fiber

Secure Metro Ethernet Service Service Provider option for offering “secure” Metro E E-LINE

Offering services to end customers E-LAN

Hybrid MACsec and IPSec Design Position MACsec in high-speed core, and IPSec for E-LINE/E-LAN/IPSec
high-volume sites, lower speed

Encrypt High Speed Private Link Leverage MACsec to protect 10/100G private link

Services into Public Cloud Providers offers into the CSP infrastructure E-LINE

(CSP)

* Requires Cisco WAN MACsec
cisco Lz{/&_/
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v
CISCO White Paper

Innovations in Ethernet Encryption (802.1AE -
MACsec) for Securing High Speed (1-100GE) WAN

Deployments
Introduction
Craig Hill QOver the course of the past decade, customer demand for increasing Wide
Distinguished Systems Engineer Area Network (WAN) bandwidth has been driving the networking industry to
Ut R i continually innovate in order to increase WAN transport speeds. Thus, we
Stephen O have witnessed the evolution from Asynchronous Transport Mode (ATM) to
Distinguished Systems Engineer - . .
- Synchronous Optical Network (SONET)/Synchronous Digital Hierarchy . .
U.S. Public Sector
(SDH) and, more recently, innovations in Ethernet and optical. Ethernet and PreV|0US WAN MACSGC SeSS|0nS a-t CLUS (On Demand)
optical have now emerged as the de facto standards and we have seen
speeds grow from 10-Gb, 40-Gb, and now to 100-Gb speeds with no end of growth in sight. .
I BRKRST-2309 — Introduction to WAN MACsec

Demand for increased bandwidth continues, driven by cloud services, mobile devices, and massive increases in
video traffic. With the shift to cloud and maobile services, the need for ever-faster WAN transport speeds continues

in order to handle the traffic created by locating applications and data off-premises.
WAN MACsec Blog

While link speeds and demand for bandwidth continue to increase, the innovation of encryption technologies for
securing these high-speed links, specifically for the service providers, cloud providers, large enterprises and
governments, has failed to keep up. Furthermore, customers want to simplify their network operations and reduce

the amount of protocol layers and complexity they are implementing in these high-speed networks, including the WAN MACSGC WP over EquiniX Fabnc

recent interest to hide network layer information in transit (IP addresses and protocol port numbers).

This document provides an in-depth look into:

« How Cisco is addressing this dilemma of link speed bandwidth outpacing the encryption technologies
currently available

« Encryption innovations led by Cisco, including a detailed infroduction to WAN Media Access Control
Security (MACsec)

http://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Security/ MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf
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Securing High
Speed Private
Links to the
Cloud using
MACsec
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CSP Private Link using MACsec Protection

« Options exist from major CSP’s to support MACsec to encrypt data from private
network to CSP

- Offers high speed (10G, 100G) dedicated private link options (not supported over
“hosted”)

- Targets those customers wanting dedicated BW and encryption over private link
- Assumes customer has presence (or access into) in CoLo space

- CSP’s provide list of partners, locations, details of capabilities and speeds offered with .
MACsec

Cloud Provider Domain

-

_____ = (" Co-Location Center ) e

Virtual Private Cloud

1

1

1

1

1

1

1

i

Cloud ]
Provider i
1

1

1

1

1

Private
Link to
CSP

Public / Private
Transport

Cloud Edge MACsec |
Rout ]
\ p; (Cusotlérirer) Protecéed I CSP Fabric
_____ '] :
Branch 1OOOG router e ]
Customer E CSP

W / = ! i
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AWS Example: Private Link using MACsec  _a
Protection

P webservices

1 Enterprise manages their own encryption into the Colocation Center
2 MACsec encryption is used between Customer-owned Edge - AWS DX Node

3 CSP (AWS example) provides selected encryption (varies within each CSP) from the
DX Node (in ColLo) out to their cloud data center and within their infrastructure

Customer Managked Encryption MACsei: Encryption AWS Managked Encryption
| [
(IPsec or MACsec) { (MACsec) \ (AWS Managed)
AWS Cloud
————— -~ " . [

( | 1 (" Co-Location Center ) 3 Region
: : ( ) Private i

Link to ’
| | Public / Private CsP S :
I Transport % il
| Enterprise | Cloud Edge MACsec =4
I Router | Router Protected Direct Dirkct Transit
.~ J (Enterprise) 100G Connect Conhect Gateway

Branch 10G Gatqway (TEW)
Customer CSP ! VPC

Lae! \_Cage Cage .
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Azure Example: Private Link using I\/IACseC/
Protection A\ Azure

(1% - b)) \
ExpressRoute Direct” Model
orage

Microsoft

Office

‘ Catalyst ExpressRoute Direct Circuit ‘ Azure SQL
8500 ith MACsec Database -
Customer’s k
Primary/Connection ™
Customer Microsoft

Network

4 Edge Edge
B--8 Secondary Connection :
AR A&

ExpressRoute Direct Peering Location ‘ ___________ \

Microsoft Peering for Office 365, Dynamics 365, >
Azure public services (public IPs)

Azure Private Peering for Virtual Networks - (o T D
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Securing Private
Links to the Cloud
using MACsec

Configuration Examples
(I0S-XE)
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Router Configuration “step” Requirements

MACsec Configurations
1. Key Chain Setup (Pre Shared Key example)

2. MKA Policy

3. Interface Configuration

4. Expected output from “show commands”

- Preliminary Port-channel configuration (optional)

cisco W -/ HCiscolLive  BRKENT-2003 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



AWS MACsec Recommendations

Parameter | Description

This is a 64-hexadecimal character (0-9, A-E) string. Use the full length to

G et maximize cross-platform compatibility.

This is a 64-hexadecimal character (0-9, A-E) string. Use the full length to

GAK lermgin maximize cross-platform compatibility.

Cryptographic algorithm AES_256_CMAC

SAK Cipher Suite

* | For 100 Gbps connections: GCM_AES_XPN_256
For 10 Gbps connections: GCM_AES_XPN_256 or GCM_AES_256

Key Cipher Suite 16

Confidentiality Offset 0

ICV Indicator No

SAK Rekey Time PN Rollover>

cisco W./ #CiscoLive BRKENT-2003 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Key and MKA Policy Configuration

key chain macsec

description MACsec Link to AWS MACsec 64 hexadecimal
key key configuration

cryptographic-algorithm
key-string

lifetime 00:00:00 Jan 1 2022 infinite
I

mka policy . . MKA Policy with XPN
key-server priority Cipher configuration,

macsec-cipher-suite key-server priority
, should be non-zero
sak-rekey interval

Important config to interop
using XPN cipher with remote
end MACsec SCI capabilities

HCiscolLive  BRKENT-2003 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Interface Configuration

interface

mtu 9216

no ip address

ip mtu 9184
negotiation auto

aws-test

cwcoé&h@/

IP MTU is MTU minus
32B (MACsec header
overhead)

Attach MACsec Policy
and Key Configuration

Expected Window size
based on remote end
configuration

Enables MACsec on the

) interface
Configure port-

channel Member
for Po5

HCiscolLive  BRKENT-2003
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100G MACsec Direct Connect (DX) Verification

C8500-12X40C-2#

Summary of All Currently Active MKA Sessions on Interface HundredGigEO/1/0...

Local-TxSCI Policy-Name Inherited
Peer-RxSCI MACsec-Peers

Key-Server

C8500-12X40QC-2#

f04a.022a.dec4/0018
alb4.3906.e684/0001 1

MACsec session should
be in Secured state

HCiscolLive  BRKENT-2003

Correct Key (CKN) and
MACsec Policy should be
applied as per config.
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100G MACsec DX Verification

C8500-12X4QC-2#
Capabilities:
Ciphers Supported:
Cipher:
Confidentiality Offset:
Replay Window:
Delay Protect Enable:
Access Control:
Include-SCI:

Transmit SC:
SCI:
Transmitting:

Transmit SA:
Next PN:

Delay Protect AN/nextPN:

Receive SC:

SCI:

Receiving:

Receive SA:

Next PN:

AN:

Delay Protect AN/LPN:
C8500-12X4QC-2#

cisco W/

GCM-AES-128 GCM-AES-256 GCM-AES-XPN-128 GCM-AES-XPN-256

(0]
512
FALSE Correct cipher should be

should-secure :
TRUE applied as per config.

FO04A022ADEC40018
TRUE

2
NA/O

AOB439B6E6840001
TRUE

18
0
0/0

HCiscolLive  BRKENT-2003
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Azure ExpressRoute Examples

Reference Session:

BRKENT-2809: Untangle Enterprise Direct Cloud Connectivity with Powerful
Catalyst 8500 Series Edge Platforms

Link: https://www.ciscolive.com/on-demand/on-demand-library.html?search=2809#/session/16554794849320011RuX
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Extending
Encryption into the
Cloud Provider

Design Options
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Extending Enterprise Network Encryption Into
the CSP

Public A
- Public Internet
« Public Internet Peering Option

Private Link

- Trusted: Encryption option for private link service (DX, ExpressRoute) into CSP meets the
security compliance requirements for the enterprise standards

- Un-Trusted: Encryption option for private link service (DX, ExpressRoute) into the CSP does
NOT meet the security compliance requirements for the enterprise standards

- To comply, encryption by enterprise is extended further into the cloud providers infrastructure

Compliance will vary per Customer based on required business policies and standards

cisco é{{/&_/
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Private Link - Trusted - End to End:

Private Link using MACsec Protection

- Private WAN from the branch encryption options (IPSec, MACsec) controlled by the enterprise

« MACsec leveraged over private link to the cloud provider

Summary: Cloud provider infrastructure, with MACsec private link encryption, assumed secure that
would meet some enterprise/government security and compliance policy requirements

Customer Managed Encryption
A

Trusted Domain

Customer Managed Encryption

Cloud MAanaged

Branch

cisco L{Vp/_/

(IPsec or MACsec)

Public / Private

) \[

e

Transport

-

(MACsec) (Meets Cloud Encryption & Compliance Standards)
Co-Location Center ) —
. Region
Private Workload
Link to i
S— &) )
Cloud Edge MACsec Private Routi
Router Protected Link outing Workioad
(Customer) Gtwy VPC
100G Gtwy
10G \
Customer CSP
Cage Cage J Cloud Service Provider (CSP)
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Private Link - Un-Trusted - Option 1:
Encrypted Peering: IPSec + GRE (MACsec Optional)

- Private WAN from the branch encryption options (IPSec, MACsec) controlled by the enterprise
- Encryption controlled by the enterprise from branch, through ColLo, to Routing Gtwy in the CSP
- Routing Gtwy to workload VPC'’s in clear (by default). Methods to encrypt vary and evolving

Summary: Enterprise security and compliance policies will dictate “encryption domain”

Customer Managed Encryption
A

(IPsec or MACsec)

Public / Private

e

Transport

Branch

-

Trusted Domain ?
Enterprise Controlled Cloud Managed Domain (Un-encrypted) ~
A A
V (MACsec) I (Cloud Encryption) |
Co-Location Center ) GRE —
IPSec Region
- g, Workload
- - Re e
O @67
i
Cloud Edge MACsec Private Routi a N
Router Protected Link outing's, Workload
(Customer) Gtwy \ VPC
100G Gtwy
10G N
Customer CSP
Cage Cage )/ Cloud Service Provider (CSP)
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Private Link - Un-Trusted - OFtion 2:

Cisco SD-WAN Multi Cloud (MACsec Optional

- Private WAN from the branch encryption options (IPSec, MACsec) controlled by the enterprise

- Enterprise controls encryption, via secure SD-WAN fabric, from branch (IPSec/GRE) to Routing Gtwy in CSP
- Routing Gtwy to workload VPC'’s in clear (by default). Methods to encrypt vary and evolving

Summary: Enterprise security and compliance policies will dictate “encryption domain”

B Trusted Domain ?
Enterprise Controlled Encryption (SD-WAN) (Un-encrypted) .
| | Cloud Managk;ed Domain
(IPsec) H (MACsec) ! (Cloud Encryption) ‘
SD-WAN
_____ - .
( | 4 Co-Location Center Fabric —
I | — Private__ -— (l_psic) Region P Workload
| | Link to e ‘ IPSec ,/ PN
I | Public / Private @ CSP .. CREgaw 7
I Transport ©) 3
| Cloud Edge MACsec ) R 3
| Router Protected Prl.vate SD-WAN Routing’y, Workload
Router (Customer) Link Edge Gtwy S VPC
NN —_—— e — = J —] OOG GtWy Router -
Branch 10G K Transit VPC
Customer CSP
_ \_  Cage Cage ) Cloud Service Provider (CSP)
CIScO (4 /
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Summary and Caveats

- Important to align enterprise and compliance policies with encryption
capabilities into the cloud

- Each cloud provider will vary how they encrypt internally and extend how
far

- Requirements for encryption will vary per customer based on these policies

- WAN back-haul within the enterprise, to the ColLo, and extended into the
cloud (“Un-Trusted” Option #1 and #2) are all enterprise controlled

- Solutions to encrypt to/between the workload VPC’s continue to evolve
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Securing High Speed Inter Region Interconnections

( Cloud
Provider (
CSP Global
Infrastructure
Cloud Provider Region Cloud Provider Region

IP Fabric Overlay
Cloud Provider Transport
(IPSec Encryption)

Cloud Cloud
Provider Carrier / Colo . Provider
Cage | Transport | Cage
Customer é" e _____(1_0_/1_0_0?)_ _____________________________ : é Customer
Cage MACsec Encryption Cage

Colocation Provider Colocation Provider

« Common Use Cases:

- High availability, DC Interconnect, Inter-Region Cloud linkage,
global routing extension, composite application linkage

- Criteria of choices may be economics based (vs. tech)
« Options for SLA and non-SLA based exist

Customer
Regional
WAN

Customer
Regional
WAN

a [ ]
cisco 'p/_/ Branches Branches
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Securing High Speed Inter Region Interconnections

B

Cloud
Provider (

Cloud Region (West) J

Region Fabric

T T T T T T T T T T  Poveray T o
(SD-WAN, GRE, CSP router peering) Cloud Region (East)
(IPSec)

Cloud

Cage -
-

- —Q _______________ Inter-Region Fabric

Cloud
=<2 Provider
~~~~~~ Cage

<&
Customer |- - _
Cage T

Colocation Provider

Customer
Regional
WAN

Cisco

[ ] [ ]
. &‘/ Branches

>
ﬂ MACseC @ @i m == —— Customer
_______________________________________________ Cage

Colocation Provider

Customer
Regional
WAN

ﬂ Private E-Line/Optical Transport - MACsec Protection
@ Co-Lo Provider EVPL Transport - MACsec Protection

@ Cloud Provider Infrastructure - IPSec IP Overlay (SD-WAN,
CSP router)

Branches
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Example 1: Global WAN - Regional Interconnect

WAN MACsec Router

AWS Cloud

AWS Global Infrastructure

(East)

Last Mile

Access

(Regional)
Public/Private

WFH User Region

(example)

{\) Connect
BN (w/ MACsec)
=

Direct

Regional
Colocation
Center

Mobile
Last Mile
Access
(Regional)

Public/Private

&] Internet

WFH
cisco L{{/&_/

Branch

User

u
w
a
]
n
n
[
[
n

Regional
Colocation
Center

Private Data
Center

Carrier E-LINE

Regional
Colocation

Provider

Emssmnnnm
Regional™
Colocation
Center

1

1
1
1

Last Mile

Access

(Regional)
Public/Private

Internet

WFH
@ User

BRKENT-2003

Mobile B h
. branc|
#C|scor]_|ve

Direct
Connect
(w/ MACsec)

Regional
Colocation
Py Center

Region
(example)

_Last Mile
Access
(Regional)
Public/Private

Mobile

Regional
Colocation
Center

Last Mile
Access
(Regional)
InEEmE: Public/Private 2

WFH

Mobile @ User
Branch
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Example 1: Global WAN - Regional Interconnect
Example: Dedicated E-LINE Transport via Carrier (MACsec Protected)

PROS CONS
- Provides a guaranteed Service Level - Cost - Requires dedicated transport
Agreement (SLA), per circuit, circuits between colocation centers
between each regional location (SSS costly)
- Full T00G non-blocking circuit - Cost per traffic patterns - Egress
between regions charges will apply for any traffic

“from” cloud provider (traffic patterns

« No performance impact for will dictate this)

encrypting the link at 100G using
MACsec for encryption
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Example 2: Global WAN - Regional Interconnect
Equinix Fabric Example: Using Equinix Fabric (EVPL service)

Cloud

WAN MACsec Router

Cloud Region (West)

Provider

AWS: Direct C
Azure: Expressl

nnect (MACsec option)
Route Connect (MACsec option)

Cloud Region (East)

Last Mile

Access ~o Regional
(Regional) = Colocation
Branch Public/Private Center g
WFH User Region
(example)
Regional ::ij
Colocation
Center
/’,
’
Mobile

Last Mile
Access
(Regional)

Branch Public/Private
éé Internet
WFH
User

cisco L{Vp/_/

Private Data
Center

Center e
e sssEEEEEEEEEEEEEEEEEEEEEEsshEmEEEEE Qe

Dedicated Interconnect

Regional
Colocation

10G Fabric Link >

Equinix Fabric
(10G) :

Regional =
Colocation
Center

1
1
1
1

Last Mile
Access

(Regional)

Public/Private

Internet

é@ WFH
Mobile @ User

B
#Ciscraor]frve

BRKENT-2003

Regional
Colocation
Center

Region
(example)

Last Mile
Access

(Regional)

Public/Private

) Regional
Colocation
Center

Last Mile
Access

(Regional)

Public/Private

% WFH

Mobile @ User
Branch
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Inter Region Testing Example (Cisco + Equinix)

MEA Session
— —
kﬂ!ﬂ) PLATFORM EQUINIX" _——— = = - - @) PLATFORM EQUINIX"

— CISCO Co—

I — [+= ]
Enterprise i Enterprise
Infrastructure I%ELI:IITII:I% Cisco ASR Infrastructure
1001-X [A) 1004-X (A}

Ethernet Transport
Mortheast DC Southeast DC

= WAN MACsec Supports up to “line-rate” encryption over any Equinix Virtual Connection — — — - MKA Session {control plane)

= Targets “Inter-Region” use cases needing Fabric Edge to Fabric Edge encryption N — MACsec Secured (data plane)
= Supports MACsec over any Metro Ethernet topology (Point-to-Point and Multipoint-to-Multipoint) ASR 1000-X / MAC Capable Router
*  Supports MACsec security over 802.1Q VLANs [ | MACsec PHY

= Cisco ASR 1000/Catalyst 8000 Series supports simultaneous MACsec and IPsec

White Paper Link: https://www.cisco.com/c/en/us/solutions/collateral/enterprise -networks/sd-wan/equinix-fabric-wan-macsec-wp.html
Blog Preview: https://blogs.cisco.com/government/securing-multiple-data-centers-our-results-using-macsec-over-the-equinix-fabric
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Example 2: Global WAN - Regional Interconnect
Equinix Fabric Example: Using Equinix Fabric (EVPL service)

PROS CONS
- Provides an easy access to regional - Limited to 10 Gb max throughput

interconnect transport if already using

Equinix services - For applications requiring extreme

predictable behavior (latency, jitter,

- Simple turn up if already leveraging packet loss) operator should
Equinix cage space understand transport capabilities with
icati )
- Leverages Cisco WAN MACsec application requirements
capabilities (see white paper) for - Advanced Cisco MACsec capabilities
encryption over the Equinix fabric (802.1Q tag-in-clear, EAPoL tuning)

are required for MACsec encryption
over the Equinix Fabric
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Example 3: Inter Region Transit Architecture with
Cisco SD-WAN

Modern Transit Architecture with Cisco Cloud

OnRamp for Azure Virtual WAN White Paper

Back to Ul

Updated: N

Table of Contents

Phase 1: Evolution to the Mode...
Phase 2: Gloud OnRamp for la...

Phase 3: Modern Transit Archit...

Summary

Bias-Free Language

M swe ¥ Donioad  fly Print

Today, digital transformation and cloud migration are the top priorities for mest erganizations. The question is not whether to migrate to the ol
‘oud but when. IT teams have started realizing the benefits of moving workloads to the eloud, such as agillty, scalability, and reduced costs an

d time o bring up new services. Some applications have moved to the cloud, while others are still residing in the d - This has resuite

din a hybrid cloud world, in which users accessing these applications are largely unchanged. They are still accessing applications from branc

hes, campus hubs, and now from home as well.

alnaln -
cisco B Mia

Micrasoft
Global Netwark

S ", Ciseo SD-WAN fabric. e

Figure 1.
Madern transit connectivity using Gisco SD-WAN Cloud OnRamp for Azure Virtual WAN

Cisco

.&‘/

Products and Services Solutions Support Learn Partners

CISCO
Cisco SD-WAN Cloud onRamp for Multicloud using
Google Cloud Platform

Networking

Cisco SD-WAN with AWS Cloud WAN for
an on-demand global cloud network

Nitisha Bhatia

dWs

SD-WAN is now a foundational part of the cloud journey for organizations adopting Infrastructure-as-a-Service for on-demand
application availability. But that journey needs to continue ever-evolving. The option of manually stitching the connectivity from branch
to cloud or region-by-region is no longer efficient or scalable.

Keeping pace with this evolving reality, Cisco became the first vendor in the industry to natively integrate SD-WAN with major cloud
service providers, automating site-to-cloud connectivity and creating a uniform network configuration and policy management

experience for enterprise IT. And over the past several years, Cisco and AWS have been innovating to simplify and accelerate the '
cloud journey for their large joint customer base in order to achieve a truly optimized global network fabric.

Contributing Author:
Steve Wood,
Principal Engineer -
Technical Marketing
- SD-WAN

Continuing this innovation, Cisco and AWS are now working closely on integrating Cisco SD-WAN with AWS Cloud WAN to connect
multi-region as well as cloud-to-on-premises workloads together. Using the Cisco SD-WAN powered by Viptela solution, customers
can leverage Cisco SD-WAN vManage for a single-portal experience, end-to-end visibility and assurance, and secure connectivity
across their AWS cloud regions.
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Example 3: Global WAN - Regional Interconnect

Example: Using AWS Global Infrastructure

AWS Cloud
Region (West)
AWS S
Cloud
Network AWS Cloud WAN
Policy (CNP)

———— -
- -

Region (East)

Regional
Colo

Cisco SD-WAN Fabric

CNE - Core Network Edge
CNP - Core Network Policy
CGW - Cloud Gateway
TVPC - Transit VPC

cisco L{{/&_/

&

Brancj3 Bran

Regional
Colo

@---------

X

—=

*
AWS Cloud
WAN

\ 4

A

v

Campus /
Users
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Example 3: Global WAN - Regional Interconnect
Example: Using Cloud Provider Global WAN Infrastructure

PROS CONS
- Provides a simple transport option - No predictable bandwidth throughput

when the source/destination between

cloud regions are the same cloud - Not as applicable if multiple cloud

providers are required for certain

provider . S
composite applications that span
- Integrates well into WAN solutions multiple cloud
used for extending transport into the N licable for th licati
cloud provider (i.e., SD-WAN) + Notappiicable for those applications
requiring predictable latency /
« Cisco SD-WAN provides a tight packet-loss / Jitter, there are No
integration into cloud providers SLA’s offered for the transport

- Cisco SD-WAN integrates all API's
needed, simplifying the provisioning

. Reference: BRKENT-2283 - 4 Steps to Unify Multi-Cloud Connectivity with Cisco SD-WAN
CISco W/
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Visibility Options
into the Cloud
Providers
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ThousandEyes Visibility Example: <

Thousand

Private and Public Link Visibility into the Cloud Service Provider Eyes

- Private link through the CoLo and into the cloud provider presents areas of (@ rousene eyes - Clovd agent

“dark” VISIbI|Ity @Thousand Eyes - ENT Agent

- ThousandEyes offers several advantages for visibility in the WAN and cloud, Thousand Eyes - Native
including: AWS - ENT Agent

- Global Visibility from Branch (last mile) into ColLo, private agents on network devices can
extend into private space in the public cloud, and laaS “native” agents (automated via AWS

CloudFormation) ———
Enterprise Agent, Enterprise Agent, vRouter, Workload
in Router in vRouter, Workload VPC )

customer cage VPC

Enterprise Agent, Cloud Agent
in Branch Location (Internet)

_ s
iEEramazon
RF webservices

Private
Link to

CSP @
=t

MACsec

1
1
1
1
1
i
1
i Transit  Transit
1
1
1
1
1
1
1
1

Cloud Edge
Router | . Router Protected Direct
- p; Private (Customer) 100G Connect Conhect VPC  Gateway
Branch Transport 10G Gatdway (TGW)
Customer CsP

/ \__Cage Cage L
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ThousandEyes& Py o

Cloud Performance Report
2022

CLOUD
PERFORMANCE

INDUSTRY

How to Monitor API Endpoints
from AWS VPCs

REPORT

By | February 6, 2020 | 10 min read

¥ P (n

https://www.thousandeyes.com/blog/monitor-api-endpoints-aws-vpc

https://www.thousandeyes.com/resources/cloud-performance-report-2022
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Summary
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Key Takeaway’s from the Discussion...

- Evaluate incorporating Co-Location centers into WAN designs to optimize
cloud transitions

- Evaluate the available cloud connectivity options available and how they
best optimize your users access to the applications in the cloud

- Leverage MACsec encryption for private link protection at high speeds
(100G)

- Leverage the working config examples provided in this session

- Evaluate the level of encryption extension needed into the cloud to meet
compliance requirements for the enterprise

- Evaluate ThousandEyes visibility that relate to networking in public clouds
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References

- MACsec White Paper (Hill, C., Orr, S.)

- https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Security/MACsec/WP-High-Speed-WAN-Encrypt-
MACsec.pdf

- Equinix White Paper (Hill, C., Hocker, C., Wiggins, D., Carrara, R.)
- https://www.cisco.com/c/en/us/solutions/collateral/enterprise -networks/sd-wan/equinix-fabric-wan-macsec-wp.html

- Details For Running MACsec over Public Ethernet Transports (Hill, C.)

https://qithub.com/netwrkr95/macsec eapol capabilities

- Cloud Ready Networks Paving the Way to Agility, Visibility, and Security (Hill, C., Hocker, C.)
«  https://www.meritalk.com/articles/cloud-ready-networks-paving-the-way-to-adility-visibility-and-security/

- Cisco Catalyst 8500 / Microsoft Azure ExpressRoute - Joint Validated Design Guide

https://www.cisco.com/c/en/us/solutions/collateral/enterprise -networks/sd-wan/cisco-catalyst-8500-microsoft-azure.html

- AWS Direct Connect - MAC Security
- https://docs.aws.amazon.com/directconnect/latest/UserGuide/MACsec.html

- Azure ExpressRoute - Configure MACsec

+ https://learn.microsoft.com/en-us/azure/expressroute/expressroute-howto-macsec
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