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A Designing RF for High Client
Densities

AHD Wi- Fi Configuration Tips
AHD Wi- Fi Engineering Toolkit
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A Wi- Fi 6 8 new hardware and HD improvements
A Software - defined antenna (C9104)
A 6GHz / Wi- Fi 6E 8 more spectrum!!!
A More devices per user

A Auto authentication & OpenRoaming

R i o T
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Designing for the 3 Key RF Relationships

9 AP to Client
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Designing for the 3 Key RF Relationships

9 Client to AP

Device Type iPhone 12

Device 05 05 15.4.1

£ Meraki Ul

Client Performance Signal Strength: -66 dBm Signal Quality: 30 dB verw
Ch BW(Negotiated/Capable): 20 MHz/80 MHz o

* organzanan

Capabilities 80211

Fabric Status Dl'sahlei WLC UI / CLI
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Designing for the 3 Key R

- Relationships

c

Power Power

Neigh. Meigh. Neigh. Neigh. Compensate

Slot Channel Level dBm Name Slot Channel Power Power
AP12 1 112 6 4 AP1 1 52 42 57
AP12 1 112 6 4 AP2 1 134 51 66
AP1Z 1 112 6 4 AP3 1 120 -53 65
AP12 1 112 6 4 AP4 1 100 53 65
AP12 1 112 6 4 APS 1 124 57 66
AP1Z 1 112 6 4 APE 1 60 61 73
AP12 1 112 £ 136 £2 74
AP12 1 112 a4 £9 69
AP1Z 1 112 WCAE 104 -79 -85
AP12 1 112 60 -80 -89
\Q 1 112 t 153 81 -84
9 AP to AP e
.
v \‘

9 Client to AP

Device Type iPhone 12
: Device 0S i0S 15.4.1 Mel’akl Ul
Client Performance Signal Strength: -66 dBm Signal Quality: 30 dB Ovaneew  Lonnections  Pecimance T
Ch BW(Negeotiated/Capable): 20 MHz/80 MHz —  vememmyres
Capabilities 802.11¢ :r“—“ﬁ g
Fabric Status Disablec WLC UI / CLI e s
*Bonus points: Client < - > Client d harder to influence
#CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



How Cl i ent sod9g&aul APOSs

. il Cisco Catalyst 9800-40 Wireless Controller Welcome jsur | # & o me o Q S o®

Clien

Monitoring * > Wireless~ > Clients

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Clients Sleeping Clients Excluded Cli
General Top Applications

~~
[

Selected 0 out of 10 Clients

User Name
Client MAG ¥ IPva T | v MAC Address I O--uthonticate

D Address Address Address

Uptime(sec) 212 seconds
D 'WLAN Name

AP Name -
o

Device Type iPhone 12
o Device OS 05 15.4.1

Client Performance Signal Strength Signal Quality: 30 0B Wl ilunes 1 goagle-services M outiook-web-service M icloud
a Ch BW({Negetiated/Capable): 20 MH2/80 MHZ

Walk Me Through o Gapabilites 802.11ax - 2.4 GHz

Fabric Status Disabled
o
o 7
o ’ Client Scan Reports ‘ .

Lot or: 472112022 084253 Client Scan Re port
a BSSID Y Time Y Channel Y RSSI(dBm) Y SNR(oB) T
.

o 3c41.0651.854¢ 04/21/2022 08:31:32 128 -80 15 S h OWS h OW th IS

3c41.065f ddce 04/21/2022 08:31:13 100 -80 15

641,045 988 04/21/2022 08:3113 56 -83 12 .

3c41.0e56d2c 04/21/2022 08:31:32 157 -83 13 C I I e n t h e a r

3c41.0e51.7da3 04/21/2022 08:31: 36 -86 10

" | within range

c1sco 'p/_/
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How APOs He®&ad@980CUWII ent s

. il Cisco Catalyst 9800-40 Wireless Controller Welcome jsur | # & o me o Q S o®

Clien

Monitoring * > Wireless~ > Clients

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Clients Sleeping Clients Excluded Cli
General Top Applications

~~
[

Selected 0 out of 10 Clients

User Name
Client MAG ¥ IPva T | v MAC Address I O--uthonticate
Address Address Address
Untime(sec) 212 seconds
NIA WLAN Name
AP Name — .
N/A =
Device Type iPhone 12
NfA il

-
Client Performance Signal Strength Signal Quality: 30 dB Witunes 1 google-services [ outiook-web-service M icloud
N/A Ch BW(Negotiated/Gapable): 20 MHz/80 MHz

sraNL ey acs

Walk Me Through

0 0O O0OO0OOOGOOOOoOaOo

N/A

Fabric Status Disabled th e C u rre ntl
N/A
associated AP
N/A Client Scan Reports

Last Report : 04/21/2022 08:42:53 h th H I H t

NrA BSSID Y Time Y Channel Y RSSI(dBm) Y SNR(aB) A 4 e arS IS C I e n
m 3c41.0e5(854¢ 04/21/2022 08:31:32 128 -80 15

3c41.0e5.ddcc 04/21/2022 08:31:13 100 -80 15

1 10 v |items per|  Bc41.0e45.988¢c 04/21/2022 08:31:13 56 -83 12
3c41.0e516d2c 04/21/2022 08:31:32 157 -83 13
3c41.0e5(7da3 04/21/2022 08:31:32 6 -86 10
1 e | 5 v |items per 1-50f 10 iter

c1sco '&_/
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How APOs Hear Cli1 ent s: C

For a table of all clients on an AP, at AP CLI:

Telnet/'SSHto APanduse 6 s how d ot 1fbrinniediateriters BSSI readings of
ALL clients associated to the specified radio

ap#show dotll clients

AP Mode - Local

Client MAC Slot ID WLAN ID AID  WLAN Name RSSI Maxrate
FC:F8:AE:60:98:34 1 3 1 AbrahamLinksys -47 MCS82SS
00:24:D7:7E:48:D8 1 3 2 AbrahamLinksys -54 M23
78:F8:82:EF:2E:AQ 1 3 3 AbrahamLinksys -37 MCS82SS| No
84:38:35:42:E1:FO 1 3 4 AbrahamLinksys -71 MCS82SS No

cisco M -/ #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



How APOs Hear Cli ent s

For a detail on a single client, at AP CLI:

Telnet/SSHto APanduse 6 show controll er daddr®dol >

immediate client RSSI readings of a single client

c |

10#sho controller d 1 client FC:F8:AE:60:98:34
<clip>

Additional info for client FC:F8:AE:60:98:34

I RSSI: - 47

<clip>

Statistics for client FC:F8:AE:60:98:34

mac <clip> stats_ago e piration
FC:F8:AE:60:98:34 <clip> 0.7000)0 0

1

How long ago were these stats updated (in sec)?
cisco L‘V& -/ #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How APOS

asco Meraki

.+. Network
‘"’ Home v

Network-wide

= Wireless

®  Organization

c1sco 'p/_/

CLIENTS

Joshua-Ds-iPhone »

Clients

Event log

Map & floor plans

0s

General
Administration
Alerts

Group policies
Users

Add devices

He ar

#CiscolLive

Cli1 ent s:

Network
T CLIENTS
Joshua-Ds-iPhone »
Network-wide
Overview Connections Performance Timeline
iraiaes —
Status = associated since May 3 07:55
Organization SSID 5g
Access point Josh's Office AP topology
Splash N/A
‘ Signal — 50dB (channel 48, 5 GHz) )
Device type, iPhone 13 Pro, i0516.4.1 m
0s
Capable Wi-Fi 80211ax - 2.4 and 5 GHz, 802.11r, Fastlane capable details
standards
Tools history packet capture disconnect client
Notes rd

Current client connection

BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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It All Starts with Layer 1: RF Design

Antenna Selection: Antenna Placement:
Decide which antenna is Where will this antenna provide
right for the job. the best throughput and most

reliable service?

Consider:
A Line of sight
A Isolation from ambient RF

Consider:
A Density of clients to be served
A Available mounting assets

A Within 658/
client (or
ANT9104)

A uAngdlerokirgitlence to client
O m demvicesh C

cisco M -/ #CiscoLive  BRKEWN 2087 ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Antenna Selection Beamwidth Use Case

2:4/5GHz Augmentation and
o short- distance HD
AP: 9130AXE 75/70° Az coverage &

Antenna: C- ANT9103 70/70 ° Elev 300/ 10m to

2.4/5GHz A#gme(:jr_]tation aﬂg
& short- distance
AP: 3802E/P, 9120AXE/P, 9130AXE 105/125 ° Az coueraae

Antenna: AIR- ANT2566P4W - R 70/60 ° Elev 10m to clients)

2.4/5GHz Augmentation and

o short- distance HD
AP: 3802E/P, 9120AXE/P, 9130AXE 65/65 ° Az coverage &

Antenna: AIR- ANT2566D4M - N 65/65 ° Elev 306/ 10m to

70/70 ° 2.4GHz Primary ov_erhead _
. coverage (i.e. seating
80/25 ° 5GHz (Wide) areas:

C- ANT9104 (Antenna + Integrated AP) 25/25 ° 5GHz (Narrow)

#CiscolLive BRKEWN- 2087 ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Meraki AP & Antenna Selection: Directional

Part No.

MA- ANT- 25

MA- ANT- 27

AIR- ANT2513P4M - N

cisco L{Ko/‘/

MR86

Type
Patch
Sector

Array

MA- ANT- 27
i

-
MA- ANT- 25

‘h-\
AIR-ANT2513P4M - N

5GHz Beam (Az) 5GHz Beam (Elev.)

75 deg 84 deg
65 deg 18 deg
31 deg 27 deg

(*Coming Soon: 9166D1)

#CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Catalyst C- ANT9104 o Stadium Antenna +
Integrated AP

A The C- ANT9104 antenna is designed
specifically to solve challenges encountered in
stadium/Large Public Venue/High Client
Density environments.

A Dual 5 GHz on two individual 5 GHz 4x4
Arrays

A Configurable electronic beam steering as well
as Narrow and Wide modes of the antenna

A Catalyst C9800 release 17.6.1 adds
configuration support for these new controls

cisco M . #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Three generations of High - Density WiF»il Stadium Antennas

#CiscoLive BRKEWN 2087 ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



C- ANT9104: Key Things to Know

Antenna Design
Improvements

Integrated Unit,
Outdoor - Rated

Deployment
Flexibility

Important Notes

cisco L{{{o//

Cover Clients from Longerof-Bgh§t an

AP + Antenna all- in- one, no enclosures required, outdoor - rated

Beam Switching & Beam Steering; switch between narrow/wide,
meet needs of multiple different coverage types

Band- Locked Slots & Tx Power Implications
Tight RF patterns, minimal sidelobes, RF Isolation = no RRM

#CiscolLive BRKEWN- 2087 ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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C- ANT9104: Software - Configurable Beams

Wide Beam Narrow Beam Beam Steering
+/- 10°/20°
Top View Top View .
800 “ 250 250 Top View
0° 0° 0° +100 0° _2Q° OOI
Wide sector beamwidth Narrow sector beamwidth Software defined beam steering
Dual 4x4 5GHz (80°x25°) Dual 4x4, 5 GHz (25°x25°) Each 5GHz 4x4 can steer
2.4 GHz (75°x85°) 10 dBi gain +/- 10°,20° off center

8 dBi gain

5GHz Software Defined Beamwidth and Direction

cisco W ./ #CiscoLive BRKEWN- 2087
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C- ANT9104: Deployment Checklist

Physical Install: Determine initial beam
All- In- One & no enclosures configuration (surveys /
needed prediction)

Portrait vs landscape

Physical orientation of higher -
power slot

Channel & power planning

Define Radio Profiles & RF Tags

Less (or no) RX- SOP optimization
needed

Validate & optimize

C- ANT9104 Power Table Summary

[Slot 1] [Slot 2]

UNII- 2e / 12 channels: 17dBm UNII 1/ 4 channels: 21dBm
UNII- 3 /5 channels: 23dBm UNII-2 / 4 channels : 17dBm

cisco éd/a_/
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C- ANT9104: Configuration (GUI)

.ICIIISI(IZIK;' Cisco Catalyst 9800-40 Wireless Controller

Welcome jsuhr # = . "
Edit Radio Profile EdILRF Tog
e Seocrvorsrore | Conhaurston” > Tags & Profles” > RFIRS e oo A ac )
RF Radio Description Enter Descriptio n
‘[E] Dashboard — Name Tickesing- M4
A Tag Name
Antenna Beam Selection Not Configured ¢ P— [er———
0 esu
® Wide Beam — 5 Gz Band RF Protie RFP_Ticketing 5 v
Radio Profile Name O -
Narrow Beam o .
RFP_Event_Plaza. v
O Ma-Wide =
Narrow from centre 10 [ Corools
Ninistratio O Ma-Narow-10 [re— 5 GHz Slat 1 Radio Profile Ma-Namow- 20 v
ministration Narrow from centre 20 o
-Narrow- ickstng 5 GH Slot 2 Radlo Profle VaNarow20
Ma-Narrow-20 o
O Mé-Namow-Boresight Number of antenna to be 8 O BowiFes 2.4 Gz St 0 Racta Prole .
enabled O BBH_Oudoor
O  default-radio-profile
O Essipont-ree
1 10 v O Ticketing-Ma
I
Walk Me Through

Create Radio Profiles, one for each beam Create new or edit existing RF Tags and assign the
configuration you plan to use Radio Profiles to each slot as desired

*Not e: ONumber of antenna to be enableddNotcan Re 4Gélz SOo8 0 i s al

c ! S co W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



C- ANT9104: Configuration (CLI)

‘ Define RF Profile(s): ‘ Build RF tags and assign Radio Profile(s):

ap dotl11 5ghz rf - profile MP1 -5 wireless tag rf MP1 - rf- tag

high- density rx- sop threshold custom -85 5ghz- rf- policy MP1-5

channel chan- width 20 dot11 24ghz slotO radio - profile default - radio- profile
rate RATE_12M supported dot11 5ghz slotl radio - profile M4 - Narrow- 10

rate RATE_18M mandatory dot11 5ghz slot2 radio - profile M4 - Narrow- 10

rate RATE_24M supported
rate RATE_6M disable
rate RATE_9M disable

no shutdown

@ Define Radio Profile(s): @ Apply tags to AP(s):

ap filter name "M4 Portrait Narrow 10"

ap name-regex MP1

tag policy policy -tag- 1

tag rf MP1-rf- tag

tag site site - tag- 1

ap filter priority 50 filter - name "M4 Portrait Narrow 10"

wireless profile radio M4 - Wide
antenna beam - selection wide
antenna count 8

wireless profile radio M4 - Narrow- 10
antenna beam - selection narrow tilt 10
antenna count 8

wireless profile radio M4 - Narrow- 20
antenna beam - selection narrow tilt 20 O R
antenna count 8
ap f4bd.9ed1.4700

wireless profile radio M4 - Narrow- Boresight
antenna beam - selection narrow
antenna count 8

policy - tag policy - tag- 1
rf- tag MP1- rf- tag
site- tag site- tag- 1

c ! S co M- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Penta- Radio Architecture
° 1. 2.4 GHz Client Radio: 4x4:4SS
5 GHz Client Radio: 4x4:4SS
6 GHz Client Radio 4x4:4SS (XOR to 5GHz)

Dedicated tri - band auxiliary radio
2.4 GHz 10T Radio

A

Directional antenna architecture

A 2.4+5 GHz: 6 dBi gain (70x70 deg),
6 GHz: 8 dBi (60x60)

A Same X,Y as CW9166! & and only 0.1cm taller!
A Wide support for pan/tilt combinations

Internet of Things Capabilities

A Built- In Environmental Sensors

A Application Hosting Technology
A USB port with 4.5 W power output

4 5 M;(?g'mabit ( mGig) PoE Port
" /
=" A OpWonal DC Power

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



9166 D 6GHz Cell Si ze @ 5°

.................

=5 R R

-------------------------------------------------
---------------------------------------

---------------------------------------------------------------------
MEEEE &5 5 b er i i AAAA St nei e a AR R AL L e st o

L S R S S T e

A 1216 cel I-63dBmdt h

A 5GHz beam is slightly wider
than 6GHz beam

A At >306/10m mour
consider oover |l &
9104 for 5GHz

cisco M . #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



|l ndustryos Best-fiBmAhd Br o a (
Wi- Fi 6 Portfolio

/-\ |
: 9 ' ?" ' 9" ' 9"‘
6F S S, . S
A% Qo g g

CleanAir® Pro CleanAir Pro CleanAir Pro CleanAir Pro

6 : I ) I

)

RFASIC RFASIC RFASIC

9105I/W 9115 9120 9130 9124

c ! s ¢ o M-/ #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




Assess environmental RF coverage using the
Catalyst 91361 0s site sutl
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Cisco outdoor AP portfolios

To To o o To o Do Do o I

1570 Series (Wave 1)

802.11ac Wave 1

4x4:3 80 MHz; 1.3 Gbps
External antenna model (EAC)
Cable modem model (IC/EC)
SFP

GPS

PoE- Out 802.3at (ext. ant. only)
Flexible antenna ports

Cisco CleanAir® and ClientLink

Centralized, Cisco FlexConnect®,
and mesh

cisco Li//p/_/

To Do o o I Io

1540 Series (Wave 2)

802.11ac Wave 2, MU - MIMO
2x2:2, 80 MHz, 867 Mbps

Ultra low profile

Internal antenna only

PoE (802.3af) power
Centralized, FlexConnect, mesh,
and Mobility Express

To o o o Do Do o o Io

1560 Series (Wave 2)

802.11ac Wave 2, MU - MIMO
3x3:3, 80 MHz, 1.3 Gbps (I)
2x2:2, 80 MHz, 867 Mbps (E/D)
Internal or external antenna model
Internal directional antenna
model (D)

SFP

Flexible antenna ports

Cisco CleanAir and ClientLink
Centralized, FlexConnect, mesh,
and Mobility Express

* C9124AXE- x unavailable until Summer calendar year 2021.
Catalyst 9124AXI- x and 9124AXD- x initially available in US and Canada only. Worldwide availability set for Summer calendar year 2021.
** Available second half 2021

#CiscolLive

BRKEWN 2087

To To To Bo Do Do Bo B P Do Do

9124 Series* (Wi - Fi 6)

802.11AX, MU - MIMO, OFDMA

4x4 + 4x4:4

Cisco RF ASIC for next- gen Cisco
CleanAir

loT ready

1x 2.5G mGig

SFP

PoE- In 802.3af/at/bt

DC power input (24 to 56 VDC)

1 Gbe PoE- Out

30 dBm Transmit Power(Same as 1572
and higher than 1562)

Centralized, FlexConnect, Flex+Bridge**,
Mesh**, and EWC**

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Antenna
Placement

cisco W‘/



Classrooms & Auditoriums

Directional antennas:
more coverage cells in
the same physical
area, better control of
the RF environment

Directional antennas strongly preferred over omnis

c ! s co M- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Conference Halls, Airports

High Density Open Areas & Conference Halls, Classrooms

A Omnis not preferred for open areas where high capacity is needed
A Create smaller cells with directional antennas mounted above, aimed directly downward

A Understand RRM implications of this type of design

c ! S ¢ o L‘V&- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Stadiums & Large Public Venues

Slot 1
@ 8dBi Wide

Consider:

A Overhead / Line - of- Sight

A Distance to Clients

A Cell Size & Overlap

A Under seat as backup option

S

cisco M -/ #CiscolLive BRKEWN- 2087 ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Performance Comparison

— - Py or T

|
il

.....

FRGRERTRERRRRENINIINTSY

-

1333311111
'

-

-

T e d b il B

FRAdRARRRRRRRINTY

R R R AR R AR R AR A AR R R R R RN AR RN

)
)
!
AR RN R R R R RN AR RN RN RN AR RN

HEH T o

. .

Under seat/Omni Overhead/Directional
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Creative AP/Antenna Mount Examples

c ! s co M- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Multiple Coverage Areas with 1 AP

oOWi ded Patch An

0 N a r rHgh Gain Antenna

cisco L‘V& . #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Antenna Placement: What Not To Do

Challenging Areas

-

Avoid long - distance shots with
poor angle of incidence / line
of sight to each client

Avoid obstructions in
front of your
antennas

c ! s co W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Wi- Fi 6E
Deployment
Considerations

cisco Li%o/‘/



6 GHz is the biggest Wi - Fi spectrum expansion ever

Band Channels Bandwidth

60 MHz of spectrum
and
3x 20 - MHz channels

20 MHz

AL 500 MHz of spectrum and

25x 20 - MHz channels
80 MHz

160 MHz

20 MHz 1200 MHz of
spectrum and

40 MHz 59x 20 - MHz
channels in US

80 MHz
500 MHz of
160 MHz spectrum in EU

c ! S co W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



6GHz Availability 60 A Global View

500MHz
B Adopted 5925-6425 MHz

500MHz
B Considering 5925-6425 MHz

1200MHz
B Adopted 5925-7125 MHz

1200MHz
| Considering 5925-7125 MHz

lll Adopted 5925-6425 MHz, 500MHz

Considering 6425-7125 MHZ?%M

https://www.wi - fi.org/countries - enabling- wi- fi- in- 6- ghz- wi- fi- 6e

cisco M ./ #CiscolLive BRKEWN- 2087
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https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e

Deploying and migrating to Wi - Fi 6E

Key Considerations

6GHz SSID Discovery

A Active Scanning is less practical 8 too many channels

A Reduced Neighbor Report announces 6GHz capable networks for passive detection
A Different device types discover 6GHz networks differently & testing is important
Examples:

A Google Pixel 6: https://www.jiribrejcha.net/2022/11/google - pixel- 6- wi- fi- 6e- scanning- and- 6- ghz- ssid- discovery/
A iPad Pro: https://www.jiribrejcha.net/2022/11/ipad - pro- wi- fi- 6e- scanning- and- 6- ghz- ssid- discovery/

Security Requirements

A WPA3 is required for Wi - Fi 6E networks
A OpenRoaming can make the transition easier

Archi ing Next Gi ion Wirel Network with Catalyst Wi-Fi 6E Access b
6 E Points - BRKEWN-2024

Anand Gurumurthy, Technical Marketing Engineering Technical Leader,

s,
Dee is s i - z ban i i
Q ¢ iscovery. The sessi ects of the pratocol opti
" i :

of
ity in the BGHz WI-FI 6E

Scov
session covers the key WI-FI 6E security takeaways that the end user needs to be aware of. This session also covers

D I Ve " technical deep dive of the new converged Wi-Fi 6E Access Point and walks through the deployment options with
. Onprem and Cloud, features, capabilities, power requirements and migration

cisco M ./ #CiscolLive BRKEWN- 2087
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https://www.jiribrejcha.net/2022/11/google-pixel-6-wi-fi-6e-scanning-and-6-ghz-ssid-discovery/
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Maximize your
Spectrum
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A Limit SSIDs (reduce management traffic)

A Integrate existing networks

A Optimize PHY Rates

A Monitor Noise Floor & use power adjustments
A Remove barriers to entry
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Maximizing the Spectrum

Avoiding Excessive Management Traffic

A Always aim for 1 SSID

pr n A Especially in high density areas
EEl | & | B | TopProtocols: 44
Top Protocols [¥] others AM 0 r e S S I D 6 S — WO r S e P e

Proce oo

e — AWhy?
_— ';- A Each SSID requires a separate beacon
wom B A Each SSID will beacon at the minimum
s mandatory data rate
oo |2 A Radios will respond to null probe requests
S R Rl for each broadcast SSID

A Exponential amounts of airtime wasted!

c ! S ¢ o W-/ #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Maximizing the Spectrum
Integrate Existing WLANS

ACommon to see various existing
WiFi deployments in venues

AEfficient HD WLANSs are deployed
holistically d one infrastructure

ABenefits?
A Configuration consistency
A Airtime efficiency

A Legacy management traffic that once
chewed up 30 - 40% of airtime typically
drops to < 1% of airtime

c ! s co W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Maximizing the Spectrum
PHY Rate Tuning: Why PHY Rates Matter

18Mbps

Client near AP:

Higher PHY Rate

More Efficient

(high signal- to- noise ratio)

36Mbps
48Mbps

Client far from AP:
Lower PHY Rate
Less Efficient
(lower signal - to- noise ratio)

cisco W / #CiscoLive BRKEWN- 2087

A Tune your Minimum Mandatory and
Supported data rates to optimize
airtime

A Higher rates require higher SNR &
dondt be too aggres:

A Leave 1 or 2 rates below your
Minimum Mandatory rate as
oOsupportedo6 to provi
l andingdé and all ow
flexibility

A Generally, no need to adjust MCS
rates (client compatibility)

A Common starting points (5ghz):
18mbps Minimum Mandatory,
12mbps Supported, <12 disabled,
>18 Supported

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Maximizing the Spectrum

RSSI vs. SNR

A Check your noise floor in each
band during peak usage

A Packet captures with a NIC that you
trust (MacBook Pro, etc.)

A Fluke AirCheck
A Spectrum Expert
A Metageek Chanalyzer for Clean Air

cisco éd/a_/

Excellen 5
I 10
~60 dBm 15
=
Moise i 20
=B dBm
15
Tu Rate
1 Mbps 10
—
BSSID
O Ja:fa0B:13:b1
Channel -0
U (AGHE
65—
i
3 .p
4 75
-
B —
=H5—
-5 — F_HL
I rssi Wl Hobe
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Maximizing the Spectrum

Ease- of- Use & Client Induced Interference

A Ask yourself - how difficult is it to get

Clients

113700 efficiency

A

on your WiFi network?

A Ease- of- use directly impacts airtime

o Prooeg | sl A Low take rate = lots of probe request
I | 7= oy Py noise (1mb, max power, all channels)
A Results in Client Induced Interference

A Make captive portals easy, implement

OpenRoaming, etc.

cisco L‘V&- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



A Designing RF for High Client
Densities

AHD Wi- Fi Configuration Tips
AHD Wi- Fi Engineering Toolkit

BBBBBB 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Josh Learns Things The Hard Way

eéor, everybody has a plan until yo
your first diaper

cisco M./ #CiscoLive  BRKEWN 2087
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1) | was overconfident
2) | d irehdthetmanual!

Fast f orward to

c ! s ¢ o M-/ #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Surprise!

c ! s co W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



Thi s ti me, I deci ded to

oMTEA Lo
1000LER

cribsheel

¥ola o

CARING FOR
YOUR BABY AND
YOUNG CHILD

. : 9
Aﬁﬂgﬁ

NO-DRAMA
DISCIPLINE

Surprise!

~ HEALTHY
o ‘ SLEEP
- ¥ HABITS,
-l HAPPY ..
Haoppiest Baby CHILD ™
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The big dayé
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The bi

cisco Li//p/_/

g

#CiscolLive

BRKEWN 2087
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The bi

cisco L{Ko//

#CiscolLive

BRKEWN 2087
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The books were great, but é

Total panic!

cisco M ./ #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



There is no better teacher than
real life experience J

Now for some of our hard -
| earned experienc

cisco L{Ko//
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The Basics: RF
Profiles, TPC, DCA

cisco Li%o/‘/



First - a handy (free!) tool: WCAE

ﬁable of contents \
AWireless Config Analyzer Express (WCAE) | .o
Is an extremely valuable tool when e
validating and optimizing a Cisco Wi -Fi =~ |™™
deployment
A Feed your WLC config output to WCAE TR T

and it will help you:

A Find and troubleshoot problems quickly
A Identify top areas for RF optimization

A Check configs against best practices

A RRM overview with the RF Summary

Download: https://developer.cisco.com/docs/wireless - troubleshooting - tools/
More info: Cisco Live US 2022 o6 BRKEWN 3006

c ! S ¢ o W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



https://developer.cisco.com/docs/wireless-troubleshooting-tools/
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High Density WLAN Features & Configurations

Gl grommcosis 2 =+ AWiFideployments ar e n o-tsizedfisnael | 6

. _ A Use RF Profiles on both Catalyst and Meraki
' | deployments for granular RF control

A Configure network - wide channel parameters: remove
channels as needed, set channel widths

A Configure transmit power min/max: ensure balance, avoid
oclient magnetsbé

A Configure RX- SOP thresholds to selectively reduce radio
sensitivity where needed

A On C9800, plan Site Tags to balance APs
- SRR across processes

co0o000000 §

Radio settings

NNNNNN
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Channel Planning with RF Profiles

A Plan channels with Dynamic
Channel Allocation
(Catalyst) or AutoChannel
(Meraki) via RF Profile

A If needed & eliminate
unusable channels for
business- critical areas
(DFS, etc)

A Reserve channels for use by
other systems

cisco L{{/&/

High Speed Roam

©co0o0o00o000 §
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Catalyst Tip: Identifying Potentially Unhealthy Channels
S u ndnoaHri ygdh

WCAEAd B AP s

RF

tCahbannel

C D G H | 1 K 0 v

Model - | Mode * | Chann = | TX Powl * | TX Power dB| = | Total Clients |~ | RX SOP w | CH Util] = | CH TX Util% + | CH RX Util% 4 | Channel Changes = | High U‘IMI‘IEIU‘IH‘I}-Y-I
C9130AXI-B Client Serving 108 3 9 18 medium(-78) 50 3 1B Yes A
C9130AXI-B Client Serving 140 2 12 & medium(-78) 73 50 20 Yes Al
C9130AXI-B Client Serving 52 2 11 17 medium{-78) 46 5 20 Yes ‘ |
C9130AXI-B Client Serving G4 z 11 4 medium(-78) 11 a 25 Yes Al
C9130AXI-B Client Serving 100 3 a 12 medium{-78) 43 2 30 Yes Al
C9130AXI-B Client Serving 44 5 9 7 medium(-78) 47 8 23 Yes ‘
C9130AXI-B Client Serving 100 3 9 13 medium(-78) 38 7 19 Yes Al
C9130AXI-B Client Serving 56 2z 11 22 medium(-78) 46 17 2B Yes Al
C9130AXI-B Client Serving 132 3 9 14 medium{-78) 37 8 32 Yes ‘ |
C9130AXI-B Client Serving 52 z 11 15 medium(-78) 45 1 1B Yes Al
C9130AXI-B Client Serving 56 2z 11 23 medium(-78) 42 7 ] 25 Yes Al
C9130AXI-B Client Serving 116 3 9 9 medium(-78) 24 3 22 Yes ‘ |
C9130AXE-B Client Serving 52 2 15 0 medium{-78) 2 a 19 Yes Al
C9130AXE-B Client Serving 36 2z 13 0 medium(-78) 1 a 20 Yes Al
C9130AXE-B Client Serving 56 2 15 0 medium(-78) 1 1] 30 Yes ‘ |
C9130AXE-B Client Serving 143 2 20 0 medium{-78) 2 a 22 Yes Al
C9130AXE-B Client Serving 124 2z 15 B8 medium(-78) TE 19 g 70 Yes Al
C9130AXE-B Client Serving 48 2 20 0 medium(-78) 2 1] 66 Yes ‘ |
C9130AXE-B Client Serving 36 2 19 0 medium{-78) 2 a 19 Yes Al
C9130AXE-B Client Serving 44 2z 20 0 medium(-78) 2 a 21 Yes Al
C9130AXE-B Client Serving 108 2 15 0 medium(-78) 1 1] 25 Yes ‘ |
C9130AXE-B Client Serving 143 2 20 0 medium{-78) 1 a lk 21 Yes )
cisco &_/ #CiscoLive ~ BRKEWN 2087

Chan

oHigh Channel
Change: Yeso
triggered for
radios with more
than 4 channel
changes per day
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Balancing Transmit Power with RF Profiles

A TPC (Catalyst) and AutoPower
(Meraki)

A Ensures AP- to- AP consistency (no
oclient magnet so)
5GHz balance (5GHz hotter, 2.4GHz
cooler)

A TPC/AutoPower Min & lower power
limit specified for a given radio.
TPC/AutoPower will never adjust
power below this level.

A TPC/AutoPower Max & upper power
limit specified for a given radio.
TPC/AutoPower will never adjust
power above this level.

cisco L{{/&_/

a

B Uyl Cisco AR-CT9580-K9 Wekcome sk # S 08BOC

= Dashboard

¢Z) Monitoring

%, Configuration
{O} Administration

3 Troubleshooting

#CiscolLive

- > RF Edit RF Profile

RRM

TPC
State RF Profile Name -
° [ Transmit Power Control
+] HRL_24GHz Maximum Power Level(dBm)* 20
Q nsity_ri_Sgh

™ dBm 7

(] High_Client_Density_rf_Sgh
[+] Low_Cl Density_ri_24gh Power Threshold V1({dBm)* -65
[+] ligh_Cli

2.4 GHz

Radio transmit power

Transmit farther
range(dBm) = Torehotecdemees 0 Teemnh

Set RX-SOP.

80211ax © Disable 802.11ax

BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ldentifying Possible Power Imbalance

WCAEOO APs RF SundnoalrXy oP otweelr dBmo and o0To

Name 7 Slot~-|Band.|Channel [ TXPower [|TXPowerdBm [, Total Clients ﬂ
a

AP1 1 5 100 1 17 21

AP1 2 5 48 1 23 70

6dB power difference = client imbalance

Refer to AP power tables to determine max TX power per UNII band

Use oO0show controllerdé on a sampl

c ! S ¢ o W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67
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Selecting Channel Width with RF Profiles

Welcome admin A CD L MmO D Q [
Edit RF Profile x
General 802.11 RRM Advanced
General Coverage  TPC DCA

Dynamic Channel Assignment

Avoid AP Foreign AP Interference

Channel Width l @20 MHz 40 MHz 80 MHz 160 MHz Best l

////////////////

DCA Channels
36 40 44 48 52 56 60 64 100104108112116120124

v [ H F F F
128132136 140 144 148 153 157 161 165

2.4 GHz
uuuuuuu
Horme:> 5 GHz radio settings
et Tur off § GHz radio See band selection above.
= Wireless Channel widin —

cisco L{{/&_/

5GHz

A In general, 20MHz channels provide the
most channel reuse (capacity) for high
density environments

A Wider channels may be used selectively
in more isolated areas & smaller
classrooms, lobbies, conference rooms,
etc.

6GHz
A Heavily dependent on regulatory domain

A Note! Higher channel width results in
higher max Tx power for data frames
(but not beacons 6 remember when
surveying!)

BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

68



C9800 Site Tag Design in High Density

A Custom Site Tags deterministically distribute
APs across C9800 WNCodadess

Catalyst
9800-40 .
oo B PO SSO pair A Always use Custom Site Tags 0 not Default 8

00000000 to ensure load is balanced in a predictable way

F.I
- Hospital Network A 500 APs per Site Tag is the rule of thumb,
E BUTé

!' i L } A Platform limits on AP count per Site Tag will
@@ 060 606 : differ from dideal |i mid
®6 1 G 6 T G 6 i Roam frequency environments
s A Recommended AP count per Site Tag will vary

Site tag Site tag Site tag based on the environment

Campus A Consider roaming patterns and minimize roaming

between Site Tags

Refer to the C9800 Best Practices guide for the latest guidance
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Site Tags 0 Design considerations

Ops DB \

WNCd
Ops data

B

I
I
i

N

A a
i
| 110

,____________—‘
e

RN obidg. 1 Nt epidg. 2 =g
Site tag Site tag

cisco L{{/&/

BE

i e

e e
N

-------—’/

N,
Y Bidg. N [uat
SICRET

Important facts :

A Distributing APs (and clients) across custom Site Tags (and
thus WN C d )gwes better scale and performance

A In large public venues, avoid having more Site Tags than #
of WNCd G s

A The number of WNCd varies from platform to platform:
Platform # of WNCD instances

EWC (on AP or C9k switch) 1
C9800-L

C9800 - CL (small)

C9800 - CL (medium)

1
1
3
C9800- 40 5
C9800- CL (large) 7

8

C9800- 80

Refer to the C9800 Best Practices guide for the latest guidance

The following command shows the # of WNCDs processes:
9800#sh processes platform | inc wncd

#CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 70
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Site Tag Limitations

C9800-80, C9800-CL (medium and large) 1600

C9800-40 800

Any other C9800 platform Equal to the maximum number of APs supported
e
C9800-80 8 or a multiple (16, 24, ...)

C9800-CL (large) 7 or a multiple (14, 21,..)

C9800-40 5 or a multiple (10, 15, ...)

C9800-CL (medium) 3 or a multiple (6, 9, ...)

Always refer to the C9800 Best Practices guide for the latest guidance

cisco M- #CiscolLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Helpful Site Tag Monitoring Commands

show wireless stats ap loadbalance summary
- Shows summary of APs assigned to each WNCd

TN o wireless stats ap loadbalance summary
DTLS drop - 3B@

WHNCD APs Discovered APs Joined APs Timedout

a8 179 179 8715

show wireless loadbalance tag affinity wncd <wncd - number>
- Shows which site tags are assigned to each WNCd

PN - o wireless loadbalance tag affinity wncd @
Tag

Tag type Mo of AP's Joined
| SITE TAG 177
I SITE TAG 1

cisco A{V@/

#CiscoLive BRKEWN- 2087
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Other 9800 Tips: L2/L3

On 980D6BOt assign an IwRhoAgdoddreasos! t o
(Can quickly overwhelm upstream L3 hops)

Primary reasons you may need an SVI.

A mDNS
A DHCP Relay (uncommon in High Density)

If you need an SVI - plan Layer 3 scale upstream accordingly!

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst - 9800 - series- wireless - controllers/quide - c07 - 743627.html

73
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The (Not So)
Secret High

Density Weapon:
RX- SOP

cisco L{{{o/‘/




Receive Sensitivity Threshold (RX- SOP)

Wh a t | f é

I put
I used all the right
| surveyed and optimized and surveyed e
and optimized againee

APOs wherever |

ébut my Channel Utilf{
hi gh, with al most no¢®

cisco M/ #CiscoLive

Signal

Cisco Sys... -85 dBm

Cisco Sys... -70 dBm

Cisco Sys... -74 dBm
' Cisco Sys... -74 dBm

Cisco Sygem a dBe d
) Cisco Sys.. -J0 dBm
} Ci Sygm f 8 dBe n

Cisco Sys... -64 dBm

Cisco Sys... -70dBm

Cisco Sys... -76 dBm

Cisco Sys... -86 dBm

Cisco Sys... -80 dBm

Cisco Sys... -64 dBm

Cisco Sys... -62 dBm

Ciseg Sy 4 dBf 0
} Cisco Sys.. ECI dBI:

Cispy Syge g dBa I

Cisco Sys..  -70dBm

Cisco Sys... -80 dBm

Cisco Sys... -80 dBm

Cisco Sys... -80 dBm

Cisco Sys... -70 dBm

Cisco Sys... -80 dBm

Cisco Sys... -78 dBm

Cisco Sys... -78dBm

BRKEWN 2087

Moise

-96 dBm
-96 dBm
-96 dBm
-96 dBm

6 d
= ﬁdm
ﬁﬁd?
-96 dBm
-96 dBm
-96 dBm
-96 dBm
-96 dBm

-96 dBm
-96 dBm

6 dBm
[jﬁ dBm
@ﬁ dBm
U6 dBm
-96 dBm
-96 dBm
-96 dBm
-96 dBm
-96 dBm

-96 dBm
-96 dBm

SNR

11dB
26 dB
22 dB
22dB |

fafe m

S éads-
2dB |
26 dB |
20dB |
10dB |
16dB |
3208 |
34dB |
H dB |
I $§d8 [
| = |
26 dB~ |
16 dB |
16dB |
16dB |
26 dB |
16dB |
18dB |
18dB |

S
f

t
f

Channel

48
163
163
163

&

157

153
153
161
153
44
44

las
153

53
153
153
153
153
153

153
153

Channel Utilization ~  Clients

90%

B89% |

B89%

B89% |

89%

B87% |

B6%
B84%
B82%

B80% |

B80%

B0% |

79%
79%

EQ%
8%

%
% B

76%

76% |

76%

76% |

75%

75% |

74%
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Receive Sensitivity Threshold (RX- SOP)

What does it do?

Reduces oOreceioftheAPs en
to a pre - determined power level

Example: ignore everything coming into
the radio at lower than -80dBm,
because those devices are unlikely to be

in our cell

Why is it helpful?
Allows us to transmit more often to
clients in our intended cell

cisco M- #CiscolLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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80 2.

Channel 36

11

s a opolited protocol

Channel 40

Channel 48

Channel 44

#CiscolLive BRKEWN- 2087

Channel 36

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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802.11 is a opolitebod
| must listen before | startto talk - | Wi

Channel 40

Channel 36

Channel 44

#CiscolLive

protocol

[ | not

Channel 48

BRKEWN 2087

tal k unti |l

Channel 36
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802.11 is a opolitebod

protocol

| must listen before | start to talk - | wi | | not tal k unti |l it 0s
In dense deployments, you will haveco-c hannel AP&ds i n range of
Channel 40
Channel 36 Channel 48
SR 44 Channel 36
#CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



802.11 is a opolitebod

| must listen before | start to talk - | Wi

In dense deployments, you will have co-c hann el

RX- SOP optimization helps us tune out the
transmissions

Channel 40

Channel 36

i Channel 44

#CiscolLive

protocol

[ | not talk wuntil it O0s

APO6s i n range

most distant co-channel

Channel 48

BRKEWN 2087

Channel 36

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Receive Sensitivity Threshold (RX- SOP)

A Be careful and make small adjustments
A Generally, startinthe -8 0 6 s

cisco M- #CiscolLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Receive Sensitivity Threshold (RX- SOP)

A Be careful and make small adjustments
A Generally, startinthe -8 0 6 s

A Remember & adjusting the RX- SOP threshold
doesndt i mpact the actual
channel, but it does i mpact A

A High Channel Utilization still affects all clients

c ! s co W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 82



Receive Sensitivity Threshold (RX- SOP)

A Be careful and make small adjustments
A Generally, startinthe -8 0 8 s

ARemember & adjusting the RX- SOP threshold
doesndt i mpact the actual
channel, but it does i mpact A

A High Channel Utilization still affects all clients

A WIiFi6, WiFi6E, and/or use of C9104 may reduce
the need for RX - SOP in some environments;
continue to monitor your Channel Utilization and
adjust as needed

c ! S co W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 83



Receive Sensitivity Threshold (RX- SOP)

Without Custom RX- SOP Threshold
(Default / O0OAutodé Radi o Sensitivity)

-20+dBm
)
Ll
2
Radio processes o
everything that it '-D'-
can hear d any T
frame with g
enough SNR EJ)
@)
1
o

c ! s co W- #CiscoLive BRKEWN 2087 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 84



Receive Sensitivity Threshold (RX-SOP)

With Custom RX- SOP Threshold
Radi o Sensitivity)

-20+dBm
a The AP radio
N )
o 4 processes only the
O =8l frames heard
e above the
& threshold

Frames where SOP
(start of packet) is
heard below the
threshold are
ignored

cisco W ./ #CiscoLive BRKEWN- 2087

- 82dBm RX- SOP
Threshold

Ignored frames are now

can talk over them

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 85
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HOW TO: Optimize RX- SOP Thresholds

. Choose client devices and representative areas to test

Create a temporary SSID on one AP in the test area so your client
doesndot roam

(see hidden slides for tips on  AireOS / 9800) o dsds Cisco Catalyst 9800-L Wireless Controller Wecomesdrn | # ® B & B ©

Moni tor the APDO W Of d=eug o mmee

. i igh Density Parame ters
. clients throughout the cell O voons > [T

Max Clients* 200

Q

9

(from WLC Ul, WLC CLI, or AP CLl) @x e () HRL_RF_5GHz
sjeeannguraton d Multicast Data Rate (Mbps) Auto
Q RLS_RF_5GHz
. fu_s Administration ) HRL_RF_24GHz Rx Sop Threshold (dbm) custom
Pad the worst reading by VIR S
_ - -, . (1] Low_Client_Densit
another 15dB or more = initial o G von
(4] Low_Client_Density, Load Balancing Window* 5
RX S O P th reS h O I d o High_Client_Density | 554 Balancing Denial Count* 3
. (4] Typical_Client_Dens _
Example: Worst AP - observed RSSI value is -72; R —
initial RXSOP threshold with 15dB cushion = -87 1 T (O ossseieo

(or higher)
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HOW TO: Optimize RX- SOP Thresholds (9800)

Pick the client device (s) you want to test

Pick the representative area(s) you want to test
Create a new temporary WLAN and Policy Tag
Assign the Policy Tag to the test AP

Join your client device(s) to the new SSID and monitor how the AP hears
your client(s) from APCLI 6o show contr ol | e+addd> 61) c |

Test f or oOowor s td0bodiashetwesnadevitcaaand AR GFurthest
corner of the cell, etc. Continually check RSSI from AP side.

7. Take your owor st o RISdBIcushioa,landese thatdsd a
your initial RXSOP threshold for that cell type (set in RF Tag)

Example: Worst RSSI value is - 72; initial RXSOP with 15dB cushion = - 87

a kM 0bdhPE

o
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Revli ew:

For a detail on a single client, at AP CLI:

Telnet/SSHto APanduse 6 show controll er daddr®dol >

immediate client RSSI readings of a single client

How APOs Hear

Cl

c |

10#sho controller d 1 client FC:F8:AE:60:98:34

info _for client FC:F8:AE:60:98:34

<C |p>

Statistics for client FC:F8:AE:60:98:34

mac <clip> stats_ago e piration
FC:F8:AE:60:98:34 <clip> 0.700C

1

How long ago were these stats updated (in sec)?
cisco L{V&/
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HOW TO: Optimize RX- SOP Thresholds (AireOS)

Pick the client device (s) you want to test

Pick the representative area(s) you want to test

Create a new temporary SSID and a new AP Group

Add the APOs Yy wmthewea ARtgrotipo t est

Join your client device(s) to the new SSID and monitor how the AP hears
your client(s) from APCLI 6o show contr ol | e+addd> 61) c |

6. Test for oOwor s i baliashewesncdeviteaand AP Gurthest
corner of the cell, etc. Continually check RSSI from AP side.

7. Take your owor st 6 RISdBIcushioa,landese thatdsd a
your initial RXSOP threshold for that cell type

Example: Worst RSSI value is - 72; initial RXSOP with 15dB cushion = - 87

a bk w0
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HOW TO: Optimize RX- SOP Thresholds

A key takeaway:

Be conservative and make small adjustments!

cisco M ./ #CiscolLive BRKEWN- 2087
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Cloud- Managed High Density

'Q Search Dashboard

. Network
' Home v

Independent firmware versions have been published for Meraki and Catalyst-based switches, including MS390s & Migrated C3300 switches. Learn
more or Upgrade Now

<F Network-wide

Health
= Wireless
WIRELESS
@ Organization 4
21 4/4 healthy
Clients i~ forthelast day ~ 54.82 GB (+ 2972 GB, T 25.09 GB) Applications
oMbl
15 mble
oMb
Swibls
oMbls
oo 1 80 80! 000 22 000 o oeo  oso0  os00 1000 More »
- ~  61client devices Add client~ | Download as
Last Device type, Recent
Status  Description seen  Usage 0s IPvé address  Policy ~ MAC address SSID & ~
aerlc:ae:dc:d6:al é‘;"zé 1046 MB  Other 1921681.209 normal  aeflcae:dc:dBal 59
JOSUHR-M-4ZPD 1;’;5 42068  Apple Phone 192168161  normal a0:78:17:77:95:6a  5g

cisco L{{/&/

#CiscolLive

Can be ideal for:

Classrooms
Theaters & Auditoriums
Hotspots

Be aware of:
Switched Network Capacity (L2 / L3)
Roaming Domains & Expected
Roaming Experience
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Cloud- Managed High Density

asts’ Meraki

ol

Network
Home v

<% Network-wide

Wireless

Organization

cisco L{{/&/

Similarly to otradi

Catalyst networks:

Configuration overview

SSIDs Showing 6 of 15 SSIDs. Show all my St

Sg
Enabled enatled @ - Manage AP Tx power
Name rename

Access control

edit settings

appropriately

Encryption PSK (WPA2)
i o - Tune PHY rates
Client IP assignment Local LAN . .
Clients blocked from using LAN no - Limit SSID count per AP as much
Wired clients are part of Wi-Fi network no .
VLAN tag @ n/a aS pOSSIb'G
VPN Disabled
i O - - Optimize channels
Splash theme n/a
- Leverage RX- SOP (carefully, when
needed)
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RF Optimization: Radio Settings Overview

Network Radio settings

Homez il
Overview  RF profiles asco Meraki

<% Network-wide

BAND CHANNEL AP TAG ap
.. Network Radio settings
Monitor Configure 4 s Home g
B Overview SsiDs Overview  RF profiles
®  Organization
Access points Access control %% Network-wide
A Makahal Firewall & traffic shaping BAND CHANNEL AP TAG AP MODEL RF PROFILE AEGULATORY DOMAIN
Location heatmap Splash page W - <= Wireless A All Al All Al FCC Edit
Splash logins SSID availability e
®  Organization Search by AP name 12 Radios Update auto channels
PCI report

Bluetooth clients
Target power  Transmit power

RF spectrum Status @ AP name Channelv  Ch. Width (MHz)  (dBm) @ (dBm) © RF Profile &
Health ® Basement AP 157 (Auto) 40 23-30 25 Basic Indoor Profile
- T o - ® Deck AP 149 (Auto) 40 23-30 25 Basic Indoor Profile
® Josh's Office AP 48 (Auto) 40 23-30 25 Basic Indoor Profile
e [ ] Main Floor Office AP 36 (Auto) 40 23-30 23 Basic Indoor Profile
L] Basement AP 11 (Auto) 20 5-30 n Basic Indoor Profile
° Deck AP 1(Auto) 20 5-30 14 Basic Indoor Profile
° Josh's Office AP 6 (Auto) 20 5-30 23 Basic Indoor Profile
[ ] Main Floor Office AP 1 (Auto) 20 5-30 8 Basic Indoor Profile
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RF Optimization: Radio Settings Overview

"deh’ Meraki
Network
Home v
Network-wide
<+ Wireless

®  Organization

cisco L{Ko//

Radio settings

Overview RF profiles

BAND CHANNEL AP TAG

Al - All Al
h name 12 Radios
Status @ AP name Channel v

o Basement AP 157 (Auto)
[ ] Deck AP 149 (Auto)
® Josh's Office AP 48 (Auto)
[ ] Main Floor Office AP 36 (Auto)
[ ] Basement AP 11 (Auto)
[ ] Deck AP 11 (Auto)
[ ] Josh's Office AP 6 (Auto)
[ ] Main Floor Office AP 1 (Auto)

AP MODEL

- All

Ch. Width (MHz)

40

40

40

40

20

20

20

20

Target power

RF PROFILE

Al

Update

REGULATORY DOMAIN
FCC Edit

auto channels

Transmit power

(dBm) ©@ (dBm) &
23-30 25
23-30 25
23-30 25
23-30 23
5-30 n
5-30 14
5-30 23
5-30 8
#CiscolLive

RF Profile

Basic Indoor Profile

Basic Indoor Profile

Basic Indoor Profile

Basic Indoor Profile

Basic Indoor Profile

Basic Indoor Profile

Basic Indoor Profile

Basic Indoor Profile

BRKEWN 2087

o

Sortable / Filterable
table for radio
settings per AP
Channel

Width

Min/Max Power
Current Power

RF Profile

To Jo T T To
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RF Optimization: RF Profiles

-
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