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Abstract

This session will explore secure wireless network design, with a key focus
on the latest WPA3 and Wi-Fi 6 standards. Mobility brings unique challenges
to network security, such as the need for secure fast roaming. Participants
will learn how 802.11 addresses theses requirements, and explore the
changes WPA3 brings and the implications for wireless deployments. We wiill
also address specific scenarios such as BYOD, Cloud Identity Providers and
Zero Trust.

This session will also explore how Cisco DNA Center expands upon the
wireless security standards with Rogue AP detection and location, and
Advanced Wireless Intrusion Detection and Prevention, including upcoming
capabilities. The intent is to provide a deeper understanding, not just about
the security capabilities themselves, but to do so from the perspective of the
attacks that they defend against.
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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 9, 2023.

cisco L{Vp/_/

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKEWN-3004

BRKEWN-3004

technologies, and features in the Catalyst
9000 Switches.

Kenny Lei >
Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks
Networking (220)
Session Type
Breakout (453)
SHOW 2 MORE ¥

Webex
w Join the Discussion >
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- Wireless Security Fundamentals
- WPA3
- Authentication and Authorization
- Wi-Fi 6E Security

- Rogue Detection and Advanced WIPS
. Threat 360°
- Rogue Detection and Containment
- Advanced Wireless Intrusion Prevention
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Wireless Security
Fundamentals

‘ cisco M‘



Wireless Attack Surface

- Wireless networks propagate beyond the physical constraints of the
wired network

- Attacks may originate from anywhere within the wireless coverage
- Passive scanning attacks
- Layer 2 active spoofing attacks
- Layer 1 active jamming or DoS attacks

- Rogue APs
- Honeypot and Evil Twin APs
- Unsecured backdoor access
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Securing the Wireless Network

Secure the Secure the Secure the
Air Devices Network
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. WHFi )
Wireless Protected Access

- A snapshot of the 802.11i Wireless Security Standard
- Commonly used with TKIP encryption

- Final version of 802.11i Wireless Security Standard
- Commonly used with AES encryption

- Personal (PSK - Pre-Shared Key)
- Enterprise (802.1X/EAP)

- Wi-Fi Alliance security update
- Includes new capabilities and new certification requirements
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WPA3

CERTIFIED

. Mandatory for Wi-Fi 6 Certification . Protected Management Frames

- Remove insecure legacy protocols (802.11w)
. WEP . Simultaneous Authentication of
- SHAT
. Negative Testing - Wi-Fi Certified Enhanced Open
. - Opportunistic Wireless Encryption
KRACK (OWE)
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802.11 Fundamentals

Authentication
l I \ Wireless LAN Controller |dentity Services Engine

Supplicant Authenticator Authentication Server
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802.11 Fundamentals

Authentication

Wireless LAN Controller |dentity Services Engine

Authenticator Authentication Server Credential Server
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802.11 Fundamentals

Authentication

Wireless LAN Controller |dentity Services Engine

- Y .
=

Supplicant Authenticator Authentication Server
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802.11 Fundamentals K(*/

Authentication

l l \ Wireless LAN Controller |dentity Services Engine
Supplicant Authenticator Authentication Server
< Association Response
< ldentity Request
|dentity Response > Identity Response ——>
< EAP Type Negotiation >
<—— Authentication Sequence Between Supplicant and Authentication Server ——>
< EAP Success < EAP Success
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802.11 Fundamentals

Encryption
l l Wireless LAN Controller |dentity Services Engine
Supplicant Authenticator Authentication Server

PMK | < EAP Success < EAP Success (PMK) — | PMK

< ANonce
PTK SNonce, MIC > | PTK, GTK |_ Four-Way

<— ANonce, MIC, GTK, Sequence # Handshake

ACK > _

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)
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Authentication and Authorisation

Device Posture

Device Type
User Credentials Location
MAC Address Day and Time

Identity Elements Access Type
Policy Elements

VLAN/VN
SGT / Group Policy

QoS / BDRL
URL Redirect / Filter
Bonjour Service Policy

Application Control
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Authorization Options

URL-Redirect URL-Filter Bandwidth Calendar Profile

Provide conditional web Controls which FQDNs Control maximum Controls active hours

redirect when traffic is the endpoint can reach bandwidth and burst for eﬂdpoiﬂt access.
blocked or not rate per endpoint/user

QoS AVC Profile mMDNS Profile Open DNS
QoS Profile is Application Visibility Assigns mDNS profile Asrcs):‘gillgstc?i?wfgrge,\l?
assigned per Profile is assigned per to broker mDNS P P

endpoint endpoint advertisement DNS packets for
custom response

Timer

Control session, idle-
timeout, active hours

Service Template
& Roles
Assigns multiple access

characteristics: VLAN,
ACL, QoS, Timer, etc.
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Authorisation

Network Segmentation

8 S$IDs 2 SSIDs
- VLAN based on SSID

- VLAN segregation based on security policy |

- VLAN based on authentication credentials
- VLAN segregation based on role

- Security based on TrustSec Scalable Group Tags instead of source and destination addresses
- ACLs applied at the packet level with enforcement across the network (or network fabric)
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Secure Fast Roaming Challenges

3 Wireless LAN Controller |dentity Services Engine

. Client channel scanning and . Re-authentication of client
AP selection device and re-keying
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Secure Fast Roaming CeRTIFIED
802.11k/v/r and Wi-Fi Agile Multiband

). Y >
! °°€-’°(a.,,

Wireless LAN Controller |dentity Services Engine

. Client channel scanning and . Re-authentication of client
AP selection device and re-keying
. 802.11k Neighbor Lists based - 802.11r Fast BSS Transition
on CCX (Cisco Compatible based on CCKM (Cisco
Extensions) Centralised Key Management)

- 802.11v BSS Transition
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802.11r Fast Transition &

MOBILITY DOMAIN - M1 MOBILITY DOMAIN - M1

Controller - 1 Controller - 2 Controller- 1 Controller - 2

@ —— Mobility update for C1 —>» @

AP1
Associated ™ “
fAasocled  Gieos Client C1
—— Roaming direction —» —— Roaming direction —>
----- Client's logical FT communication ===+ Actual communication path
v == w««. Actual communication path

Over the DS Over the Air
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802.11r Fast Transition &

Add WLAN x

General Security Advanced

- Over the Airis recommended  we e
for beSt C||ent |nteroperab|||ty WPA + WPA2 OWPA2 + WPA3 WPA3 Static WEP None

MAC Filtering O

Lobby Admin Access )

WPA Parameters Fast Transition
NI LS
WPA O weA2 Status | Enabled . }]
Policy Policy e —
GTK O WPA3 Over the DS O
Randomize Policy

Transition D Reassociation Timeout 20
Disable ]

WPA2/WPA3 Encryption Auth Key Mgmt

AES(CCMP128) CCMP256 8 602 1x 0 . 0
GOMP128 GCMP256 ok 0 AE 0
OWE () FT + 802.1x
Protected Management Frame
802.1x- O
SHA256

PMF | Required v
MPSK Confiauration

| Apply to Device
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Key Reinstallation AttaCK GJ'?S

. This was an industry wide issue

n l | - Not specific to any one vendor
0000000000000 000000000000 t
! ) - WPAZ3 certification includes KRACK

exploit testing

.- The attacker positions a rogue AP ~
- 10 Vulnerabilities were discovered clone to perform a MitM attack
. May allow the reinstallation of keys already . This flaw causes all WPA2 encryption
in use protocols to reuse the keystream when

_ _ encrypting packets
- Only 1 impacts Access Points

. Specific to 802.11r (Fast BSS Transition) ' ROgLée {A\Ptdettecti;)r; atr’][d \/k\/'DS{VWPS
. CVE-2017-13082 Can detect potential attaCKk VEeCtors
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https://papers.mathyvanhoef.com/ccs2017.pdf

Kr@®@k Vulnerability &

. On February 26th, 2020, . After an affected device handles a
researchers Stefan Svorencik and disassociation event, it could send
Robert Lipovsky disclosed a a limited number of Wi-Fi frames
vulnerability in the packet encrypted with a static, weak PTK
EL?CSeeStSqu of certain Wi=F| - An attacl_<_er Coulq explloit this ‘
chipsels vulnerability by triggering a

- This vulnerability could allow an disassociation and then acquiring
unauthenticated, adjacent attacker these frames and decrypting them
to decrypt Wi-Fi frames without with the static PTK

the knowledge of the PTK - WIDS/WIPS can detect potential

attack vectors
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200226-wi-fi-info-disclosure

802.11w Protected Management Frames

(WiG)

CERTIFIED
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AP Placement and

Roaming Optimization

®1

®3

A B °? ﬂﬁg
C

3
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Seamless Roaming at Scale

For L2 seamless roaming Large broadcast domains do not
everywhere need to span the same scale and is counter to networking
VLAN across all roaming domain | ] best practice

L3 switch

L2 switch L2 switch
L. it Nt > Skt bt IRt .
. Subnet x l i
1 .
1 . I
‘\ ——————————————————————————— ‘N ——————————————————————————— 4
Seamless roaming Session Seamless roaming Session
within the same subnet disconnection within the same subnet disconnection

0 S——meoo~—  S[J—meoo~[]
cisco M./ HCiscolLive  BRKEWN-3004
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Seamless Roaming at Scale

For L3 seamless roaming an
extended VLAN network overlay is
required

A data termination point is required
to roam across L3 boundaries

L3 switch

ient VLAN L2 Network Ov

L2 switch L2 switch
L. ittt Nttt > St it > Rt .
. Subnet x . i
1 .
o o 1
1 o
1 5
‘\ --------------------------- ‘ﬁ --------------------------- 4
Seamless roaming Seamless roaming Seamless roaming Seamless roaming
within the same subnet within the same subnet within the same subnet  within the same subnet

0 U =0 =0
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Seamless Roaming at Scale

Can be deployed as centralized
(CAPWAP / EoGRE) or distributed
(fabric) architectures

Edge Wireless Service
Data Plane (DP) Termination

Seamless roaming Seamless roaming Seamless roaming Seamless roaming
W|th|n the same subnet within the same subnet within the same subnet  within the same subnet

D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D
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Seamless Roaming at Scale

Can be deployed as centralized
(CAPWAP / EoGRE) or distributed
(fabric) architectures

Edge Wireless Service
Data Plane (DP) Termination

Seamless roaming Seamless roaming Seamless roaming Seamless roaming
W|th|n the same subnet within the same subnet within the same subnet  within the same subnet

D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D
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On-Prem and Cloud |dentity

>0

S/

On-Prem Ildentity Cloud Identity
L ) & ¢
802.1x, Network Access VPN, Application Access "? salesforce
PEAP-MSCHAPV?2, SAMLV2, OpenlID Connect
EAP-FAST, EAP-TLS
PAP, MAC Auth Bypass I
Y SAMLA 5.0
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Cloud Identity with EAP-TLS

Authentication — Certificate check
[validity, known CA,etc)

Subject Common Name: =5
john.smith@security.onmicrosoft.com == @

EAP-TLS / TEAP Attributes for AuthZ — Common Name @
i q — :
- "———‘/ |SE Azure Active Directory

Group membership /"
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Multi-Factor Authentication

_I__Dﬁl é_@ SAI\/IL2 ‘

WebAuth

Y

+ 802.1X or PSK

sco Lo/ scoLi
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Zero Trust

41% of all data breaches resulted from cyber security incidents
(162 notifications)

Cyber incident breakdown

Ransomware

26%

Phishing (compromised credentials)

Compromised or stolen credentials (method unknown)

Malware - 6%

Brute-force attack (compromised credentials) - 3%

- Ransomware
» East/West Traversal
» Authorisation
* Micro-segmentation

« Rapid Threat Containment

cisco Li//p/_/

#Ciscolive

BRKEWN-3004

« Phishing and compromised or stolen
credentials

 Username/Password
 Digital Certificates
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Central Web Authentication
URL Redirect

=

Any Packet > | —— RADIUS Access Request —>»
<— RADIUS Access Accept ——

Network Access Granted
Redirect ACL

Wireless LAN Controller |dentity Services Engine

HTTP Packet > Redirect to ISE Web Page —>

< Web Authentication Sequence >
CoA Request _ <—— RADIUS CoA Request

Terminate sesson RADIUS CoA ACK ——>

- Terminate session with port bounce

L{{/ / - Disable host port
Cisco &. HCiscolLive  BRKEWN-3004 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35




Central Web Authentication <
\
o ©
(

) Association N
< > 802.1x / MAC Auth  Guest/BYOD/posture/MDM

" portal redirection rule

Access-Accept

CENTRAL because the ‘Url—Redirect + Url-Redirect-Acl

redirection URL, the pre- Traffic denied (AireOS) / permitted (I0S-XE) by the

webauth ACL are centrally Url-Redirect-Acl triggers redirection to the Url-Redirect

configured on ISE and )

dynamically communicated t0  e—==—mmmmea dACL permits DHCP, DN, and other resources _ ____________ >

the WLC (NAD*) via RADIUS.
CWA is partially L2 (MAC

Authentication) and partially Login / AUP Page submission
L3 (redirect on IP resolution). === === === s s S m e s Se m m m

>
Endpoint’s ‘
session updated
Change of Authorization (CoA)

_HTTP(S) traffic hits the Url-Redirect-Acl and triggers redirection to ISE
- "

ISE portal for
guest, BYOD,
posture, MDM,
etc.

*Network Access Device N . . >
W / Final (L2/L3) policy. MAC (Re-)Authentication
CISCO (/4
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Self-Registration of BYOD Devices \ K

at]ran]n, e D O
cisco My Devices Porta

Devices can be
Blacklisted By the User.

Select an operation you would like to perform on your device.

Device status:
Device name:
Device ID:
Description:

e Devices Can be Self-Registered, Up
tost Stolen Clsco Ty TevieesToma to an Administrator Defined Limit

Edit Delete
Add Device

To add a new device, enter the device ID, which displays on your device as the MAG

colons such as AA:BB:CC:11:22:33.
Close Device name: *

Device ID: *

consists of 6 alphanumeric number pairs separated by

1

New Devices Can be Added with
a Description

Description:

.
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Client Provisioning X

Initial Connection WLC ISE CA-Server
Using PEAP
1 (or Dual-SSID)

afialn
eiSea BYOD Portal

Received Sep 28, 2011

SCEP enroliment request
WiFi Network

Install e s
it whil iosProfile |
Please wait while we doi it
Cisco Network Setup Ad m 2 :
. 0 g 0 ] will then need to manua| g, N '
Device Provisioning ) Setup Assisant and folf ©Verifod !
instructions to finish regj R 1
i device. ] pron ]
W| Za rd ! 1 Signed pos-node02.pod10.cisco.com :
1
1
1
1

1
1 Contains 2 Certificates.
1
1

Change of

Authorization

Future Connections
Using EAP-TLS

WLC ISE CA-Server
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Android Device Provisioning

Initial Connection WLC ISE CA-Server

Using PEAP

Redirection to Android
Marketplace to Install
Provisioning Utility
Provisioning using
Cisco Wi-Fi Setup
Assistant

WLC ISE CA-Server
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Client Provisioning Policy

Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will f login and
For Agent Configuration: version of agent, agent profile, agent compliance

User

Supplicant

For Native Supplicant Configuration: wizard profile and/or wizard.

ule, and/for agent customization packzge.

cisco Li//p/_/

v
Rule Name Identity Groups | Operating Systems Other Conditions Results
« [10s | [ any < |oH[ maciosan - |9| AD1:ExternalGroups EQUALS cisl... <> |te} | wiFi_Profle < |
+ | Android | 1| any <> |aH| Android <> || AD1:ExternalGroups EQUALS etsl... <> |thed | wiFi_Profle < |
« [ WinThings | 17| Aany < |aH| windows.. < |3| AD1:ExternalGroups EQUALS cts.l.. <> |thel | WinSPWizard 1.0.0.14 And WiFi_Profile
+ [ MAC-0SX | 1| any < || Macosx < |#l| AD1:ExternalGroups EQUALS ctsl... < |trer|| MacOsXSPWizard 1.0.0.6 And WiFi_Profile
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MDM Integration s

— \ <
Q9| ®

£

ISE Registered MDM Registered Encryption PIN Locked Jail Broken
MobileDevice Compliant " | RegisteredDevices| | 0| MDM:DiskEncryptionStatus EQUALS On| tfen  Employee MobieDevice
ST10 MDM:PinLockStagus EQUALS On ~110 MDM:JaiBrokenStatus

EQUALS Unbroken |

MobileDevice _Unregistered f  RegisteredDevices | /[ MDM:DeviceReqisterStatus EQUALS then MDM_Registration
IUnRegistered

MobileDevice_ MonCompliant 7  RegisteredDevices ° /N MDM:DiskEncryptionStatus EQUALS Off OR then MDM_MonComplance
I"-"IDI"-"I PinLockStatus EQUALS Off) OF MDM:JailBrokenStatus EQLALS

—"; / w CiTRIX
. ‘ Tangoe Mobile\Iron ‘/Syma ntec XenMobile

cisco Meraki

CIscoLwe ! #CiscolLive  BRKEWN-3004 4
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Captive Portal Detection

- Native operating system
support to detect captive
portals

Windows
J/ « http://www.msftncsi.com/ncsi.txt

- User is aware of captive portal
even when not using browser

Google Devices
: e y/ - http://www.gstatic.com/generate_204
- Simplifies guest access —

adoption @ Apple Devices
. . |« http://captive. le. /hotspot-detect.html
. Avoids the need to redirect R e i

HTTPS traffic
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Central Web Authentication
MAC Authentication Bypass

=

Any Packet > | —— RADIUS Access Request —>»
<— RADIUS Access Accept ——

Network Access Granted
MAB Access Rule

Wireless LAN Controller |dentity Services Engine
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Random MAC and Private Addresses

- I0S 14+, Android 10+ and Windows 10+ add support
for random MAC Addresses even when associated

- A random MAC is generated for each SSID

- That MAC may remain constant for
the saved profile

- This will impact services based on MAC address
- MAC authentication bypass ‘
- Web authentication
- Location analytics
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Detailed implementation &
[ wweo [ woomo [ oo ie posos an wach o]

Randomization enabled by default

No Yes Yes
Same random MAC ysed for Yes Ves Ves
subsequent connection
Randomization saved between device Yes Yes Yes
reboot

Random MAC saved when Wi-Fi profile

Y Y
recreated es es

Randomization per day and/or per Optional
association Optional (Android 11 Developer No

Mode)
Randqm_lzatlop epable_d upon upgrade No No Vi
for existing Wi-Fi profile
Can be enabled/disabled globally Yes No No
API to control randomization exists Unknown Yes (Android 11+) Vies

E;asneqcomlzatlon saved between factory No No Unknown

cisco W./ HCiscolLive  BRKEWN-3004
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.

Random MAC Implications <

20 QO 0 i

Profiling BYOD Whitelisting MDM Flow Guest
‘ ‘
° —

Location lookup User Defined Network  Endpoint Analytics Forensics Quarantine

cisco M - HCiscolLive  BRKEWN-3004 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



 ATTERSSSSSSSC L NN, | -

Detecting Random MAC Addresses <

< 6 octets > 32—28—6D_51_13_AF
1st octet| 2nd octey] 3rd octet| 4th octet| 5th octet] 6th octet 5 6 —EF— 6 8 _F6 _ O D_ 3 O

OA-13-A8-8E-B5-EF

or
~}—3 octets————Pp»g—3 octe ts———p

Organisationally Unique |Network Interface Controlleq]
Identifier (OUI) (NIC) Specific

TN AE-83-37-55-A7-22

[67[06 |b5 [b4 [b3]b2[b1]b0]

0: unicast
1: multicast

0: globally unique (OUI enforced
1: locally administered

By Inductiveload, modified/corrected by Kju - SVG drawing based on PNG uploaded by User:Vtraveller. This can
be found on Wikipedia here., CC BY-SA 2.5, https://commons.wikimedia.org/w/index.php?curid=1852032
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Unique Device Identifier ke

- In open seating environments with

{ 01669b65..056093 ¢ 00:12.00/1:11:11 docking stations for PCs and Ethernet
Trm—— © 00:1a:00:1a:22:22 dongles for Apple MacBooks, lead to a
different challenge:
‘ - The same MAC address will be used
a by different users.
v

- ISE can perform authorization for
managed end-points leveraging the
laptop UDID (Unique Device Identifier)
instead of the MAC address.

00:1A:00:1A:11:11

N . Requirements
ISE 2.6, AnyConnect 4.7
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Globally Unique Identifier Nt

» Provide Random MAC visibility

. . » Shared via NMSP
« Wi-Fi configured for EAP-TLS * Police Random MAC devices

®

Cisco Spaces

A—®"

MDM/EMM Client ISE Catalyst 9800 DNA-C +
Al Endpoint Analytics

 Generate GUID + Generate GUID (BYOD) + Shared via telemetry * Provide Random MAC visibility
* Provide compliance status * Certificate & Wi-Fi profile
« Certificate & Wi-Fi profile » Share GUID via RADIUS-Accept and pxGrid
* Disable MAC Randomisation * Provide Random MAC visibility
* Police Random MAC devices * Provide Random MAC visibility

within Al Endpoint Analytics
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MAC Authentication Bypass

% \ Wireless LAN Controller |dentity Services Engine

@

Any Packet > | —— RADIUS Access Request —>»
<— RADIUS Access Accept ——

Network Access Granted
MAB Access Rule

A What access is provided on the MAB VLAN?

cisco M . #CiscoLive BRKEWN-3004 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



ARttt T

Wi-Fi Certified Easy Connect &
WPA3

Device Provisioning Protocol (DPP)

- 3 Phases

- Bootstrapping
. Obtains the public key of new device
- Authentication and Provisioning

- Public key is used to create a secure tunnel
for credential exchange

- Network Access
- PMK derived
- Four-Way Handshake used as normal

[=]

. Supports Protected Management Frames

cisco M- #HCiscolLive BRKEWN-3004 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



WPA Personal

Pre-Shared Key

l I Wireless LAN Controller |dentity Services Engine
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WPA Personal

Pre-Shared Key

2 \ . Offline Attacks
‘ °°€-’° o - Dictionary

- Rainbow Table

PSK PSK . Strong Passwords Matter
<— ANonce — R
PTK SNonce —> | PTK, GTK | Four-Way
<«—— GTK —— Handshake
ACK —> B

PTK = SHA(PSK + ANonce + SNonce + AP MAC + STA MAC)
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]

ldentity PSK

General Security Advanced
Coverage Hole Detection
Alfonet IE © O
Advertise AP Name O

| P2P Blocking Action I

Multicast Buffer

|’ Allow Private Group w

Disabled

Drop

0
PSK=PYOCKStL <Y

PSK= uTx6o0Dm1

PSK= Ktghmo9M ? el

PSK= Ktghmo9M 55: -

Media Stream Multicast-direct Forward-UpStream

Allow Private Group

11ac MU-MIMO

MAC-Filtering

PSK WLAN WLC

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216 130-configure-catalyst-9800-wlc-ipsk-with-ci.html

cisco L{{@/

https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with RADIUS Authentication
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g

General Security Advanced

. —
I d e n t I ty P S K Coverage Hole Detection
Aironet IE © O

Advertise AP Name ()

l P2P Blocking Action I | Alow Private Group v |

Disabled

Multicast Buffer

6‘ Drop
PSK= PY9CK5tL ‘I ——— Media Stream Multicast-direct Forward-UpStream

Allow Private Group

11ac MU-MIMO

2
PSK= uTx60Dm1 r@ \\~

ISE
ok 3 MAC-Filtering

PSK= Ktghmo9M
PSK WLAN

PSK= PY9CKb5tL
PSK= uTx60Dm’1
PSK= Ktghmo9M

PSK= Ktghmo9M 5;

PSK= Ktghmo9M
PSK= zD23501M
PSK= 8GB10vaq

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216 130-configure-catalyst-9800-wlc-ipsk-with-ci.html
. / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with RADIUS Authentication
cisco e
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IPSK Manager E s

Total Endpoint Groups Total Endpoints.

Administration

Admin
t RADIUS sqQL .
N % L
: « iPSK Lifecycle
CoA API Management
ISE iPSK Manager

WLC / AP

Linux iPSK
- Apa che BYOD Registration Portal
- MySQL Pleass Login
_ P H P aaaaa me
Passcrs End Users

http://cs.co/iPSK-Manager

© 2019 Cisco Systems, Inc.
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Multi Pre-Shared Key <

f
PSK= PY9CK5tL
e PSK= uTx60Dm 1
PSK=PYOCK5LL ooy N PSK= Ktghmo9M
b PSK= zD23501M
@ PSK=Cisco123
PSK= uTx60Dm1 ~
@ -
PSK= Ktghmo9M ~
L7 PSK WLAN
PSK= Ktghmo9M 55: U
w / https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc _cg 17 2/multi_preshared key.pdf
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc_cg_17_2/multi_preshared_key.pdf

Edit WLAN

General Security Advanced Add To Policy Tags ’S,
. et
Multi Pre-Shared Key s o <%
O WPA + WPA2 WPA2 + WPA3 WPA3 Static WEP
MAC Filtering Authorization List* mpsk - | @
6\ Lobby Admin Access D
PSK= PY9CK5tL @ WPA Parameters Fast Transition
-—————
T~ WPA O WPAZ Status [ Dissbled v
x\\ Policy Policy
. _ OSEN O Over the DS O
@ S Randomize Palicy
~
~ Reassociation Timeout * 20
~
PSK= uTx6oDm 1 \\\ ~\\~ WPA2 Encryption
~ ~
6 | Seeo - AES(CCMP128) cempass [
=_ -
i Gemerzs [ Gempzss [ Auth Key Mgmt
e —m——————————p 802.1x (] PSK
——
’,—” P Protected Management Frame Easy-PSK [ cckma
td
PSK= Ktghmo9M < -7 Fregozax [ Frepse [
= Ktghmo , PR .
.- PMF | pisabled . 802.1x- O psk-sHAzss [
s PSK W SHA256
rd
Pod PSK Format [ asci -
”’ pu .
Pre PSK Type ‘ Unencrypted  +
---_’ 7 \ J
PSK= thhm09|\/| > Pre-Shared Key* [N
Priority * I Priority(0-4) I
MPSK Configuration
Key Format I ASCII v J 9
Enable MPSK
Password Type I Unencrypted v }
Priority Y Key Format Y Password Type YT
\

https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc _cg 17 2/multi_preshared key.pdf

cisco Li%o/‘/
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© Identity PSK without RADIUS
Devices are assigned a group policy based on its passphras-

Identity PSK without RADIUS SV

Name Pre-Shared Key a
o ipsks e - @ 4
6\ ] (175 TR pe— @ shxlent
| PSK= PY9CKst ASaNl 0 o [— . .
(&) ------
— \\
O ipsk3 | e . (e
m] (1307 SR pes—

>

\

- student

- Meraki
PSK= Kighmo9M g Sl
-7 PSK WLAN
e PSK= PY9CK5tL
PSK=zD23501M PSK= uTx60Dm1
PSK= Ktghmo9M
PSK= zD23501M
N / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_Authentication_without RADIUS
Cisco (A4
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User Defined Network

~

UDN = 25546 [l =
Splash access On-premises API
Self Service Portal components
WLAN/ iPSK © UDN=30074
UDN = 25546 “

\ CAPWAP T
(JoEEN - -

RADIUS
CoA

Identity provider
SAML 2.0 based
SSO gateway or
Azure AD

Splash access
Self Service Portal

e
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Wi-Fi Personal Network &

—
-~

0
— splash
f=——— access.

=

e Self Service Portal \

Identity Provider (AD, LDAP, etc.)

Meraki Dashboard

A
MR Access Point
Student Joe
Student-1 Student-2
1 B g
- s H
o .- - i
B

w / https://documentation.meraki.com/MR/Encryption_and_Authentication/Wi-Fi_Personal_Network_(WPN)
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Simultaneous Authentication of Equals CERTIFED
WPA3

- Based on the Dragonfly Key Exchange
- Balanced Password Authenticated Key Exchange
- Security of SAE not tied to the complexity of the shared secret
- SAE exchanges results in a 32-byte PMK
- Protects against offline dictionary attacks
- Forward secrecy protects traffic if the password is compromised in future
- Supports Protected Management Frames

- WPA3-SAE Transition Mode supports both WPA2-PSK and WPA3-SAE
on the same SSID
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=

Dragonblood ’F

. Backwards Compatibility Attack - Denial of Services Attacks
. Clients can be tricked into .- APs should implement
connecting to a Rogue WPA?2 anti-exhaustion mechanisms
Personal only network . APs should implement detection
. The attacker uses the partial mechanism and blacklist
WPA2 handshake for offline misbehaving clients

attacks

. Certain devices, even when
connected to WPA3 Personal
only networks, could be tricked
into using WPA2

W / Dragonblood: Analysing WPA3's Dragonfly Handshake
Cisco (4
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https://wpa3.mathyvanhoef.com/#details

Dragonblood

- Timing-Based Side-Channel
Attacks

- The time it takes an AP to
respond to commit frames may
leak information about the
password

82=)<3—|—a)<+b

cisco L{Vp/_/

P

Edit WLAN x

General Security Advanced Add To Policy Tags
Layer2 Layer3 AAA
WPA + WPA2 WPA2 + WPA3 O WPA3 Static WEP None
MAC Filtering Authorization List* ipsk v |®
Lobby Admin Access l:l
WPA Parameters Fast Transition
WPA D WPA2 D Status Disabled v
Policy Policy
GTK WPA3 Over the DS O
Randomize Policy
Transition Reassociation Timeout * 20
Disable
WPA2/WPA3 Encryption Auth Key Mgmt
AES(CCMP128) ; CCMP256 g SAE FT + SAE O
GCMP128 GCMP256 OWE 0 FT+8021x L)
802.1x- O
Protected Management Frame SHA256
Anti Clogging Threshold* 1500
PMF Required v
Max Retries* 5
Association Comeback Timer* 1 ‘
Retransmit Timeout* 400
SA Query Time* 200 ‘
PSK Format Both H2E and HnP
psk T Hash to Element
ype Only
Pre-Shared Key* Hunting and
Pecking Only
SAE Password Elemen Hash to Element O.x
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Wi-Fi Certified Enhanced Open @

WPA3
- Opportunistic Wireless Encryption (OWE)
- Replaces 802.11 “open” authentication support

- Client and AP perform an unauthenticated Diffie-Hellman
Key Exchange to establish a PMK

- Four-Way Handshake used as normal
- Supports Protected Management Frames

- Diffie-Hellman is susceptible to MitM attacks

- Would allow the attacker same visibility as on
an Open network
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Decoupling Access and Identity

Access and Ildentity

' Lt/ / iscoL
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Decoupling Access and ldentity

OpenRoaming

‘OpenRoaming, using enterprise-level
security protocols, will allow your device
1o automatically connect to the Wi-Fi
network throughout Cisco Live, providing
you with a more secure and seamless
'Wi-Fi experience at the avent.

|dentity

To connect, navigate to the
OpenRoaming section in the menu.

For more information and to see our

terms of service, please go to
‘www.cisco.com/go/openroaming.
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ci WIRELESS

BROADBAND ALLIANCE

OpenRoaming

> | ©orenRoamine ) <

CcoOTE 0 B 5=
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DU Sttt N T e e
VV|_F| 6E SeCurlty CERTIFIED

General Security Advanced Add To Policy Tags

Profile Name* enterprise ‘ Radio Policy @)

SSID* enterprise ‘ Show slot configuration
) 6 GHz

WLAN D" 5 Status

&7 WPA3 Enabled
Status envaster ([ © Dot11ax Enabled

—~ WPA3 and OWE are .
pd . . Status -ENABLED
mandatory for Wi-Fi 6E

2.4 GHz
Status ENABLED -

802.11b/g 802.11b/g v
Policy

g WPA?2 and Open are not
supported on 6GHz
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VV|_F| 6E SeCU nty CERTIFIED

General Security Advanced Add To Policy Tags

Profile Name* enterprise ‘ Radio Policy @)

SSID* enterprise ‘ Show slot configuration
General Security Advanced Add To Policy Tags

WL

Layer2 Layer3 AAA

Ste
O WPA + WPA2 O WPA3 O Static WEP O None
=~ WPA3 and OWE are Bre
- MAC Filtering (@]

mandatory for Wi-Fi 6E

Lobby Admin Access (@]

WPA Parameters Fast Transition
WPA Policy O WPA2 Policy Status Adaptive Ena... v
GTK 0 WPA3 Policy

g WPA2 and Open are not Randomize Eﬁgg;‘lgm m] Over the DS ()
supported on 6GHz

Reassociation Timeout * 20

WPA2/WPA3 Encryption

J
AES(CCMP128) g CCMP256 g Auth Key Mgmt
GCMP128 GCMP256
802.1X PSK 0
CCKM A O SAE 8)
Protected Management Frame
FT + SAE O OWE 0
[ PME [ optona = ] Frego2ax O frepsk O
802.1X- psk-sHa2s6 O

SHA256
W / Association Comeback Timer* ‘ 1
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AT

Wi-Fi 6E Security @

None
. Client device profiles must wep
select WPA2 or WPA3 o Findand e

- Enterther  \wpA3 personal

- And only one profile for a given 7 mmm
SSlD IS permltted Network Name cynamic WEP

WPA/WPAZ2 Enterprise
Security v WPA2 Enterprise

Usernantl WPA3 Enterprise

Password:

Show password
Remember this network

? Show Networks Cancel
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Network Access Security Spectrum

r

Open

Convenient (experience+support)

MAB

WPA/2/3
mPSK

iPSK

Zero-ish Factors

802.1X +
Password

Single Factor

802.1X
+ Cert

Idle / Session
Timeout
A Roaming
802.1X Fibernation
Machine
+ User 802.1X

+ MFA " security
Multi-Factor: @+@ Key?

Security (entity authentication based on factors of knowledge, possession, or being)'

cisco L{V&/

#Ciscolive

BRKEWN-3004
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Rogue Detection and
Advanced WIPS
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Rogue Detection and Advanced WIP

= Cisco DNA Center Assurance ds | Rogue and aWIPS aeodld
Overview Allowed List Rules aWIPS Profile
. . High Threat Summary
. Centralized wireless threat
Active High Threats (135) High Threats Over Time

management },
Rogue detection e
Rogue location and mitigation

Monitor and classify threats

Event correlation et

Thraat Level = MAG Addrass Troe © Cliants  Containment Status
Threat Type

Security compliance reporting e B e [ T

T

Beacan Wrong Channel

High 9A:18:98:C0:46:36 Rogue on Meraki 22 Qpen
Beacon DS Attack
AP Impersonation

High A4530ETDGE0 Honeypol f Damo o Open
Rogue on wire oaming
Honeypot

High Ad:53:0E7D:38:80 Haneypot v spacesDema o Open
Interferar

High A4530ETD:4ZAQ Haneypot  Allowed List spacesDemo 2 Open

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-3/quick-start-guide/b_rogue_management gsg 2 3 3.html

cisco M . #CiscoLive BRKEWN-3004 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-3/quick-start-guide/b_rogue_management_qsg_2_3_3.html

Rogue Detection and Advanced WIPS

= Cisco DNA Center Assurance | Dashboards / Rogue and aWIPS Qoo
Overview  AllowedList ~ Rules  aWIPS Profile
Threat 360: Mac A4:53:0E:7D:42:A0
. . High Threat Summary
. Centralized wireless threat
Active High Threats (135) Threat Level Threat Type Vendor Status Containment S... (0 Last Reported
m a n a g e m e nt By threat type All High Honeypot Cisco Systems, Inc Active Open Jun 1, 2022 02:06 pm
, \ /Buliiding 14/Floor Full Seree
.
135
.
High Threat
. o .
e o]
- ROgue Iocation and mitigation s
- me e \| -
@ site ) Rprofile (112 ©® Roguw on wire (12) © - - e )
: . 5 & +©
R, oen | dan{ BICA-THE-APS 75 10T AP (
. o
®
Threats (176)
.
- Event correlation e
Detections (18) Clients (0)
Threat Lovel = MAC Address Tyoe ©
. . . Q  Search Table
High A4:53:0€:70:09:80 Rogue on wire
. urity | |
High TR e Rogueon'wire Detecting AP Detecting AP Site Adhoc = Rogue SSID RSS! (dBm) Channels  Radio Type (Band) State H
Global/San
SJCTA-TME-APS Jose/Building No IDNASpacesDemo  -50 n ffi(;:‘;’)’g’"’“’ inactive  SnL
High A4:53:06:7D:16:60 Honeypot 14/Floor
Global/San
DNA Spaces 802.11b/g/n/ax Jun 1
Traffic_Assurance_01 Jose/Building No Sensors LAN -70 n (2.4GHz) Inactive 02:06
High A4:53:0E:7D:38:80 Honeypat 14/FidorT
Global/San
SICI4-TME-AP4 Jose/Building No IDNASpacesDemo  -71 60 f;éﬁ'l:“/"/"m“ Active ;;"0',
2
High A4SI0EID:42A0  Honeypot 14/Flaoe]

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-3/quick-start-guide/b_rogue_management gsg 2 3 3.html
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Rogue Detection and Advanced WIP

= Cisco DNA Center Assurance | D ds | Rogue and aWIPS aeodld
Overview Allowed List Rules aWIPS Profile
. . High Threat Summary
. Centralized wireless threat
Active High Threats (135) High Threats Over Time

management },
Rogue detection e
Rogue location and mitigation

Monitor and classify threats

Event correlation et

Thraat Level = MAG Addrass Troe © Cliants  Containment Status
Threat Type

Secu rity compliance reportin g R R N

Anack

E ‘_______———____———_—_-\

High 9A:18:98:C0:46:36 Rogue on Meraki 22 Qpen
RTS Virtual Carrior Sanse
Attack
Malfarmed Authemtication s Dem
High A4530E7D:16:60 Honeypot peme 0 Open
oaming
Invalid MAC OUI Frame
Authentication Failure  Auth
High A4SI0ETDABE0  HONGYBOL gy ipacesDema o Open
Mo sociat
Reque:
High A4530ETD:4ZAQ Haneypot _ Alrdrop Session e ink spacesDemo 2 Open

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-3/quick-start-guide/b_rogue_management gsg 2 3 3.html
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Rogue Detection and Advanced WIPS

Overview  Threats  AllowedList  Rules  aWIPS Profile
Site: Globa Mug 7. 2022 8:26 B0 - May 8. 2022 826 8 D Last 24 ctions
L] =
TOTAL ROGUE THREATS TOTAL AWIPS THREATS TOTAL UNIQUE ROGUE CLIENTS ROGUES CONTAINED
197 79 5 7

High Threats Summary

. Forensic capture

Active High Threats (99) By Threat Type -
Al

P Impersonation High Predefined Active

- L] - - ’ i Association Flood High Predefined Active
. Client exclusion pOlICleS
99 Fuzzed Beacon High Predefined Active
i Authentic - ad Probe Request High Predefined Active
High Theeat s
*™*" Beacon 0
. . . . Fuzzed Probe Response High Predefined Active
Configuration = > Security= > Wireless Protection Policies " o
Beacan F| o neypot High Predefined Active
Rogue Policies Rogue AP Rules Client Exclusion Policies s
Beacon ¥ | orfarer Potential Predefined Active
k- aWIPS and Forensic Capture Enablement B Save © Reset
| Block Ach | alid MAG OUI Frame High Predefined Active
. sic Captures (11) aWIPS is supported for Catalyst 9800 Controllers and eCA devices.
elect all events
aWIPS can be enabled/ disabled on WLC physically managed site location Broadcas . . .
Malformed A: tion Request High Predefined Act
Note: 3WIPS is not applicable for Remote TeleWorker sites alformed Association Heques " redeine e
) B CTS Flool ) ) ) )
Excessive 802.11 Association Failures ® Enable aWIPS Malformed Authentication High Predefined Active
t oS Virty ) .
i i - Neighbar Informational Predefined Active
Excessive 802.1X Authentication Failures  Enable Forensic Capture () £l
Excessive 802.1X Authentication Timeout Alarm 1D Capture Filename Last Updated ~ f Deauthen . pe Respanse Flood High Predefined Active
1P Theft or IP Reuse 226034 AOFBA97ECOB6_B0211_1622535114913083 peap Jun 7, 2022 06:38 am Deauthen oo o1t Flood High Predefined Active
Disassaci " - . "
Excessive Web Authentication Failures 226035 AOFB497EC066_B0211_1622535145905580.pcap Jun 7, 2022 06:38 am Re-Association Request Flood High Predefined Active
Disassoci Wi High Predefined A
. 226036 AOFBA497ECO66_B0211_1622535176916025.pcap Jun 7, 2022 06:38 am ogue on Wire igl redefine ctive
EAPOL Lc
RTS Flood High Predefined A
PLS06-AP3800-01 226037 AOFBA97ECO66_80211_1622535238913731.peap Jun 7, 2022 06:38 am 'S Floos "9 reaetne clive
RTS Virtual Carrier Sense Attack High Predefined Active
PLS06-AP3800-01 226038 AQF8497EC066_80211_1622535424906239. pcap Jun 7, 2022 06:38 am
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Rogue and WIPS Reporting and APIs

= Cisco DNA Center

Generated Reports Report Templates

Al
Al Endpaint Analytics

Access Point

Client

Compliance

Configuration Archive

EoX

Executive Summary

Group Communication Summary
Group Pair Communication Analytics
Inventory

Licensing

Netwark Devices

Rogue and aWIPS

SWIM
Security Advisories

Telemetry

c1sco 'p//

= Cisco DNA Center

APIs Integration Flows

Q, search

Authentication

Cisco DNA Center System

Connectivity

Ecosystem Integrations

Event Management
Know Your Network
Applications
Glients
Compliance
Devices
Issues
Security Advisories
Sensors
Sites
Tapology
Users
Operational Tasks
Palicy
Site Management

System Settings

Platform / Developer Toolkit

Description

Intent API to fetch all the allowed mac

addrasses in the system

The Threat Summary for the Rogues
and aWIPS

Intent API to fetch all threat types
defined.

Intent AP to fetch the count of

allowed mac addresses in the system

Intent API to remove the threat mac
address from allowed list

The details count for the Rogue and
sWIPS threats

Intent API to add the threat mac
address to allowed list

Intent API to fetch all threat levels.
defined.

The details for the Rogue and aWIPS
threats

Qe o

Q Search API

#security/threats/rogue/allowed-list

/security/threats/summary

Isecurity/threats/type

{security/threatsirogue/aliowed-list/count

/security/threats/rogue/allowed-list/${macAddress}

fsecurity/threats/datails/count

{security/threats/rogue/allowed-list

/security/threats/level

Isecurity/threats/details

Actions
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Access Point Scanning Options

Off-Channel
Scanning

« All channels
scanned every 180s
within a 3m period

e Dwell time is 50ms

« Channel change is
10 ms

AP is off-channel
for 60mMs

cisco L{V&/

» Continuous cycle
1200ms dwell
across all channels

» Supports Rogue

RRM & CleanAir,
and Fast Locate

Detection & WIPS,

il

HCiscolLive  BRKEWN-3004

» Catalyst 9136
» Catalyst 9130
» Catalyst 9120

» Catalyst 9166
« Catalyst 9164
» Catalyst 9162
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CleanAir Spectrum Intelligence T

Configuration ~ > Radio Configurations~ > CleanAir \/
| nte rfe rers 5GHzBand 2.4 GHz Band
Layer 1 Denial of Service Attack == Teiiermen

Enable CleanAir E]

Rogue AP Detection

| n Ve rte d Report Interferers L_Tj
. Available Interference Types Interference Types to detect
Invalid Channel

WiFi Inverted TDD Transmitter

WiFi Invalid Channel 2
Continuous Transmitter
6GHz Support < |peoTa s

Rogue Detection and WIPS

G GHECHanRelS T vzo0ms wirelessLAN

PROFESSIONALS
ST 5550 + 5 x h. Number Wavelength 5.1cm - 20" to 4.2cm - 1.6

/J

Low Power Indoor |§  5dBm/MHz - Net EIRP 18dBM 13 13 g 8
Radio Band I.Nl-l UNI& UNIL7 UNIL8
of Cowwieq ™ 8 E E 2 4§ § 5 B 2 B % E E o8 B S5 Bz § B & E % %8t Eo:zogoygosofozyoys o:zoeogoE iy B g8 LEEoZEO§EEE,
w  20MH: |I|E| 0 U1 B 3 = ] ) ] o 2] ] ) i) i) ) oo s e e
29 40 MHz 3 H 1 || 19 H 27 |[ 3 || a [ = H s | e [ |[ = || o [ % || w7 | us || 23 [ [ [ H 155 [ tea [ [ e [ e [ 1ws [ 28 [ =n [ = [ =z | 29
14 80 MHz 7 135 167 183 199 215 1
7 [ 160MHe ____—__-_ ’
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Rogue Access Points

* A Rog u e AP IS a ny AP Wh I C h IS General Client CAPWAP AP Management Security ICap QoS

not part of our infrastructure
- Most of them will be legitimate E
. Some Of them may be ma||C|OUS Rogue Detection Transient Interval (seconds) |o

Rogue Detection Report Interval (seconds) | 10
Rogue Containment Automatic Rate Selection D
Auto Containment on FlexConnect Standalone D
awiIPs

aWIPS Enable
Forensic Enable D

" Apply to Device
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Rogue Access Points

- A Rogue AP is any AP which is
not part of our infrastructure

. Most of them will be legitimate
. Some of them may be malicious

. Correctly differentiating between
the two is critical

. Detecting APs on the wired
network is hard

- Wired 802.1x matters

cisco L{Vp/_/

Add AP Join Profile x

Security ICap QoS

General

Client CAPWAP AP

Rogues

Rogue Detection

Rogue Detection Minimum RSSI

Rogue Detection Transient Interval (seconds)

Configuration = > Security= > Wireless Protection Policies

R Rogue Policies Rogue AP Rules Client Exclusion Policies

Management

General Auto Contain
A
Rogue Detection Security Level Custom Auto Containment Level 1
L Expiration timeout for Rogue APs (seconds)* 1200 Auto Containment only for Monitor Mode APs D
o Validate Rogue Clients against AAA O O
Validate Rogue APs against AAA O Valid client on Rogue AP O
A Rogue Polling Interval (seconds) 3600 Adhoc Rogue AP O
Dstact and Repart Adhos Networks ey oD
E Rogue Detection Client Number Threshold” o Global MEP State O
el Rogue Init Timer {seconds)* 180 AP Imparsangtion Detaction O
T — 0O MFP Key Refresh Interval {hours)* 24
AP Authentication Alarm Threshold® 1
Syslog Notification O
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Rogue Clients

- A Rogue Client is any client
which is connected to a
Rogue AP

- What we care about are our
clients which have connected to
the Rogue AP

- But this is not necessarily a risk

cisco L{Vp/_/

B,

. Clients may create ad-hoc
wireless networks

. This can be a risk if they have
bridged to the wired network

uuuuuu
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Cisco DNA Center Threat Levels

High
- Rogue Types

Informational Potential . Honeypot

« RSSI <= -75 dBm and not on wire « RSSI >-75 dBm and not on wire - Impersonation AP
- Rogue Type: Neighbor - Rogue Type: Interferer - Rogue on wire
- Beacon DS attack
- All WIPS threats
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Edit Rogue AP Rule

Rogue AP Rules

Rule Type Malicious
Friendly

Match Operation Unclassified
Custom

- Create Rogue Rules to classify | e

Add

rogues as Malicious or Friendly

based on specific criteria —
- SSID name S

- RSSI value | o
- Encryption condition

State Contain

. Minimum rogue client count o
Enable Rule O
. Rules can also define actions [N
. Alert :ﬁ:‘(‘;?:m

. Contain

substring-ssid
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Rogue Notification Triggers ‘<‘\/y_

- The Catalyst 9800 has
aggressive rogue notification
thresholds by default

- In environments with a large
number of Rogues, this may
result in excessive notifications
sent to the receiver

C9800 (config) #wireless wps rogue
C9800 (config) #wireless wps rogue

cwco[&k@/

. In these scenarios, increase
the Rogue AP and Client RSSI
notification threshold

. The default value is O

. Recommendation to increase to 5
or higher

ap notify-rssi-deviation 5
clients notify-rssi-deviation 5
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Rogue AP Containment

= Cisco DNA Ce Ass Qoo b
Overview  Alowedlist  Rules  aWPS Profile R
Threat 360: Mac A4:53:0E:7C:99:E0
. ,? High Threat
- HOW dO we contaln Rogue S
= Actions
Threat Level Threat Type Vendor Status 5.0
. . i Haousmet Cisco Systams, Active Oven [L_ster Comsinment |
. Containment is a spoofed 802.11 s e —
.
Add to Allowed list
. . t. / t t . t. tion: Giobal/San Jose/Building 14/Fioor!
disassociation/deauthentication —— .
shoratut s o (@ W-Ca850-48RTME Swich
request attac Kk Q s e + = B oo
Threst Lovel = MAC Address Type e BEL EREENRE. S TANEELE )
e -
oo aefie areoemn
High ALSIOETDISE0  Honeypot TR w5l SacreTue A7
ST e e SIC1TME AR T s e e APA
High ALSIOETDIEE0  Honeypot
High A4:53:0€:7C:CC:00 Honaypot Detections (28)  Clients (4)
Q  Search Table
High AUSIOETDSB20  Honeypot
Export
Detecting AP Ootecting AP Ste Adnoc = Rogue SSID RSSI(cBm)  Channcls  RadioType (Band)  Swate '
Wigh AHSIOETCA680  Honeypot
Global/San
i 2 '
SIC14-TME-APS Jose/Building No DHAS Deimo 7 n 802.11b/gnfax inactive 2"
OpenRoaming (2.46Hz) 01:2
14/Floort
Wigh A4SIOETCOIED  Honeypot
Global/San
y IDNA Spaces " 802.11a/n/aclax Jun
SUCTA-TME-APS Jose/Building No o 7 a bl e )
14/Floort
174 Recore:
Global/San
' 7 '
SUC14-TME-AP4 Jose/Building No IDNASpacesDemo 72 m oo afnfachx sl
14/Fioor! (k) e

c1sco 'p/_/
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Rogue AP Containment

= Cisco DNA Center Assurance | Dashbhoards | Rogue and aWIPS aoeob

. How do we contain Rogue APs?

. Containment is a spoofed 802.11
disassociation/deauthentication N

Warning

request attack
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Rogue AP Containment

= Cisco DNA Center Assurance | Dashbhoards | Rogue and aWIPS aoeob

. How do we contain Rogue APs?

. Containment is a spoofed 802.11
disassociation/deauthentication A
request attack

- How does WPAS affect Rogue AP
containment?

- 802.11Tw will change how we can
mitigate Rogue AP related threats

- The ability to physically locate rogues
will be key

Threat 360: Mac C6:9E:38:75:52:D8

-ation: Global/San Jose/Building 14/Floor1 Full Screen

< (@ ws-C3850-48PTME_Switcn
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Rogue Containment with WPA3

Wi G)

CERTIFIED

v(_ 802.11w Protected =

¥ . .
o e v s
0 ‘e 0 *
* * * *
* S ** *
* . S -
* % - -

* * * *
0 ® o* .
» ., o* .
\J o * ¥
. L4 . .

. * * *
‘e ‘e * *
*
v, * S
. .
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L AR, N

Rogue AP Auto Containment

Configuration* » Security~ > Wireless Protection Policies

Rogue Policies Rogue AP Rules Client Exclusion Policies
. .
- While we can Conflgure the (Ao Goman ]
Rogue Detection Security Level Custom v Auto Containment Level 1

network to automatically contain -
detect Rogue APs, consider your — 5

Validate Rogue APs against AAA uJ

environment and how to ensure =

Detect and Report Adhoc Networks & MERSConBgration

that only malicious Rogues are S 0
being contained i

Rogue Init Timer (seconds)*

- MFP Key Refresh Interval (hours)* 24
AP Authentication U
AP Authentication Alarm Threshold* 1
Syslog Notification a
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Enabling Location Services

Cisco DNA Center Cisco Spaces

Cisco Spaces
Connector

Catalyst 9800
Wireless Controller

Catalyst 9100 Series
Access Point

cisco L{{@/

Settings | External Services

DNA Spaces/CMX Servers

Provide the credentials to enable CMX server connectivity by Cisco DNA Center and

Provide the token to active DNA Spaces
DNA Spaces  Reactivate Deactivate

Status © Activated
Tenant WirelessTMEDMZ

CMX Servers

Last updated: 6:37 PM £ Refresh T Export Q@ add
O IP Address = User Name
No data to display
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Enabling Location Services

Cisco DNA Center

Settings | External Services

DNA Spaces/CMX Servers

Provide the credentials to enable CMX server connectivity by Cisco DNA Center and
Provide the token to active DNA Spaces

DNA Spaces  Reactivate Deactivate

Status © Activated
Tenant WirelessTMEDMZ

CMX Servers

O IP Address = User Name

Catalyst 9800
Wireless Controller

No data to display

Last updated:

Add CMX Server

IP Address*

User Name*

Password*

SSH User Name*

SSH Password®

Cancel

Catalyst 9100 Series
Access Point

cisco M./ HCiscolLive  BRKEWN-3004
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= Cisco DNA Center

Og ue O e Ouerview  Mlowedlst  Rues  aWPSPORe | Threat 360: Mac 6A:3A:0E:53:A6:E9 -

o)
(S]
G
o

Actions
High Threat Summary ®
Threat Level Threat Type Vendor Status Containment S... () Last Reported
" High Rogue on wire UNKNOWN Active Open Jun 5, 2022 03:23 pm
Active High Threats (14)
By threat type All
Full Screon

8PTME_Switch

- Matching Algorithms = B
- MAC Address £3/%x2/=%1 A ‘@
- Vendor matching algorithms ~ETEh

SUCTAF1 -WTME-COR-48UXM cisco com

High Threat

Threats (134)
Switch Port Detail (1)]  Detections (9)  Ciients {19)

Q  Search Table
Q  Search Table

Threat Level ©  MAC Address Type (7
Export
b oo Réaus on Wik Host Mac Device Name ~ Device P Interface Nome Last Updated i
ro: WS-C3850-48PTME _Switch 172.20.226.156 GigabitEthemets/0/47 Jun 5, 2022 09:40 am
High SAIAOESIAGES  Rogue on wire
High Rogue on wire

70:09:80 Rogue on wire

High A4:530E

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 94
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n 2y
g OQuerew  Alowedlist  Rues  aWIPSProfie | Tpreat 360: Mac 6A:3A:0E:53:A6:E9 X

High Threat Summary
Threat Level Threat Type Vendor Status Containment S... Last Reported

High Rogue an wire UNKNOWN Active Open Jun 5, 2022 03:23 pm
Active High Threats (14)

- Matching Algorithms
77N —

- MAC Address =3/£2/%£1 i @ [l [

High Threat

- Vendor matching algorithms FTTTT T | Y El
® Rogue 5 @ Honaypot (1 i .@% ——
- Rogue AP in Bridge Mode

Switch Port Detail (1) Detections (9) Clients (19)
Q  Search Table

- Locate the Rogue AP via the

Expont

70:F3:5A:7B:FD:F 1 BA:3A0E:53AB:E9 6A:3A0E:SIABES 10.70.0.100 Jun S, 2022 03:23 pm
High GABNOEEIAGED Rogue on wire

70:F3:5A:7B:FD:31 6A:3A0E:53:A6ED 6A:3A0ESIAGES 10.70.0.90 Jun 5, 2022 03:23 pm

70F35ATBFC:11 6A:3A:0E:53:A6:E9 6A:3A:0E:5TAGES 10.70.0.99 Jun 5, 2022 03:14 pm
High A:18:98:00:46:3¢ Rogue on wire

70:F3:5ATBFAT 6A:IA0E:S3:AGED 6A:3A:0E:53:A6:E9 10.70.0.80 Jun 5, 2022 03:23 pm

70:F3:5A:7B:F9:71 6A:3A:0E:S3:A6:EQ 6A:3A:0E:S3AG:ED 10.70.0.108 Jun 5, 2022 03:23 pm
High A4:53:0F:70:09:80 Rogue on wire
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S .

™% | Threat 360: Mac 6A:3A:0E:53:A6:E9

- Matching Algorithms
- MAC Address £=3/%+2/%+1
- Vendor matching algorithms

- Rogue AP in Bridge Mode

. Locate the Rogue AP via the
Rogue Client MAC address S

Location: Global/San Jose/Building 14/Floor!

14

High Threat
& et

i@

ats
By threat type Top 10 Al
® Rogue on wir

Threats (134)

Intertace Name Last Updated

70:F3:5A:7B:9F:71 WS-C2850-48PTME_Switch 172.20.224.156 GigabitEthernetS/0/47
and Gateway MAC Address B e e

cisco L{Vp/_/
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Securing AP Switch Port Access &

|dentity Services Engine

— —
_—

802.1x
e Authentication 9 Add AP Join Profile x
(EAP-FAST) General  Client ~ CAPWAP AP Management  Secuity  ICap QoS
Device User Credentials CDP Interface
Dot1x Credentials
Dot1x Username Enter dot1x Usernamg
Dot1x Password | Enter Dot1x Password
I? How do we bootstrap configure the AP? Dot1x Password Type [ clear <)
. * Pre-Provision before deploying the
APs
* Enable 802.1x after bringing up the

wireless network

97
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Securing AP to Controller Communication K(/

cisco Li//p/_/

AP Join Request

DTLS Exchange

CAPWAP Control
UDP 5246

CAPWAP Data
UDP 5247

N¢®

Wireless LAN Controller

- CAPWAP Control encrypted by default

> - CAPWAP Data encapsulated but not
encrypted by default

Edit AP Join Profile

General Client CAPWAP AP Management Rogue AP
High Availability Advanced
Enable VLAN Tagging L
I Enable Data Encryption ¥4 I
Enable Jumbo MTU
Link Latency | Disable - ‘
Preferred Mode | Disable v ‘
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SecurePort

3 =

MR requests MS authorizes

MR connected certificate from port based on
to MS Cisco PKI configured profile

MS permits MR authenticates
Meraki dashboard with acquired
connection for certificate
MR

W / SecurePort
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https://documentation.meraki.com/MS/Access_Control/SecurePort_(formerly_known_as_SecureConnect)

Air Marshal

- Rogue AP Detection
+ Wired Rogue

+ WIDS/WIPS
« Spoofed Management Frames
- Malicious Broadcasts / DoS -~
+ Packet Floods l l
A
-
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MSE WIPS End of Life

WIPS service on MSE is declared as EoL from 11th May 2022 onwards.
* MSE platform had already been declared EoL in Nov 2018.

* MSE 8.x had already been declared EoL Aug 2018.

» All the PIDs corresponding to WIPS license would be EoL.

» The EoL is applicable to all the MSE 7.x and 8.x releases

End of Sale (Last Ship PR RN
date, End of Service ’ \\
attachments) '/Last date of Suppor{
\ /
External EoL End of Se__-"
Announcement Software
maintenance
Releases
Next Steps

* NextGen aWIPS solution is available with DNA Center and WLC 9800 with DNA-A license.
* No separate local mode or monitor mode licenses are required for APs.
» High touch escalation support based on customer needs is available.

cisco L{V&/

HCiscolLive  BRKEWN-3004

T

AIR-LM-WIPS-*

Cisco Enhanced Local Mode wIPS
License

AIR-WIPS-*

Cisco wIPS License

C1-MSE-WIPS-*

Cisco ONE Mobility Sves

Wireless IPS Lic For Enhanced

- - %
LR Local Mode AP- E Delivery
Wireless IPS Lic For Monitor Mode
— - _%*
Lhsit=s AP- E Delivery
L-WIPS-* WIPS Monitor Mode and Enhanced
Local Mode licenses
MSE-WIPS-* MSE WIPS Tracker Term
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AT

Cisco DNA Center Security Advisories <

access customized security advisories based on your device configuration, powered by

SCAN C

5 0o o =T

Critical ~ High  Medium Software Version Custom  Advanced

Devices dvisories

Scan Criteria Devices (64)
es )
Scan Status !
i
Device Family (5)

Image Version (16) ] Device Name

Sites (48)

IP Address Advisories = Platform

Image Versian

172.20.224.132 C1111-8P

Advisory Impact
172.20.224 C9300

-48UXM

172.20.224
172.20.226.2 C9800

172.20.224

cisco &-/ HCiscolLive  BRKEWN-3004

17.9.20220411:075¢

17.7.20210815:031°
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AT

Cisco DNA Center Security Advisories <>

= Cisco

to access customized security advisories

39 5

Critical ~ High Medium Software Version

Devices Advisories

Scan Criteria Devices (64)
Scan Status

Device Family (5)

Image Version (16] ] Device Name

Sites (48)

Advisory Impact

cisco '&/

SJC14F1-WTME-C9K-48UXM.cisco.com (172.20.224.109)

Reachable Uptime: 25 days 7 hrs 10 mins

Detalls ~ Advisories  Configuration

Advisories (69) =

(] Advisory ID Advisory Title CVSS Score = Impact

Cisco 10S XE Software
NETCONF and
RESTCONF
Authentication Bypass

Vulnerability

¢ ® High
Products: June 2020

10 for 105 XE
& Privilege
calation

Vulnerability

HCiscolLive  BRKEWN-3004 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AT

Cisco DNA Center Security Advisories <

CIsco

.&/

Products Support & Leam Partners Events & Videos

Home  Gisco Security / Security Advisories

{3 Cisco Securty advisory

Cisco 10S XE Software NETCONF and RESTCONF Authentication Bypass

Vulnerability

Advisory I0: cisco-sa-asa-Yxd7ZTBQ CVE-2021-1619
First Published: 2021 Seprember 22 16:00 GMT  CWE-824
Version 1.0:

Workarounds:

Cisco Bug IDs:

CVSS Scare:

Summary

A vulnerability in the authentication, authorization, and accounting (AAA) function of Cisco 10S XE
Software could allow an unauthenticated, remote attacker to bypass NETCONF or RESTCONF
authentication and do either of the fallowing:

« Install, manipulate, or delete the configuration of an affected device
« Cause memory corruption that results in a denial of service (DoS) on an affected device

This vulnerability is due to an uninitialized variable. An attacker could exploit this vulnerability by

sending a series of NETCONF or RESTCONF requests to an affected device. A successful exploit

could allow the attacker to use NETCONF or RESTCONF to install, manipulate, or delete the
uration of a network device or to corrupt memory on the device, resulting a DoS.

Cisco has sed software updates that address this vulnerability. There are workarounds that
address this vulnerability

Cisco Security
Vulnerability Policy

To learn about Cisco security
vulnerability d

Subscribe to Cisco
Security Notifications

Related to This Advisory

HCiscolLive  BRKEWN-3004 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AT

Cisco DNA Center Security Advisories <

Affected Products

Vulnerable Products
affects Cisco I0S XE Software if it is running in autonomous or controller mode 2 star
D-WAN Software. For either to be affected, all of the following must be i

Leave additional
AAA
NETCONF, RESTCONF, or both
enable password without enable secret

For information about which Cisco softwar £ vulnerable, see the Fixi

section of this sory.

Note: The standalone Cisco I0S XE SD-WAN release images are separate from the universal
Cisco I0S XE Software releases. The SD-WAN feature set was first integrated ir e universal
Cisco I0S XE Softwal g OS XE Software Release 17.2.1r. t
information, see the Ir Ur d 10S XE Rel

Cisco SD-WAN

Determine the Device Configuration

To determine whether a device has a vulnerable configuration, do the following

Check AAA Configuration

To determine whether AAA authentication is configured on the device, use the show running-
config | include aaa authentication login command, as shown in the following example

Router#show running-config | include authentication login

aaa authentication login default loc oup example

Router#
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AT

Cisco DNA Center Security Advisories <

irity advisories §

SJC14F1-WTME-C9K-48UXM.cisco.com (172.20.224.109)

Reachable e: 25 day

- T =
2 39 5

Critical  High  Medium Software Version
Advisories Configuration

Devices
Command Runner

Welcome to Cisco DNA Center command runner.
Scan Criteria You can access this window from anywhere using the key combination Q+T.
You can access recently viewed devices using the key combination Q+D.

Scan Status

Device Family (5) Note: You can enter "man" anytime to get the list of currently supported commands an

d shortcuts.

Image Version (16) () Device Name 4P1-WIME-C9K-48U

.cisco.com> show running-config | include aaa authentication 1
oginfl

Sites (48)

Advisory Impact

cisco /4, @_/
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AT

Cisco DNA Center Security Advisories <

hab

Critical v Medium Software Version
Details Advisories Configuration

Devices
Command Runner

to Cisco DNA Center command runner.

Scan Criteria . You can access this window from anywhere using the key combination Q+T.
You can access recently viewed devices using the key combination Q+D.
Scan Status

Note: You can enter "man" anytime to get the list of currently supported commands an

evice Family (5
Device Family (5) d shortcuts

Image V 0 (16) Device Name SJIC14F1-¥ COK-48 cisco.com> show running-config | include aaa authentication 1

ogin
Sites (48) ( i fetching...

Advisory Impact
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AT

Cisco DNA Center Security Advisories <

stomized

hab

Critical v Medium Software Version

Advisories  Configuration

Devices
Command Runner

to Cisco DNA Center command runner.

Scan Criteria y You can access this window from anywh using the key combination Q+T.
You can access recently viewed devices using the key combination Q+D.

Scan Status

Note: You can enter "man” anytime to get the list of currently supported commands an
Device Family (5) Y g9 ¥ supp

hortcuts
Image Version (16) Device Name SJC14F1- 3 cisc: show running-config | include aaa authentication 1
ogin
Sites (48) SJC14F1-WTH

Advisory Impact

CIsCcO &. #CiscoLive BRKEWN-3004 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 108



Cisco DNA Center Al Endpoint Analytics Y/

ML Analytics

Endpoint
Profiling

DPI—bas_ed Network Easy Onboarding CMDB
Fingerprint/ Telemetry Tools Connector
Behavior Probes
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Network as a Sensor

Secure Network Analytics Integration

Alarms by Type

Netflow

Malware detection and

Top Alsming Hosts . e 2 Teawaaums 2
Top Security Events for 10.201.3.18 Saurcs (8 Targer (1}
-]
o SacumyExe w v
= b poascn - amss EY 540000 06102 351:05 4
o , PoSean-s3 % @ 172800 0602 5105 P
e 2 21600 0612 4casan e . T
R © DNS Abuse
lobal Thout e P Ca a Tep Acpi R Alert Type Detal
le etails
- ez EClE e .
et _ Description Device has been sending unusually large DNS packsts. This alert uses the Unusual Packet Size observation and may indicate an attacker
Pl e it using the DNS protocel as a covert communications channel ta exfltrate data.
[ | MITRE Tacties
[ ] o Wik ==a
| MITRE Technigues
st v — Alent Type Priority Normal (Default) ~
[onere ) ! !
90 to slent priorities page ©
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Network as an Enforcer
Rapid Threat Containment

Host Summary

T

1

Host IP w--- Mltlga’[IOﬂ
10.201.3.149 ¢

Flows
Status:
°\o e

Last Seen:
Policies:
MAC Address:

Classify History
Active %
i Information shared

End User Devices,Desktops,Atlanta,Sales .
and Marketing ’ with other network % . Q
RFC 1918

and security products
1/9/17 10:25 AM

_ @ Q

[Host-specific Policy],Inside

Quarantine

Unquarantine ¢

Quarantine or Unquarantine infected host

Identitv Services Enaine Secure Network Analytics
Y g Management Console

cisco L{V&/

HCiscolLive  BRKEWN-3004
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Securing the Wireless Network

Secure the WPA3
Air -
TaLos =

Cisco Secure

Network Analytics SecureX

Security Ecosystem

A\
Intent-based Network

Dl S
Catalyst™ CiJM Gi
9000 DNA ISE
Center

Secure the

Devices

D)

Secure the
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L SRR, S

Trustworthy Systems W

<) . .
£ X Secure the Air Secure the Device
o
(O]
5 E DHCP Snooping Port Security WIPS @ ‘ L\’
8 % 802.11i,r,w IP Source Guard ACLs ISE Secure Network  Umbrella SDA
%) Analytics
£ €
+—
—
oo Secure | Image Counterfeit Hardware Runtime (ON) Modern | Secure Device
8 o Boot Signing Protections | Trust Anchor | Defenses | Validation Crypto Onboarding
00O
0p)
c
()]
(O]
c
5 g_ Value Chain Open Source Security Threat grodu_ct PSIRT
5 & it Registration Trainin Modelin Sl Advisories
z % ecurty S 9 9 Baseline
o >
0n 9 . .
0 | Cisco Secure Development Lifecycle |
. https://www.cisco.com/c/en/us/about/trust-center/technology-built-in-security.html
cisco Lz/&/

HCiscolLive  BRKEWN-3004 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 113


https://www.cisco.com/c/en/us/about/trust-center/technology-built-in-security.html

afran]e _ _
CcISCO The bridge to possible

Thank you



. N

Fill out your session surveys!

B NN
/- Attendees who fill out a minimum of four session
. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!
Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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Cisco Live
Challenge

Gamify your Cisco Live experience!
Get points for attending this session!

How:
. Open the Cisco Events App.
. Click on 'Cisco Live Challenge’ in the side menu.

. Click on View Your Badges at the top.

. Click the + at the bottom of the screen and scan the QR code:
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