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Very Important

“CNF means Carrier Neutral Facility”
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Who am I?

Dhrumil Prajapati
Sr. Delivery Architect

Technology and Transformation Group – CX

8+ Years @ Cisco

CCIE #28071 (R/S, SP)

CCDE #20210002

Specialized in: SD-Access, SD-WAN, MPLS, 
Multi-Domain Networks, Cloud, Automation

@DhruPrajapati
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Agenda

• Introduction

• What is CNF and why it is cost effective?

• CNF design considerations

• Actual deployment example

• Conclusion
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Enterprise have 
been moving to 
cloud but still they 
want some 
services with them.

1. 60% have been moved to 
cloud and out of these 60%, 
40% percent are considering 
multi-cloud.

2. There is a need to connect 
private cloud with enterprise 
network

3. Management and 
maintenance of an on-prem 
datacenter for some services 
requires operational cost

4. CNF is the solution. 
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What is CNF and 
why it is cost 
effective?
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On-prem Datacenter and Operational Cost

On-prem DC

Enterprise 
Campus 

and 
Branches

Public 
Cloud

MPLS

Internet SP
High Speed 

links
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CNF’s and why they are cost effective

Carrier Neutral Facilities 
(CNF)

Enterprise 
Campus 

and 
Branches

Any Public 
Cloud

Any MPLS 
Provider

Any 
Internet SP

High Speed 
links
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CNF Design 
Considerations
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CNF Overall Design

Multiple 
Clouds

Internet

MPLS

To other 
CNF’s

Cloud Edge

Internet
Edge

MPLS
Edge

Backbone

CNF
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Multiple 
Clouds

Internet

MPLS

To other 
CNF’s

Cloud Edge
MPLS Edge

Core

CNF Routing

Internet Edge

CNF

BGP and OSPF

Distribution Switch

SD-WAN Edge
(Define various transports)

Spine and Leaf

BRKNWT-2201 14



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Internet

MPLS

To other 
CNF’s

Internet Edge

MPLS Edge

Core

Cloud Edge

Multiple 
Clouds

Cloud Edge

CNF

One VRF per cloud
Multiple Clouds
eBGP
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Multiple 
Clouds

MPLS

To other 
CNF’s

Cloud Edge
MPLS Edge

Core

Internet Edge

Internet

Internet Edge

CNF

Default-Route

eBGP

BRKNWT-2201 16



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

CNF

Internet Edge

Core

To other 
CNF’s

Internet

Multiple 
Clouds

Cloud Edge

MPLS Edge

MPLS

MPLS Edge

eBGP
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MPLS

Internet Edge

Multiple 
Clouds

Internet

CNF Core

To other 
CNF’s

Cloud Edge
MPLS Edge

Core

CNF

eBGP
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Actual CNF 
Deployment example
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CNF Overall Design

Multiple 
Clouds

Internet

MPLS

To other 
CNF’s

Cloud Edge
MPLS Edge

Core

CNF

Internet Edge
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Real-world CNF 
analysis
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• Leaf and Spine topology

• Application, Servers, AAA and 
other services are connected 
to leaf.

• SVI of VLAN’s are on the 
spines

• Distribution layer for efficient 
routing between different 
edges

• Routing (OSPF and BGP)

CNF Core Network 

Leaf
Layer

Spine
Layer

Distribution
Layer

Servers

BRKNWT-2201 22



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• SD-WAN Edges are directly 
connected to distribution 
layer.

• Various Transports (Public and 
Private)

• Service side is connected to 
WAN distributions

• SD-WAN VPN’s are the key

• Routing (OSPF and BGP)

CNF SD-WAN edge 
devices 

Distribution
Layer

SD-WAN
Edges

MPLSInternet 

Transport Side

Service Side
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• Active/Standby firewall design

• Traffic to and from Cloud and 
Internet pass through firewall.

• FW’s are directly connected to 
distribution switches 

• Firewall is receiving default 
route from internet and 
advertising it towards 
distribution switches.

• Routing (OSPF and BGP)

CNF Firewall 
Considerations 

Distribution
Layer

Multiple 
Clouds

Internet 
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• Core routers are connected to 
distribution switches

• Advertising only the relevant 
route

• Firewall is receiving default 
route from internet and 
advertising it towards 
distribution switches.

• Routing (OSPF and BGP)

CNF Core Design 
(to other CNF)

Distribution
Layer

To Other 
CNF’s

Core
Routers
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• Connected over private10Gig 
links

• eBGP is running to exchange 
routes. Controlling and filtering 
routes based of BGP 
communities.

• Each CNF has its own MPLS, 
Internet and Cloud Edge

CNF Interconnection

US-CNF-1

US-CNF-2

EMEA-CNF-1 APAC-CNF-1
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Various CNF Edges 

Multiple 
Clouds

Internet

MPLS

To other 
CNF’s

Cloud Edge
MPLS Edge

Core

CNF

Internet Edge
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Fill out your session surveys!

Attendees who fill out a minimum of four session 
surveys and the overall event survey will get 
Cisco Live-branded socks (while supplies last)!
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These points help you get on the leaderboard and increase your chances of winning daily and grand prizes

Attendees will also earn 100 points in the 
Cisco Live Game for every survey completed. 
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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Gamify your Cisco Live experience!
Get points for attending this session! 

Open the Cisco Events App.

Click on 'Cisco Live Challenge’ in the side menu.

Click on View Your Badges at the top.

Click the + at the bottom of the screen and scan the QR code: 

How:

1

2

3

4
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