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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session
How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 9, 2023.
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Kenny Lei >
Cisco Systems, Inc. | Technical Market...

Technical Level

Intermediate (596)

Tracks

Networking (220)
Session Type
Breakout (453)

SHOW 2 MORE ¥

w Join the Discussion >

Enter your personal notes here

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-1138
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- Introduction/Overview - What,
Where & Why?

- Cloud Delivered FMC and
Managing FTD

- Multi-Cloud Defense

- Managing ASA and other
Platforms

- Security Analytics and
Logging

- API Integrations with AP| and
Devops

- Wrap up




Why Cisco
Defense
Orchestrator




Managing network
and application
security Is hard
Work.
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CDO Solves Problems
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CDO Solves Problems FAST

CDO is a SaaS leveraging a CI/CD Pipeline

(Continuous Integration, Continuous Delivery)
Releases/Sprints Plan
s CDO 1 Week

s cdFMC 4-6 Weeks

Build

Release/Deploy
Code

*» Customers ask...we deliver Continuous Testing

cisco L‘V&./ #CiscoLive BRKSEC-1138 © 2023 Cisco and/or i
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CDO Needs NO Inbound Access

;"E < Devices initiate connection via
‘ - Internet

«» CDO does not need inbound

\ --- connectivity

CDO @ ¢ Flexible connectivity options
1=
o s CLI and API access via CDO
T —

s SDC/SEC for ASA 10S
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CDO “Outbound Only” Connectivity

AN ;
(ol S
- s v d [
. ] EC| -
| |
N

Secure Device Connector (Lucally Hosted)
Secure Events Connector (Locally Hosted)

Cisco Defense Orchestrator

cisco M - HulscuLIve BRKSEC-1138 w zuzs uisco and/or its affiliates. All rights reserved. Cisco Public 14



B U
CDO Manages Devices Anywhere

Physical Hardware, Public or Private Cloud Virtual, FTD Instances,
ASA Contexts, and even containerized
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D U
CDO Simplifies Advanced Tooling

% Migrate FTD from On-Prem FMC to cdFMC

Migrate FTD to cdFMC

Migrate FTD to cdFMC

Migrate FTD from OnPrem FMC to cloud

Prem FMC (KD Ensure that you have onboarded your OnPrem FMC to CDO via Credentials or SecureX. Onboard an OnPrem FMC or learn more
|

g) After your OnPrem FMC has been onboarded, select it from the list.

-

|

A\
Available OnPrem FMCs (7.2+ only)

[ a

Finish
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CDO Simplifies Advanced Tooling

. . . .
« Flrewa” Mlgratlon TOOl % Tools & Services > @ Dynamic Attributes Connector
< ASA = cdFMC/FTD 0% Settings , = Secure Connectors

= Firewall Management Center
< FDM - cdFMC/FTD [ ASA Templates
Migrations
o
” PAN 9 CdFMC/FTD (@ Firewall Migration Tool
. @ Migrate FTD to cdFMC
< Fortinet > cdFMC/FTD -

cisco L‘V& ./ #CiscoLive BRKSEC-1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



CDO Simplifies Advanced Tooling

% Cisco Secure Dynamic Attributes Connector (CSDAC)

& Y

AWS (1) - =
@ Active 1 - 1

® Cloud-Delivered FMC (1)
T @ Active

GitHub (1) b
@ Active 1 7 auto

Office 365 (1)

>
@ Active auto
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CDO Simplifies Fleet Management

s Code version visibility

s Hardware/Serial number visibility
s High Availability

[Devmes [ Temp\a(es] [ Q

] Displaying 7 of 7 results

n » Berline

Al ASA  AWSVPC  AzureVNet DuoAdminPanel FTD  I0S  Integrations  Meraki ~ On-PremFMC  Umbrella Device Details v
HA Failover Last Deplay Configuration  Connectivity Socat] e
@ name # Version & Hostname Location &  State * Status & s Model ASAY (V01)
Serial BATNEHTAWTM
Berl 192.168.255.
erlin R R i SMV2023 gy @ oniine Chassis Serial  SAZNGHZAWIM
206:8443 L N Software Version 8.13(1)
ASDM Version 7181(1)
Clarksvill 1010.6.42:8 i
s arksville 9166110 R SM2023 gy @ online ContextMode  Single Context
443 M Firewall Mode  Routed
Uptime 48 Days 21 Hours @
Dayton 1010.6.44:4 Not
0 y oislaie - smjz02s O ® Onine Failover Mode Mot Configured
s 44 Synced SDC Deme-Red-AWS-50C
Dover-Branch 12181.21911 5N5/2023
o 914(215 - PVE] i, O Synced @ Online O Synced
Your device's configuration is up-to-date.
M i 10106.6:44 P - Check for Changes
0 nneapelis en2(1) - nmary - O Synced @ Online “
A 3 Active
Richmond 10.10.6.47:4 (1 Scheduled Deployments
o jommen 21501) - e 312712023 ¢ gynceq @ Oniine Py Sehedule
vasa-gb- Device Actions ~
ravpn-03-
VPN-Headend-Contracters .
O 914(3) - mgmt.dev.lo 8.;‘25,‘20?‘\ © Synced @ Online @ Upgrade
ckhart.io:44 »— Command Line Interface
3

cisco Lg/&/

& Reconnect

@ Update Credentials
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CDO Simplifies Fleet Management

s Scheduled code upgrades

ASA: Berlin

Device Upgrade

€ Return to Inventory

Berlin

ASAv (VO1)

Location 192.168.255.206:8443

May 31, 2023, 8:19 AM

Schedule Upgrade

D Skip Upgrade

9.19(1)

Image Source Software Image

Not Configured

7.98 GB
188.41 MB

Disk Usage

@ Select the ASA software image you want to upgrade to.

® useCDO Image Repository

[ Select an Image
O specify Image URL

9.19(1.5)

719(1) >

#CiscolLive

BRKSEC-1138

Only compatible versions of ASA and ASDM are shown.

DNS must be properly configured on the device before
attempting the upgrade. Please reference Configure
DNS on ASA for details

If you check "Skip Upgrade,” the ASA software image on
your device will not be changed. You may still upgrade
ASDM.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CDO Simplifies Fleet Management

+» Notifications via email or webhooks

Send Alerts When Device Workflows Device Events
Deployments ﬂ All device events
Failed Started Succeeded [ Went offline
Backups | Back online
Failed Started Succeeded I Conflict detected
&4 HA state changed
Upgrades . 9
: i Site-to-Site session disconnected
Failed Started Succeeded .
r . R
Migrate FTD to cloud Add Service Integration X
Failed Started Succeeded Hame -
[ CDO-Notifications ]
Commit pending Service Type
= Webex ~
Webex ra Copy haguarried UL anapisatibaons | Mo
Slack
Custom 1/webhooks/fincoming/xxx ] Test
Cancel m
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CDO Simplifies Visibility

¢ Device configuration changes

Comparing Files

Previous Next ~ 12

Original Configuration

no ip address no ip address
|

)
interface GigabitEthernet/8
shutdown
no nameif
no security-level
no ip address
\
interface Managementa/a
::::::c:""“"ly ipv6 address feBe:
mac-address Ba0c.F142.4cde standby @8ac.F142.4cdf 2000 ORI el RIBetibs) CRnrlyy eIRIBE
ipvé address autoconfig
i I T ipvé nd suppress-ra
security-level
ip address 18.188.118.228 255.255.255.8 standby 18.188.118.221 ftn!moda pasaive
ipv6 address TeBB::c@@1:37ff:fe6c:8 link-local standby fe8@: :ce@l:37ff:fe6e:1 P P!
ipv6 address 2607::/127 standby 2081::1 CLEEE FOERl 703 o &
. . o subnet 192.168.7.8 255.255.255.8
ipv6 address sutoconfig
T i (T object network test-sync-3
s subnet 192.168.8.8 255.255.255.8
£t o object network test-sync-6
P mode passive subnet 192.166.6.8 255.255.255.8
object network test-sync-4
bret 192.168.7.@ 255.255.255.8 object network network192.168.1.8
o e e subnet 192.168.1.9 255.255.255.8
object network test-sync-3
e o 6e b b oae 25 2554 object network network192.168.2.8
object ne‘wérk ;E;( . né 6 . subnet 192.168.2.8 255.255.255.8
F g object network Cincinnati-Printer-Network
subnet 192.168.6.8 255.255.255.9
subnet 192.168.124.0 255.255.252.8
object network network192.168.1.8
object network 10.8.4.8.24
subnet 192.168.1.8 255.255.255.0
L Ein G o (O subnet 19.8.4.9 255255255 8
object-group network bosten
subnet 192.168.2.8 255.255.255.9
hccess-1ist StopBadPeople extended permit ip any an network-cbjact cbject 16.8.4.8.24
pecess-11s P! op. P P any any | access-list StopBadPecple extended deny ip cbject-group boston object Cincinnati-Printe
15t TunnelTest extended permit ip object network192.168.1.8 object netwark192.
b list StopBadPeople extended permit ip any any
a list TunnelTest extended permit ip ocbject network192.168.1.8 object network192.1

pager lines 23

interface Management@/é

management-only

shutdown

mac-address B8@c.f142.4cde standby @0ac.f142.dcdf

naneif management

security-level 8

ip address 18.198.118.228 255.255.255.8 standby 18.188.118.221

:c881:37ff :febc:@ link-local standby feB@::c@@1:37ff:febc:1

access-1
pager lines 23
mtu outside 1588
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 ATTERSSSC L ., -

CDO Simplifies Visibility

% Remote Access VPN (Live and Historical)

nitoring
E] Historical | Live [RA VPN | MFA] [ Q
Clear All Devices &
Karilyn
Username % Status. Device Name 3§ Assigned IP (v4) $ Assigned IP (vB) &  PublicP $ Login Time % Duration 3 Data TX = DataRX % Location Connected 1 4

Juan @ Active Berlin 172.16.249.176 fcfeieeee:77 173.38117.79 08:14:41 05/31/202  Oh:5m:14s L 3.79KB & 392 Bytes == Cary, North Carolil User Details
June ® active  Berlin 172.16.249.170 fefe:eeeen72 173.38117.79 08:19:41 05/31/202  Oh:0m:1ds L379KB - = Cary, North Carolii

Location == Cary, North Carolina,
Karilyn @ Active  Berlin 17216.249.138 fcfe:eeee:70 173.38117.79 07:11:09 05/31/202  1h:8m:465 £379kB  ©560Bytes '™ Cary, North Caroli >

United States

Lee @ Active Berlin 172.16.249.153 fcfe:eeeebe 173.38117.79 07:35:10 05/31/202 Oh:44m:45s L 379KB & 560 Bytes == Cary, North Carolil Connection Profile & CERT-AUTH
Madisen ® Actve  Berlin 17216.249.175 fefereece:69 173.38117.79 07:57:4105/31/202 Oh:22m:1ds  &£379KB M504 Bytes  '™E Cary, North Caroli Group Policy & DemoRed

Assigned IP (v4) 172.16.249.138

) . :50:  h:2em: L & = i
Mirabel ® Active  Berlin 17216.249137 fcfereeee:76 173.38117.79 06:50:38 05/31/20% 1h:29m:17s 379KB (D616 Bytes ™= Cary, North Carolil Assigned IP (v6) fefoieecai70
Myron @ Active Berlin 172.16.249.169 fcfe:eeeen?1 173.38117.79 07:20:09 05/31/20Z Oh:58m:46s L379KB ) 560 Bytes =S Cary, North Carolil Public IP 173.38117.79
i O

Orlando @ Active  Berlin 172.16.249.133 fefereeee: 66 1733811779 | 07:40:10 05/31/202 Oh:39m:45s L 379KE  ()560Bytes '™ Cary, North Caroli Data Received © 560 Bytes

Data Transmitted & 3.79KB
Ray @ Active  Berlin 172.16.249.161 fcfe:eeeer6b 173.38117.79 07:59:4105/31/202 Oh:20m:14s =~ £379KB 504 Bytes ™= Cary, North Caroli Client OS Type A Linux (64-bit)
Seth @ Active  Berlin 172.16.249.166 fofeieeee:75 173.38.117.79 07:47:40 05/31/20Z  Oh:32m:15s L.379KB ®) 560 Bytes '™ Cary, North Carolil Idle Timeout Left 30 Minutes
Sherleen ® Active  Berlin 172.16.249.139 fefe:eeee:74 173.38117.79 08:18:11 05/31/202;  Oh:im:4ds 2379KB  ®280Bytes  ME Cary, North Caroli i =

Device Details

Sue @ Active  Berlin 17216249163 fcferseee73 173.38117.79 07:59:41 05/31/202 Oh:20m:14s = £379KB 504 Bytes ™= Cary, North Caroli
Timothy @ Active Berlin 172.16.249.132 fcfe:eeee:64 173.38.117.79 07:46:10 05/31/202  Oh:33m:45s 1379KB @) 504 Bytes ™= Cary, North Carolit Device Name Berlin

Device Type & ASA
paul-1 @ Active  VPN-Headend-Col  192168128.72 34.22889.40  08:26:27 05/31/207 Oh:3m:40s L£1221KB ©79.03 MB == A shburn, Virginia, N

Security Group Tag none
paul-10 @ Active  VPN-Headend-Col 192.168.128.81 34.22880.40  08:26:32 05/31/20: Oh:3m:35s L12.21KB ®7712MB = Ashburn, Virginia,
paul-2 @ Active  VPN-Headend-Coi 19216812873 34.228.89.40 | 08:26:28 05/31/20 Oh:3m:39s L1221KB  ©78.84MB == Ashbumn, Virginia, United €
paul-3 @ Active VPN-Headend-Col  19268.128.74 34.228.89.40 08:26:28 05/31/202  Oh:3m:38s £.12.21KB *78.26 MB == Ashburn, Virginia, United £
paul-4 @ Active  VPN-Headend-Col 192168.128.75 34.22880.40  08:26:20 05/31/201 Oh:3m:38s £1221KB ®)78.42 MB = Ashburn, Virginia, United €

cisco M-/ #Ciscolive BRKSEC-1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CDO Simplifies Visibility

¢+ Site-to-Site VPN

cisco Lg/&/

Poer2

VPN Access interface

outside

Exranet @

Policies

Action
© PERMIT

Tunnel Details

fation Key Exchange
Connectivity Last Seen Active
idlo
Protocol Source Port
Bersn-lnside-Net any

®

HCiscolLive  BRKSEC-1138

.

i

Last Checked c
513123820 AM

Destination Port

Net

Clarksvie-inside-

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CDO Simplifies Visibility

s Centralized Logging and Analytics for ASA and FTD

cisco Lg/&/

Historical | L\ve} [

.

All times shown in UTC

Clear J© 05/30/2023 04:00:28 to 05/31/2023 04:00:28 & Intrusion *  Malware *  Security Intelligence »  Connection »  Fila Local: CDT (LUTC-0500)
Views  View1 @ AHACK-SNORT-EVENTS x

Date[Time Device Type  Event Type Sensor ID / Hostname _ Initiator 1P Responder P Port Pratocol  Action Policy

May 30, 2023, 05:49:14 FTD Connection 198.235.24.232  172.30.3194 32400 tep Block Edge-Firewall

May 30, 2023, 06:10:33 FTD Connection 20521031243  172.30.4102 8443 tep Block Edge-Firewall
AC_RuleAction Block EventType ConnectionEvent InitiatorPackets 1
AC_RuleReason 1P Block FirewallPolicy Edge-Firewall InitiatorPort 56729
CSV Generation Time 1685505641 FirstPacketSecond May 30, 2023, 06:10:29 PrefilterPolicy Default Prefilter Palicy
DeviceType FTD Protocol cp
Egressinterface lab_management IP_ReputationSI|_Category ~ Malware ResponderlP 172.30.4.102
EgressVRF Global Ingressinterface outside ResponderPort 8443
EgressZone lab_management IngressVRF Global SI_Direction Source
EventSecond May 30, 2023, 06:10:29 IngressZone outside timestamp May 30, 2023, 06:10:33

InitiatorBytes 58

EventSubtype Start InitiatorlP 205.210.31.243

May 30, 2023, 09:41:32 FTD Connection 19823524193 172.30.4102 8443 tep Block Edge-Firewall

May 30, 2023, 11:00:25 FTD Connection 1851801431 172.30.4102 8443 tep Block Edge-Firewall

May 30, 2023, 19:04:27 FTD Connection 198.235.24117 172.30.4102 8443 tep Block Edge-Firewall

May 30, 2023, 20:44:33 FTD Connection 185.233.19.18 172.30.4102 8443 tep Block Edge-Firewall

#HCiscoLive  BRKSEC-1138
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CDO Simplifies FTD Management at Scale

s Manage up to 1000 FTDs from a single instance of cdFMC

Defense Orchestrator

“3 Return Home  Deploy Q @ Fo I 7 ]

MG Device Management Analysis Policies Devices Objects Integration @cisco.comv Yl SECURE
—
Deployment History
View By: [ Group v
All(6) @ Error (0) ® Warning (0) Offline (0) ® Normal (6) Deployment Pending (5) ® Upgrade (0) @ Snort 3 (6) Q, Search Device
—
Collapse All
] Name Model Version Chassis Licenses Access Control Policy Auto RollBack
[] ~ Canada(2) £
— Ottawa .
U ™ High Availability &
Ottawa-PRYPrimary, Active) (G FTDv for Viware 7.2.0 NA Essentials, IPS (2 more...) Detauit Access Contro € :
N/A - Routed Policy N
Ottawa-SEC(Secondary, Standby) Snort 3 FTDv for VMware 7.20 N/A Essentials, IPS (2 more...) Db‘.'au\l Access Control £ E
N/A - Routed Palicy
Torcato (ETCES FTDv for ViMware 7.20 N/A Essentials, IPS (2 mare...) Deraull Access Conlro! “3 V]
N/A - Routed Palicy
v Cloud (2) £
] AWE-FTD [Snoft3 FTDv for AWS 7.20 N/A Essentials, IPS (2 more...) Default Access Control e ¥
o N/A - Routed Policy .
cisco &- #CiscoLive BRKSEC-1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26
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CDO Simplifies Cloud Security

s Integration with Multicloud Defense

Multiclou

Sl Multicloud Defense

|#a Dashboard

~, Multicloud
O Y @B pcoounis and Assets

& Inventory
Cloud Accounts Account Resources
&) Policies >
@ Objects > 0 AWS aws 0 Azure h
VPCS/ VNets  Security Groups  Route Tables Subnets
ol VPN >

Total Accounts

‘ o View Accounts 5 O 5 0
Analytics > 1 GCP 3 1 Oracle E

Instances Load Balancers Tags Applications

=

@ Change Log Checking for product updates...

(é! Jobs.
B Tools & services Enable Traffic Visibility
{@} Settings > Enable traffic visibility on specific VPCs to allow for more insight into traffic in and out of your account.

Enable vi y

cisco W-/ #Ciscolive BRKSEC-1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco

ASA

Adaptive Security Appliance
(8.4+)

Cisco Secure
Firewall Threat Defense

Integrations

Enable basic CDO functionality for

integrations

Umbrella Organization

View Umbrella Organization Policies

from CDO

BRKSEC-1138

Select a Device or Service Type

Multiple ASAs

Adaptive Security Appliance
(8.4+)

A2
Yo%

SFCN

Secure Firewall Cloud Native

&

AWS VPC

Amazon Virtual Private Cloud

-

Import

Import configuration for offline
management

On-Prem FMC

Firepower Management Center
(6.4+)

Meraki

Meraki Security Appliance

Duo Admin

Duo Admin Panel

®© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Hits

Action Protocol Source Port Destination Port (Day)
permit 10.10.10.0/24 any any WwWw oooo
deny foobar2 any any any ooon
Permit 6.6.6.8 any 11.1.0/24 domain 1000

Permit i anyconnect-net any any any

iy

[ cancn )

Network Policy ~

Edit Tools Active

+ x & 0B @ ()

BRKSEC-1138
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‘hith Defense Orchestrator AWS VPC Policies / vpc-28a5154d (AWS-DC-West-Demo-Red) a & & o demo-red

aahackne@cisco.com
€ Return to Inventory
Packets — Security Groups

T Q  search c

Cisco Adaptive Security Virtual -ASAV- - Package-9-13-1-155 -9-13-1-10 ---AutogenByAWSMP-
Policies 5 Direction Name Action Source Destination

Inbound Cisco Adaptive Security Virtual...  [5] Allow Any IPv4 TCP:22

Inbound Cisco Adaptive Security Virtual... [Z] Allow Any IPv4 TCP:443

Qutbound  Cisco Adaptive Security Virtual... [~ Allow Any IPvd

Cisco Firepower NGFW Virtual -NGFWuy- - BYOL-6-6-0-80-AutogenByAWSMP- .

Direction Name Action Source Destination

Inbound Cisco Firepower NGFW Virtual ... [/ Allow Any IPva  12APR2019-... TCP:80

Inbound Cisco Firepower NGFW Virtual ...  [2] Allow Any IPvd TCP:22

Inbound Cisco Firepower NGFW Virtual ... [ Allow Any IPvd TCP:443
£ Admin Outbound ~ Cisco Firepower NGFW Virtual ...  [5] Allow Any IPva P

BRKSEC-1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



MX Policies / Hollis Regional Office

nm
csco  Defense Orchestrator

4 Return to Inventory

[T} Packets — Access Control

T B = Q  Search

# Name Action Source

Policies >

1 BlockBadness @ Block

2 Hollis Regional Office_L3_Rule... @ Block 10.0.0.224/32

TCP:80

AdamTest Allow

BRKSEC-1138

Q £ & o-

3 rules

Destination

22.22.22.22/32  IT-Team-Valu...

TCP:80

10.31.12.90

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Bulk CLI

Set DNS to point to Google

Asa Device Cert Check  [# [
Identity Certificate check for RAVPN

ASA License Review F®
RAVPN Pre-Req

AsA Configure NSEL

Configures NetFlow Secure Event
Logging (NSEL) for ASA Devices

Asa DELETE NSEL
Deletes NetFlow Secure Event

Logging (NSEL) Configuration from
an ASA device

ASA Create a 528 IPSEC...[#

Creates an IPSEC Tunnel, including
objects, NATs, CryptoMaps, Tunnel
Group, etc

ASA Set My DNS Fw

Commands to set DNS

Asa LongReceipts [E40]

This is the macro for snmp

] 19 demo-red
Q & & O- aahackne@cisco.com

W Macros . Command sent on 5/18/2022, 2:31:29 PM My List @) Execution @) 2 2
—_— By Response By Device
> show rout I Il

@ = Clear all connections [# [ o Clarksville
Clear all connections from the Austin 1 Devices 5
connections table Clarksville —
ASA show version [E4T] 1 Devices 5

Austin —

ASA GoogleDNS [E40]

Press Cmd+Enter to send command Clear

Showing respanse for 1 Devices

Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 18.10.6.33 to network 8.8.8.8

8§* ©.6.6.0 0.0.0.08 [1/0] via 16.10.6.33, outside

C 10.18.6.8 255.255.255.192 is directly connected, outside

L 10.18.6.42 255.255.255.255 is directly connected, outside

s 10.252.184.224 255.255.255.224 [1/8] via 64.68.115.52, inside
c 192.168.228.8 255.255.255.8 is directly connected, inside

L 192.168.228.1 255.255.255.255 is directly connected, inside

BRKSEC-1138
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Multicloud Defense

Multicloud Defense

= Hide Menu . " N
Mu|t|cloud Defense O Multicloud Defense Controller
[! Dashboard
~,  Multicloud
O Defense EIID Accounts and Assets + Add Accounts
£ Inventory
Cloud Accounts Account Resources
@ Policies >
€ Objects > 0O aws aws 0 Azure k
VPCS/VNets  Security Groups  Route Tables Subnets

o5 VPN >

Total Accounts

View Accounts 5 O 5 0
4 Analytics » 1 sce 3 1 oracle

Instances Load Balancers Tags Applications

Q} Crane ey Checking for product updates...
£5) Jobs
PR Toolsaservices Enable Traffic Visibility
{@} Settings > Enable traffic visibility on specific VPCs to allow for more insight into traffic in and out of your account.

Enable visi y
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Multicloud Defense

[ FULL CONFERENCE ]I IT LEADERSHIP I

Consistently Secure the Multicloud at Any Scale with Cisco - BRKSEC-2145 yi¢
John Clark, Cisco

m Thursday, Jun 8 | 9:30 AM - 10:30 AM PDT | Level 3, PalmD

The multicloud introduces unique security concerns, fueled by dramatic implementation differences between public
cloud providers. With the recent introduction of Cisco Multicloud Defense, Cisco can now provide an innovative
approach to consolidating and improving security across your environment.

In this session you will be learn in detail how Cisco Multicloud Defense delivers cloud-native firewalling along with
automation and cloud networking to accelerate your transition to the multi-cloud.
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Cloud Delivered
Firewall Management Center
(cdFMC)

cisco L{Ko//



il
_l"...!

Cloud Delivered Firewall Management Center :\

¢ Cloud native FMC platform provided by Cisco Defense Orchestrator
*» Not just a lift-and-shift VM of FMC

s Manage any FTD from any form factor - physical or virtual

s Manage any FTD from anywhere
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Cloud Delivered Firewall Management Center :\

s Manage up to 1000 FTDs from a SINGLE INSTANCE of cdFMC

s Roadmap is 2000 FTDs from a single instance

*» Rapid release CI/CD pipeline = new features in weeks instead of months
s SaaS - Cisco FULLY manages and maintains the FMC

s SaaS - Focus on managing security posture, not “managing the manager”

C.SCOW_/ | o T, \
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Cloud Delivered Firewall Management Center :\

Requirements to be managed by cdFMC:

< FTD Version 7.0.3+ minimum

% FTD Version 7.2+ to use Low Touch Provisioning (LTP)
% OnPrem FMC 7.2+ to migrate FTD to cdFMC (Manager migration)
s Internet access from management-interface or from a data-interface

s Legacy FMC migration coming soon!
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N/A - Routed

Defense Orchestrator
- . . . . . Al
% Devices / Device Management Monitoring Palicies Devices Objects Integration “> Return to Inventory ~ Deploy ~ Q @ ¥+ @ aahackne@cisco.comv Uil crcypE
——
Deployment History
View By: [ Group v
All (4) @ Error (1) ® Warning (0) Offline (1) ® Normal (2) Deployment Pending (3) @ Upgrade (0) ® Snort 3 (4) Q_ Search Device
Collapse All
: Name Model Version Chassis Licenses Access Control Policy Auto RollBack
(] > Peoria(1) P i
(]~ Ungrouped (2)
O Ottawa |Snort 3 FTDv for VMware 7.2.0 N/A Base, Threat (2 more...) @ Corporate-FW-Policy «® ra
N/A - Routed *
D Toronto SHOHE FTDv for VMware 7.2.0 N/A Base, Threat (2 more...) @ Default Access Control D s 5

Palicy

BRKSEC-1138
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Deploy FTD to Cloud of Choice

Onboard FTD Dey

v the steps below
g Cancel

/
0’0

Wizard Driven
Deploy instance

/
’0

L)

Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onboarding. Learn more (' 0” A
Firewall Threat Defense ’ u O - O C
@rme O rome 2 2 2 *
; ) Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud ’ ’ A | | fro m D O
ae Onboard a device using a registration Use this method far low-touch environment () ( ;
key generated from COO and applied provisioning or for onboarding Deploy an FTD to supported cloud
an the devi @ the Command configured devices using their serial environment; AWS, GCP and Azure
tarface. number.
(FTD 703+ 87.2+) (FTD 7.2+)

Select Cloud Provider

Select Cloud Provider

AWS
Azure

GCP
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Onboard Cisco Secure Firewall

aahackne
aahackne@cisco.com

‘eisco  Defense Orchestrator |nvent0ry Q a v (é @ -

A 4 Templates Q Search by Dev Name, IP Addr Serial N Displaying 1 of 1 results C o
Inventory All FTD
Name = Configuration Status % Connectivity %
arid-pirate
© Synced Online

Admin
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Onboard Cisco Secure Firewall

Aaron_Hackne!

Hide Menu

What would you like to onboard? Cancel
£ Inventory
Select a Device or Service Type

@ Policies >
No Secure Device Connector found to communicate with some types of devices. Set up a Secure
Device Connector

& oOobjects >
oBe VPN >
V- Analytics ’ S e | e Ct F | D ASA Multiple ASAS On-Prem FMC
Adaptive Security Appliance Adaptive Security Appliance Firepower Management Center
@ changeLog (8.4+) (8.44) (6.4+)
£ Jobs
9€ Tools & Services > X rak
% settings > FTD SFCN Meraki
Cisco Secure Secure Firewall Cloud Native Meraki Security Appliance

Firewall Threat Defense

y % | N Y

cisco '&‘/

#CiscoLive BRKSEC-1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43




Onboard Cisco Secure Firewall

“configure manager” CLI method

4343434

Firewall Threat Defense

Manage Smart License

Use CLI Registration Key
Onboard a device using a registration
key generated from CDO and applied

on the device using the Command
Line Interface.
(FTD 7.0.3+ & 7.2+)

CIsco L&V&,/ #Ciscolive

Low touch provisioning for
FPR1000, FPR2100, FPR3100
See demo video here

Use Serial Number
Use this method for low-touch
provisioning or for onboarding
configured devices using their serial
number.
(FTD 7.2+)
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https://youtu.be/98BhkxxqX7k

Onboard Cisco Secure Firewall

Device Name CHICAGO-PRIMARY

Policy Assignment  Access Control Poiy ___—Assign the default policy

Default Access Control Policy ~

Q, Select Access Control Policy

Default Access Control Policy

Subscription License

Create Registration Key

@ 0 0

Done
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Onboard Cisco Secure Firewall

e Subscription License Please indicate if this FTD is physical or virtual: o

Prysical FTD Device % Select the device form factor

© Vvirtual FTD Device

Performance Tier (FTDv 7.0 and above only)

D10 - Tiered (4 core 1 8 G8) .| % Select the tier (virtual only)

%+ Select the feature entitlements

Base Firewall Capabilities

Threat & Intrusion Policy

Malware Ce File Policy

URL License URL Reputation
RAVPN  VPNOnly ~ RA VPN
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Onboard Cisco Secure Firewall

o Create Registration Key @ Enable network connectivity for your FTD using either a
management or data interface. Learn more (£

Copy registration

‘ Copy registration command
command to clipboard

. e
configure manager add @
aahackne .app . |

QBxThaEzYOAKCFzfEutvYgJwhjm87RGO
fH9fDncshZ54V0HoYUh9PcXond17vHLU
aahackne.app | |

Paste the registration command copied above in the
Command Line Interface of the FTD. Learn more [4'

cisco W./ HCiscolLive  BRKSEC-1138
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On bOa rd CISCO SeCU re FI rewa ” Refresh connectivity status

v Devices  Templates Q, Search by Device Name, IP Address, or Serial Number Displaying 2 of 2 results Cc (O] n > CHICAGO-PRIMARY =

FTD

Al FTD Device Details v
= Name % Configuration Status % Connectivity Location e
CHICAGO-PRIMARY Model e
(v =5 - @ Pending Setup Serial n/a
Version n/a
Onboarding Registration Key
Method

® Online
If you need to re-copy the configuration command it is available from the
inventory device level once you have completed the onboarding wizard.

Status of the onboarding is also available here. © Registration Failed

Device registration failed. Please check Workflows for more
details about the error. Complete the onboarding process by
executing the following registration command on the device
(ignore if already done). Make sure your FTD can connect to
aahackne.app.staging.cdo.cisco.com. To retry onboarding,
click the 'Retry Onboarding' link below.

Additional Information
Registration timed out. Please check connectivity and
registratjon-ie

Registration will retry every 5 minutes or
We can click “Retry Onboarding” for on-demand retry.
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Onboard Cisco Secure Firewall

Ensure management-plane
has outbound Internet
access and DNS resolution
is working

ping system <hostname>
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Onboard Cisco Secure Firewall

Paste the CDO generated configuration to the FTD CLI

[> configure manager add aahackne | cdo.cisco.com QBxTbaEzYOAkCFzfEutvYglwhjm8
7RGO I U ochackn o

If you enabled any feature licenses, you must disable them in Firepower Device Manager
[before deleting the local manager.

Otherwise, those licenses remain assigned to the device in Cisco Smart Software Manager

Do you want to continuel[yes/no]:yes
Local Manager successfully deleted.

No managers configured.
File HA_STATE is not found.

Manager aahackne.app |GGG successfully configured.

Please make note of reg_key as this will be required while adding Device in FMC.
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Onboard Cisco Secure Firewall

splaying 2 of 2 results C o > CHICAGO-PRIMARY = .
FTD «» SFTunnel was successfully built

Device Details v

+ Initial device config and default poli

Connectivity % Location o
Model n/a are being pushed to the FTD
O Onboarding Serial n/a
Version n/a -
Onboarding Registration Key
® Online Method
<.: Syncing

Successfully registered the device. Deployment is in progress.
Please check back in a moment.
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Onboard Cisco Secure Firewall

Inventory a A- & O- aahackne _

aahackne@cisco.com

T Devices = Templates Q  Search by Device Name, IP Address, or Serial Number Displaying 2 of 2 results (e O] > CHICAGO-PRIMARY =

FTD

All | FTD Device Details v
Name % Configuration Status % Connectivity % lrm=0y na
CHICAGO-PRIMAR Model Cisco Firepower Threat Defense for
HICAGO-| IARY
i © Synced @ Online Viware
Serial 9AGA4KOVZBXE
Version 7.2.0
arid-pirate Onboarding Registration Key
FTD High Availability Standby Active ©synced ) (il Method
© Synced

Your device's configuration is up-to-date.

s Device fully onboarded S
% Ready to manage with cdFMC ol

& More Actions
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Onboard Cisco Secure Firewall

Inventory Q & & O- .
A Devices = Templates Q. Search by Device Name, IP Address, or Serial Number Displaying 2 of 2 results C & n > CHICAGO-PRIMARY 1~
FTD
. (A Device Details
= Name =% Configuration Status % Connectivity % Location wa
CHICAGO-PRIMARY Model Cisco Firepower Th
© Synced ® Online VMware
e Serial 9AGAKOV2BXE
Version 720
arid-pirate . Onboarding Registration Key
FTD High Availability Standby Active © Synced ® Online Method

Your device's configuration is up-to-date

Device Actions

Check for Changes
Manage Licenses ('
Workflows

Remove

sl

More Actions (&'

jefiagement

Launch into
Cloud Delivered
Firewall Management Center

cisco L‘V&./ HCiscolLive  BRKSEC-1138

& Device Summary ('
& Objects (&

W Health

@ Policy &'

« NATCZ

& High Availability (&'
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Onboard Cisco Secure Firewall

Defense Orchestrator

Devices
s | Device Management

Meonitoring Policies Objects Integration

View By: ( Group v |

All (3)

® Error (2) ® Warning (0) Offline (0) ® Normal (1) Deployment Pending (0)

Collapse All

Cisco

.&‘/

Name Model Version Chassis

» arid-pirate (1)

low-mercury (0)

Swift-Halo (0)

~ Ungrouped (1)

CHICAGO-PRIMARY Snort 3
N/A - Routed

FTDv for VMware 7.20 N/A

CHICAGO-PRIMARY x

Cisco Firepower Threat Defense for VMware (Version
7.2.0)

Device Information

Context Exp

Health Dashbo

Health Modules
M Normal 23
M Disabled 44

#CiscoLive

*3 Return to

@ Upgrade (0)

BRKSEC-1138

Inventory  Deploy Q

@® Snort 3 (3)

Licenses

Base, Threat (2 more...)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

54




Onboard Cisco Secure Firewall

Inventory
T Devices Templates Q Search by Device Name, IP Address, or Serial Number Displaying 3 of 3 results C & Wh e n SeCO n d a ry d evi Ce
A [ IS initially added, it will

= Name % Configuration Status % Connectivity =

show up as a distinct
device

CHICAGO-PRIMARY

o
h © Synced

CHICAGO-SECONDARY

— © Synced @ Online

cisco L‘V&./ HCiscolLive  BRKSEC-1138
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Onboard Cisco Secure Firewall

Inventory
A ¢ Devices Templates Q | Search by Device Name, IP Address, or Serial Number
All FTD

HA Group Name

Name 3% / Configuration Status 4
CHICAGO

© Synced
FTD High Availability 2 oY

HA roles and status (green/red)

Once the HA has
been configured in
firewall management
center, the CDO
device objects will be
automatically merged
into 1 device
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Cloud Delivered FMC

[ FULL CONFERENCE ]l IT LEADERSHIP I

Introduction to cloud-delivered Firewall Management Center - BRKSEC-2318 r
Adam Bragg, CDO Product Owner, Cisco Systems, Inc.

m Wednesday, Jun 7 | 4:00 PM - 5:00 PM PDT | Level 2, Breakers DJ

A recently conducted study by Forrester for an independent analysis of organizations using Secure Firewall showed
that customers realized a 195% in total ROl when managing their firewall fleet through Cisco Secure Firewall
Management Center (FMC). With cloud-delivered FMC you can boost your productivity even further, it brings all the
features from FMC into the cloud and consoclidates firewall management. It brings the same FMC experience directly
into Cisco Defense Orchestrator (CDO), and end-users enjoy the same look and functionality without the usual
learning curve within a new experience. This session explains CDO and demonstrates how cdFMC simplifies
greenfield and brownfield deployments of Cisco Secure Firewalls and also covers hybrid and cloud-based analytics
options.

Qualifies for Cisco Continuing Education Credit: Yes
Session Type: Breakout

Technical Level: Intermediate

Technology: Cloud, Security

Track: Security
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Live demo of cdFMC and FTD management
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ASA Management




ASA Management

Objects and Policy Management

24
Y Q

h for objects by name, IP, or port number Displaying 47 of 47 objects

a Name Devices
WebServer

¢ ASA Access Policies / PointOfSale / Access Control Entries

L b T a pravious | [ wewts | 3 PointOfSale =
WebServer
& mentery
site
' sction protsest soures sont Dastinain sort o
WebServer @ roich MK B Pert = [rem— i~ o o o [ e potcy )|
@ otiecs . 2 3 Permit i Metworks any sy any i o sibon )
NETWORK ADDRESS o . 3 (3 Permit ip Networks any any any
3 Permit ip Network? any any any Network Pollcy N
192168110 B = bermt " - oy Notworkt - acess Contil Entries
[ r— s ¥
1
. ] 3 Pormit W any any Network? any
(4 Change Log
_SmartCallHome_ServerCA 3 7 B Permit ip Natworks any any ay ! Leading
4 doos Dafault
8 3 Permit ip Natworke any any any
R Tools bServices S R Time Range
9 3 parmi i atwork13 any any any
_SmartCallHome_ServerCA2 3 Salect Time Range +
& Sottings > 10 3 Permit ip Network13pomnts any any any
n 7 Permit ip nEtworkiE any sy any Remaries
adam-test 2 12 & parmit [ network1? any any any
13 3 Permit ip any any netwark1a any
Davices N
in 3 Parmit ip any any netwerk19 any
cluster 3
15 7 Permit ip networkls any any any Hits N
% # Permit ip networkld any any any o Haurly hits an device far last
ooy 5
foo 7 & Permit W any any networkao any
Wk 5
® 5 Permit W network20 any any any - :
5
ENCRYPTION ® B Permit ip networkz1 any any any vaar C
= 0 % permit i netwonzz any sy any
2 @ permit ip Tempiack! any any sy Ojoct -
22 (3 Permit i network23 any any am @ Netwarks -
23 5| pormit o neruonizd sy Apsienstwork sppisusnictifcat

cisco '&/
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ASA Management

Policy Based and VTI/Route-Based VPN Wizards

Create Site-to-Site VPN Q

[ | Configuration Name *

Corp-HQ-Headend

Policy Based @ Route Based

Peer1 Peer 2 . ) Extranet @
Davice * 1P Address *
Select Device . @ statc O Dynamic
8888

Q, Search for devices

Name Type
| Minneapolis ASA

Richmond ASA

l VPN-Headend-Contractors ASA

Clear Selections Cancel

unnel Details
9 IKE Settings
o IPSec Settings
o F
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ASA Management

ASA Bulk CLI and Macros

< Bulk CLI [.,5 Jiay @ = dert\‘o-red =

EELETG Y

* Enter a command below My List @

> interface outside Clarksville
shu(l

@ ASA Add Static Route Fw

Add a simple static route to

Asa Daily Tasks @ Dayton

A m

Dover-Branch

Minneapolis

Richmond

AsA show version (FAT VPN-Headend-Contractors
"
ASA GoogleDNS w

Set DNS to point to Google

AsA Device Cert Check [ 1 i i foser

Identity Certificate check for RAVPN

454 license Review (& gl

cisco '&‘/
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ASA Management

Scheduled ASA Upgrades

Device Upgrade / ASA: VPN-Headend-Contractors

€ Return to Inventory

VPN-Headend-Contractors

Di 7.98 GB
ASAv (VO1)
- Disk Usage 733.99 MB
vasa-gb-ravpn-03-mgmt.dev.lockhart.io:443 e
ode  Not Configured
Schedule Upgrade Dec 14, 2022, 3:00 PM
o ASA Software Image ASA Software Image 9.14(3) © Select the ASA software image you want to upgrade to.

Only compatible versions of ASA and ASDM are shown.
Skip Upgrade

Image Source Software Image DNS must be properly configured on the device before
i attempting the upgrade. Please reference Configure
® = T ey { Select an [mage b ] DNS opn AgA for gciails ’
Specify Image URL .
917(1) 5
If you check "Skip Upgrade," the ASA software image on
916(3.23) your device will not be changed. You may still upgrade
ASDM.
9.16(319)
Software Image 714(1) > 9.16(2.14)
9.16(2.7)
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ASA Management

Detailed Changelogs and Diff Views Available

€ Retum to Inventory

Yy Q

Last Updated 4

Search

Minneapolis =

Device Name

Last Description

(-]

Cisco

.&/

Nov 30, 2022 Minneapolis
6:30:34 AM P
By 2k, Minneapolis
2:58:45 AM
Nov 29, 2022
2:58:45 AM l Changes written successfully
object network Cincinnati-Printer-Network
subnet 192.168.124.8 255.255.252.8
2:58:44 AM l Changed ASA Canfig
@@ -5,1 +5,1 @@
-: Written by lockhart at 16:45:58.886 UTC Fri Nov 18 2822
+: Written by lockhart at 15:57:43.796 UTC Mon Nov 28 2822
@ -1429,1 +1429,1 @@
~Cryptochecksum:e52fd405c8973e@dd@33f54d79736b9b
+Crvntochecksum :aedB4725c88b533538c9d@29de6d5c46
2:57:49 AM l Changed ASA Config

@@ -90,1 +98,1 @@
-subnet 192.168.124.8 255.255.254.8
+subnet 192 .168.124.8 255.255.252.8

#HCiscoLive  BRKSEC-1138

CLI Execution

Changes written successfully

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ASA Management

Troubleshooting Tools From CDO - No CLI required

demo-red

< ASA:Clarksville / Troubleshoot [==] ashackne m

= Hide Menu Clear PACKET TRACER OUTPUT

& Inventory Run Packet Tracer

A
@ Policies > Interface
@ Objects > inside =
oBe VPN > Packet Type ] nd el Run Packet Tracer
i . ) ) o y View Real-Time Log
icmp P
4\ Analytics > SCTP
() changeLog Source

Jobs IP Address v

&
@ Tools & Services >

Settings y  Port

SEUS REAL-TIME LOG OUTPUT
Destination

IP Address -
Port

SGT Number (0-65535)
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ASA Management

Lots more functionality including:

Management " < Configuration visibility

B Configuration ,:, NAT pOlle

P Restore

«C NAT s Backups

-8 VPN Global View

i= VPN Tunnels List s File management

& Objects -

Policy s Certificate management
€1 File Management .

£ Interfaces s Out of band change management
Trustpoints o . .

@ Routing % Interface configuration
B Notes

. . . .
) o s ¢ Routing configuration

s Platform Settings Policy

cisco W-/ #Ciscolive BRKSEC-1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Live demo of common ASA tasks

cisco W./ #CiscolLive BRKSEC-1138 © 2023 Cisco and /or its affiliates. All rights reserved . Cisco Public 67



CDO Visibility

Security Analytics and Logging
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L 40 N demo-red _
Event Logging Q &8- 8 O e
T Historical | Live Q  se by Cc B ® B i
Cioar mo Fone Afler 021012022 033119 PM &
Views:
DateiTime DeviceType  Event Type Sensor D Initiator 1P Responder P Port Protacol  Action Palicy =
Feb 12, 2022, 3:11:38 PM FTD Cannection 10.10.6.49 192,168.99.10 65.162.224.39 123 udp Allow NGFW-Access-Policy
AC_RuleAction Allow EventType ConnectionEuent LastPacketSecond Feb 12, 2022, 3:09:36 PM
Application NTP ¥ ¥
ClientApplication NTP client FirewallRule LetitFly NAP_Palicy Mazximum Detection
ConnectionlD 2012 FirstPacketSecond Feb 12, 2022, 3.09:36 PM PrefiiterPolicy Unknawn
Protocel udp
60-54177482871 Ingressinterface inside ResponderBytes 20
Device Bdc3493a-12b1-11ea-8fc IngressZone inside_zone ResponderlP 65.182.224.39
d-eBa27adlefds InitiatorBytes a0 ResponderPackets 1
DeviceType FTD InitiatoriP 192,168.99.10 ResponderPort 123
Egressintorface oulside InitiatorPackets 1 SensoriD 10.10.6.49
EgressZone outside_zone InitiztorPort 44545 timestamp Feb 12, 2022, 3:11:38 PM
EventPriority Low InstancelD 1
EvemtSecond Feb 12, 2022, 3:08:36 PM
Feb 12,2022, 3:11:55 PM AsA 110003 10.10.6.44
Feb 12, 2022, 3:11:59 PM ASA 752015 10.10.6.44
Feb 12, 2022, 3:11:59 PM Asa 752012 10.10.6.44
Feb 12, 2022, 3:11:59 PM FTD ‘Connection 10.10.6.49 192.168.99.10 131.188.3.223 123 udp Allow NGFW-Access-Policy
Top Devices Top DNS Devices
Device Towl Traffc 7 Day Trend Device Total Traffic 7 Day Trend
@ 19216835 - @ 192168350 . -
@ 17230423 52.9MB View Session Traffic on Port 53
1
® 17230422 ~ o
1921683122 v 26.7MB
@ 192166350 2

Top High Risk Countries

View Top IPs and Ports

caunTRY

- Russia
W china
= Ukraine

EM Korea (Democratic People’s Republic of)

INBOUNDIOUTBOUND TRAFFIC
s ke
21k8
6KB

W oarke
0B
0B
0B
0B

inbound Traffic @ Outbound Trafic

BRKSEC-1138
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Security Analytics and Logging

Log from anywhere securely

Secure Device Connector (Locally Hosted)
Secure Events Connector (Locally Hosted)

,-
|

|

{

~

Security Services eXchange (SaaS)

' |

o Z EE ==

al a2 - ’

- . - > iy - -jn joe o

- - S osmociiooiz Cisco XDR (SaaS),

Cisco Defense Orchestrator (SaaS) CTR (Saa8), etc

Security Analytics & Logging (SaaS)
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Security Analytics and Loggin
FTD Analytics Dashboard

FTD Dashboard
= Hide Menu
Overview Threats Network Status
@=  Secure Connect —
=0 Choice %
&3 inventory % Last 6 months B8 Select devices. (o] [
| @ poii Network Activity Access Control Actions Top Devices with Health Alerts Top Intrusion Rules
olicies >
500
Rule M Er ts v
| @ Objects S ;:: ule Message | Events
228 \l (stream_tep) reset outside window (129:
| onl¥EH and e Tt et oz BROWSER-OTHER HTTP characters prior... 17
2 1258
‘ 2508 1 PUA-P2P Bittorrent uTP peer request (1:..
| W\ Analytics > 3755' PROTOCOL-ICMP Unusual PING detecte...
| 500
07 Jun2022 04 Jul2022 01Aug2022 28 Aug 2022 PROTOCOL-DNS SPOOF query response...
@) changelog Time
| Action Events Percent (icmp4) ICMP ping Nmap (116:434:2) 34,071¢
&9 Jobs W Egress | u Allow 96,427,954 Device Name Alerts BROWSER-IE Microsoft Internet Explorer ... 21,697 ¢
Ingress ’T =
| W Block 2,371,863 b Firewall Management Center e 1 PROTOCOL-SNMP trap udp (1:1419:18) 17,756 «
98 Tools & Services >
G settings >
Top Malware Signatures Top Access Control Rules Top Intrusion Attackers Top Malware Senders
Rule Name | Events v § i E & ot
Allow Outbound (Branch Access Policy) 9 -
Alert on ICMP (Branch Access Policy) 1,814,010
Block Bad URLs (Branch Access Policy) 1
No results Allow Outbound (Default Access Cont...
3 Initiator Country Events Sending Country Events
Allow_All_Outbound (Namit-home-10...
Alert on ICMP (Default Access Control... United States of America United States of America a1
Alert on ICMP (Namit-home-1010) e
Default Action (Namit-home-1010) 3 United Kingdom
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Security Analytics and Logging

Telemetry for each event is visible

Application HTTPS
ClientApplication SSL client
1

nnectionDuration

Connection 857

ConnectorlD f55664b1-208f-476f-a544-f9de
75319cbe

DevicelP 192.168.30.2

DeviceType FTD

DeviceUUID 9b8eb11a-e932-11ec-96ae-b14f
5d04fec8 Q

Egressinterface outside

EgressVRF Global

EgressZone outside

EventPriority Low

cisco La//&/

EventSecond
EventSubtype
EventType

Oct 1, 2022,
End

10:41:04 AM

ConnectionEvent

F
FirewallRule

FirstPacketSecond
Hos!

Edge-Fire'

Inside-to-Any

Oct 1, 2022,

Ingressinterface
IngressVRF
IngressZone
InitiatorBytes
InitiatorlP
InitiatorPackets

inside
Global
inside

1480
172.30.3.120
17

#CiscoLive

10:41:03 AM

BRKSEC-1138

InitiatorPort 60464

InstancelD i

LastPacketSecond Oct 1, 2022, 10:41:04 AM

NAP_Policy Balanced Security and Connecti
VI

PrefilterPolicy

Default Prefilter Policy
tcp

rotocol

ResponderBytes 2080

ResponderlP 34.200.5.134
ResponderPackets 15

ResponderPort 443

URL https://fw-update2.smartthings.

com
WebApplication Web Browsing

Oct 1, 2022, 10:41:06

timestamp
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Security Analytics and Logging

Background Search

Event Logging

[ Historical | Live ] [ Search by event fields and values

Clear Time Range After 12/26/2020 00:56:06 & FTD Events Intrusion X  Malware <  Security Intelligence x

Run in the background
Search in Background and be notified later when
the results are ready.

Views View 1

Date/Time Device Type Event Type Sensor ID / Hostname Initiator IP Responder IP Port Protocol Action Policy

Mar 2, 2023, 06:52:00 FTD Connection FPR1150.hacksbr... 172.19.0.5 15.197.211.239 443 tcp Allow Edge-Fire
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Security Analytics and Logging

Scheduled Searches

Search Logs in the Background

Search Name *

[ Daily-IPS-Search|

Search Parameters v

Search Query Filters

No search 3 Time Range  After 12/26/2020 00:56:06

FT0 Events Intrusion Malware Security Intelligence  Connection  File

Search now

Setup recurrent schedule

Search Logs for the Last:

Frequency Time (UTC+00:00)
[ Daily

Daily at 03:00

Schedule and Search Now
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Security Analytics and Logging

Feeds Telemetry to Cisco Secure Analytics (Formerly Stealthwatch Cloud)

@) Cloud Analylics  Momior - Wwestgie ~  Regon Setings

A A e @, L, | e
| Dashboard

Alens Qverview

0 wonnors

0 o J— o JPR— 1 Jr——
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soom
oo

sooue
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s e s = s =

1450 1500 800 0 e 1200 w0 2 2290

200 00 onn o200

View Session Trafc
Devices Encrypted Traffic Top Devices Top DS Devices

Deviee

™ Torm Trie # Goy Trend = Tora Trafhe 7 Gy Trens
- @ 1230310 v . w 192188280 o
o
« empuEElEeeegm=l .l L 1] T ® eI v 1,208 17230408 v s51.5x8
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T 06D DETO RO 1000 EOD 14RO TRO0 TR0 100 290 0000 0200
wDovices (1as 24 hours) ibcund ) Dutbot @ Inbaund Evcrypted  ® Outbound Encrypted

3

172303132

254008
30 3.7k 4.2k

= 172304110 v

5.

6.3GB 5GB 1.3GB 96% fenm A

Inpurd/utbaund Inkound

View Session Trafh on Port 53
Intermal IPs Extornal IFs Bdinctional Comnactions Outbound Encrypiod Trafic

Viaw Dty Enpoinns View Encrypted Session Trafte

Top High Risk Countries
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Security Analytics and Logging

What’s coming for Security Analytics and Logging*

% Security Analytics and Logging 2.0

s Improved search times

% Closer alignment to OnPrem FMC event viewer

¢ Packet Payload Capture for IPS Events

* Subject to change
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Security Analytics and Logging

Live demo of SAL
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CDO API

Step 1: Create an API only user for your tenant and select RBAC role

Grant User Access to CDO_cisco_aahackne x

o If this user is new to Cisco Defense Orchestrator, please ensure the user has self-
registered at sign-on.security.cisco.com with the same email address used below.

Username
cdo_api

Role

Read Only ~ API Only User @

Read Only t exist, it will be created

Edit Only Cancel

Deploy Only

Admin

Super Admin

VPN Sessions Manager

*Disclaimer: API is not fully supported (YET!) today but nothing is stopping your careful use of it.
cisco M./ #CiscolLive  BRKSEC-1138
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CDO API

Step 2: Authentication and content-type

s Each API call requires an HTTP authentication header
% It is a simple bearer token (Use API token from step 1)
% Must also include a content-type “application/json” header

Postman Example:

Params e Authorization Headers (11) Body e Pre-request Script Tests Settings
Headers Hide auto-generated headers
KEY VALUE
Authorization Bearer abc12345asdfgwertdsfgsdfgert
Content-Type application/json

SRIIEENEEE curl —-header *Content-Type: application/json’ —-header 'Authorization: Bearer abcl234Sasdfgwertdsfgsdfgert’]
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CDO API
Step 3: How does the CDO Ul do it?

Using “Developer Tools” in Firefox, you can see the APl endpoints and
the data structures of the POST/PUT payloads in the “network” tab.

Adding ASA Network Object

7 Filter URLs Il + Q @ Al HTML €SS JS XHR Fonts Images
v
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CDO API
Step 3: How does the CDO Ul do it?

[P Headers Cookies Request Response I Headers Cookies Request  Response

¥ Filter Headers Y Filter Request Parameters

JSON
v POST

Scheme: https

@typeName: "LocalObject"
w contents: [...]
- 0: {..}
@type: "NetworkContent"

Host: www.defenseorchestrator.com

Filename: [aegis/rest/v1/services/targets/objects

destinationElement: null
sourceElement: "1.1.1.1"
description: "My new object"
deviceType: "ASA"
name: "my_object_345"
objectType: "NETWORK_OBJECT"

stateMachineContext: {}
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Live demo of APl automation via some APl and Ansible Playbooks
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Wrap-Up




Cisco

Register today for your free Demo/POV
of CDO and cloud delivered FMC

[APJ] https://apj.cdo.cisco.com

[US]

https://www.defenseorchestrator.com

[EMEA]

https://www.defenseorchestrator.eu

Or go to https://getcdo.com
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Demo of spinning up a CDO Tenant
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Summary

¢ Firewall management platform and orchestration

“ You ain’t seen nothing vet! CI/CD = Rapid innovation!

*» cdFMC is a game changer - Focus on policy not the manager
s cdFMC LTP makes remote branch deployments plug-and-play
*» Shared Objects = more consistent policy and fewer mistakes

“* RA VPN visibility is excellent for managing work-from-anywhere

¢ Operation at scale is possible
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Cisco Secure Firewall YouTube Channel

Cisco Secure Firewall YouTube Channel
Low Touch Provisioning Demo

(O B wositmossmconies
® Q9

Search

I
CISCO

SECURE s )
FIREWALL
Cisco Secure Firewall
1 ] 1]
E==_= @CiscoNetSec £ subscribed
4.78K subscribers
PLAYLISTS COMMUNITY CHANNELS ABOUT Q

HOME VIDEOS LIVE

. Cisco Secure Firewall - 7.3 Release Overview
Cisco Secure Firewall + 647 views * 5 days ago
In (h is video, Alan will walk you through Cisco Secure Firewalls latest release, 7.3, and review some of the

flﬂ[WAll - V T 1:01-QUICF inting (EVE )2:23-.

7.3 OVERVIEW
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https://www.youtube.com/@CiscoNetSec
https://youtu.be/98BhkxxqX7k
https://www.youtube.com/@CiscoNetSec

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

D Learn

oo

=2 Train

Pay for Learning with
Cisco Learning Credits

2= Certify

o

M
@ @® ® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology,
and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning

cisco Lz//&/

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

#HCiscoLive  BRKSEC-1138

Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals
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Fill out your session surveys!

.~ Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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 Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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CISCO The bridge to possible

Thank you
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Cisco Live

A My Profile NOT SIGNED IN

Challenge '

Log in to discd
Cisco Live 202

Gamify your Cisco Live experience!
Get points for attending this session!

View My Sc

How:
‘ Open the Cisco Events App.

‘ Click on 'Cisco Live Challenge’ in the side menu.

‘ Click on View Your Badges at the top. — .
) . Monday, Jun
‘ Click the + at the bottom of the screen and scan the QR code: ' - 11:00 AM - 1

The Bridge
and Sustain

Level 2, Ocez

Featured ¢

Reaister
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