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Your Speaker
Aaron K. Hackney
aahackne@cisco.com
Technical Product Owner
Cisco Defense Orchestrator

Living in San Antonio, Texas, Aaron comes from a 
service provider background, specializing in large 
firewall fleet operations with an emphasis on 
devops and operating at scale. Aaron holds an MS 
in computer science and is also a 15+ year veteran 
instructor of the Cisco Networking Academy having 
taught at colleges in both Illinois and Texas.
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Enter your personal notes here

Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click òJoin the Discussionó

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 9, 2023.
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https:// ciscolive.ciscoevents.com /ciscolivebot /# BRKSEC- 1138
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Agenda
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ÅIntroduction/Overview ðWhat, 
Where & Why?

ÅCloud Delivered FMC and 
Managing FTD

ÅMulti- Cloud Defense

ÅManaging ASA and other 
Platforms

ÅSecurity Analytics and 
Logging

ÅAPI Integrations with API and 
Devops

ÅWrap up
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Why Cisco 
Defense 
Orchestrator
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Managing network 
and application 
security is hard 
work.
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CDO Solves Problems
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CDO Solves Problems FAST

CDO is a SaaS leveraging a CI/CD Pipeline 
(Continuous Integration, Continuous Delivery)

Plan

Code

Build

Continuous Testing

Release/Deploy

Releases/Sprints

×CDO 1 Week

×cdFMC 4- 6 Weeks

×Customers ask...we deliver 
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CDO Needs NO Inbound Access

CDO

× Devices initiate connection via 
Internet

× CDO does not need inbound 
connectivity

× Flexible connectivity options

× CLI and API access via CDO

× SDC/SEC for ASA IOS
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CDO òOutbound Onlyó Connectivity
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CDO Manages Devices Anywhere

Physical Hardware, Public or Private Cloud Virtual, FTD Instances, 
ASA Contexts, and even containerized

CDO

BRKSEC- 1138 15



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

CDO Simplifies Advanced Tooling

× Migrate FTD from On - Prem FMC to cdFMC
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CDO Simplifies Advanced Tooling

× Firewall Migration Tool

× ASA Ą cdFMC/FTD

× FDM Ą cdFMC/FTD

× PAN Ą cdFMC/FTD

× Fortinet Ą cdFMC/FTD
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CDO Simplifies Advanced Tooling

× Cisco Secure Dynamic Attributes Connector (CSDAC)
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CDO Simplifies Fleet Management
× Code version visibility
× Hardware/Serial number visibility
× High Availability
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CDO Simplifies Fleet Management
× Scheduled code upgrades
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CDO Simplifies Fleet Management
× Notifications via email or webhooks
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CDO Simplifies Visibility

× Device configuration changes
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CDO Simplifies Visibility
× Remote Access VPN (Live and Historical)
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CDO Simplifies Visibility
× Site- to- Site VPN
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CDO Simplifies Visibility

× Centralized Logging and Analytics for ASA and FTD
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CDO Simplifies FTD Management at Scale

× Manage up to 1000 FTDs from a single instance of cdFMC
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CDO Simplifies Cloud Security

× Integration with Multicloud Defense 
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CDO to integrate 
with òall the thingsó
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ASA Object and 
Policy Management
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AWS VPC Security 
Group Policy 
Management
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Meraki MX Policy 
Management
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IOS Bulk CLI Access 
& Config Visibility
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Multicloud Defense
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Multicloud Defense
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Multicloud Defense
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Cloud Delivered 
Firewall Management Center 
(cdFMC)
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Cloud Delivered Firewall Management Center

×Cloud native FMC platform provided by Cisco Defense Orchestrator

×Not just a lift - and- shift VM of FMC

×Manage any FTD from any form factor ðphysical or virtual

×Manage any FTD from anywhere
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Cloud Delivered Firewall Management Center

×Manage up to 1000 FTDs from a SINGLE INSTANCE of cdFMC

×Roadmap is 2000 FTDs from a single instance

×Rapid release CI/CD pipeline = new features in weeks instead of months

×SaaS ðCisco FULLY manages and maintains the FMC

×SaaS ðFocus on managing security posture, not òmanaging the manageró
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Cloud Delivered Firewall Management Center

×FTD Version 7.0.3+ minimum

×FTD Version 7.2+ to use Low Touch Provisioning (LTP)

×OnPrem FMC 7.2+ to migrate FTD to cdFMC (Manager migration)

× Internet access from management - interface or from a data - interface

×Legacy FMC migration coming soon!

Requirements to be managed by cdFMC:
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Complete FTD Mgmt
with cdFMC
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Deploy FTD to Cloud of Choice
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×Wizard Driven
× Deploy instance
× Auto- Add to cdFMC
× All from CDO
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Onboard Cisco Secure Firewall
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Onboard Cisco Secure Firewall

Select FTD
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òconfigure manageró CLI method

Low touch provisioning for
FPR1000, FPR2100, FPR3100

See demo video here

Onboard Cisco Secure Firewall
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Onboard Cisco Secure Firewall

Assign the default policy
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Onboard Cisco Secure Firewall

× Select the device form factor

× Select the tier (virtual only)

× Select the feature entitlements
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Onboard Cisco Secure Firewall
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Onboard Cisco Secure Firewall

Registration will retry every 5 minutes or 
We can click òRetry Onboardingó for on- demand retry.

Refresh connectivity status
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Onboard Cisco Secure Firewall

Ensure management - plane
has outbound Internet 
access and DNS resolution 
is working

ping system <hostname>
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Onboard Cisco Secure Firewall
Paste the CDO generated configuration to the FTD CLI
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Onboard Cisco Secure Firewall

× SFTunnel was successfully built

× Initial device config and default policy
are being pushed to the FTD
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Onboard Cisco Secure Firewall

× Device fully onboarded 
× Ready to manage with cdFMC
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Onboard Cisco Secure Firewall

Launch into
Cloud Delivered 
Firewall Management Center
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Onboard Cisco Secure Firewall
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Onboard Cisco Secure Firewall

When secondary device 
is initially added, it will 
show up as a distinct 
device
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Onboard Cisco Secure Firewall

Å Once the HA has 
been configured in 
firewall management 
center, the CDO 
device objects will be 
automatically merged 
into 1 device 

HA roles and status (green/red)

HA Group Name
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