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Living in San Antonio, Texas, Aaron comes from a
service provider background, specializing in large
firewall fleet operations with an emphasis on
devops and operating at scale. Aaron holds an MS
iIn computer science and is also a 15+ year veteran
instructor of the Cisco Networking Academy having
taught at colleges in both lllinois and Texas.
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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App
@ciick 6Join the biseussiond
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 9, 2023.
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Cisco Systems, Inc. | Technical Market...

Technical Level

Intermediate (596)

Tracks
Networking (220)
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Breakout (453)

SHOW 2 MORE ¥

w Join the Discussion >

Enter your personal notes here
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AlIntroduction/Overview & What,
Where & Why?

A Cloud Delivered FMC and
Managing FTD

A Multi- Cloud Defense

AManaging ASA and other
Platforms

A Security Analytics and
Logging

A API Integrations with APl and
Devops

AWTrap up




Why Cisco
Defense
Orchestrator




Managing network
and application
security is hard
work.
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CDO Solves Problems
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____________ S AN -

CDO Solves Problems FAST

CDO is a SaasS leveraging a CI/CD Pipeline

(Continuous Integration, Continuous Delivery)
Releases/Sprints Plan
x CDO 1 Week

x cdFMC 4- 6 Weeks

Build

Release/Deploy
Code

X Customers ask...we deliver Continuous Testing

cisco M N #CiscoLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



CDO Needs NO Inbound Access

l‘.l x Devices initiate connection via
Internet

=‘ ':

o

CDO does not need inbound
S connectivity

Flexible connectivity options

x CLI and API access via CDO

x SDC/SEC for ASA IOS

cisco W -/ #CiscoLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



CDO oOutbound Onlyo Conn¢«

| ! :
=m (sol
<—>E\_J_I I 17
. TSEC!
I |
| QR
docker

Secure Device Connector (Locally Hosted)
Secure Events Connector (Locally Hosted)

Cisco Defense Orchestrator
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CDO Manages Devices Anywhere

Physical Hardware, Public or Private Cloud Virtual, FTD Instances,
ASA Contexts, and even containerized

cisco W -/ #CiscoLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



I U
CDO Simplifies Advanced Tooling

x Migrate FTD from On - Prem FMC to cdFMC

Migrate FTD to cdFMC

Migrate FTD to cdFMC

Migrate FTD from OnPrem FMC to cloud

Prem FMC (KD Ensure that you have onboarded your OnPrem FMC to CDO via Credentials or SecureX. Onboard an OnPrem FMC or learn more
|

g) After your OnPrem FMC has been onboarded, select it from the list.

-

|

A\
Available OnPrem FMCs (7.2+ only)

[ a

Finish
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CDO Simplifies Advanced Tooling

x Firewall Migration Tool

XK Tools & Services > @ Dynamic Attributes Connector

1

Secure Connectors

x ASA A cdFMC/FTD % settings >

Firewall Management Center

x FDMA cdFMC/FTD

7

ASA Templates

Migrations

x PANA cdFMC/FTD

@ Firewall Migration Tool

@ Migrate FTD to cdFMC

x Fortinet A cdFMC/FTD

cisco W N #CiscoLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



CDO Simplifies Advanced Tooling

x Cisco Secure Dynamic Attributes Connector (CSDAC)

4 Y
AWS (1) -1
@ Active
]
GitHub (1) ® Cloud-Delivered FMC (1)
. @ Active 1 7 auto . T @ Active

Office 365 (1)
@ Active

> auto

cisco W N #CiscoLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



CDO Simplifies Fleet Manag

x Code version visibility
x Hardware/Serial number visibility

x High Availability

.

ement

[Devmes [ Temp\a(es] [ Q

] Displaying 7 of 7 results

Al ASA  AWSVPC  AzuwreVNet DuoAdminPanel  FTD  I0S  Integrations  Meraki  On-PremFMC  Umbrella
HA Failover Last Deplay Configuration  Connectivity
= Name % Version & Hostname Location % State % Status ¢ &
Berlin 192.168.255 5/11/2023 )
919(1) 208:8443 viopay O Synced @ Online
[ Corksile 9166110 ~ 13730542’5 52023 o 5nced @ Online
Dayto 1010.6.44:4 Not
o e sie(ane - smpo2s O ® Online
\ 4 Synced
O  DoverSmnch WOHRE - 12181.219.11 SM52023 g gos @ online
. 2:443 ;
O Mmneapolis - . 10106844  Primary - OSyced ® Oniine
\ 3 Active
O  Richmond 215(1) - 12105474 312712023 guaceq @ Online
vasa-gb-
VPN-Headend-Contractors EIEeEs 8/25/2021
O ) 914(3) - mgmt.dev.lo i " © Synced @ Online
ckhartio:44
3
W - #CiscolLive

Berlin =

Device Details

Location 192.168.255.206:8443
Model ASAv (VO1)

Serial GATNEHZAWTM
Chassis Serial SATNGHZAWIM

Software Version  818(1)

ASDM Version  718(1)

Context Mode Single Context

Firewall Mode Routed

Uptime 48 Days 21 Hours @

Failover Mode Not Configured

soc Demo-Red-AWS-5DC
O Synced

Your device's configuration is up-to-date.

Check for Changes

{1 Scheduled Deployments

Device Actions

@ Upgrade

»— Command Line Interface
& Reconnect

@ Update Credentials

BRKSEG 1138

Schedule

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

19



CDO Simplifies Fleet Management

X Scheduled code upgrades

Device Upgrade

ASA: Berlin

€ Return to Inventory

May 31, 2023, 8:19 AM

Schedule Upgrade

@ ASA Software Image 9.19(1)
D Skip Upgrade

Image Source

Software Image

Berlin
ASAv (VO1)
192.168.255.206:8443

7.98 GB
Disk Usage 188.41 MB

Not Configured

@ Select the ASA software image you want to upgrade to.
Only compatible versions of ASA and ASDM are shown.

DNS must be properly configured on the device before

® useCDO Image Repository
O specify Image URL

[ Select an Image

] attempting the upgrade. Please reference Configure
¢ DNS on ASA for details

9.19(1.5) :
If you check "Skip Upgrade,” the ASA software image on
your device will not be changed. You may still upgrade
ASDM.
© ~som softv re I 719(1) >
#CiscolLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



CDO Simplifies Fleet Management

x Notifications via email or webhooks

Send Alerts When Device Workflows Device Events
Deployments ﬂ All device events
Failed Started Succeeded [ Went offline
Backups | Back online
Failed Started Succeeded I Conflict detected
&4 HA state changed
Upgrades . 9
: i Site-to-Site session disconnected
Failed Started Succeeded .
- L -
Migrate FTD to cloud Add Service Integration »
Failed Started Succeeded Hame -
[ CDO-Notifications ]
Commit pending Service Type
= Webex ~
Webex ra Copy haguarried UL anapisatibaons | Mo
Slack
Custom 1/webhooks/fincoming/xxx ] Test
Cancel m
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CDO Simplifies Visibility

x Device configuration changes

Comparing Files

Previous Next ~ 12

Original Configuration

no ip address no ip address
|

)
interface GigabitEthernet/8
shutdown
no nameif
no security-level
no ip address
\
interface Managementa/a
::::::c:""“"ly ipv6 address feBe:
mac-address Ba0c.F142.4cde standby @8ac.F142.4cdf 2000 ORI el RIBetibs) CRnrlyy eIRIBE
ipvé address autoconfig
i I T ipvé nd suppress-ra
security-level
ip address 18.188.118.228 255.255.255.8 standby 18.188.118.221 ftn!moda pasaive
ipv6 address TeBB::c@@1:37ff:fe6c:8 link-local standby fe8@: :ce@l:37ff:fe6e:1 P P!
ipv6 address 2607::/127 standby 2081::1 CLEEE FOERl 703 o &
. . o subnet 192.168.7.8 255.255.255.8
ipv6 address sutoconfig
T i (T object network test-sync-3
s subnet 192.168.8.8 255.255.255.8
£t o object network test-sync-6
P mode passive subnet 192.166.6.8 255.255.255.8
object network test-sync-4
bret 192.168.7.@ 255.255.255.8 object network network192.168.1.8
o e e subnet 192.168.1.9 255.255.255.8
object network test-sync-3
e o 6e b b oae 25 2554 object network network192.168.2.8
object ne‘wérk ;E;( . né 6 . subnet 192.168.2.8 255.255.255.8
F g object network Cincinnati-Printer-Network
subnet 192.168.6.8 255.255.255.9
subnet 192.168.124.0 255.255.252.8
object network network192.168.1.8
object network 10.8.4.8.24
subnet 192.168.1.8 255.255.255.0
L Ein G o (O subnet 19.8.4.9 255255255 8
object-group network bosten
subnet 192.168.2.8 255.255.255.9
hccess-1ist StopBadPeople extended permit ip any an network-cbjact cbject 16.8.4.8.24
pecess-11s P! op. P P any any | access-list StopBadPecple extended deny ip cbject-group boston object Cincinnati-Printe
15t TunnelTest extended permit ip object network192.168.1.8 object netwark192.
b list StopBadPeople extended permit ip any any
a list TunnelTest extended permit ip ocbject network192.168.1.8 object network192.1

pager lines 23

interface Management@/é

management-only

shutdown

mac-address B8@c.f142.4cde standby @0ac.f142.dcdf

naneif management

security-level 8

ip address 18.198.118.228 255.255.255.8 standby 18.188.118.221

:c881:37ff :febc:@ link-local standby feB@::c@@1:37ff:febc:1

access-1
pager lines 23
mtu outside 1588

c | S Co &. #CiscoLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



CDO Simplifies Visibility

x Remote Access VPN (Live and Historical)

.

Karilyn

User Details
Location

Connection Profile
Group Policy
Assigned IP (v4)
Assigned IP (v6)
Public IP

Data Received
Data Transmitted
Client OS Type
Idle Timeout Left

Device Details

Device Name
Device Type
Security Group Tag

nitoring
E] Historical | Live [RA VPN | MFA] [ Q
Clear All Devices &
Usemame ¢ Status Device Name & Assigned IP (v4) ¢ Assigned IP (v6] ¢  PublicIP & Login Time & Duration DataTX = DataRX # Location
Juan @ Active Berlin 172.16.249.176 fcfeieeee:77 173.38117.79 08:14:41 05/31/202  Oh:5m:14s L 3.79KB & 392 Bytes == Cary, North Carolil
June @ Active Berlin 172.16.249.170 fefe:eeeen72 173.3817.79 08:19:4105/31/202  Oh:0m:14s L 379KB - == Cary, North Carolii
Karilyn @ Active Berlin 17216.249138 fcfe:eeee:70 173.38117.79 07:11:09 05/31/202  1h:8Bm:46s L.379KB @ 560 Bytes '™ Cary, North Carolit
Lee @ Active Berlin 172.16.249.153 fcfeieeee:be 173.3817.79 07:35:10 05/31/202  Oh:44m:45s L 3.79KB & 560 Bytes == Cary, North Carolil
Madisen @ Active Berlin 172.16.249.175 fefeieeee:69 173.38.117.79 07:57:41 05/31/202  Oh:22m:14s L 3.79KB ® 504 Bytes == Cary, North Carolii
Mirabel ® Active Berlin 17216.249137 fcfe:eeee:76 173.38117.79 06:50:38 05/31/202 1h:29m:17s L379KB @ 816 Bytes '™ Cary, North Carolit
Myran @ Active Berlin 172.16.249.169 fcfeieeee:71 173.38117.79 07:20:09 05/31/20z  Oh:59m:46s L 3.79KB ) 560 Bytes =S Cary, North Carolil
Orlande @ Active Berlin 172.16.249.133 fcfeieeee:66 173.3817.79 07:40:10 05/31/202  0Oh:39m:45s L 379KB ) 560 Bytes == Cary, North Carolii
Ray @ Active Berlin 172.16.249.161 fefe:eeee:6b 173.38117.79 07:59:41 05/31/202 0Oh:20m:14s L379KB @ 504 Bytes '™ Cary, North Carolit
Seth @ Active Berlin 172.6.249.166 fcfeieeeer75 173.3817.79 07:47:40 05/31/202 Oh:32m:15s L 3.79KB ) 560 Bytes '™ Cary, North Carolil
Sherleen @ Active Berlin 172.16.249.139 fcfeieeeer74 173.38.117.79 08:18:11 05/31/202: Oh:im:44s L379KB ) 280 Bytes = Cary, North Carolii
Sue ® Active Berlin 17216.249.163 fefereeeen73 173.38117.79 07:59:41 05/31/202 0Oh:20m:14s L379KB @ 504 Bytes '™ Cary, North Carolil
Timothy @ Active Berlin 17216.249.132 fcfe:eece:B4 173.38.117.79 07:46:10 05/31/202 Oh:33m:45s L.379KB 504 Bytes '™ Cary, North Carolit
paul-1 @ Active VPN-Headend-Col  192168.128.72 34.228.89.40 08:26:27 05/31/20z  Oh:3m:40s L12.21KB ®79.03 MB == Ashburn, Virginia,
paul-10 @ Active VPN-Headend-Coi  192.168.128.81 34.228.89.40 08:26:32 05/31/202 Oh:3m:35s L12.21KB ® 7712 MB == Ashburn, Virginia,
paul-2 @ Active VPN-Headend-Col  192.168128.73 34.228.89.40 08:26:28 05/31/202 0Oh:3m:39s L12.21kB ®78.84MB == Ashburn, Virginia, United £
paul-3 @ Active VPN-Headend-Col  192168.128.74 34.228.89.40 08:26:28 05/31/202  Oh:3m:38s £.12.21KB *78.26 MB == Ashburn, Virginia, United £
paul-4 @ Active VPN-Headend-Coi  192168.128.75 34.228.89.40 08:26:29 05/31/202 Oh:3m:38s L12.21KB ®78.42 MB == Ashburn, Virginia, United £
ve!
cisco W. #CiscoLive  BRKSEG 1138

== Cary, North Carolina,
United States

& CERT-AUTH
& DemoRed
172.16.249.138
fcfe:eeee::70
173.38117.79

@ 560 Bytes

& 3.79KB

A Linux (64-bit)
30 Minutes

Berlin
& ASA
none

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

23




CDO Simplifies Visibility

x Site-to- Site VPN

Configuration Name

Poer1

Davice

VPN Access Interface

outside

Protacted Networks.
Berin-vaite

inside

cisco Lg/&/

Poer2

Device

VPN Access interface

outside

Protacted Natworks
Clrsite-in

NAT Exempt Interface ©

inside

Policies

Action
© PERMIT

Extranet @

Tunnel Details

fation Key Exchange
Connectivity Last Seen Active
idlo
Protocol Source Port
o Bersn-inside-Net any

#CiscolLive BRKSEG 1138

Last Checked
5/31/23 8:20 AM

Destination Port
Clarksvie-inside-

a0y
Net

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CDO Simplifies Visibility

x Centralized Logging and Analytics for ASA and FTD

cisco Lg/&/

Historical | L\ve} [

.

All times shown in UTC

Clear j 05/30/2023 04:00:28 to 05/31/2023 04:00:28 & Intrusion *  Malware ~  Security Intelligence ~  Connection »  File Local: COT (UTC-0500)
Views View 1 8 AHACK-SNORT-EVENTS X
Date[Time Device Type  Event Type Sensor ID / Hostname _ Initiator 1P Responder P Port Pratocol  Action Policy
May 30, 2023, 05:49:14 FTD Connection 198.235.24.232  172.30.3194 32400 tep Block Edge-Firewall
May 30, 2023, 06:10:33 FTD Connection 205.210.31.243  172.30.4102 8443 tcp Block Edge-Firewall
AC_RuleAction Block EventType ConnectionEvent InitiatorPackets 1
AC_RuleReason 1P Block FirewallPolicy Edge-Firewall InitiatorPort 56729
CSV Generation Time 1685505641 FirstPacketSecond May 30, 2023, 06:10:29 PrefilterPolicy Default Prefilter Palicy
DeviceType FTD Protocol cp
Egressinterface lab_management IP_ReputationSI|_Category ~ Malware ResponderlP 172.30.4.102
EgressVRF Global Ingressinterface outside ResponderPort 8443
EgressZone lab_management IngressVRF Global SI_Direction Source
EventSecond May 30, 2023, 06:10:29 IngressZone outside timestamp May 30, 2023, 06:10:33
InitiatorBytes 58
EventSubtype Start InitiatorlP 205.210.31.243
May 30, 2023, 09:41:32 FTD Connection 19823524193 172.30.4102 8443 tep Block Edge-Firewall
May 30, 2023, 11:00:25 FTD Connection 185180.143.1 172.30.4102 8443 tcp Block Edge-Firewall
May 30, 2023, 19:04:27 FTD Connection 198.235.24117 172.30.4102 8443 tep Block Edge-Firewall
May 30, 2023, 20:44:33 FTD Connection 185.233.19.18 172.30.4102 8443 tep Block Edge-Firewall
#CiscolLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CDO Simplifies FTD Management at Scale

x Manage up to 1000 FTDs from a single instance of cdFMC

Defense Orchestrator

FMC /D Device Management

View By [ Group v

All (6) @ Error (0) ® Warning (0) Offline (0)
—
Collapse All

] Name
[]  Canada(2)
Ottawa

]

™ High Availability

Ottawa-PRI(Primary, Active) Snort 3
N/A - Routed

Ottawa-SEC(Secondary, Standby) Snort 3
N/A - Routed

Toronto  Snort 3
N/A - Routed

~ Cloud (2)

] AWS-FTD Snort 3
o N/A - Routed

cisco '&_/

Analysis

Policies Devices

® Normal (8)

Model

FTDv for VMware

FTDv for VMware

FTDv for VMware

FTDv for AWS

Objects

Version

Integration

Deployment Pending (5)

Chassis

N/A

N/A

N/A

NjA

“3 Return Home  Deploy Q @ Fo I 7 ]

® Upgrade (0) @ Snort 3 (6)

Licenses

Essentials, IPS (2 more...

Essentials, IPS (2 more...

Essentials, IPS (2 more...

Essentials, IPS (2 more...)

#CiscoLive BRKSEG 1138

Access Control Policy

Default Access Control
Policy

Default Access Control
Policy

Default Access Controf
Palicy

Default Access Control
Policy

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Deployment History

Q, Search Device

Auto RollBack

4
I
“« Vi
4
@ 28
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CDO Simplifies Cloud Security

X Integration with Multicloud Defense

= Hide Menu

Muticoud Defense
O Detonse €T Accounts and Assets

|#a Dashboard

£ Inventory
Cloud Accounts Account Resources
&) Policies >
@ Objects > 0 AWS aws 0 Azure h
VPCS/VNets  Security Groups  Route Tables Subnets

ofe VPN >

Total Accounts

View Accounts 5 O 5 0
V- Analytics ; 1 cer D 1 oracle

Instances Load Balancers Tags Applications

@ Change Log Checking for product updates...
(é Jobs.
R Toolsaservices Enable Traffic Visibility
{@% Settings > Enable traffic visibility on specific VPCs to allow for more insight into traffic in and out of your account.

Enable visi y

cisco W- #CiscolLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco

ASA

Adaptive Security Appliance
(8.4+)

Cisco Secure
Firewall Threat Defense

Integrations

Enable basic CDO functionality for

integrations

Umbrella Organization

View Umbrella Organization Policies

from CDO

BRKSEG 1138

Select a Device or Service Type

Multiple ASAs

Adaptive Security Appliance
(8.4+)

A2
Yo%

SFCN

Secure Firewall Cloud Native

&

AWS VPC

Amazon Virtual Private Cloud

-

Import

Import configuration for offline

management

On-Prem FMC

Firepower Management Center
(6.4+)

Meraki

Meraki Security Appliance

Duo Admin

Duo Admin Panel

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Hits

Action Protocol Source Port Destination Port (Day) [ % Cancel ]
o Save

permit 10.10.10.0/24 any any WwWw oooo

deny foobar2 any any any oooo Network Policy ~

Permit 6.6.6.8 any 11.1.0/24 domain 0000 Edit Tools Active

[Z] Permit i anyconnect-net any any any [1ooo + x @ 0 @ O

BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29




aliilr, §
cisco  Defense Orchestrator

Policies >

£ Admin

demo-red .
aahackne@cisco.com

AWS VPC Policies / vpc-28a5154d (AWS-DC-West-Demo-Red)

€ Return to Inventory

Packets — Security Groups

T Q Ssearch (o
Cisco Adaptive Security Virtual -ASAv- - ge-9-13-1-155 -9-13-1-10 ---AutogenBy AWSMP -
Direction Name Action Source Destination

Inbound Cisco Adaptive Security Virtual... 7l Allow Any IPv4 TCP:22

Inbound Cisco Adaptive Security Virtual... [Z] Allow Any IPv4 TCP:443

Qutbound  Cisco Adaptive Security Virtual... [~ Allow Any IPvd

Cisco Firepower NGFW Virtual -NGFWuy- - BYOL-6-6-0-80-AutogenByAWSMP- .
Direction Name Action Source Destination

Inbound Cisco Firepower NGFW Virtual ... [/ Allow Any IPva  12APR2019-... TCP:80

Inbound Cisco Firepower NGFW Virtual ...  [2] Allow Any IPvd TCP:22

Inbound Cisco Firepower NGFW Virtual ... [ Allow Any IPvd TCP:443

Outbound  Cisco Firepower NGFW Virtual ... [5] Allow Any IPvd e

BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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MX Policies / Hollis Regional Office

nm
csco  Defense Orchestrator

4 Return to Inventory

[T} Packets — Access Control

T B = Q  Search

# Name Action Source

Policies >

1 BlockBadness @ Block

2 Hollis Regional Office_L3_Rule... @ Block 10.0.0.224/32

TCP:80

AdamTest Allow

BRKSEG 1138

Q £ & o-

3 rules

Destination

22.22.22.22/32  IT-Team-Valu...

TCP:80

10.31.12.90

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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] 19 demo-red
Bulk CLI Q & & 0O aahackne@cisco.com
Macros . Command sent on 5/18/2022, 2:31:29 PM My List @) Execution (€ 2 2
—_— By Response By Device
>
Asa Clear all connections [+ [ show route] Clarksville
Clear all connections from the ™ ustin 1 Devices 5
connections table 2 Clarksville -
ASA show version [E4T] 1 Devices 5
Austin —
ASA GoogleDNS [E40]

Set DNS to point to Google

Asa Device Cert Check  [# [
Identity Certificate check for RAVPN

ASA License Review F®
RAVPN Pre-Req

AsA Configure NSEL

Configures NetFlow Secure Event
Logging (NSEL) for ASA Devices

Asa DELETE NSEL
Deletes NetFlow Secure Event

Logging (NSEL) Configuration from
an ASA device

ASA Create a 528 IPSEC...[#

Creates an IPSEC Tunnel, including
objects, NATs, CryptoMaps, Tunnel
Group, etc

ASA Set My DNS Fw

Commands to set DNS

Asa LongReceipts [E40]

This is the macro for snmp

Press Cmd+Enter to send command Clear

Showing respanse for 1 Devices

Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 18.10.6.33 to network 8.8.8.8

8§* ©.6.6.0 0.0.0.08 [1/0] via 16.10.6.33, outside

C 10.18.6.8 255.255.255.192 is directly connected, outside

L 10.18.6.42 255.255.255.255 is directly connected, outside

s 10.252.184.224 255.255.255.224 [1/8] via 64.68.115.52, inside
c 192.168.228.8 255.255.255.8 is directly connected, inside

L 192.168.228.1 255.255.255.255 is directly connected, inside

BRKSEG 1138
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Multicloud Defense

‘teel De chestrato Multicloud Defense

= Hide M c

“* Multicloud Defense

[! Dashboard

~, Multicloud

O Defence . ETD Accounts and Assets
£ Inventory

Cloud Accounts Account Resources

@ Policies >

Objects > O AWS aws 0 Azure k
VPCS/VNets  Security Groups  Route Tables Subnets

VPN >

@

g

Total Accounts

View Accounts 5 O 5 0
4 Analytics » 1 sce 3 1 oracle

Instances Load Balancers Tags Applications

Checking for product updates...
Q} Change Log 9 for p! P

£5) Jobs
PR Toolsaservices Enable Traffic Visibility
{@} Settings > Enable traffic visibility on specific VPCs to allow for more insight into traffic in and out of your account.

Enable visi y
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Multicloud Defense

[ FULL CONFERENCE ]I IT LEADERSHIP I

Consistently Secure the Multicloud at Any Scale with Cisco - BRKSEC-2145 yi¢
John Clark, Cisco

m Thursday, Jun 8 | 9:30 AM - 10:30 AM PDT | Level 3, PalmD

The multicloud introduces unique security concerns, fueled by dramatic implementation differences between public
cloud providers. With the recent introduction of Cisco Multicloud Defense, Cisco can now provide an innovative
approach to consolidating and improving security across your environment.

In this session you will be learn in detail how Cisco Multicloud Defense delivers cloud-native firewalling along with
automation and cloud networking to accelerate your transition to the multi-cloud.
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Cloud Delivered
Firewall Management Center
(cdFMC)
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Cloud Delivered Firewall Management Center :\

x Cloud native FMC platform provided by Cisco Defense Orchestrator
x Not just a lift - and- shift VM of FMC

x Manage any FTD from any form factor o physical or virtual

X Manage any FTD from anywhere
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Cloud Delivered Firewall Management Center :\

X

X

X

Manage up to 1000 FTDs from a SINGLE INSTANCE of cdFMC

Roadmap is 2000 FTDs from a single instance

Rapid release CI/CD pipeline = new features in weeks instead of months

SaaS d Cisco FULLY manages and maintains the FMC

SaaSO0Focus

cisco M/

on

managi ng

#CiscolLive BRKSEG 1138

security

post

\



Requirements to be managed by cdFMC.:

Cloud Delivered Firewall Management Center :\
x FTD Version 7.0.3+ minimum
x FTD Version 7.2+ to use Low Touch Provisioning (LTP)
X OnPrem FMC 7.2+ to migrate FTD to cdFMC (Manager migration)
X |nternet access from management - interface or from a data - interface

x Legacy FMC migration coming soon!

cisco Lg/p// | o . ~
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Defense Orchestrator
- ;e . . : : il
% Devices / Device Management Monitoring Policies Devices Objects Integration “> Return to Inventory ~ Deploy ~ Q @ L+ @ aahackne@cisco.comvy ‘il SECURE

—
Deployment History
View By: [ Group v
All (4) @ Error (1) ® Warning (0) Offline (1) ® Normal (2) Deployment Pending (3) @ Upgrade (0) ® Snort 3 (4) Q_ Search Device
Collapse All
: Name Model Version Chassis Licenses Access Control Policy Auto RollBack
(] > Peoria(1) s
[] ~ Ungrouped (2)
lj Ouawa [SHCIES FTDv for VMware 7.2.0 N/A Base, Threat (2 more...) @ Corporate-FW-Policy « .
N/A - Routed -
O Taronto [SOORE FTDv for VMware 7.2.0 N/A Base, Threat (2 more...) ° Default Access Control €D .
N/A - Routed Policy .
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Deploy FTD to Cloud of Choice

Onboard FTD Device

v the steps below

x Wizard Driven
Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device y I
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
from CDO after onboarding. Learn more ('
Firewall Threat Defense -
— = = =
®rpe O rfome
i Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud x
z : Onboard a device using a registration Use this method far low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the dev @ the Command configured devices using their serial envircamant; AWS, GCP and Azura
arface. number.
(FTD 703+ & 72+) (FTD 72+)

Select Cloud Provider

Select Cloud Provider

AWS
Azure

GCP
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Onboard Cisco Secure Firewall

‘J'“"E“ Defense Orchestrator |nvent0ry
lED LA T Devi Templates Q. Search by Device Name, IP Addr Serial I
Inventory All FTD
Name 2 Configuration Status
arid-pirate

© Synced

Admin

Q &- &

Displaying 1 of 1 results

Connectivity

Online

OF

C

cisco W- #CiscolLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Onboard Cisco Secure Firewall

Aaron_Hackne!

Hide Menu

What would you like to onboard? Cancel
£ Inventory
Select a Device or Service Type

@ Policies >
No Secure Device Connector found to communicate with some types of devices. Set up a Secure
Device Connector

& oOobjects >
oBe VPN >
V- Analytics > S e I e Ct F I D ASA Multiple ASAs On-Prem FMC
Adaptive Security Appliance Adaptive Security Appliance Firepower Management Center
@ changeLog (8.4+) (8.44) (6.4+)
£ Jobs
9€ Tools & Services > X rak
% settings > FTD SFCN Meraki
Cisco Secure Secure Firewall Cloud Native Meraki Security Appliance

Firewall Threat Defense

y % | N Y

cisco '&‘/
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Onboard Cisco Secure Firewall

Low touch provisioning for

dconfigure manager 6 CL IFPREG0HBRRI00, FPR3100
See demo video here

/0) /3

e/

/0) /6)

(A%

Firewall Threat Defense

Manage Smart License

Use CLI Registration Key Use Serial Number
Onboard a device using a registration Use this method for low-touch
key generated from CDO and applied provisioning or for onboarding

on the device using the Command configured devices using their serial
Line Interface. number.
(FTD 7.0.3+ & 7.2+) (FTD 7.2+)
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https://youtu.be/98BhkxxqX7k

Onboard Cisco Secure Firewall

o Device Name CHICAGO-PRIMARY

© roicy Assignment Access Control Policy /Assign the default policy

Default Access Control Policy ~

Q, Select Access Control Policy

Default Access Control Policy

o Subscription License

o Create Registration Key

o Done
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Onboard Cisco Secure Firewall

e Subscription License Please indicate if this FTD is physical or virtual: o
O x Select the device form factor

Performance Tier (FTDv 7.0 and above only)

x Select the tier (virtual only)

FTDv10 - Tiered (4 core / 8 GB) v

x Select the feature entitlements

Base Firewall Capabilities

Threat & Intrusion Policy

Malware Ce File Policy

URL License URL Reputation
RAVPN  VPNOnly ~ RA VPN
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Onboard Cisco Secure Firewall

o Create Registration Key @ Enable network connectivity for your FTD using either a
management or data interface. Learn more (£

Copy registration

‘ Copy registration command
command to clipboard

. e
configure manager add @
aahackne .app . |

QBxThaEzYOAKCFzfEutvYgJwhjm87RGO
fH9fDncshZ54V0HoYUh9PcXond17vHLU
aahackne.app | |

Paste the registration command copied above in the
Command Line Interface of the FTD. Learn more [4'

cisco W ./ #CiscoLive BRKSEG 1138
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Onboard Cisco Secure Firewall Refresh connectivity Status

T Devices  Templates Q,  Search by Device Name, IP Address, or Serial Number Displaying 2 of 2 results Cc (O] n > CHICAGO-PRIMARY =

FTD

Al FTD Device Details v
= Name % Configuration Status % Connectivity Location e
CHICAGO-PRIMARY Model e
(v =5 - @ Pending Setup Serial n/a
Version n/a
Onboarding Registration Key
Method

® Online
If you need to re-copy the configuration command it is available from the
inventory device level once you have completed the onboarding wizard.

Status of the onboarding is also available here. © Registration Failed

Device registration failed. Please check Workflows for more
details about the error. Complete the onboarding process by
executing the following registration command on the device
(ignore if already done). Make sure your FTD can connect to
aahackne.app.staging.cdo.cisco.com. To retry onboarding,
click the 'Retry Onboarding' link below.

Additional Information
Registration timed out. Please check connectivity and
registratjon-ie

Registration will retry every 5 minutes or
We can click oORet r ydemandretrg r
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Onboard Cisco Secure Firewall

Ensure management- plane
has outbound Internet
access and DNS resolution
is working

ping system <hostname>
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Onboard Cisco Secure Firewall

Paste the CDO generated configuration to the FTD CLI

[> configure manager add aahackne | cdo.cisco.com QBxTbaEzYOAkCFzfEutvYglwhjm8
7RGO I U ochackn o

If you enabled any feature licenses, you must disable them in Firepower Device Manager
[before deleting the local manager.

Otherwise, those licenses remain assigned to the device in Cisco Smart Software Manager

Do you want to continuel[yes/no]:yes
Local Manager successfully deleted.

No managers configured.
File HA_STATE is not found.

Manager aahackne.app |GGG successfully configured.

Please make note of reg_key as this will be required while adding Device in FMC.
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Onboard Cisco Secure Firewall

splaying 2 of 2 results C o > CHICAGO-PRIMARY = '
FTD x  SFTunnel was successfully built

Device Details v

x Initial device config and default polic
are being pushed to the FTD

Connectivity % Location n/a

Model n/a
O Onboarding Serial n/a
Version n/a .
Onboarding Registration Key
. Method
® Online
<.: Syncing

Successfully registered the device. Deployment is in progress.
Please check back in a moment.

cisco L‘V& N #CiscolLive BRKSEG 1138 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Onboard Cisco Secure Firewall

. € . aahackne _
Inventory Q &4 g @ aahackne@cisco.com
T Devices Templates Q, Search by Device Name, IP Address, or Serial Number Displaying 2 of 2 results c » n 4 CHICAGO-PRIMARY
—— FTD
Al | FTD Device Details
[-] Name % Configuration Status 3 Connectivity # Location na
CHICAGO-PRIVAR Model Cisco Firepower Threat Defense for
HICAGO-PRIMARY
o © Synced @ Online ML
’ Serial 9AGA4KOVZBXE
Version 7.2.0
arid-pirate Onboarding Registration Key
° .
FTD High Availability Standby Active ©synced G Method
© Synced

Your device's configuration is up-to-date.

Device Actions

Check for Changes

x Device fully onboarded
x Ready to manage with cdFMC

Manage Licenses (&'
Workflows

Remove

£ More Actions

(L R
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Onboard Cisco Secure Firewall

Inventory Q & & O- .
A Devices = Templates Q. Search by Device Name, IP Address, or Serial Number Displaying 2 of 2 results C & n > CHICAGO-PRIMARY (»
FTD
Al Device Details
= Name =% Configuration Status % Connectivity % Location wa
CHICAGO-PRIMARY Model Cisco Firepower Th
) © Synced @ Online MAany
e Serial 9AGAKOV2BXE
Version 720
arid-pirate Onboarding Registration Key
o .
FTD High Availability Standby Active = Synced ® Online Method

Your device's configuration is up-to-date

Device Actions

Check for Changes
Manage Licenses ('
Workflows

Remove

sl

More Actions (&'

jefiagement

Launch into
Cloud Delivered
Firewall Management Center

cisco L‘V& ./ #CiscoLive BRKSEG 1138

& Device Summary ('
& Objects (&

W Health &'

@ Policy &'

« NATCZ

& High Availability (&'

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53




Onboard Cisco Secure Firewall

Defense Orchestrator

Meonitoring Policies Devices Objects Integration
| Device Management
—
View By: Group v
All (3) ® Error (2) ® Warning (0) Offline (0) ® Normal (1) Deployment Pending (0)
—
Collapse Al
Name Model Version Chassis
7] > arid-pirate (1)
| low-mercury (0)
| Swift-Halo (0)
~ Ungrouped (1)
- CHICAGO-PRIMARY [SIEIES FTDv for VMware 7.2.0 NIA
N/A - Routed
CHICAGO-PRIMARY x
Cisco Firepower Threat Defense for VMware (Version
7.2.0)
Health Modules
M Normal 23
M Disabled 44
(4 #CiscoLive

*3 Return to

@ Upgrade (0)

BRKSEG 1138

Inventory  Deploy Q

@® Snort 3 (3)

Licenses

Base, Threat (2 more...)
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Onboard Cisco Secure Firewall

Inventory
T Devices Templates Q Search by Device Name, IP Address, or Serial Number Displaying 3 of 3 results C (O] Wh e n SeCO n d ary deVI Ce
ol L s initially added, it will

= Name % Configuration Status % Connectivity =

show up as a distinct
device
CHICAGO-SECONDARY

i <
FTD © Synced @ Online

CHICAGO-PRIMARY

o
o D Synced

cisco L‘V& ./ #CiscoLive BRKSEG 1138
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Onboard Cisco Secure Firewall

Inventory

A ¢ Devices Templates Q Search by Device Name, IP Address, or Serial Number S\ Once the HA haS

been configured in
Name $ / HA Group Name Configuration Status $ flrewa” management
CHICAGO center, the CDO

© Synced
FTD High Availability 2 oY

device objects will be
automatically merged
into 1 device

HA roles and status (green/red)
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