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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 9, 2023.

cisco L{Vp/_/

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2084

BRKSEC-2084

technologies, and features in the Catalyst
9000 Switches.

Kenny Lei >
Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks
Networking (220)
Session Type
Breakout (453)
SHOW 2 MORE ¥

Webex
w Join the Discussion >
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About me

- Rochester NY (Garbage Plates and
Kristen Wig!!!)

- 10 years with Cisco

- 12+ years designing C2 systems
- 6 years in US Navy - “Bubblehead”
- GSE #339 & SANS MSISE

- CCIE 41663 (R&S, Sec) & CCDE
20180018

- homebrewer, woodworker
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What is this session about?

- Background:
- Breaches are accelerating
- Defenders seem to be falling behind

« Problem:

- We don’t truly understand what our
environments are doing, because...

- We’ve all focused on the wrong part of the
equation

« Solution:

- Well, we're going to have to wait and see
on that ;)
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- Why are we in pain?

- Where did we go wrong?
- What can we do about it?
- How can visibility help?

BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Why are we In
pain?
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Breaking news!!!
BLUF: Cybersecurity is a mess out there

The gyber Security Times

Home What is Computer security ~ Mobile security ~ Data security SCCM

Microsoft customer support breached by

U.S. LEGAL NEWS SEPTEMBER 30, 2020 / 10:20 AM / UPDATED 2 YEARS AGO

Anthem to pay nearly

'4‘1‘ The Boston Glob + Follow iew Profile
breach probe by U.S. {iitaiie o

New details on LastPass breach mean it’s time for a new

By Reuters Staff

password manager

Story by Hiawatha Bray * Yesterday 10:26 AM H3 QD Comments

Home / Tech / Security

Colonial Pipeli _
Everything you need to know Analysis

The time from vulnerability disclosure to exploitation is decreasing, according to a new intelligence report from Rapid7.

ed Faster Than Ever:

Updated: DarkSide has claimed responsibility for the
catastrophic ransomware outbreak.

’, .. Written by Charlie Osborne, Contributing Writer on May 13,
. NATIONAL SECURITY

Hackers steal sensitive law enforcement data in a breach of
the U.S. Marshals Service

February 28,2023 - 2:31 PMET

JENNA MCLAUGHLIN
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Have you been compromised?

How and when would you know?

Customers have made huge investments in
security....

T

------

%

..yet threats are getting through.
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Who gets the blame

The only thing getting more efficient is identifying scapegoats

- Tenure of a CISO: ~2years (ClOs 4.3, CEOs 8.1)

- Solutions in security stack: 50-60 (medium-sized companies)
- Unfilled security roles in US: >/15.,000

. Leading investment areas:  (Expect ~S1.75T by 2025 vs. $10.5T loss)
1. Services: 50%, or almost S900B
... 18. Cyber Insurance: ~S15B
... Last: Security Awareness Training: S8B

1: https://www.forbes.com/sites/forbestechcouncil/2020/02/10/the-ciso-job-and-its-short-tenure/

2: https://biztechmagazine.com/article/2019/03/rsa-2019-most-organizations-use-too-many-cybersecurity-tools
3: https://fortune.com/education/articles/companies-are-desperate-for-cybersecurity-workers-more-than-700k-
positions-need-to-be-filled/

4: https://cybersecurityventures.com/cybersecurity-almanac-2022/
cisco Lz{/&/
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Where did we
go wrong?
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Security and Network folks share similar scars and war
stories!

. Pay for the mistakes and decisions of
others

. Complexity of domains lacks or obscures
critical information

. Forced to be reactive and work under
significant pressure

. Target of frustration, fury, or panic

- Nebulous workload and scope of
responsibilities - “utility players”
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Is there a root problem?

Fog of War == massive drain and slow
response

Can’t defend against unseen threats
(just ask Yamamoto!)

Technology stacks add to this

- Getting 100% of what you pay for?

- Staff to operate the stack effectively?
« Fuse information? Or confuse Ops?

Lack of visibility = slowed or impaired

response
Events leading to and during the + Fixes happen later, if at all
Battle of Midway 4-7 June 1942 + Uncovered by law enforcement (€3)
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How can you segment without context &
visibility?

 Expectation
28> 28

™ v .
Employees = Employees ——
Contractors Building management
nﬁ ~
® - -
S ™ a 50 a 50 m
= e
' ﬁ ﬂ Printers ! h
e o & °

Tl Common services Tl Tl Common services Tl

Cisco M-/ #HCiscolLive  BRKSEC -2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Data Center trends render traditional detection &
segmentation approaches moot

N
r \ N N\ N
Containerized Applications
1 1
I”,@\\\\
: o
—
oo ==
. 28 .
Host Operating System
Infrastructure Infrastructure Abstract infrastructure
\_® J e J 9 y,
Physical servers Virtual machines Containers/ Kubernetes Serverless R
J
Increasing compute flexibility » Reducing costs > Increasing attack surface —
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Threat actors are getting smarter

°'"° = @
— A

Motivated and , Increased attack

otivate : Insider Threats Y
targeted adversaries sophistication

« State sponsored + Compromised credentials « Advanced persistent threats

« Financial/espionage motives » Disgruntled employees « Encrypted malware

*  $1T cybercrime market » Admin/privileged accounts « Zero-day exploits

2 O 7 Industry average detection 7 3 Industry average time Average cost of
to contain a breach - a data breach

DAYS time for a breach DAYS

W / Ponemon 2020 Cost of a Data Breach Study
Cisco &. HCiscolLive  BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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The Fallacy of Recent Security Strategies

“You must prevent everything!” or “I bought plenty of visibility!”

*Tp > Ip + Ty, where
- P = Time prevention offers you
- D = Time to detect the attack
« R = Time to respond and mitigate

- Prevention !'= permanent
- Prevention buys time for D&R to occur
- Attackers will persist and overcome

- Eventually, we must detect and respond

cisco W -/ HCiscolLive  BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



And you can’t protect what you don’t see

lgnorance is not bliss, it turns out!

- We’'re not using what we’ve purchased

- Infrastructure offers significant visibility features

- Lack of standards within org makes every part

unique

- We act without awareness

- Teams don’t know what normal is

- Actions mask adversary’s behavior or alert them
e - Can taint or ruin forensic evidence

- May open additional vectors for exploit

- We’ve focused too long on Protection and
B g Policy at expense of Visibility

HCiscolLive  BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



What can we do
about it?
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Use what you’ve got!

Baked-in visibility throughout architecture enables security outcomes

- Network infrastructure
- Flexible Netflow, ETA & IPFIX
- AAA Events
- Device fingerprinting

- Basic services
- DHCP & DNS logs & activity
- User mappings (login/logoff events)

- Integrate solutions and collect logs

- Maybe consider an XDR?7?7
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Effective security depends on total visibility

o o O |
Know See

Understand what
every entity

Be alerted to
every conversation is normal

Respond to
change

threats quickly

kubernetes

On-premises network

A
/ / \ \ Google Cloud
A EE AL

NV
"

J
222

Mobile Users

Users Data center

cisco L{V&/

Network Admin
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What does visibility have to do with XDR?

A real XDR uses visibility and context to simplify security operations

- Many definitions of XDR, but in general, they help answer:
- What really happened?
- Why should we care?
- What should we do about it?

- All of these questions require true situational awareness
- Visibility = discern which behaviors are normal vs. anomalous
- Context = understand concern and priority

- XDR should only consume data that can immediately improve
detections, add context, or guide response
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Cisco XDR Architecture

External or Orchestration

So how do we get visibility and context into XDR?

CTIM Incident Asset Resolution
(Device Insights)
Asset Enrichment

Observable
Enrichment

XDR Analytics Incident

Data Storage Layer

Telemetry and
Security Events

Data Source
With or Without Detection

Telemetry Security Events

Scoring

Action
Remediations

!

- 3 main XDR Integration Points

- Response & Orchestration (via Module Integrations) nteaations €
- Incident Creation - Offered Detections (CTIM Sources) Device Insights
- Data Source - Raw Telemetry (Into XDR Analytics) e

APIs
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A quick primer on semantics

We’re dealing with varying levels of visibility here

- Telemetry: Raw flow or events, usually comes from willing sources
- XDR applies analytics and provides new detections
- End goal for entire Cisco portfolio

- Incidents: Pre-detected and escalated events gathered from other
sources

- XDR can still enrich these events
- Most likely approach for 3 party integrations

- Enrichment: Data that brings color to the above
- Some sources can serve multiple roles

- Additional context enhances situational awareness and improves
confidence

cisco W./ HCiscolLive  BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Most telemetry directly attaches to XDR Analytics

Strong use of SCA only adds to the rich telemetry consumed

Public
Clouds

VPC, GCP, NSG flow logs
(CloudTrail, Cloudwatch, Advisor, GuardDuty
and dozens more)

Catalyst
9200/9300/9800,

kubernetes

Uy Serverless
ﬂ container
N ) o
virtualization

Sensor pod in K8

On-premises network

P EVANEEN
Z oo = A

Private
Cloud

Admin Network Data center Users
@— Defense
Orchestrator m ISE A
Secure Client =@= - < Q
(NVM) Security :_ Secure Analytics Sensor _ Mirror/SPAN @
Analytics & 0 A
Logging ' < NetFlow/IPFix__ €D
NJ <Firewal/Sysiog [l
Secure Firewall % L— Cisco Telemetry Broker
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Third Party Integrations offering visibility to Cisco

XDR

- EDR:
- CrowdStrike Falcon® Insight
. Sentinel Endpoint Security
- Microsoft Defender
- Trend Micro Vision One
. Cybereason Endpoint Security
- Palo Alto Networks Cortex EDR

. Email:
- Proofpoint Email Protection
- Microsoft MS365

. Cloud Logs:
. AWS
- Microsoft Azure
- Google Cloud Platform

cisco é{/@/

- NGFW:
. Checkpoint Security Gateway & Management
. Fortinet FortiGate

. Palo Alto Networks Next-Generation Firewall

- NDR:

. Darktrace Respond
- ExtraHop Reveal

- SIEM:

. Microsoft Sentinel

- Application & ldentity:
. Microsoft Azure AD

HCiscolLive  BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Module integrations offer response & enrichment
through Automation

Cisco Security Technical Alliance has cultivated a large variety of integrations
that enrich the telemetry received further upstream.

Third-party Cisco Third-party General
security infrastructure infrastructure infrastructure
Operational tools, Networking, IT service management, Scripting/dev tools,
intelligence sources, collaboration, server/app, and cloud/virtual and system interfaces, data
infrastructure protections and multicloud DevOp platforms exchanges, and
and visibility management platforms messaging protocols
il
Google Safe Browsing T, Chronicle $ IBM Security  splunk-enterprise a\fS B Windows P CISCI::I
S]virustora  EEMGEEt gervicenow  SPlunk> me Micosoft L5 Lx Cl
CHEF DA Conte stetm Tom
* radware @ Qualys. Gigamen & Signal Sciences Y Google Cloud ¥, oPENSHIFT
! UCS Director CloudCenter
FSRSIGHT (3% spyCloud mRearouomienT®  urlscan.io vovare @)
F L) APPDYNAMICS  AC]
POLARITY % swimlane The @ AbuselPDB puppet L )
P Pulsedive Cyberprotect % SHODAN ‘;~have | been pwned? L3 openstack. HTTP SMTP SNMP
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Some potential sources come in elsewhere

More will migrate to XDR Analytics over time

Incident Creation
External or Orchestration

XDR Analytics

Telemetry and Data Storage Layer
Data Source Security Events -
IngeSt ETL _’ * Correlation
S_L
Detection
Logic

CTIM Incident

CTIM Incident

Asset Resolution
(Device Insights)

Asset Enrichment

Observable
Enrichment

E’i

Secure Endpoint
(& 3rd Party EDR)

- CTIM Source
- Cisco Secure Endpoint (CSE)

Scoring

Action
Remediations

!

- Module Integration - used for enrichment & response

- Orbital (from CSE)
- Umbrella

Module
Integrations

Secure En;ail
—
Orbital

O

Umbrella

« Secure Email

Enrichment

Sources

Response

|:: Device Insights

. / APIs
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Individual
Integrations
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Automatic Integrations

Some integrations automatically configured as XDR tenant is created

- Activation of Cisco XDR will automatically create integrations with core

capabilities:

- Core XDR to XDR Analytics (formerly Secure Cloud Analytics)

- Device Insights

- Secure Client

- Secure Endpoint to XDR Incident Enrichment (skips XDR Analytics)
- Integrations in Cisco SecureX will also carry over

- Module Integrations (in SecureX Integrations tab)

- Pre-existing SCA integrations (Public cloud, webhooks, etc.)

- Pre-existing Device Insights integrations

« Cisco Secure Client profiles
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Public Cloud Integrations

Network Traffic data ingested via direct integrations
Azure:

AWS:
1. Create IAM Role

2. Add credentials

3. Configure VPC Flow
Logs

4. Configure S3 Bucket
5. Add Flow Logs to XDR

Details:
http://cs.co/90020I0Rqg

cisco L{{/&_/

1.
2.

Retrieve Azure AD URL

Create Azure AD
Application

Grant Access to
Application

Grant Storage Access

Enable Azure Network
Watcher

Register Insights
Provider

Enable Azure NSG
Flow Logs

Configure in XDR
Analytics

Details:
http://cs.co/90010I0RU

#Ciscolive

GCP:

1.

Details:
http://cs.co/90030I0RS

Configure Service
Account

Configure GCP to
generate VPC Flow Logs

o tae

o) O

kubernetes Google Cloud

Enable Stackdriver
Monitoring API

Upload Credentials to
XDR Analytics

Kubernetes (non-
GCP):

1.

Create Service Account

2. Create DaemonSet

3. Verify Integration

BRKSEC-2084

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32


http://cs.co/9002OlORq
http://cs.co/9001OlORU
http://cs.co/9003OlORS

ARttt T

Bringing On-Premises NDR Telemetry
On-premises NDR can ship flows to XDR Analytics
- For Cisco Secure Network Analytics (SNA)

- Recommend Cisco Telemetry Broker (CTB)
- Scales best
- Entitlement included with XDR
- Offers increasing transform and filter capabilities

- May also use SNA Flow Collector (FC), SCA Private Network Monitor
(PNM) or Observable Network Appliance (ONA)

- Eventually CTB will offer the superset of features.

- Darktrace and Extrahop NDR integrations
- Flow forwarding directly from their FC equivalents or via CTB as relay

cisco W - HCiscolLive  BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



SNA still critical in offering Extensive Telemetry

Ingest

NetFlow Enabled Devices

1 11

© [ =2
\ Y J
SRC/DST IP Address

SRC/DST Port

Bytes/Pkts Sent
Bytes/Pkts Received

(Netflow IPFIX)

T

L7 Application
HTTP Requests

HTTP Responses
SRT/RTT
TCP Flags

Payload

|
4\ Flow
* Sensor

cisco L{{/&/

Secure
Firewall Cisco Secure
‘ Client

Flow Action
Translated Port/IP
SYSLOG
Malware events
File events

pecure ﬂm-‘v,- Other
Appliance =3 \Web Proxies
J
Y
-
Integration *

TTP(S) Requests

HTTP(S) Responses

HTTP(S) URL
Custom HTTP(S)
Headers
Username

AHGA/
ADC *

L]
s

H

TLS Version VPC flow Username

Key Exchange log trans- MAC Address
Authentication Alg. formation TrustSec Groups
MAC via CTB OS Type
. Identity A
Services U
Engine

ETA Capable Devices

* Delivered through Advanced Services

HCiscolLive  BRKSEC-2084

(

IPAM DB

Network
Telemetry

O

Threat
Intel
34
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Building an end-to-end visibility infrastructure

Involves using what you have wisely

User Device Server Switch Router Cloud Router Firewall Data center  Server Identity Services
switch Engine
® = D o = = Q
_— X o)) =09 %} =
NetFlow Export is available across the Cisco portfolio

Switch Router Data center switch Cloud
Catalyst 2960-X (vO/IPFIX) Cisco ISR 4000 (v9/IPFIX ETA) Nexus 1000v (vO/IPFIX) AWS
Catalyst 3650/3850 (vO/IPFIX) Cisco CSR 1000v (v9/IPFIX ETA) Nexus 3000 (sFlow) Azure

Catalyst 4500E (v9/IPFIX)

Catalyst 6500E (v9/IPFIX)

Catalyst 6800 (v9/IPFIX)

Catalyst 9200 (v9/IPFIX)

Catalyst 9300/9400 (v9/IPFIX ETA)
Catalyst 9500 (v9/IPFIX)

Cisco ASR 1000 (v9/IPFIX ETA)

Cisco ASR 9000 (v9/IPFIX)

Cisco WLC 5520, 8510, 8540 (v9 Enhanced)
Catalyst 9800 (v9/IPFIX ETA)

Nexus 7000 (M Series modules - (v9/IPFIX) (VPC Flow Logs
Nexus 7000 (F Series modules - (v9/IPFIX sampled) via CTB)

Nexus 9000 Series (sFlow)

Nexus 9000 Series EX/FX (v9)

Catalyst 9600 (vO/IPFIX) Firewall Servers, software Endpoint
IE3000 (v9/IPFIX) ASA 5500-X (NSEL) SNA Flow Sensor (V9/IPFIX ETA) AnyConnect
IE4000 (v9/IPFIX) FTD (NSEL,Syslog) Cisco UCS VIC (v9/IPFIX) (IPFIX)

IE5000 (v9/IPFIX) Meraki MX/Z (v9 Enhanced v14.5)

The above is a non-exhaustive list of Cisco exporters.

For individual platform features, reference the Cisco feature navigator: http://cfn.cloudapps.cisco.com/ITDIT/CEN/jsp/index.jsp
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NDR analytics dynamically maps entities by role,

benefitting other detectors in environment

a o RS E e EiD

Roles

@ Start = 2020-02-21

Active Roles

+ | ® Amazon ECZ Instance

+ & Android 5=

+

& Apple 05 B

+ JAWS Elastic Load Balancer
+ © AWS Resource

+ &JAzure Vinual Machine

+ cisco AMP Client

4+ [JCisco Identity Services Engine

+ | Database Server
+ B DNS Server

+ & Domain Controller

Selected Roles.

x & Apple i0S

x B DNS Server

Filter

* & Amazon ECZ Instance

us-east-1
e AWSIEC2:l
Roles Amazon EC2 Instance AWS Resource

Instance

Clear All

Subnets  10.10.2.0/24 (Management)

e Jump

Matching Sources
© 10201016 -

© 10.201.1.239 ~

© 10-10-30-16 suddenlink net

© senver-015 ~

© 10-10-30-15 suddeniink net

@ val.info

@2 Lo e

[-]

e @2

Contact Us

Type based
modeling

Functional
modeling

Cloud specific
modeling

Portals report all observed device types as wells as device
types not seen for a comprehensive view of environments

cisco L{{/&/

#Ciscolive

Roles include:

P
Android Web server
VolP client Mail server
(.
N
Medical imaging client Citrix PVS server
(.
N
Apple iOS Remote desktop server
/N
Windows workstation AWS lambda
N 7
Wireless LAN controller Azure virtual machine
J
N 7
Domain controller GCP compute instance
J -
N 7
DNS server Kerberos node
J -

BRKSEC-2084

...over 70+ entity roles are supported !
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Host investigation in SNA contributes to the
Cisco XDR’s awareness of on-premises entities

Host summary

D_ 10.201.3.18

( Flows ) ( History ]
Hostname: dhcp-atl-4-71.acme.com
Host group: Desktops, Sales
Location: Atlanta, GA
First Seen: 1/25/20 1:52 AM
Last Seen: 6/1/21 8:31 AM
Policies: Insider Threat Event,

Client IP Policy

( Quarantine ) Unguarantine ]

Summary of aggregated
host information

cisco L{V&/

Traffic by peer host group

® 02013149

Within Outside
organization organization

Observed
communication patterns

HCiscolLive  BRKSEC-2084

Alarms by Type

12-Jan  13-Jan 14-Jan 15-Jan 16-Jan

m Data Hoarding m Packet Flood

B High Traffic m Data Exfiltration

Historical
alarming behavior

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

37



Role mapping allows entity modeling to baseline
behavior and detect anomalies

Collect input Perform analysis Draw conclusions

4 2\
IP Telemetry Dynamic Rol What is the role of the device?
. . ole Is its behavior consistent with that type of role?

entity modeling L )

Fnhanced Nethlow ( ) What ports/protocols does the device
. 5 T
Identity Services Engine Group continually access? Do other similar roles do
the same?

user data > <

What connections does it continually make?

DNS Snooping What is the reputation of the IPs it connects to?

Consistency

& J
. 4 2\
External threat intel . . . 5
Rules Does it communicate internally only~
What geographies does it normally talk to?
Endpoint metadata > o

How much data does the device normally
Forecast send/receive? Is it consistent with
expectations?

System/Account logs
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Security Analytics and Logging Options

SaaS-delivered SAL offers quickest NGFW telemetry integration

( On-premises Logging and Storage ) ( Cloud Logging and Store )
¢ E_vent
@ @ Viewer
—— ( On-premises FMC ) ——
[N W [ N N
cloud-delivered FMC cloud-delivered FMC

Security Analytics
and Logging SaaS

{ Events )

Sftunnel
Events Evef Viewer

:‘ _____ If'_I'_D_ _____ E Security Analytics and :‘ _____ If:I'_D_ _____ E
Logging On-Premises
(Optional)

- On-premises SAL not yet integrated

- Detections in Cisco XDR leverage SCA roots
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Bridging NGFW Telemetry with CDO & SAL

- Currently supports SaaS-delivered SAL

. Secure Firewall (FTD) sends events via Secure
Services Exchange (SSX, formerly SSE)

- SAL connection to XDR Analytics currently requires
Cisco Defense Orchestrator (CDO) .
Orchestrator ;@_ﬂ

. https://www.cisco.com/c/en/us/td/docs/security/fir |
Security

epower/integrations/sal-cloud/fmc-and-sal-saas- Al & ’3
Intearation-quide.html

Secure
Firewall
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Firewalls can now offer visibility without
decryption, with Encrypted Visibility Engine (EVE

v Cipher Suites (18 suites)

https

cisco éd/a_/

github.com/cisco/mercury

Cipher Suite: TLS_AES_128_6CM SHA256 (@x1301)
Cipher Suite: TLS_CHACHA20_POLY1305_SHA256 (@x1303) de—=— === = ====34
Cipher Suite: TLS_AES_256_GCM SHA384 (0x1302) L
Cipher Suite: TLS_ECDME_ECDSA WITH_AES_128_GCM SHA256 (@xc02b)
Cipher Suite: TLS_ECDME_RSA_WITH_AES_128_GCM SHA256 (@xc@2f) . )
Cipher Suite: TLS_ECDHE_ECDSA WITH_CHACHA20_POLY1305_SHA256 (9xccad) Confidence: 99.94%
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA2SG (6xccag) Process: firefox.exe
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (8xc02C) A
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@3@) Version: 76.0.1
Cipher Suite: TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc@da) .
Cipher Suite: TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA (0xc@09) Category: browser
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (8xc@13) OS: Windows 10 19041.329
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (8xc014) N e
Cipher Suite: TLS_DHE_RSA WITH_AES_128_CBC_SHA (0x0033) Destination FQDN: cisco.com
Cipher Suite: TLS_DHE RSA_WITH_AES_256_CBC_SHA (@x9033) I
-— »
~ . ) spe .
TCP/TLS 192.168.2.110/34624->172.16.45.200/443 Encrypted Visibility Engine (EVE): Generates
unique flngerprlnts for client appllcatlons
TCP/TLS 192.168.2.110/21013->203.0.113.154/443 based on outer packet fields, and use for
v—’ policy matching and context enrichment
I
v Cipher Suites (19 suites)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (Bxc02c) Confidence: 100%
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xco2b) '
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc@30) Process: tor.exe
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 GCH_SHA256 (Bxc@2f) P
Cipher Suite: TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 (@xc024) Version: 9.0.2 .
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (6xc023) Category: anonymizer
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (Bxc028) YY"
Cipher Suite: TLS_ECDHE RSA_WITH_AES_128 CBC_SHA256 (@xc027) OS: Windows 10 19041.329
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (Bxc@a) Destination FQDN: nsksdlkoup.me
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (8xc009)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14) e ]

Cipher Suite:
Cipher Suite:
Cipher Suite:

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc813)
TLS_RSA_WITH_AES_256_GCM_SHA384 (8x009d)
TLS_RSA_WITH_AES_128 GCM_SHA256 (8x009c)
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They can also implement TLS 1.3 Decryption

This upstream Visibility in NGFW Benefits the entire XDR Ecosystem

TLS hardware
acceleration delivers
high-performance

encrypted traffic Encrypted Traffic

inspection oo .

Centralized TLS
policies enforcement

Examples: Blocking
self-signed encrypted
traffic, exclusions for
banking, health care,
etc., reputation-
based rules

=y

Decrypt traffic in
hardware or software

cisco é{{/&_/

https://www.goodsite.com :—>

https://www.badsite.com —»

TLS Firewall/IPS
decryption
engine

AVC Enforcement

Lo
decisions d

https://www.goodsite.com

| X https://www.badsite.com

https://www.badsite.com

https://www.goodsite.com

Inspect deciphered packets

#Ciscolive

BRKSEC-2084

https://www.goodsite.com

https://www.goodsite.com

https://www.badsite.com

L . :

TLS sessions

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The importance of visibility in encrypted traffic

Cisco’s ETA (Secure Analytics) and EVE (Secure Firewall) have you covered

- Threat detections discovered in encrypted traffic were directly proportional
to the customer’s encrypted traffic analytics coverage.

- That is, the higher the coverage, the more threat detections were found.

63%/ 1=
A

63% of all threat detections were 76% of critical or high-risk threats

discovered in encrypted traffic were discovered in encrypted traffic

cisco W -/ HCiscolLive  BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



This baseline in entity modeling helps detect
abnormal activity

30+ detections
active on day zero

130+ available

IP address
detected

Communicates
with set of IPs

Classify roles
Dynamically assign roles to entities

cisco L{{/&/

v

Data stays within
environment

Database server
identified

36 day baseline

monitor and model behavior

#Ciscolive

alerts
] o
> —>
Data access from New external
regular location connection
osbservation .
Existing IP accesses tNhevv h'k?h ¢
database server roug pu
connection
Alert triggers
for database exfiltration
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NVM Telemetry sheds light into of-premises or

non-NDR covered events

A critical link between what happens in the box and over the network

- Re-invented for XDR,
with more fields, easily
extended records, etc.

- Ingest via Cisco
Security Cloud NVM
Broker

- Subscribed to by XDR
Analytics

- Viewable in XDR
Analytics Event Viewer

cisco L{{/&_/

T

r < Profiles

Network Visibility Module Profiles

]

o]
XDR_Beta_NVM ~ EditNa

v
v

Collector Configuration
~

Collector Type

f Use Cisco Cloud Collector

HCiscolLive  BRKSEC-2084

McPhee-DefaultCSC  ~ EditName [ Delete [EEEVCMN | - Full Installer

[ Latest (1.0.1.400) )

Cloud M t [ cM_Profi )
@ oud Management | CM_Profile | SECH[EE

[ Beta (5.0.2810,0)

AnyConnect | McPhee- .) Umbri
@ VPN VPN-Profile @

(3 (@) Start Before Logon

Profile View

() @ Diagnostics and Reporting Tool

D @ Secure Firewall Posture




Complete and continuous remote worker visibility

Endpoint and Remote worker visibility
« Discover and monitor remote worker traffic
loT & Social . . .
AppS Media * |dentify unwanted application
A .
| p « Detect threats and malicious processes
: /  |ldentify assets and applications running on the network
|
I

/ Visibility Independent of location

+ working on-network, full tunnel
* on & off-network, split tunnel
+ off-network, without VPN

-
nvzFlow for current and —
Non-VPN _ﬂOW e L stored connections b
telemetry is _—— = =
' . -— -
stored —
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NVM links highly detailed endpoint information
with highly trusted network behaviors

Event Viewer

Session Traffic @  Cloud Posture @  Passive DNS @]  NVM Flow @ N eW ta b i n XD R An a Iyti CS

[ 2023-05-24 12:56:22 EDT | 2023-05-24 13:56:22 EDT | Q o

Select a filtering method: inline C)

Showing 20 results based on applied query. Keep scrolling to load m)|

flow_end_time_sec source_ip_address destination_ip_address Source_Port Destination_Port protocol_id process_name process_id parent_process_na... parent_process_id logged_in_use!
Y |l r T T Y T I Il A T
~ 2023-05-24 13:29:03 @  172.16.24... 5 208.67.22... VvV 57311 443 (https) ubP dnscryptproxy.exe 8 acumbrellaagent.exe 9,136 DESKTOP-
EDT CEFDNTQ\Mike
bytes_in: 624 bytes_out: 196 cc_arrival_time_sec: 2023-05-24T17:29:25+00:00
destination_ip_address: 208.67.222,222 destination_port: 443 V a | U a b | e I h re at dns_suffix: localdomain
flow_stage: 0 flow_start_time_sec: 2023-05-24T17:29:03+00:00 initiator: 1

logged_in_user: DESKTOP-CEFDNTQ\Mike logged_in_user_type: 2 parent_process_account: NT AUTHORITY\SYSTEM

.
parent_process_hash: 72e43f0f42772e5a7186e0af3d07d76e1569d 906432452 ¢ parent_process_id: 9136 H u ntl n g d ata parent_process_name: acumbrellaagent.exe

8e

process_account: NT AUTHORITY\SYSTEM process_account_type: 8194 . . process_args: --noConsole --listenAddress=127.0.0.1 --resolverAddress=208.67.222.22
| I n kl n g fl OWS to tandard --dumpDirectory="C:\ProgramData\Cisco\Cisco Secure Client\Umbrella\dat

--deviceld=01014D8870BABFA9 --allowlist="C:\ProgramData\Cisco\Cisco Secure
mbrella\data\proxy_allowlist4.txt" IvConf="C:\Pr Data\Cisco\Cisco Secure Clien

p ro C e S S e S a\data\ResolverVa-1-5F67A2084F 244F ADBA0179E790516490-resolv.conf”

process_id: 8 process_name: dnscryptproxy.exe process_path: C:\Program Files (x86)\Cisco\Cisco Secure Client\dnscryptproxy.exe

source_ip_address: 172.16.249.141 source_port: 57311

> 2023-05-24 13:28:36 @  172.16.24... WV BE  508.67.22... WV 62291 443 (https) uppP dnscryptproxy.exe 8 acumbrellaagent.exe 9,136 DESKTOP-

EDT CEFDNTQ\Mike

» 2023-05-24 13:28:36 @  172.16.24... WV

208.67.22... 62289 443 (https) ubp dnscryptproxy.exe 8 acumbrellaagent.exe 9,136 DESKTOP-
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EDR Telemetry is treated as a CTIM source
EDR-created incidents can then be enriched by EDR

- Secure Endpoint integration is automatic

- 3" Party EDR is via Module Integration
- CrowdStrike Falcon® Insight
- Sentinel Endpoint Security
- Microsoft Defender
- Trend Micro Vision One
- Cybereason Endpoint Security
- Palo Alto Networks Cortex EDR

cisco W./ HCiscolLive  BRKSEC-2084
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EDR still offers the best malware-focused
visibility, whether file, script, or memory

= ahaln Remi Reid
= ‘asco XDR @ 2 explorcorp
Incidents
BT  Control Center
=5 incidents [T incidentReported < EC2AMAZ-AHQFEJR in group Audit @ 20230417 08:1... (-
. Reported by Secure Endpoint on 2023-04-17T08:16:38.000Z - 45 Linked Incidents RR SM ST
Q)  Investigate
Add short description... View Long Description
= Intelligence v
Overview Detection Response Worklog
¢  Automate v
B Devices v
[ Type - ] [ Source ~ J [ Severity ] I = important enly
o Administration v
First Seen - Severity Source Indicators Observables Assets
s 2023-04-18T17:27:2 [ High ] Secure Endpoint EDR IOCS ) 1bf529e376bff6d9744... (~ [F] EC2AMAZ-AH... (~)
e 2023-04-17T15:18:17 m Secure Endpoint W32.PowershellDownloadedt ] de96a6e69944335375... 4 [F] EC2AMAZ-AH... ~)
2023-04-17T13:25:3 @D AMPEvent ) 1bf529e3f6bff6d9744... (~ [] EC2AMAZ-AH...
) 17210463 (~)
e 2023-04-17T13:10:4 NGFW Event Service Security Intelligence event - | - - 17210163 ()
m Y 9 ) 123123123123 (~ 5 -
) 172.10.1.63 [~
® 2023-04-17T13:10:3 m NGFW Event Service Security Intelligence event - | ) 6.66.6 [F] 17210163 (~
2023-04-17T12:13:4 Low AMP Event ) 1bf529e3f6bff6d9744... [~ [Z] MIKE-WIN10 (~
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Visibility can extend to contextual insights into
devices

Before: Solution: After:
Multiple spreadsheets, no Comprehensive device inventory Gain unified visibility and contextual awareness
combined view of the all in one place! to help you act on potential threats faster!

denominator

Spreadsheets R —— y

—_— : Data sources Device Insights

‘oooocoooooooooooocooo.

—— E REST API g
ceccccc @ Data
g processing

0
.
.
.
.
.

el lﬁ

®cccccee

‘ Saeeedp \l,
B : REST AP I
" ° . H
o ° . H
i - » T Data correlation
= HIEN
= S .
| 4 1................ .
& = ; REST API :
= = o
1 e . Data
Different kinds 'i§§ . . e  retention
of data from multiple ceeecscccssssccee® L —
sources 5 Webhook g
B T event Fooammoomnooto00ata000000000000000000008 :
streaming
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What is Device Insights?

Device Insights is a feature in Cisco XDR that unifies multiple device managers, endpoint detection
and response tools, AV, and other endpoint security products and then brings the details those tools
and solutions provide into a unified view within Cisco XDR.

With Device Insights, you'll be able to answer [z = — — ==
these all-important questions: "

What types of devices are connected to our network? " ; G . -
What users have been accessing those devices? : =
Where are those devices located? : $ : -

What vulnerabilities are associated with those devices? : ‘- é

Which security agents are installed?

000000000

sR e eEn

Is our security software up to date?

What context do we have from technologies beyond the
endpoint?

cisco M ./ #CiscoLive BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The power of User & Device Context

- Brings a ton of context: ?'Eﬁ £> Qj

. Users using the endpoint Duo Access Secure Endpoint Umbrella (DNS)
Duo Beyond Win / macOS only
Location(s) the endpoint was seen

o0
IP Addresses (both Local and Global) M @ -@

MAC Addresses (seen per NIC)

. . Meraki SM Secure Client Orbital
- Windows Security Center Status
- Vulnerabilities (as fed by applicable Products) P’ ‘4
= ' > 9
- Best covered by Aaron Woland’s e A.. -
obile Iron Irw

awesome BRKSEC-2754 Microsoft InTune

« https://www.ciscolive.com/on-demand/on-demand-
library.html?search=BRKSEC-

27544/session/1675722393870001tdlm

W / Custom CSVs Jamf Pro
Cisco &. HCiscolLive  BRKSEC-2084 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 52
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How can
visibility help?
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Cisco XDR shifts the architecture’s focus to
outcomes, not just latent capability

\_

Detect
sooner

Where are we

to risk?
How good are we
at detecting
attacks ?

J

cisco La/&/

Prioritize
by iImpact

Are we \
the attacks
that represent
the

to our business?
N\ J

Compress
investigation time

\_

How quickly
are we able to
understand the

and

of attacks?

Accelerate
response

J

#Ciscolive

\_

How fast can we
confidently ?
How much can
SecOps ?
Are we quantifiably

?

J
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How do we accelerate detection, improve
awareness, and reduce alert fatigue

Visibility & context lead to richer and more complete observations,
accelerating the OODA Loop’s execution & reducing iterations

Decide Act

Observe

Implicit Implicit
Guidance Guidance
and Control and Control l
Cultural

Unfolding
Circumstances \ l

Observations o N Sniese Decision Action
(Hypothesis) (Test)
" Forward
. A K 3
Qutside
Information
Unfolding
Unfolding Interaction
Interaction Feedback with
with Feedback Environment
Environment Feedback |

John Boyd’s OODA Loop
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Visibility is key to understanding the network’s
normal behavior and validating endpoint sources

Traffic visibility

@ Telemetry from the network

and cloud provides up to

layer 4 traffic visibility
—
&

- — D

- Q
=

" Q

Endpoint attribution

Who is behind the discovered
IP? What device are they using?
Where are they located?

[ 4
AN

Who: User

What: Device type
When: Login time
Where: Location
How: Security posture

Process: Endpoint process

Identity

Traffic indication

@» What type of traffic an IP is
g sending? What layer 7 app is
= | 5c4? Which URL is accessed?

Application: Layer 7 App
Web: URL identification
NAT: NAT information
Crypto: TLS version

Traffic Status : Firewall block

Intrusion : Malware or File event

Context

Enriched Telemetry

HCiscolLive  BRKSEC-2084

»
»
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Cisco detection-enabled solutions perform
anomaly detection using behavioral modeling

Collect and
analyze telemetry

Comprehensive data set optimized to
remove redundancies

0
il

il
0 i

Create a baseline
of normal behavior

Security events to detect anomalies
and known bad behavior

Security Observations

Number of

concurrent New flows Number of
flows created SYNs received
Packet Number of Egaigztion
per second SYNs sent
resets

Bits per ) Duration
second e ey of the flow

HCiscolLive  BRKSEC-2084

Alarm on anomalies
and behavioral changes

Alarm categories for high-risk,
low-noise alerts for faster response

Anomaly detected in
host behavior

Threshold

Exchange Servers

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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By correlating alerts and events into incidents,
Alert Chains focus the investigation

- Correlated
events
arranged as a
tactically-
oriented
timeline

- Brings clarity to
IR

- Weighs
telemetry with
context.

c1sco '&_/

ATert Chamn at a Glance

Created 2022-11-24 14:20:38 UTC
Last Active 2023-05-24 16:54:06 UTC
Alert Chain ID 1090
Assignee -

Status @ Open

Total Associated Devices

41

@ Confirmed Threat Watchlist Hit

@ Confirmed Threat Watchlist Hit

Chaining Patterns

Post an Incident [}
Common Indicators A 192.168.196.149 ~
A 192.168.242.152 v
A 192168.197.246 ~
0l 519621427 ~
® 192.168.14.182 v
Total Active Days Unique Alerts Total Alerts MITRE ATT&CK

181 3 41 3 s 3 s

Alert Timeline Connection Graph Devices & Roles All Hosts
An interactive timeline of all activity on this A connections view of all activity on this chain All Devices and their associated Roles within Al attributes of this chain (i.e. indicators) listed
chain this ehain in a table view
Group by
Alent Type ~
Zoom 1m 3m  6m YD an 16-Apr-2023 — 24-M;
2023
Distinct Alert Types / MITRE Tactic April May
@ Internal Port Scanner ¢ Discovery Croated: 2022-11-24 14:20 UTC
* Malware Spike (37) Created: 2023-05-04 22:29 UTC Cresned: 2023-05-11 12:01 UTC Created: 2023-05-21 14:32 UTC
¥ Confirmed Threat Watchlist Hit (3) nand And Control Created: 2023-05-20 0

Created: 2023

Crasted: 2023-05-21 11:41 UTC
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Alert Chaining correlates using an increasing list

of Common Indicators

Alerts
NVM

IPS, Malware
Cloud

NetFlow
O

cisco é{{/&_/

».

Indicators

I[P Addresses
« Hosthames

* Devices
 Usernames

« AWS Resources
 CIDR

HCiscolLive  BRKSEC -2084
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XDR combines available telemetry to create
richer situational awareness

il Remi Reid
asco XDR 2o o

Control Center Alert types
Incidents o el - Excessive Access Attempts (External)
=5 Incidents e udlas . . .
- Confirmed Threat Watchlist Hit (x5)
Total Alerts
Investigate 495 incidents 9 New Incidents 318 open incidents 33 0 - Unusual External Server
B intetigence v wacd| - New Remote Access
5 Adorets o ' | 11 matching results Fiers Status: Incident Reported itiatindls o - Internal Connection Watchlist Hit
New Remote . -
Internal Connggt - User WatCh“St Hlt
§ Devices ¥ Priority - Name Source Created Assigned User WatchlisgiH
o Administration v D EC2AMAZ-AHQFEJR in group Audit @ 20230417 08:16:38 Secure Endpoint 1 Month RR SM :‘"':( Y Alerts
2. Confirmed THlle 1. Excessive Access Attempts (External) - #1953
[1000] Geographically Unusual Remote Access for Cisco - Lawrenceville Lab (Earth) Cisco Secure Cloud Anal. 1 Month AS HJ 3. Confirmed THie 2. Confirmed Threat Watchlist Hit - #3080
(1000} Heartbeat Connection Count for Cisco - Lawrenceville Lab (Earth) Clsco Secure Cloud Anal. 2 Months smosT ) :"“”“'"M" ; 3. Confirmed Threat Watchlist Hit - #3422
6. New Remote ic
7. Confinmed Thisd 4. Confirmed Threat Watchlist Hit - #3423
ad ©4-3650-1-g1-8-win10 in group Earth Clients @ 20230406 13:51:59 Secure Endpoint 2 Months ST 8. Internal Connfic
o.userwarchifi 5. Unusual External Server - #3785
(11000 ] ©5-9300-1-g1-8-win10 in group Pluto Clients @ 20230406 13:52:57 Secure Endpoint 2 Months RH ST 1\:\:::”"”“‘“ T 6. New Remote Access - #3829
a Attack Chain: "Multiple Threat Indicators Triggered" for Cisco - Lawrenceville Lab (Earth) h Cisco Secure Cloud Anal 17 Days RG “:‘)““C‘::T;‘:‘ 7. Confirmed Threat Watchlist Hit - #3830
ip-10-80-12-2 8. Internal Connection Watchlist Hit - #3837
873 €1-4506-2-g3-13-win10 in group Mars Clients @ 20230406 13:52:31 Secure Endpoint 2 Months IS ST 1-075b9fe21ean0} 9.U W hii Hi #3871
Network . User Watchlist Hit -
ip-10-90-12-2ffuf . . .
@ €3-9300-1-g1-0-7-win10 In group Audit @ 20230411 08:48:54 Secure Endpoint 2 Months s . ‘ 10. Confirmed Threat Watchlist Hit - #3889
Common Indicatol
R [gew
. - i-06¢189f3c85251a7d (x4)
- Helps corollate, ID behaviors, and recommend response - ttme-co-winT0-2 cisco.com
- ip-10-90-12-22.us-east-2.compute.internal
1 - i-075b9fe21eaa03761 (x2)
- Sources tracked, used to spur further enrichment and Alert L orepet
C h alnin g - ip-10-90-12-27.us-east-2.compute.internal
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After XDR Analytics or another CTIM source

escalates, enrichment completes the picture
CTI, Device/User insights, other integrated modules enhance observations

Incidents

° E nsure th e | m p a Ct incicent Reported < EC2AMAZ-AHQFEJR in group Audit @ 20230417 08:16:38 (-

Reported by Secure Endpoint on 2023-04-17T08:16:38.000Z - 45 Linked Incidents

and scale are clear |- v

Overview  Detection  Response  Worklog

- CTl sources help () () ()

categorize external | = J

Select All

= 2023-04 ndlpoint &) 161529¢3160116d97444313(480405920a463... (- [5] EC2AMAZ-AHOH]
) Secure Email Threat Defense
= 2023-04 ndpoint W32 PowershellD bleioc 4 43353754c1ac236336066889... (- [5] EC2AMAZ-AHOH]
] Cisco Secure Cloud Analytics (cisco-explorcorp-earth)
2023-04 ) amp Event nt @) 165296 3f6bf16d9744431814BcA059edad63 . (- [] EC2AMAZ-AHGH]
() Securs Endpoint @3 17210163 (~
. * 202304 ent Service Security Intelligence event - IP_Reputation.. [ 17210163 (~
] Cisco Secure Network Analytics @0 123123123323 [~
- user evice
() CESA/NVM @ 17210163
* 2023-04 rent Service Security Intelligence event - IP_Reputation.. E 17210163 (~
[] NGFW Event Service @ 6866~
‘ OI ltext I I e I p 2023-04-17T12:13:42.000Z AMP Event &) 161529 3160116d9744431314BcA059edadB3... (- [F] MIKE-WIN'O (-
. 2023-04-17T12:13:42.000Z AMP Event @0 123123123123 (~ [E) MIKE-WINTO (-
a S S( ES S rl S k a l I d 2023-04-17T12:12:57.000Z AMP Event &) 1bi529e3f6bI16d9744431914Bcd05%edadB3... (- [E) MIKE-WINTO (~

2023-04-17T12:11:06.0002 AMP Event @ 1b529e316b16d9744431914Bc405%edadB3... [~ [ MIKE-WIN1O [~

u rg e I l Cy 2023-04-17T12:11:05.000Z @) AMPEvent

&Y 1bf529e316bi6d97444319f48c405%edad63... [~ B MIKE-WIN1O (>

10 | perpage  1-10 of 167

c1sco 'p/_/
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Visibility is used by Cisco XDR to guide and
simplify response plans

XDR

() RemiReid
> explorcorp

Incidents

. g = 9 Assets X
- Visibility used to select @D o _ )

= EC2AMAZ-AHQFEJR in group Audit @ 20230417 08:16:38 . [

M D F /CX/l R — Reported by Secure Endpoint on 2023-04-17T08:16:38.000Z - 45 Linked Incidents B Hostname

Add short desc [ﬂ MIKE-WIN10

.. View Long Description

recommended response | | .. oo e
actions :

[5) i-0e682308df7f7bfoa

D i-0d3309a793147aefe

[5] EC2AMAZ-AHQFEJR
O
O

Actions
Identification Identify Affected Hosts [5] Ec2AMAZ-MTKLEVO
o Add note with summary of findings on the investigations of hosts found with malicious indicators 20234
* [5] adsi-172-10-1-63.dsl.sndg02.sbcglobal....
111 }}) Containment Executs
° Contain Incident: Overview [5] i-oc6069f352916581e
. ; " i - 2023-C
Eradication Overview of how to contain Indicators of Compromise to stop the spread of malicious activity BT
. Execuy O [5] c2-3850-1-11-0-15-win10
| ra I I leWO rk g U Id es Recovery Contain Incident: Assets » 2023 b G
Use asset-based containment to stop the spread of malicious activity. Added
re S p O l I S e This automation worklow will network isolats/quarantine all selected assets on your integrated  2023C
Endpoint Detection & HPSpDr\SQ solutions. After tl\cking Execute, you will be able to choose all or a Exectit
subset of assets associated with this incident. Please make sure you have dene proper identification
befare executing the workflow. . 2023

.
Execut
e CNricnea teiemetry also

Contain Incident: IPs 2023-C
d | . d t t t- Contain IP indicators of compromise to stop the spread of malicious activity Added
elivered to Automation
Execut

p | a y boo kS a S n eed e d Contain domain indicators of compromise to stop the spread of malicious activity
2023-C

Contain Incident: Domains

Contain Incident: URLs Executy
" . Hashes
Contain URL indicators of compromise to stop the spread of malicious activity

Executy
Go to Eradication -

c1sco '@_/
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Earlier, more accurate Detection == Cheaper
Mitigation

A

IF Recovery
Possible
(Potential Extinction)

Cost, Value, .
Productivity, Reputation
etc. == Capacity

Cheaper, easier,
and less stressful to
fix issues here

—— 2

Cost to Mitigate

[

Breach! Breach Detected!
(“Boom”)

Better to be “left of boom” - tackle problems before becoming acute!
Earlier & effective controls = better performance, lower pressure/cost, preserved reputation
Intel & Visibility relieves pressure! Not just for Global corporations/governments...we all need it!
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The Cisco approach to XDR

Detect more, act faster, elevate productivity, build resilience

Detect /) %%

the most Act on

sophisticated what truly Elevate

threats matters, faster productivity Build resilience

- Multi-vector detection: - Prioritize threats by - Focus on what matters - Close security gaps
network, cloud, endpoint, greatest material risk and filter out the noise - Anticipate what’s next
email, and more - Unified context to - Boost limited resources through actionable intel

- Enriched incidents with streamline investigations for maximum value - Get stronger, everyday
asset insights, threat intel . Evidence-backed - Automate tasks and focus with continuous,

- Optimized for multi-vendor recommendations on, strategic tasks quantifiable improvement

environments
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The value of getting XDR right

50% 90% |90% 85%
O O O O
Decreased risk and Reduction of analyst Increase in Reduction of

cost of data breach effort per incident SecOps efficiency attack dwell times
Better Higher Faster Better
Security Performance Response Detection

“It will make things easier, faster, and we will see much more going on in our environment than ever before.”
- Michael Degroote, Mohawk Industries

Source: TEl (Total Economic Impact) study of Cisco’s integrated security platform
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Putting it all together!

- Unlock the telemetry you already own!
- Netflow/IPFIX, NBAR/AVC, device tracking, packet captures, etc.
- Team with NetOps: same efforts can improve network outcomes
- Security context helps shed light on endpoints, users, and applications

- Latent visibility is critical to seeing many XDR focus areas:
- Exfiltration, Command & Control

- Insider Threat
- DoS/DDoS

- Cisco XDR’s focus on visibility closes the OODA loop and enhances
remediation

- Cybersecurity is risk-reduction - why not actually focus on reducing risk
rather than addressing impact?
cisco é{/@/
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Learning more - High Level
« Cisco XDR Main Page: https://www.cisco.com/go/xdr

- Cisco XDR Primer: https://www.cisco.com/c/en/us/products/collateral/security/xdr/xdr-primer-
simplifving-security-operations.html

- Cisco XDR Webinars, Blogs, etc.:
https://www.cisco.com/site/us/en/products/security/xdr/resources.html

- RSA Conference 2023 XDR Product Launch Keynote:
https://www.youtube.com/watch?v=1NTm7vM e8Y

« Click-Thru Demo of Cisco XDR: https://cs.co/xdr-product-tour

. Cisco XDR At-A-Glance:
https://www.cisco.com/c/dam/en/us/products/collateral/security/xdr/xdr-aaqg.pdf

- Cisco XDR Security Operations Simplified E-Book:
https://www.cisco.com/c/en/us/products/security/cisco-xdr-security-operations-simplified -
ebook.html
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Learning more - Related Training & References

- References:

-« MITRE’s 11 Strategies of a World-Class SOC:
https://www.mitre.orqg/sites/default/files/2022-04/11-strateqies-of-a-world-

class-cybersecurity-operations-center.pdf
- Related Training:

- Cisco Secure Analytics Training portal (mostly free!):
https://learnsecureanalvtics.cisco.com

- Cisco SecureX Training Portal (much of the integrations, orchestration &
automation content will still apply!): https://learnsecurex.cisco.com/

- Integrations:

- Cisco Security Technical Alliance (CSTA): https://www.cisco.com/go/csta

- Legacy SecureX Code Exchange repository (much of it should carry over!):
https://developer.cisco.com/codeexchange/search/?cateqgories=Security&products=SecureX
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Fill out your session surveys!

.- Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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My Profile NOT SIGNED IN
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Cisco Live 202

Gamify your Cisco Live experience! S |
Get points for attending this session! - Lo

How:
. Open the Cisco Events App.

Event Info

. Click on 'Cisco Live Challenge’ in the side menu.
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. Click the + at the bottom of the screen and scan the QR code: i oo A
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