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Session Abstract

Cisco XDR is the broadest most integrated platform in the
world. In this session attendees will see the power of Firewall
and XDR integration. This includes Firewall event data sent to
XDR analytics and how this raw telemetry is used to create
detections. Firewall enrichment to XDR investigations and
using XDR automate with Firewall APIl's. Attendees should
have a basic understanding of Cisco Secure Firewall.
Attendees do not require knowledge of XDR since all
components will be covered in detalil.
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About Me...

2016 - CCNA (Routing and Switching)

2017 - CCNP (Switching)

2018 - 2020 - TAC Engineer, Firewall Team

2020 - 2023 - Technical Marketing Engineer, XDR

Areas of Expertise

Security (ASA, FTD, FMC)

dCloud Demo (XDR)

API i ,4
Python : e e

’ | 3D-Printing Cisco US2020 - 2013

Time Pass

Engineers Day at the Museum

Habitat For Humanity

FIRST Robotics

F1 Race
Soccer A o Sl — Wl
LLV / g v ! Oct 2014 Team (3459) PyroTech
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[- The power of XDR ]

« How Cisco Secure Firewall
boosts XDR

- What is Security Services
Exchange and how does it
work with Secure Firewall?

« Demo time!

- Next steps / Resources
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OBJECTVES

 What is XDR and how it can
enhance your Security
Operations?

« How can you integrate your
Firewall with XDR?

« How does the Firewall and
XDR integration work behind
the scenes?

» 5 valuable use cases you can
enable today!!
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Building a platform takes time
and engineering talent

The most
comprehensive
integrated
cybersecurity platform

Started with Began acquiring Unified
foundational new technologies and networking on trf:ebptlianret gets
security solutions innovating at a rapid pace and security even bette
2007 2009 2011 2013 2015 2017 2019 2021 2023
Network Cloud Web Network  Unified Threat CASB Access F°
Segmentation  Security Access Management Network Security Management SECURE M =
Email Security Gateway Control Enterprise Policy Threat ) Cisco XDR
Web Security Firewall Response
Gateway Security .
Malware Analysis  Services VPN gB:XVAN gleocuuc:itEmaH Network
Endpoint Detection ceess y telemetry
Application Performance Supplements

and Response
NGIPS
DC Networking

Cloud Security
Traffic Analytics

Management
Cloud Analytics

Workload Protection

becomes
foundations for
XDR outcomes

Over $6B in M&A
over the past 6 years

cisco W/

threat researchers

Over 400 ccceeceecen Unparalleled

------------ platform breadth
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An XDR Is as good as its outcomes

ﬁ Detect Sooner

Where are we most
exposed to risk? How
good are we at
detecting attacks early?

How quickly are we
able to understand
the full scope and entry
vectors of attacks?

Do we have full visibility
into all our assets? Can
we reliably identify a
device and who uses
it?

cisco M/

Prioritize by Impact a

e Reduce Investigation Tim

Accelerate

a Extend Asset Context

#CiscoLive

BRKSEC-2090

Are we prioritizing the
attacks that represent
the largest
material impacts to our
business?

How fast can we
confidently respond?
How much can
SecOps automate? Are
we Improving our time
to respond?

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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XDR outcomes and components

Detect
Sooner

Integrations

Intelligence

Machine
Learning

Prioritize
by Impact

Correlated
Events

Asset
Insights

Reduce
Investigation
Time

Investigation

Incident
Manager

Threat
Hunting

Automated
Enrichment

Accelerate
Response

Prebuilt
Playbooks

Automated
Workflows

Extend
Asset
Context

Integrations

Account
and
Device
Correlation

°
Analytics

Detections based on
raw telemetry

°
Incidents

Security alerts, correlated,
prioritized and enriched

Integrations

built-in, pre-built
or custom

Investigate
is at the core
of the platform

BRKSEC-2090

Automate
drag-drop GUI
for no/low code

Devices
device inventory
with the contextual
awareness



Architecture

Automated
Incident
Data Platform and Security Analytics Enrichment
/, ———————— \\
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PP — N Telemetry Security Events PO N | .device insights’ |
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' ormaanlga on ! —| f;;ton | > ' enrichment , %vv
by B 4 4 y oy r i N oo ! -
'« _ Decoration - \\_C_oﬂ‘e_|a_t|_or1/, " P —— L
! i [ Observable :: Incident
| ' enrichment ,
. | TGRSR ! Store
<nenans \ | e
! Detection Logic ) ! ! __ Scoring |
i Telemetry to Security | J | o >
A Events ) K . | Recommend | |
------------ . L v o_ _Actions ./
. Integration %
H Data. Source Wlth. Modules
Dﬂ |] or without detection (TTT TSI TTToTmTsmmsmmmmees
engine

stz &8 B O

Endpoin  Network Email  Cloud Firewal
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Data Sources via API
cisco Lg/&/
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Overview Demo




XDR Analytics
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Raw Telemetry sources for XDR Analytics
Flexible ingest for dynamic environments

VPC, GCP, NSG flow logs Catalyst

| 9200/9300/9800
* On-premises network

/ AN

»
»

— 70 € = O
Cisco Firewall Log Data Q <+ IT_I:I |::| m

O Network Data center  Users
‘ Campus/ XDR
Branch Endpoint . C/B ISE A
Data (NVM) Analytics — “ O
o 7 On Prem Sensor __Mirror/SPAN @
ﬂ | Remote Workers | ) . NetFlow/IPFIX @
p— . @ _ Firewall/Syslog
= ((% —— Cisco Telemetry Broker E
° 7 \w -

cisco Lg/&/
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NVM Data to XDR anlaytics

o o

~ )
Process Account® Analytics
e Process Account Type O
Interface Info UID Process ID A
Interface Index Process Name* :
Interface Type Process Hash* :
Interface Name Process Path - Https
Interface Details List Process Args :
Interface Mac Addr. Parent Process ID
) Parent Process Account
[ uDID Process Account
Start Time* User Parent Process Name*
End Time* User Account Type Parent Process Hash* -
Source IP* Agent Version Parent Process Path |
Source Port* Virtual Station Name Parent Process Args
Destination IP* Host Name
Destination Port* 05 Name DNS Suffix ———
Bytes Sent* OS Version Module Name List —-——
Bytes Received* OS Edition Module Hash List
Packet Count* (derived) System Manufacturer Parent Process Name
L Protocol* System Type Parent Process Hash
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XDR Analytics detections from raw telemetry

- Anomaly detection - Alerts tailored to AWS, * Machine learning + Malware classification
through statistical GCP and Azure based threat detection - Knowledge and
learning - Leverage native cloud * Intel gathered from correlation of global

- Cloud specific behavior security controls across the Cisco campaigns to local
analysis D . ecosystem threats

+ Detect security relevant o _

- Role-based analytics configuration changes ¢ Detect threats within * Threatening IP, URL

encrypted traffic and Domain

* Data movement * Assess your cloud without decrypting Communication
analytics security posture Detections

cisco W ./ #CiscolLive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Comprehensive Hybrid Cloud protection through

detections

Public Cloud Alerts

Abnormal User

AWS EC?2 Startup Script Modified
AWS Lambda Invocation Spike

AWS Snapshot Exfiltration

Azure Exposed Services

Azure Transfer Data To Cloud Account
Geographically Unusual AWS/

Azure API Usage

Unusually Large EC2 Instance

+40 more detections...

Private Network/On-prem

Amplification Attack

Exceptional Domain Controller
Geographically Unusual Remote Access
LDAP Connection Spike

Meterpreter C&C Success

Potential Data/Database Exfiltration
Protocol Forgery

Repeated Umbrella Sinkhole
Communications

Unusual DNS Connection

Vulnerable Transport Security Protocol
+60 more detections...

Firewall logging

» Potentially Harmful Hidden File Ext

» Repeated Watchlist Communications

» Suspicious User Agent

» Talos Intelligence Watchlist Hits

* Unusual External Server

* Unusual File Extension from New
External Server

* +72 on-prem detections

The efficacy of all XDR Analytics alerts stands at approximately 96%,

cisco Lz/&/

HCiscolLive  BRKSEC-2090

with a monthly customer response rate on over 5000 alerts!
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Detect abnormal activity using entity modeling

30+ detections

130+ available

active on day zero — alerts
|
o o [ o o o e o o o O e O e o o o o [ [ [
IP address Data stays within Data access from New external
detected environment regular location connection
osbservation New hiah
Communicates Database server Existing IP accesses theW lhg N
with set of IPs identified database server roughpu
connection

Classify roles
Dynamically assign roles to entities

cisco Lz/&/

36 day baseline

monitor and model behavior

#Ciscolive

Alert triggers
for database exfiltration

BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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XDR Incident Incident
» Creation » Prioritization

XDR Analytics detection and incident creation path

Raw Analysis and : o
» Normalization »»» Alert Chaining
\ \
| Y Y

Ingest Detection and Correlation Incident Promotion

XDR Analytics covers end-to-end from raw
telemetry to correlated, prioritized incidents
which are enriched with context

cisco M ./ #CiscoLive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Eventing High Level Flow

Threat Defense

Network Traffie | E F| | B _ I
£

Network

Management/

event data 1

N4
——
aes
Management Center

__________ Queries 5 Events
4 memeeemosemessmmemeeeeeeeo )
A I; \_/e_r_wt_s ___________ SAL Cloud Analytics and

Data Store Detections

Cisco XDR

e >@< ------------------------------------------ '

o=
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Flow Processing Fully Explained

As it Every 10
happens minutes

Typically, takes
~15 minutes

TCP

Connection VPC/NSG Flow Log to
on VM Flow Log S3
SSH on Traffic Flow Log file
TCP/22 information (.gz)is
collected and uploaded to
aggregated S3 bucket

Every 10 mins
add
.9z file to queue
+ processing
time

Flow Log
from S3 to
Redshift DB

Downloads Flow
Log file from S3,
processes it, and

uploads results to
internal Redshift DB

|
CISCOW‘/ Modeling Delay

#CiscoLive

BRKSEC-2090

Tasks are
scheduled
either every 10
mins, 1 hour or
1 day + long
processing time

Observation
based on the
DB data

Timing
depends on
the individual
Observation

Tasks are
scheduled
either every 10
mins, 1 hour or
1 day + short
processing time

Alert based
on the
Observations

Timing

depends on
the individual

Alert

New alert
event triggered +
processing time

User
notification

Notifications
are only
for Alerts

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Alerts with MITRE ATT&CK Tactics and Techniques

Single menu for all alert configuration
l Source of the telemetry

Telemetry source of the alert

ggggggggg

wwwww ~ - - [y

- « - WS CoutTral g

Alert on what’s important to you
r with the option to enable or disable
specific alerts

""" “ — Hover for a brief description or click
- B to pivot to MITRE for more

- “ — = information
- - o o 98%+ of XDR

~ - « A0S ot g

i 4 5
: H
2 H

Analytics alerts are

mapped to the
Understand how alerts map to MITRE Tactics and Techniques MlTpRpE ATT&CK

XDR Analvtics mapping to the MITRE ATT&CK Enterprise Matrix
framework

‘vt TH MIGPR MSESLS &N GAMPE or Parsisance By widing & BACKSoGe 10 Nty
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https://www.cisco.com/c/dam/en/us/products/collateral/security/stealthwatch/stealthwatch-cloud-mitre-use-case.pdf

| t C . Alert Chain at a Glance
/ \ e r I Ia I I IS Created 2022-04-01 12:00:00 EDT Chaining Patterns [[EETE | Discorery (2) - Il

Last Active 2023-04-03 10:00:00 EDT Discovery (2) InIUaI Command And Control (10) £
Alert ChainD 569

Status @ Open Post an Incident | Post to SecureX Incident Manager ]
Common Indicators &  -06c189f3c85251a7d ~
 Related alerts are correlated | |
. . Total Associated Devices Total Active Days Unique Alerts Total Alerts MITRE ATT&CK
b dicat a4
y common Inaicators 19 366 7 22 4 e A
o M a p ped to th e M |T R E Alert Timeline Connection Graph Devices & Roles All Hosts
———
ATT&CK Framework
Group by
Alert Type w
* Chains are summarized with == N 61 I 2
« 7] 2022 2023
at a G |a n Ce Distinct Alert Types / MITRE Tactic April | May June July August Sep Oct Nov Dec Jan  Feb  March
@ Excessive Access Attempts (External) # Created: 2022-04-01 12:00 EDT
° Al e rt a CtIVIty IS p I Otte d Ove r © Inbound Port Scanner #2 ! Discovery Created: 2022-08-17 21:30 EDT
tl m e I n a n a |e rt tl m e | I n e @ Internal Port Scanner #2917  Discovery Created: 2022-10-03 08:20 EDT
) ) ] ] ey Crested: 2022-11-02 06:50 EOT
* Visualizations with alert
» Suspected Port Abuse (External) (2) Discovery Created: 2023-03-17 18:40 EDT

C O n n eCt I O n g ra p h :D;Z:Ei? R_?Téte Gontrel Created: 2023-03-23 08:27 EDT

1479
@ New Remote Access #4793 [LIEEESEE Created: 2023-04-01 01:10 EDT

c ! S Co W-/ BRKSEC-2090 May ‘2022 Sep '2022 Jan '2022 l



Chaining attacks based on common observables

@ Alert Sources Observables 4 N ~
/"« |P Addresses )

NVM * Hostnames o o ()
Firewal * Devices

« Usernames \ / \ J
IPS, Malware < - AWS Resources > .\

: « CIDR

Cloud Providers . Processes .\‘/. ‘\ .
NetFlow + URLs ./L\‘ - ./\V

\_* ASNs J \_

Leverage Common Observables to relate alerts coming from multiple
sources and with different threat vectors in one attack chain.

cisco M . #CiscolLive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Capturing Attacker Intentions using MITRE ATT&CK

4 N 7 N )
- —  — Initial
L Recon , \Recon Discove% \Recon Discovery/ Access
4 N [ N [ N
o —@ ®
Initial Persistence Lateral Exfiltration C2 Exe:tion
\_ Access ) \Movement VAN )
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Incidents
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Incidents

Prioritized Incidents based on severity

Incidents

=>

497 incidents 9 New Incidents 309 open incidents

. Ay
° | zed U CeS Cl utte r by p rl O rItIZI n g 2 et 11 matching results Filters Status: Incident Reported x
highest risk incidents “ e —
g ° ) 1000 ] EC2AMAZ-AHQFEJR in group Audit @ 20230417 08:16:38 Secure Endpoint
° A u to m a ti C a | |y e n ri C h e d [1000] Geographically Unusual Remote Access for Cisco - Lawrenceville Lab (Earth) Cisco Secure Cloud Analy.
D Heartbeat Connection Count for Cisco - Lawrenceville Lab (Earth) Cisco Secure Cloud Analy.
. .
(I nVeStIg ated) B D ©4-3650-1-g1-8-win10 in group Earth Clients @ 20230406 13:51:59 Secure Endpoint
. . [ 1000 ] ©5-9300-1-g1-8-win10 in group Pluto Clients @ 20230406 13:52:57 Secure Endpoint
« Enrichment status displayed on
) [024] Attack Chain: "Multiple Threat Indicators Triggered" for Cisco - Lawrenceville Lab (Earth) Cisco Secure Cloud Analy...
. . . .
I n C I d e nts I n | I St (573 ] €1-4506-2-93-13-win10 in group Mars Clients @ 20230406 13:52:31 Secure Endpoint
) (783 ] ©3-9300-1-g1-0-7-win10 in group Audit @ 20230411 08:48:54 Secure Endpoint
., .
« Created from Critical/High
@D Persistent Remote Control C for Cisco - L. Lab (Earth) Cisco Secure Cloud Analy..
.
E n d pOI nt eve nts [ 523 ] ©1-4506-1-g3-14-win10 in group Mars Clients @ 20230411 20:27:12 Secure Endpoint
[ 392] ©€1-9300-1-g1-13-ublnx in group Mars Clients @ 2023041118:26:19 Secure Endpoint
* More to come

XDR

cisco M ./ #CiscolLive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Priority (glelels] Status New X

Demo_Command_Line_Argum
ents_Meterpreter in group...

Automatically Create Incidents

With Secure Endpoint e

Priority score breakdown

Security events automatically create

incidents in Incident Manager based on . 1000 2. w.
SeCure Se\/erity ClSCO XDR

Endpoint

v

. . I n Clde ntS Short description
Manually promote events as incidents from
Secure Endeint Inbox Long description

Incident Title
Demo_Command_Line_Arguments_Meterpreter

© 31 Require Attention  © OlnProgress @ O Resolved
[O > son[oaw  ~| [B]® Promoted at
' 2023-05-22 21:25:15 UTC
[) ¥ =8 Demo_Command_Line_Arguments_Meterpreter in group Triage @00 | IR
Hostname Demo_Command_Line_Arguments_Meterpreter Group Triage Promotion method
Operating System Windows 10 (Buiki 19044.1466) Palicy Triage Manual
Connector Version 81721017 Internal IP 102.36.243.208 ]
Install Date 2023-04-27 03:30:24 UTC External P 5.63.112.225 ] Indicators ) . o
Connector GUID 29867707-10e4-4a8a-aech-7d9270460497 Last Seen 2023-05-27 03:30:24 UTC w3z2.p ” bl l"“""'dr'r"l-'""l’“ A "~'°°: A
Processor ID 9037408241506 Cisco Secure Client ID NiR named pipe was created in a manner similar to that
Kenna Risk Scare @ oo used for local privilege escalation through named
Related Compromise Events & Vulnerabilities pipe impersonation. Tools such as meterpreter often
BCITN W22 PossibleNam... 935c1861...65¢44d2 (] 2023-05-27 02:32:58 UTC  No known software vulnerabilities absarved use this technique to escalate to NT
Authority\System.

MITRE Tactics
TA0QO4: Privilege Escalation

Host name
4 Evenis I Device Trajectory % Diagnostics (3 View Changes Demo_Command_Line_Arguments_Meterpreter

&% Start Isolation Q Scan... W@ Move to Group... || @ Begin Work | @ Mark Resolved ¥ Promote to Incident Manager
View Incident Detail

cisco W-/ #Ciscolive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




Automatically Create Incidents
With XDR Analytics

N
N

XDR
Analytics

Alert Type
=

> Potentially Harmful Hidden File Extension
Device has encountered a file with 8 potentially harmful hilden
extension. The alert uses the Multiple File Extensions observation,
requires URL data provided by firewalls via the Cisco Security
Analytics and Logging (SAL) integration, and may indicate the device
has downloaded mahware.

>  Suspected Malicious URL
The device communicated with a suspected malicious URL. The alert
uses the Suspected Malicious URL cbservation and requires URL
dta provided by firewalls via the Cisco Security Analytics and
Logaing (SAL) integration or Enhanced Netflow.

*  Unusual File Extension from New External Server
A new file extension, unseen in the recent past, was exchanged
between the entity and a new extemal server. This might indicate a
malware attempting o communicate with its Gammand and control
center. This alert uses the New File Extension and the New External
Server abservations. The former requires URL data provided by
frewalls via the Cisco Security Analytics and Logging (SAL)
integration.

Configure severity and p
Secure Cloud Analytics

cisco Lz/&/

Create incidents automatically in
Incident Manger as part of alert

settings

- Cisco XDR

Manually promote alerts as part of XDR

Analytics alert workflow

History @ Priority © Enabled €
¥ . ¥ -
0 Days Normal v )
0 Days High - «
1 Days Normal v )

ublication settings in

Publish to SecureX @

-

" Incidents

Telemetr, @

ETA Fire

ETA Fire

Mofth-Sout

Firewall

North-Sout
HCiscolLive  BRKSEC-2090

Priority (58  Status Incident Report... X

Suspected Malicious URL on
ip 192-168-249-115

Reported by Cisco Secure Cloud Analytics (cisco-
dcloud-rtp) 1 day ago
Assigned Unassigned

MITRE .

Priority score breakdown

76 10
76 5 Detection Asset

Risk Value at Risk
Short description

Suspected Malicious URL for Cisco Demo (RTP)

Long description

Alert
Suspected Malicious URL - #11941

Tenant
Cisco Demo (RTP) (cisco-dcloud-rtp)

Source

ip-192-168-249-115.us-east-2.compute.internal

Description

The device communicated with a suspected
malicious URL. The alert uses the Suspected
Malicious URL observation and requires URL data
provided by firewalls via the Cisco Security Analytics
and Logging (SAL) integration or Enhanced Netflow.

Next Steps
Reference the supporting observations to determine
what URL the entity accessed. Determine if the

View Incident Detail

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29




Automatically Create Incidents
With Cisco XDR Automate

Workflow polls API on

Cisco scheduled interval. Cisco XDR

XDR If detections is found
Automate incident is automatically
created

Threat Response - Create Incident

Workfiow
Threat Res

= INPUT

* Incident Confidence

:H\gh * 1

* TLP Value

amber * |

Incident Description
["# Meraki Security Event: IDS Alert Pricrity 1 for [Sactivity.Remave port from IP * |
address output Script Queries.source_ip$] @ [Sactivity. For Each Security Event input Source
Array[@] 18]
## Please check sightings tab and below for more information
“*Message:** [Sactivity.For Each Security Event.input Source Array[@].messages]
*+Meraki Rule 1D:* [$activity. For Each Security Event.input Source Array[@].rulelds]

|_**Action taken:** [Sactivity.For Each Security Event.input Source Array[@).action$]

* Incident Status
New »*

* Incident Title

[Meraki Security Event: IDS Alert Priority 1 for [$activity.Remove port from IP address.output.Script
| Queries.source_ipS] @ [Sactivity.For Each Security Event.input.Source Array[@].tsS]

. -®
cisco W./ #Ciscolive BRKSEC-2090

Incidents

Priority @ Status New X
SG-CertName-Observatable
Incident with Suspicious...

Reported by Cisco XDR Automate 18 days ago
Assigned Unassigned

wiTRe (o)

Priority score breakdown

100 10
1 0 0 0 Detection  Asset

Risk Value at Risk
Short description

Hareesh INT Correlated Incident with Suspicious
Activity (NVM + Crowdstrike) - [Test incident created
by SXO]

Long description
Description: A process running has a hash matching
ane in a list of known malicious process hashes.

Recommended Next Steps: Isolate the endpoint and
investigate if a malicious executable was run.

View Incident Detail

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30




Prioritize by impact

» Single view for incidents from
multiple sources

« Enhanced incident view focused
on the most critical incidents

* Incidents prioritized by business
impact and asset value

100

Detection
Risk

10

Asset
Value at Risk

1000

cisco Lz//&/

Incidents
[ 62 incidents ] 33 New Incidents 8 Open Incidents
[‘f. Search X ] 82 matching results = Filters
o~ Priority - Name Source
O @ Malicious Process and Suspicious SMB/RDP Activity - Doc Test Do ... Cisco Secure Clou...
O @ Unusual External Server for This is localhost Cisco Stealthwatc...
0 (1000 } AWS Inspector Finding for This is localhost Cisco Stealthwatc...
O @ Command and Control DNS Activities Umbrella
] 928 Formula Test.Mar27.Critical. TTP(58).AssetValue[8] FormulaTest
0 (928 ] F1.03-06d.Critical. TTP(58).AssetValue[10] FormulaTest
0 (835 ] Attack Graph Test - 109 Observables FormulaTest
O 800 F1.03-06a.Critical. TTP(50).AssetValue[NULL] FormulaTest
0O 765 New Internal Device for This is localhost Cisco Stealthwatc...
O @ Azure Permissive Security Group for TD&R RSA Cisco Secure Clou...
0 F1.03-08.Critical. TTP(58).AssetValue[8] FormulaTest
_ — _ _
#CiscoLive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31




ldentify the most impactful incidents based on risk

100 10
1 0 0 0 Detection Asset

Risk Value at Risk

Priority Score = Detection Risk x Asset Value

0-1000 0-100 0-10
The Incident total priority Detection Risk composed of User Defined Asset Value
score used to prioritize multiple values: represent the value of the
incidents asset involved in the
« MITRE TTP Financial Risk incident

* Number of MITRE TTPs
* Source Severity

cisco W-/ #Ciscolive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Walk through incidents step-by-step

Progressive reveal of details

Looking into an incident is a progressive
experience where the relevant data is
revealed as needed without
overwhelming the SOC analyst

Priority - Name
@ Malicious Process and Suspicious SMB/RDP Activity Detect
@ Unusual External Server for This is localhost

Rich incident details

Incidents are enriched with data gathered from
multiple sources including assets, indicators,
observables and others. Associated MITRE
attack Tactics and techniques detailed with risk
scoring

cisco La//&/

Priority @P0]) Status New x

Malicious Process and
Suspicious SMB/RDP...

Reported by Cisco Secure Cloud Analytics (rsa)
15 hours ago

Assigned BM JF

Priority score breakdown ~
1 0 0 0 100 10

Detection Asset

Risk Value at Risk
Short description ~

This feature is currently under active development

Long description -~

Alert Chain
fb56eeab5af173cd7286d510722e4f8f7e5c8613

Description

View Incident Detail

MITRE = ATT&CK' View all Tactics
Tactics
~ TADOO2: Execution A 100

The adversary is trying to run malicious
code. Execution cansists of technigues that
result in adversary-controlled code running
on alocal or remote system. Technigues that
run malicious code are often paired with
techniques from all other tactics to achieve
broader goals, like exploring a network or
stealing data. For example, an adversary
might use a remote access tool to run a
PowerShell script that does Remote System
Discovery.

> TAOOOS: Lateral Movement /1 66

#CiscoLive

Orientation v

NT AUTHORTY\WETW.

|;

System

4 Assets

3 virtualmachines/win-vic-2 (~)
[ virtualmachines/win-dc-0 ()
3 virtualmachines/win-vic-6 ()

£ virtualmachines/kali @

CaWindows\Sysiem

Q

de2.57g1.net

()

do2.0rg1 et

s

10016

View Assets

6 events
5 events
4 events

1event

31 Observables

@2, NT AUTHORITY\SYSTEM (~)

@ C:\Windows\System32\svchost.exe @
@] svchost.exe (V)

@] SYSTEM (&)

BRKSEC-2090
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Walk through incidents step-by-step - Overview

Overview  Detection  Response  Worklog

Overview  Detection  Response  Worklog

Orientation

17231857

Simplified (G )
Graphical view

A simple yet powerful
graph tool to identify
observables and and
G Cs their relations. Expand

@l
Q@

64.104.44.100 00330987814 7aete.

boe-demo.com H i
® the view for additional =]
details.
16 Assets View Assets 31 Observables View Observables 11 Indicators View Indicators
E| MIKE-WIN10 G:u 85 events ®7] 6.6.6.6 Cv) 303 events Cisco Secure Cloud Analytics (cisco-explorc.. 5 evente
. i Remote Access
[5] i-0e682308df7{7bf0a (~) 41 events @Y 1bf529e316bf6d974443... (~) 118 events
- - Cisco Secure Cloud Analytics (cisco-explorc...
User Watchlist Hit Jevents
[7] i-0d3309a793147aefe () 26 events 7] 94.204151.84 () 16 events
- Cisco Secure Cloud Analytics (cisco-explorc...
[5] EC2AMAZ-AHQFEJR () 18 events 07 64.104.44100 (~) 6 events Watchlist Interaction 3 events
[F] EC2AMAZ-MTKLEVO (~) 13 events 071 3136.210.164 (~) 5 events Cisco Secure Cloud Analytics (cisco-explorc...
- 3events
Geographically Unusual Remote Acc...

cisco Lz//&/

The incident overview displays details such as; involved assets, the list of observables
with their respective dispositions and the indicators that are related to them.

#CiscoLive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

34




Walk through incidents step-by-step - Detection

[« JC

Al
Original
Relations
Investigated Overview  Detection  Response  Worklog
©7) 17210163 () Connected to
©7) 6666 (%)
[ Al ] [ Source ] [ Severity ]
Severity -~
All First Seen - Severity Source Indicators Observables Indicators
Critieal o 2023-04-18T17:27:20.000Z Secure Endpoint @) 1b529e3(6bif6d97444319148c4059... (%)
High NGFW Event Service
*  2023-04-17T15:18:17.000Z Secure Endpoint W32 Power: ttablei ) 44335375dc1ac238336... (©) Security Intelligence event -

IP_ReputationSI_Category -

@3 172.10.1.63 @ ExplorCorp_Malicious_IPs

D
Medium m
D
D

Low 2023-04-17T13:10:44.000Z NGFW Event Servi Security Intelli t - IP_Reputati
. vent Service ecurity Intelligence even _Reputatic 0712323123123 (©) BlERr oy
None
. ) . _ ©3172101.63 ()
Unknown * 2023-04-17T13:10:36.000Z NGFW Event Service Security Intelligence event - IP_Reputatic 076666 @
o Assets
Info
o 2023-04-17T12:10:00.000Z Cisco Secure Cloud Analytics (ci..  Watchiist Interaction ©36666()
[F] 17210163 (V)
*  2023-04-17T12:10:00.000Z Cisco Secure Cloud Analytics (ci...  Watchlist Interaction 22 6666(%)
*  2023-04-17T12:10:00.000Z Cisco Secure Cloud Analytics (ci...  User Watchlist Hit
Source ~ Observables
(source ~]

©7 17210163 (%)

Drill down into Detection Details 208880

[O) Secure Email Threat Defense

() Cisco Secure Cloud Analytics (cisco-explorcorp-earth)

([ AMP Event

O secure Endpont Identify the events that caused an incidents along their sources, severity
) clso secueNetvork Anacs and the associated observables with their relations. Apply filtering

[ CESA/NVM

O MW Evame sovce capabilities to narrow down the search faster and easier.
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Walk through incidents step-by-step - Response

Overview Detection Response Worklog P re b u i |t G U id e d
Response

- Review Incident

Add a note to record the evidence (indicators and reasoning) that supports the decision for assigning a status of Rej...

Grmem b L Wmi Go through a step-by-step
guided response action for
 identify Affectea Hosts an incident using the

Add note with summary of findings on the investigations of hosts found with malicious indicators provided floW Of actions to

Identification

Containment

Recovery
Identification

Eradication Overview  Detection  Response  Worklog achleve a faster and We”
Racovary documented response.

- Mitigate or Remediate Vulnerabilities

Identification
Add a note on what are the affecting vulnerabilites linked to the incident and how mitigations or remediatiion is going...

Containment
~ Remove Malicious Content

Eradication Add a note on the action achieved to ensure the remaval of the malware.

Recovery
Overview Detection Response Worklog

Validate Eradicated Hosts

Confirm and acknowledge eradication steps are working as expected and number of infected host(s) is dropping.

Validate Restored Hosts

Validate that each re-imaged system was completed by verifying new image creation date

Recovery
~ Implement Recovery Monitoring Add Note

Add a note on how you are going to monitor newly recovered systems for additional monitoring for any anomalies or ...

Identification

Containment

Eradication
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Integrations
(Data Ingestion and API
Enrichment)
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Data Ingestion

T

—> Analytics Engine

NetFlow/IPFIX /

Firewall

cisco Lg/@/

&
——

Endpoint NetFlow

/

-— B EE
= Cisco
= Security T MmC
D Local Controls
Google Cloud Security Talos Threat
Conte>\ / Intel
e {os
RPNE —— P8¢ Investigate 5
D BRES T Engine T == @
o SIEM Private Intel
ldentity
Services \
Engine
. Custom
MirorfSPAN 3" Party Global Threat Integration
Intel
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Integrations for partner technologies

\ 4

Q

Q APIVoid

Theeat Analysis AFis for Theeat Detaction &
Pravantion

e Bastille Networks:

R manitonng foe wireless inresion dataetion ang
policy anfarceman.

-

Faateing FIFTY mezsags §chos covenng AL

‘campater scenes: Art, Wares, Hacking, Phreaking,
Technoiogy, BES Suppon, Demos, Ceding, Sound,

i Google Chronicie

Ghwonicisis acleud service, built as 3 spacisized

ey 00 109 Of ot Google IS, Ossianes
etain, analyze and

50 that enterprises can pelv

vode IstPhishing

ima and in 3 fuky

g Thea1 Detectian Rest API slows to

@ AbuselPDB IP Checker

Check

datab

Gty is  patfoan 1hat heips

a

1P schiresses sgainst AbussIPO8's sbusive 1P
50

Censys

ormation security

practfionars dscever, manitar, and analyze devices.

thatare.

Do 5 lotsd-nativg 1095 ANt se<urity anal

sz rom the iernat

Devo

B3 Googis safe srowsing

Safe Brawsing is » Gocgie service that etz

ppicatians check URLS 408161 Googie's constanty

updatedlsts of unsafe web resaurces, Exampies ol

Ivanti Neurons
Formarly Moblisien

el Meuroes (foementy hakilelron) s an Enterprise

mmm.. an URL s 3 pisning or a pam watste

1, 250 known 35 3 Moats:

Dovice Managar (MEM) ar 2 Unified Endpor

©o Akamai

Secuity Canter provides answers 1o esseriis]
quesilans in the mass intuilve and simple way

R

CrowdSiries s 8 giooal cybersecuily lader with an
advanced cloud-native plattaem far prateciing
anapeints, cou worklaas, entities nd data

J, Exsveam

Exabeam Fusion combings XDR snd SIEM e 3
sirgle, choud-delivared platfonm that ensbles you ta
everage integrated thisst detectca, rvessigatin,

@ ocrayiog

Grayiog s a leading centraiized log management
santion b

ime analysis of

abytes af

28 samtero

Jamf Bro is a leader for management of Apple
MAEOS, 105, 3nd 1405 devics managemant

110 0 s1an0as for capturing, s10rng,

AlignVault Open Threat Exchange

The AlerVauit Open Threat Exchange 1GTX] is the
worlds most authort jpen threat ntormaticn
aharing 500 ansiysis natwork.

i ——

(CrowIStkg is § GIObs CybersSCUTRY lebder it B

@ Amazon GuardDuty

Amazon GuardCuty - intaligent thvest protection for
accounts and warkioads.

"M Crowastrike CSTA

CrOWaSITvg i 8 bal cybarsscusity lader WD 30

advanced proteciing
enapoints, cloud warkiosds, ienities and asta

< Farsignt Securlty ONSDB®

Farsight Securny DNSD3® [ hé worls [3r9ast ONS.
nteligance datatiaze st pravides  unigue, fsct-
based, muifaceted view of the configuration af the.

e Have | Baen Pwmed

Hanve | Been Pamed allows you 1o search
Mgk G513 BreBCNES to b il your smad dress
s e compeemised

LogRhythm

LogRhpthm empamering users 1o successiuly reuce
isk by 130Ky Getscting, raspending 1o 0
nuirallzing damaging cyberthreats.

pladtorm for protacting
ardpoints, cloud woekloads, antiies ana data.

s —

(Genanc Sarvarisss Rl Moo that can 56 Ussd
when develaging new integrations.

. /BM X-Force Exchange

1884 - Fonce Exchange i  threat iteligence sharing
platlorms enatiing Fessareh o securiy rests,
agaregation of nisligence, and colaboraticn with

+
@,
i MR
MISP - Open Sounce Theeat nteligence Platform &
0pan Standsras Fer THGAE Idermatian SNarg.
+

Cisco

e!
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XDR Integrations API enrichment

*Community/open source

Relay server translates from 3™ party data
model and APIs to Cisco Threat Intelligence
Model and XDR APIs

- Many available by default (examples
below)

 \Write your own

« Templates and examples available on
Github

cisco Lg%o//

Abuse IPDB*
APIVoid*
CyberCrime Tracker*

Cyberprotect
Threatscore*

Farsight Security
Google Chronicle
Google Safe Browsing
Google VirusTotal*
Have | Been Pwned*

Microsoft Graph
Security

Pulsedive*
SecurityTrails

See One Feed App*
SpyCloud
urlscan.io*

Gigamon
ThreatINSIGHT

Qualys IOC

Radware WAF and
DDoS

Signal Sciences
AlienVault OTX*

#CiscolLive  BRKSEC-2090
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https://developer.cisco.com/threat-response/

Relay API

Template and documentation - http://cs.co/api-template

Bundle builder - http://cs.co/bundle-builder

XDR Relay Service
-~

Remote API Gateway Data Model

E module E Translation

34 Party product

fin

34 party API

|
w
I

Investigation
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http://cs.co/api-template
http://cs.co/bundle-builder

Where do the relay servers live?

/ Arbitrary

third party
thing #n

T

Custome
Cloud

~

Integration

/

cisco M/

-

\_

Arbitrary
third party
thing #n+1

ustomer
DMZ

N

AN

Arbitrary

third party
thing #n+2

hird Party
Infra /

#HCiscoLive  BRKSEC-2090

Supported
third party
thing #n

T

Integration

\ XDR /
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Integration Supported APIs

"supported-apis": [
"health",
"refer/observables",
"observe/observables",
"deliberate/observables"
"observe/targets",

Arbitrary 3rd party Arbitrary 3rd party "respond/trigger",
API #n APl #n+1 "respond/observables",
"tiles",
Integration Integration . :
Mmib &mhb "tiles/tile",

"tiles/tile-data"

R 0 .
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Integration Supported APIs

refer/observables
Dynamically creates URL to offer deep link pivot in drop
down menu

IP Address 0 75.75.75.75

Verdict Source  ***Umbrella***

> There is 1 Verdict for this observable.
30 observables View all

*XDR Analytics RTP
TOP ACTIVE

Traffic Summary for 75.75.75.75

@] 75.75.75.75 () Session Traffic for 75.75.75.75

@7 fdfdfc8878f39424920d469bcd05060a6f7c95794... () 5 event Secure Malware Analytics

a 2 b92. h986fbaec007 1t Browse 75.75.75.75

®f 7f9002bced53261d30a7a910ac4fd053 () 3 events Search 75.75.75.75

7] 176.9.56.118 ‘:'; . Secure Network Analytics 7.4.2

Host Report
SecureX Orchestrator

0017 - Umbrella - Add to Destination
® List

(») Take Orbital Forensic Snapshot

ubmit to Threat Grid and post to
@ Submit URL to Th Grid and
https://cisco-dcloud-rtp.obsrvbl.com/snapshots/ip/?ip=75.75.75.75 Webex Teams space

oo e

@enrich api.route('/refer/observables',
methods=['"'POST'])
def refer observables():

token = get jwt ()

observable = get observables()
json_refer = do_something cool (url)

return Jjsonify data(json_refer)

View the traffic summary

(o] VASWASWA WS

cisco W./ #CiscolLive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

44



Integration Supported APIs

Meraki Event: File Scanned

irst Seen: 2023-04-12T10:44:29.8372

Reported by Observe/ObservableS

Module: Meraki Security Events Module QuerleS eﬂd teChnOlOgy for |nf0rmat|0n regardlng abOUt a
Souree: Meraki M Modue particular observable. The response is a Cisco Threat
Intelligence Model (CTIM) entity such as a sighting

Short description

explorer.exe eleal6c6884a2cebd.
Long description
File Type File Size (Bytes) URI

_EXE 193688 http://www.favorite-icons

@enrich api.route ('/observe/observables', methods=['POST'])

1bf529e316b{f6d97. "
) Relations 4

192.168.201.91 () Connected to
©7 6.6.6.6 ()

@Y 1bf529e3f6bff6d974443... () Downloaded by re qt v ings (o e[ 'valt
192168.201.91 ()

# Convert each event in the response to CTIM
for event in respo
this_sighting mapping.sighting (observable, event)

MIKE-WIN10 EC2AMAZ-AHOFEJR

©7] 6.6.6.6 () Downloaded from
&Y 1bf529e3f6bff6d97444319f48c4059€d...

g.sightings.z nd (this_sighting[0])
) y MidYearBonus.exe () Filename of # urn the JSON r onse
(- 7\ @Y 1bi529e316bff6d97444319148c405%d... (7)
o) o) )
- \_/
1949.71.111 6.66.6 123.123.123.123

Indicators 0
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@dashboard_api.route('/tiles', methods=['POST'])
def tiles():

Integration Supported APIs

return jsonify data([])
@dashboard api.route('/tiles/tile', methods=['POST'])

. . def tile():
tiles/tile-data = get_jwt ()
. . . = get json(DashboardTileSchema ())
Queries end.technology for hlgh.—level metrics anql stats to oinen Jeeniiy deis (1))
be surfaced in a control center tile. The response is sent @dashboard api.route('/tiles/tile-data', methods=['POST'])
back with the data formatted to match what the tile def tile data():

= get jwt ()
= get json(DashboardTileDataSchema ())
return jsonify data({})

template is expecting _

inbound and outbound traffic totals over time

No issues detected

o Timeline AP Information

Observed Start
Ti
Initial Query
Boundary

0€023131-74e9-4ecB-aafa-710db39517a7/swc._traffic_over_time_chart/data

ralfic Over Time Chart Last 30 Days e
Inby yptes utbaund utbound Encrypred
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Investigate
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i-06¢189f3c85251a7d

12e86dad-890a-451...

asf28f1fed7c2fe8s...

Distinct Alert Types [ MITRE Tactic
@ Interna Scanner 411915 | Discovery Created:
@ Potential Data Exfitration
@ Outbound SMB 5-17 16:50 EOT
@ DNS Abuse

esolver 11

@ Outbound Traf Spike 11 205191731 €on
@ Country Set Deviat 9
© Malicious P d 41152 e 20z3-0:
@ Suspicious Process Path #119

@ LDAP Connection fro

Credential Access Croatodt: 2023-05-22
Process #11

3-05-24 23:25 EDT

Cisco
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Investigate with intelligence, context and response

Global Intelligence Local security context Response actions

® Endpoint security % Endpoint security O Cloud security Block destinations

Malware intelligence

Internet intelligence Block files
/4 Email security Network firewall
. 4 Isolate hosts
¢ VirusTotal and o
‘Hﬁ’ other third parties I{%} Analytics Secure Web
. Appliance
Are these observables Have we seen these observables? Where? What can | do about

- SN I >
suspicious or malicious? Which endpoints connected to the domain/URL? it right now

Observables: 1) File hash, 2) IP address, 3) Domain, 4) URL, 5) Email addresses, etc.. ]
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Accelerate investigation With Cisco XDR

(o <) (wesv)

) BE} 24 Nodes
« Aggregate and query global intel @ E)
and local context in one view

- Visualize the impact of threats ©
acrOSS your enVironment 1bf529e316bf6d97.

172.31.85.7

* Understand the chronological
order of sightings via the timeline

« Take immediate response actions

Severity Source Indicators = Observables @ Assets

such as isolating a host or

7 17210163 (=)

2023-04-17T13:10 [ High ] NGFW Event Service  Security Intelligence event = [ 17210163 (%)
blocki ttack
OC Ing a n a aC e r 2023-04-17T12:10 Cisco Secure Cloud...  Watchlist Interaction ®26666 () B adsk172-10... ()
2023-04-17T12:10 Cisco Secure Cloud...  Watchlist Interaction 036666 (%) B ads-172-10... (2)
] adsi172-10.
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How true simplicity is experienced

With XDR: five
Without XDR: ~32 minutes minutes
1. 10C/alert 7— Investigation is integrated
across your security
' infrastructure
° R
2. Investigate incidents in multiple consoles & - \
Product Product Product Product \ - / =
dashboard 1 dashboard 2 dashboard 3 dashboard 4 Email Malicious
<] [ [d &1 [>
I
[ ——wr—— R ——wr—— R ——wr—— R ——w———) \ — =
Target endpoint - SHA - 256
: _— : \_ P
3. Remediate by coordinating multiple teams V-
Product Product Product Product ~In one view-W-------mmmmmmmm s -
dashboard 1 dashboard 2 dashboard 3 dashboard 4 ! \
Query intel Quickly visualize Remediate ;
?‘ ‘ - ! and telemetry the threat directly from i
. N I, H . . . 1
{9 \L \L — : from multiple impact a single Ul '
\L ' integrated apps in your :
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Investigation query integration and threat intel

XDR leverage APIs to query data from integrated R
products and threat intel sourcs :

r

.

Analyst %
Automation @

N

J

C

Isco W/

A 4

Intelligence

< :
@ Domain Reputation @ File Analysis

9JOUW puy

Cisco Products

-y

Endpoint Cloud
Analytics

Firewall Ma'W?re
Analytics

[0 >

SentinelOne CrowdStrike

L And many others...

J
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Correlate and merge information

Cisco Products

Correlate dispositions from multiple sources and ros— I%Jél_g
merge it in a single view 5 N Cloud
Endpoint ou

Analytics

Analyst % eg a .................... EL,E_)

> XDR .................. .- Firewall /'lﬂnaamfs
Automation @ © 9@ :

. ) . 1 »

..............................................

SentinelOne CrowdStrike

% IP Reputation @ Email Reputation
@ Domain Reputation @ File Analysis
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XDR Investigate API’s

INSPECT

/iroh/iroh-inspect/inspect return extracted observables from some raw text./

required scopes: inspect:read

Parameters Try it out

Name Description

StrContent *

object

Example Value Model

(body) {
"content": "string”

}

Parameter content type

application/json v ]

Cisco XDR uses the inspect API to extract observables [

(IP’s, Domains, sha256, etc.) from raw text. This "content":

eliminates the need to reformat defanged observables | EISINETLERte QRIS LRt R e S TN I I IR T S A Tk
before submission. This API returns an array of } - - - -

observables with their type and value.
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XDR Investigate API’'s

This set of routes allow to quickly get answers from your integrations You might use them at the start of any investigation to quickly get A

Deliberate . cwers from your modules if something is bad.

/iroh/irch-enrich/deliberate/observables Get Observable verdicts v " " " A
type": "domain",
Health This set of routes allow to check the health of your integrations setup Verify if your modules are setup correctly and if your credentials are correct. n va l ue " 9 " l lo . brenz . Pl "
/iroh/iroh-enrich/health Health check all the modules\
/iroh/iroh-enrich/health/{module_instance_id} Health check one module™

"type": llemail",

This set of routes allow to get in depth investigation data about a threat You might use them at the start of any investigation to get the full

" " " 3 "
Observe picture and get to know if something has been seen in your environment. ~ value": no- reply@ 1nternetbadguys . com
/iroh/iroh-enrich/observe/observables Enrich Observables™\
/iroh/iroh-enrich/observe/targets Enrich Targets™\
"type": "sha256",
Refer This set of routes allow to get relevant Reference links and quickly pivot pursuing your investigation on a specific product interface. AN "va lue ". w 8fda1 4 fgle 6o
/iroh/iroh-enrich/refer/observables ~

Cisco XDR uses the enrich API to query all
enabled modules supporting the enrichment
protocol with the supplied Observables in order
to get any related Threat Context
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Automate/Response
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Introducing XDR Automate

- B ek e \
Investigate Automate
Reduce research and Eliminate repetitive tasks and
. response times with reduce MTTR to increase
P rOCeSS a UtO m atIO n workflows and playbooks that productivity and focus on
execute at machine speed mission-critical projects

made simple with a y ) )
no/low-code drag- [> ~ x o ﬁﬂ“

J

drOp lnterface Integrate Scale
Unique turnkey approach to Automation that scales
quickly integrate with other infinitely and never takes a
systems and solutions to day off, delivering the same
expand your toolbox SLA around the clock
. J . J
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Maximizing operational efficiency

Before: Repetitive, Solution: Orchestrating After: | combined 9 tasks
human-powered security across the across 3 security tools, 2
tasks full lifecycle infrastructure systems, and 3

teams in one keystroke!

Pre-built or customizable workflows

Playbook

Outdated
playbook

| make automated playbook
changes in minutes with a drag-
drop interface

Cisco or
non-Cisco
infrastructure

We have never communicated
faster: Our approvals are
automated

| Integration
script that no
=] longer works

My top 5 most frustrating tasks
have all be automated
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XDR Automate O

Version 1.0.0

I cone acrivimes

QuPogpued | o 4

WEB SERVICE
DNAC - Get Network

Device

TABLE ACTIVITIES

Read Network Device Call
Into Table

Start
v

Invoke R
Q} pam——————l  Target
Response

v

Webex Teams - Reom
Created

TABLE ACTIVITIES

Read Rooms Response

| wes service

G LOOP OVER ROOMS RESPONSE

Invoke _ Al T
pi puepammpmpmm—mmy  Target L

Response = v

CORE ACTIVITIES
Update Room Found Var

Invoke _
N® e —————2. QELE:
Response |wmmmm

Room Found Variable Set

CORE ACTIVITIES
Set Room Id

v

End
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Core concepts

Workflows Targets
Simple or complex chain of actions Resources that workflows can
that accomplish a specific outcome. communicate with, such as HTTP
APIls, email servers, or infrastructure
Atomic actions Account Keys
Small, reusable workflows like Credentials used when
functions in traditional programming. communicating with targets. Come in
a various types to match the various
Runs target types.
Previous executions of workflows Variables (Global)
and atomics. Can be used to see Used to store data between
what a workflow did and workflow executions or to share data
troubleshoot issues. between different workflows. Come
in various types for different types of
data.

cisco M ./ #CiscolLive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Core concepts
Triggers

Different ways workflows can be triggered to execute
including schedules, automation rules, webhooks, and more.

Tasks

Built-in mechanism for workflows to ask for input. Typically
used for approvals, but the response actions are
customizable.

Remotes
Can be deployed on-premises behind a firewall to enable
integration with on-premises resources.
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What is a workflow?

Simple or complex series of
actions that accomplish a specific
outcome.

» Performing automated
investigations

« Responding to an incident

» Automating routine tasks to save
SOC time

* And more... workflows aren’t
limited to security use cases

cisco Lg%o//

START

Umbrella - Reporting v2

- Get Token /

Umbrella - Reporting v2
- Get Activity

>¢ DID WE GET RESULTS

>¢ CONDITION BRANCH

Completed - no results

Parse results to table
from JSON

C LOOP THROUGH RESULTS

#CiscolLive

BRKSEC-2090
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What is an atomic action?

Atomics are small, re-usable activities
like a function in traditional
programming.

Think of a workflow as a script and an
atomic as a function within the script.

Built using the same workflow editor
but appear in the activity toolbox when
building a workflow.

Good for repetitive tasks like sending a
Webex message or isolating an
endpoint in an EDR.

cisco W/

START

Umbrella - Reporting v2
- Get Token

Umbrella - Reporting v2
- Get Activity

>¢ DID WE GET RESULTS

>¢ CONDITION BRANCH

Completed - no results

Parse results to table
from JSON

C LOOP THROUGH RESULTS

"4
"4

#CiscolLive
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Powerful, flexible automation

Response

Analyst triggers a
workflow from within the
incident manager or a
pivot menu

cisco Lg/&/

Automation rules

An incident matches a
pre-defined rule and a
workflow is triggered

#CiscolLive  BRKSEC-2090

®)
And more...

Workflows triggered by
users, APIs, webhooks,
schedules, and more
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Accelerate response

 Ability to respond throughout the
interface

Identification

Containment

Identify Affected Hosts

Add note with summary of findings on the investigations of hosts found with malicious indicators

. . . ~ Contain Incident: Overview
° S | m p | |f|ed reS pO nSG WO rkﬂ OWS ava | Ia ble Eradication Overview of how to contain Indicators of Compromise to stop the spread of malicious activity
from within incidents
Recovery Contain Incident: Assets
. Use asset-based containment to stop the spread of malicious activity.
» Broad set of workflows to achieve a
. This automation worklow will network isolate/quarantine all selected assets on your integrated Endpoint
Vva r|ety Of OutCO mes Detection & Response solutions. After clicking Execute, you will be able to choose all or a subset of assets
associated with this incident. Please make sure you have done proper identification before executing the
workflow.
» Four stages to resolution:
~ Contain Incident: IPs
|dent|fy Contain IP indicators of compromise to stop the spread of malicious activity
i Contain Incident: Domains
Q Contaln Contain domain indicators of compromise to stop the spread of malicious activity
@ Eradicate ~ Contain Incident: URLS ==
Contain URL indicators of compromise to stop the spread of malicious activity
@ Recover
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Response

Response Trigger

@ Incident
S Management
Cisco XDR
Scheduled
Workflow
Webhook or
Trigger

cisco Lu/&/

Trigger

e ———— -

 Identify

(
l
{

' Execute
. '_ Actions

. Observables

e

P

Load module
_ Variables

)
]
]

/

~

4

/

-

Response Actions will be
executed depending on the

integrated module

and the

available actions. Including
isolating hosts on endpoints,
blocking IPs on firewalls,

quarantining a mail in a mailbox

#CiscolLive

BRKSEC-2090

Use API

Cisco Products

s

200

Endpoint Cloud
Analytics

Firewall ~ Malware
Analytics

[0 >

SentinelOne CrowdStrike

\ And many others... )
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IP Address @  6.6.6.6

P iVOt m e n u Verdict Source  Talos Intelligence

> There are 2 Verdicts for this observable.

Accessed by clicking the icon next
to an observable:

* During investigations

Search for thisIP

31 observal all

Browse IP 1

Talos Intelligence

* In the incident manager TOP ACTIVE Search for this 1P -
* While using the XDR ribbon Umbrella - ExplorCorp
P i . ) includi ®6.6.6.6 ° IP view for 6.6.6.6 s
rovides various actions including: .
. _ J ®Y) 1bf529e3f6 o romaten ints
° Creatlng a JUdgement (» Move Computer to Triage Group
- Adding an observable to a case & 94200518 Submit URL to Secure Maiware e
nalytics
* Deep link pivot to other products 07 64.104.44.11 5 Mrali - NX - L3 Outhound Firwal ants
for additional information Block
] ] ] ®™) 3.136.210.16 o nts
* Taking a response action via an (®» Umbrella - Add to Destination List
integrated prOdUCt ® ServiceNow - Request Firewall
NullRoute

* Executing a response workflow in
XDR Automation
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Automation rules

Triggers

To add a trigger to a workflow, configure an automation rule that determines when a

workflow is executed, such as when an incident, specific event occurs, or on a schedule.

Automation Rules Events Webhooks Calendars Schedules
Search Type
Q Search X ] [ Select ] Reset All
Display name On/off Description
Incident notifications to Webex ()
Check for Talos blog posts ()

cisco W/

#Ciscolive

Current automation rule types:

Approval Task Rule - An approval
task is acted upon within XDR
Automation

Email Rule - An email is received in a
pre-defined inbox being monitored
for messages

Incident Rule - A matching incident
is created in the XDR incident
manager

Schedule Rule - A specific date,
time, or interval of time has passed

Webhook Rule - An HTTP call was
made to a specific webhook address

BRKSEC-2090
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Flow diagram
Trigger Workflow

e e o - - o e e e e e e e e e e e e e e e e e e e =

* APl request
» Approval Task

T

« Email Trigger

! ‘. l
| | |
| | |
| | |
| | |
| | |
i . i i N Input B " Atomic --C;U-'[F;l}[-\‘. ! N Outcome é, \}
|+ Pivot menu : 7 Variables |\ "' Action Variables | "\ )
.+ Response playbook | : |
| | |
|« “Run” button : : i
| | |
'+ Schedule ! ' 5
| [ D RN A Y. S, -
'+ Webhook !
B it R ’ <S> Credentials provided by account keys

o
—
>
®
=
(%)

S e e e e e e = e = e = = = = = = = = === = — -
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Automation, with the click of a button

Leverage your existing integrations to automate
investigation and response

Inspect for Observables
» Collect and parse intelligence
 Conduct investigations based on various triggers ot for et
* Respond at machine speed

« 75+ pre-built workflows available to import

LoGic

Build custom workflows or import pre-built use
cases from Cisco

TABLE

Convert list of
observables to table
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Exchange

Workflow ecosystem designed for
discovering and importing content

» Streamlined workflow installation process
from within the orchestration console.

» (QOffers a searchable workflow index to find
content easier

» Configuration wizard helps user configure
the required targets/account keys upon
installation

Benefits: Users can start automating with
Orchestration in under 15 minutes - Getting
value of XDR Orchestration is streamlined

Exchange

Exchange allows you to find and install workflows that have been approved by Cisco

engineers and content providers.

Search Category
[ 2 Search ] [AII
Popular

Talos - Blog Post To SecureX Casebook

B Xchange

Takes a Talos blog post, conducts an investigation
into it using Cisco Threat Response, and then puts
the results in a SecureX casebook. I.

Learn More

All Workflows

Azure AD - Get Blocked Sign-Ins
(Locked...

Xchange

This workflow checks for sign-ins that were blocked

because the account was locked out in Microsoft
Azure (error code 50053). If any resul

Learn More w

Duo - Investigate User
Xchange

Threat Response Phishing
Investigation

E Xchange

This workflow monitors a mailbox for incoming
phishing reports. When an email is received, the
workflow investigates its attachments and a

Learn More @

Azure AD - Get New Users
Xchange
This workflow checks for users that were created

within the past X hours in Microsoft Azure (the
timeframe is configurable). If any resulit..

Learn More m

cisco Lg/&/

#CiscolLive

BRKSEC-2090
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All Workflows 28 Atomics 206 Recents Favorites 0

Workflows and atomics

Search Ready State Category

{ 1( t J{ ] Reset All

« Shows all the organization’s installed s v e R crcktrt
workflows and atomic actions

mb

« Card view (default) or list view

® Ta bS fo r WO rkfl OWS J ato m i CS b re C e nt Submit URL to Secure Updated Talos - Get New Blog P © Validated XDR - Contai|

. Malware Ana... osts t: Assets
workflows, and favorited workflows
, .
This workflow submits a URL to Cisco Secure Malware A This workflow consumes the Talos Intelligence Blog RSS
° VVO rkﬂOWS can be favorited by C”cking All Workflows 28 Atomics @B  Recents  Favorites @
the star icon on their tile or list row N
orkflows
Search Ready State Category
* Workflows can be searched = ) (oee ) (e
Display name Categories Status Owner
TS warkfion searches and vemens Cisco. © valiated user@cisco.com
T workiow feiches Glsce Sotire FirewalL. Upcated user@cisco.com
T tiow scere s o T cisco. © validated user@cisco.com
T oo Somie o URL 16 Glaas Secure... response Updated user@cisco.com
Talos - Get New Blog Posts © Validated user@cisco.com

This workflow consumes the Talos Intelligence..

/ XDR - Contain Incident: Assets @ Export completed user@cisco.com
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Workflow editor

START

“No-to-low code” drag and drop editor Unbrlls - Reportng v2
. . - Get Token

where you can build simple or complex

workflows and atomic actions.

Umbrella - Reporting v2

« Toolbox of pre-written activities for - Get Activity
various functions and products.

>¢ DID WE GET RESULTS

» No coding skills required, but Python
scripts are supported.

>¢ CONDITION BRANCH

» Supports logic like traditional scripting
such as conditionals and loops. completed o resule

* Three primary sections: toolbox,
canvas, and property editor.

Parse results to table

from JSON

M / C LOOP THROUGH RESULTS
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Devices

cisco L{Ko//



Devices

Extensive visibility into your devices
Combined inventory from both security and device management products

Provides asset context to investigations
Differentiate between a generic target and an asset that belongs to you

Configuration and management of Cisco Secure Client
Cloud-based management of Secure Client profiles and deployments
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Gain contextual insights into your devices

Before: Solution: After:
Multiple spreadsheets, no Comprehensive device inventory Gain unified visibility and contextual awareness
combined view of the all in one place! to help you act on potential threats faster!

denominator

cisco
SECURE X
Spreadsheets e, gPO0000000000000000
e — - : : ) ) g 55 DevieeView | AllDevices | Secure Client Devices
= Data sources @eecceccccscctssccccec e sl =
== i : REST API : ) Health b
: : ISTTITTXY ) Data Q Source Healt 6 Devices
% B M g processing =
_— H = H S S :
: i HN : .
— : B R Iy S \L
: i REST API . %
H H o o
H H o o
: — ’ H : ] Data correlation ‘
: : .
—_— H : s
— : eccccccccccccce o
— § ; REST Apl : ¢ 1 Device found out of 6
§ g : Device Name H os Sources
. ) Data [V
Different kinds i ,&‘ : : = retention . wasgrns
of data from multiple H [ R . e Windows LD
sources : : Webhook : “Qrbitalre
. AR EALLEELLL g event B00000000000000000000000ATAAEAC000000000T 3
streaming
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What is Device Insights?

Device Insights is a feature in XDR that unifies multiple device managers, endpoint detection and
response tools, AV and other endpoint security products and then brings the details those tools and
solutions provide into a unified view within XDR.

x

With Device Insights, you’ll be able to answer Source Health 79 Devices 0s

these all-important questions: R
! a4 o &

*  What types of devices are connected to our network?

3]
2
I}
0

* What users have been accessing those devices?

7] [somm <) [ooem <) [ooem )

<] [seent “ ] [(seet O] O Hasrauns @

Where are those devices located?

() AV Definitions out of date (6)

 What vulnerabilities are associated with those devices?

78 Devices found 0 Devices Selected Update Value Update Labels ¢ Edit Labels 0 ExporttoCSV & Edit Columns

° WhiC h SeC u rity a g e nts a re insta I Ied ? (] Device Name H os 08 Version 0S Support  Users Seen Sources Managed @  Compromises d @  Labels Value
() ADISANKA-M-axx@ o 1321 0
* Is our security software up to date? Ommecimas B g, oo 0
® 10

* What context do we have from technologies beyond
the endpoint?
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Supported sources

N & O A N

Duo Access Secure Endpoint Umbrella (DNS) Meraki SM Secure Client Orbital
Duo Beyond Windows / macOS

Third Party
AN » P

CrowdStrike SentinelOne Microsoft Intune Jamf Pro Ivanti Neurons VMware

(formerly Mobilelron) Workspace ONE
(formerly Airwatch)
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Data import process

2

Normalize Deduplicate
Merge source- Remove duplicate or
specific attributes insignificant details
into a common data from each record
schema

cisco W./ #HCiscolLive  BRKSEC-2090

Correlate

Combine different
records for the same
device into one
unified record
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XDR Device Insights high level architecture

-
() Gisco XDR
s b REST AP N <
Data SOUrCeS ‘.............l......... DeViCe |nS|ghtS
FUH perIOdlc Sync Source Health 79 Devices 0s
: Data O s || ®* 7
. . 100% — o
: e® 0000 pI’OCeSSII’]g D s Z ] <& -
RESTAPL 131 | 9
Getdeltadata & | ¢ a e el T —
. S Data_ Cron ) (ot T [ ) G 2} OMrainn
: : Corre|at|on () AV Definitions out of date (6)
< RESTAPI & | &
00 0000O0OGIOIOIOOOOGIS ° 79 Devices found 0 Devices. Selected Update Value @ ExporttoCSV ¢ Edit Columns
Create Webhook : l ) Device Name s os 05 Version Ossupport  Users Seen Managed @ Compromised @ Labels  Value
: ) ADISANKA-M-QXXQ ::;COS 1821 sdtyasankar 0
E - O ouet " 6
Webhook Pl D@ : :
...................‘ v retenUOn « o [ . »
event streaming o
\_ \_ J e )
.
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Communication methods - examples

Data ) REST API Full periodic sync ) (C:Ejh GCisco XDR

o - MY @ Devie Insights
Source Health 6D

Data 2 e =
wes | DOz = 111

REST API Get delta data

‘_ e GET /admin/v1/endpoints? .
update after=<time>

v

Data
correlation - @

REST API Create Webhook
POST

‘ . Webhook for: Add Device, Remove
Deuvice, ...
Return data to: Device Insights FQDN

Authenticate with: Token

Micrazott Widows 10 SLATE\admin

Webhook event streaming Data || © i =

©oes 08 Varsion 08 Suport Users Sean Sources Managed (0 Compromised

retention

W—e—-0

'."_.. POST Events from ccccces
Webhook
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Data merging example (simplified

"device_identifier': “BFEBFBEFFOBQ3O6AS"™ ) ro

“device_username™ ' . CiSCO XDR
- roane_type 0000000000000 0000000000 1 | h
. Device INSIgNTS
.
“firewall_status": “On", MEEXERREY ¥
“health_app_client_version®; *2,18.8",

1615560857, Data
eccccode processing s Device View | All Devices | Secure Client Devices
= 9

Q Source Health 6 Devices

Q Data :

correlation =

“health_data_last_collected
updated™: 1615568856,

“passuord_statu
"security_agents*: [

i

“security_agent": “Cisco ANF for Endpolints®,
“wersion®: “7.3.9.2%

O —

"BFEEFBFF@0@3@6A9"

"bfebfbfféea3iacas”

“coanector
“hostna

"windows_processor_id "bfebThffe@a306a9"

“https L8mp . Cisce. com/vl/computers/ad2114c6-8425-4155-0768-d97d 1 Adac 744",
“hitps://epi.anp.cisco.com/vl/conputers/adzll4c 25-4155-bTE0-d07dSdac 744/ Lrajectory™,
/fapl.anp. cisco. con/vl/groups /1215195a-b256-dcd2-Bab-9cBEB2eeadc s

M1 *24211406-0425-4155-0 68-da Td Fadac e,
F-KRR-WE30"

1 Device found out of 6

Device Name H os Sources
Data

***Meraki Systems|

“ht

(O

“coanector_versi 7.3.9,280017, retention Managers**
“operating_sys dows 19 Pro”, slate Windows s*¢Secure
"internal_ips": | eeee Endpoint*+*
192,168, 8, 141" “++Orbital*+*
1 \ J
L64.61.28",

2151953-b256-4. Babf-9cBEE2eeadcE”,

sz, ~

921-82-89T21
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Data merging priorities

Not all attributes used for merging
are equally reliable. To overcome
this, Device Insights is designed in
a way that allows using the most
reliable keys first.

When there is a possibility to
match on multiple attributes,
Device Insights sets the priority
based on the list shown below to
ensure we have obtained the best
possible match

* Hardware ID
+  Serial

« MAC

* IMEI

e Hostname

Last Seen:

Policy:

Secure Endpoint -
ExplorCorp

Group:
Install Date:
Connector

Version:

Last Seen:
Users:

Local Users:

Orbital -
ExplorCorp

Computer SID:

Node OS:
Version:
Release:

Architecture:

Last Seen:
Policy:

Client Type:
Umbrella -

ExplorCor
P P Reported 0S:

2023-05-27T21:44:37.000Z
Protect

Mars Clients
2022-11-15T10:02:08.000Z
81.7.21417

2023-05-29T12:37:38.440Z

tme

Administrator, DefaultAccount, Guest, tme,
WDAGUtilityAccount
$-1-5-21-3025806627-2025052165-
512010680

windows

v1.27.2

10.019044

amdé4

2023-05-27T05:37:25.000Z
Default Policy

AnyConnect Client Version: 5.0.207
5
Windows Reported 0S 10

Version:

Open Cisco Umbrella Dashboard in New Window [

Last Seen:

Tags:

Meraki Systems App Users:

m Manager - Auto Tags:
ExplorCorp

2023-05-26T721:48:18.000Z
recently-added
MIKE-WIN10\tme
geo_compliant pc
windows_agent_enroliment

windows_profile_enroliment

LastSeen: 2023-05-29T705:44:26.497Z

Deployment: Secure Client Deployment ExplorCorp
CSC Version:  5.0.02075
Secure Endpoint  81.7.21417

Version:
Cloud Management 1.0.1.400
Version:

Modules: Cloud Management v.1.0.1.400

@ Secure Client

Cisco Secure Endpoint v.8.1.7.21417
AnyConnect VPN v.5.0.02075
Umbrella v.5.0.02075

DART v.5.0.02075

Network Visibility Module v.5.0.02075

CSCUDID: cc2b22ab-57db-4051-932a-

e5c4aa6f8béb

AC UDID: 68ccad5cda768ff468753ec52f80bc18

428fb048

Device Events

cisco Lz//&/
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Next-level asset resolution and inventory

« Inventory from traditional device
managers combined with rich
context from security products

« Customizable reporting on your
devices and their security posture

- Additional context for XDR—driven
investigations to Identify a “target”
versus an “asset”

« Management of Cisco Secure
Client profiles and deployments

Orbital -

.& ExplorCorp

: -\ Umbrella -
ExplorCorp

Secure Endpoint -
ExplorCorp

Last Seen: 2023-05-27T721:44:37.000Z
Policy: Protect

Install Date:  2022-11-15710:02:08.000Z

LastSeen: 2023-05-26T21:48:18.000Z
Tags: recently-added

Manager - AutoTags:  geo_compliant pc

Group: Mars Clients m Meraki Systems App Users:  MIKE-WIN10\tme

Connector 81.7.21417

Version:

Last Seen: 2023-05-29T12:37:38.440Z
Users: tme
Local Users: Administrator, DefaultAccount, Guest, tme,
WDAGUtilityAccount
Computer SID:  S-1-5-21-3025806627-2025052165-

512010680

Node 0S:  windows

Version:  v1.27.2

Release: 10.0.19044

ExplorCorp

windows_agent_enroliment

windows_profile_enroliment

Last Seen:
Deployment:

CSC Version:
Secure Endpoint
Version:

Cloud Management
Version:

Modules:

Architecture: amdé4 "
Secure Client

Last Seen: 2023-05-27T05:37:25.000Z
Policy: Default Policy

Client Type: ~ AnyConnect Client Version: 5.0.207
5
Reported 0S:  Windows Reported 0S 10

Version:

Open Cisco Umbrella Dashboard in New Window (7

CSC UDID:

AC UDID:

2023-05-29T05:44:26.497Z
Secure Client Deployment ExplorCorp
5002075
81721417

1.01.400

Cloud Management v.1.0.1.400

Cisco Secure Endpoint v.8.1.7.21417
AnyConnect VPN v.5.0.02075
Umbrella v.5.0.02075

DART v.5.0.02075

Network Visibility Module v.5.0.02075
cc2b22ab-57db-4051-932a-
e5c4aabf8beb
68ccad5cda768(f468753ec52f80bc18
428fb048

Device Events

cisco W/
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Inventory

« Shows a list of devices from all
integrated sources

Source Health 79 Devices Qs

a el @ = « Allows for searching and filtering of
@ O Monoged w | m | m : devices based on various criteria
- B 4 ° s @ including:

+ Management status
¢ Device type

o
o
o

Text Search Managed Status Operating System 0S Support Type
[0 User, IP, hostname, ] [ Select ~ ] [ Select v ] [ Select ~ ] [ Select ~ ] O H

« Operating system
Device Value Labels Sources Policies

= V] [seea v (st e v ] Oteerem « Simple attributes (name, MAC address, IP
() AV Definitions out of date (6) addreSS, etC)

« Sources (inclusive/exclusive)

79 Devices found 0 Devices Selected Update Value Update Labels & Edit Labels @ ExporttoCSV & Edit Columns
() Device Name : os OS Version 0S Support  Users Seen Sources Managed @  Compromised B  Labels Value C | b .
. m tomized, and
olumns can pe customized, an
@ Secure Access
(] ADISANKA-M-QXXQ 13.21 dity: ki by Duo N 10
macas

we device lists can be exported to a CSV

[ ati-tme-c1-macd = Outof Secure Endpaint

e a I ) - “Secure Client Devices” tab shows
e B information about Cisco Secure Client
s - for devices if CSC is enabled
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Cisco Secure Client: Security agent consolidation

Built upon AnyConnect, the Secure Client is our next-generation software which introduces Cisco
Secure Endpoint as a fully integrated module and offers optional Cloud Management via SecureX

with Device Insights.

AnyConnect VPN module + VPN
Management Tunnel is an always-
on intelligent VPN

Secure Endpoint module protects
your endpoint from threats and
reduces your number of clients

Network Visibility Module delivers
a continuous feed of high-value
endpoint telemetry

cisco W/

#Ciscolive

BRKSEC-2090

ISE Posture performs endpoint
posture assessment

Umbrella Roaming Security
module adds DNS-layer security

XDR enables you to create cloud-
managed deployments of Secure
Client.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

86




Deployments

« Combination of packages and profiles
to be deployed to a group of endpoints

» Package options:
* Cloud Management
» Cisco Secure Endpoint

* AnyConnect Modules: VPN, Umbrella
Roaming Client, DART, ISE Posture,
Secure Firewall Posture, Network Access
Manager, Network Visibility Module

 Different deployments can be assigned
to different devices

» A Secure Client installer is generated
for each deployment

* Full installer: heavy installer that contains
all necessary modules

* Network installer: lightweight installer that
downloads modules as needed

( Beta (101.400) )

€2 Cloud Management | NVM to Direct XDR CM

[ Beta (5.0.2610.0) ]

@ C:\;‘lcoﬂﬂecl Create Profile| () @ Start Before Logon
QO @ Diagnostics and Reporting Tool

o @ Secure Firewall Posture

@) Network Visibility Module | NVM te Cloud Direct

cisco Lg/&/

NVM to Direct XDR Deployment ~ Edit Name [ Delete m [ & Full Installer ] [ *, Network Installer ]

[ Choose a version ]

Secure Endpoint
Choose a Group

C) Umbrella

(I (@) ISE Posture [ create Profile
o @ Network Access Manager | Create Profile

#CiscolLive BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

87




Profiles

» Configurations for the various
modules that can be deployed via
Secure Client

* Cloud-based profile editors
replace the legacy, Windows-only
XML profile editors for:

» Cloud Management

» Customer Experience Feedback
» |SE Posture

* Local Policy

* Network Visibility Module

« VPN

* VPN Management Tunnel

cisco Lg%o//

Cloud Management Profiles

NVM to Direct XDRCM & EditName [ Delete
Identity Service Settings
(I Enable Debug Logging
Package Manager Service Settings
Logging Level*
[ Error J
Check-in Interval*
l 8 Hours J

() Notify User When Reboot Is Required

Cloud Management Service Settings

Logging Level*

| Error

Product Update

a Enable Pr
f not enabled, produc

#CiscolLive

Window

oduct Update Window

BRKSEC-2090
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Incident Response
Demo




- The power of XDR

[- How Cisco Secure Firewall]
boosts XDR

- What is Security Services
Exchange and how does it
work with Secure Firewall?

« Demo time!

- Next steps / Resources
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Secure Firewall

Dashboard tiles

- Raw event summary o ""'“"""” e
+ Incident promotion reason L Ll ( s A
» Talos IP reputation
- Intrusion top attackers ; L_M_'_'h? —

—
- Intrusion top targets S —

I

1
* Intrusion top signatures o g
« Security Capabilities (FMC) % e EE 0 = B
« Security Update Status (FMC) | = “““ .

« Device Inventory(FMC)
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Secure Firewall

Enrichment Security Intelligence eve
. . IP_ReputationSI_Category:....
e Local IP SIg hti ngs First Seen: 2023-04-17T13:10:36.000Z

Refe re n C e Reported by

ECZAMAZ-MTKLEVO

» Pivot point to sighting event e

Module: Secure Firewall - ExplorCorp

Source: NGFW Event Service

e Short description
Promote events _—
0@ Security Intelligence event -
— IP_ReputationSI_Category
« Promote alerts from Analytics to ')
. . . L d H t’
incidentsinxbR | & e ong deseription
Sighting Title
Security Intelligence event -
IP_ReputationSI_Category:ExplorCorp_Malicious_IPs:

cd8cceda-cdc7-4b84-a9a5-5da22fc6f686
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Secure Firewall

Triage events

» See triaged network security
events in the prioritized
incidents list.

Incident management

» Assign to others, change status,

link incidents or add notes

Maintain context

* View incidents in the XDR
ribbon or the browser extension

cisco Lz//&/

[7es ) - Susp d Malici

Reportad by

URL onip 192-168-249-115

13:41:55.000Z - 7 Linked Incidents

loud Analytics (ci loud-rtp) on

Suspected Malicious URL for Cisco Demo (RTP) View Lang Description

Owerview  Detection  Response  Workiog

13 Assets View sl 4 Observables Viewsil 7 Indicators
TOP ACTIVE TOP ACTIVE TOP ACTIVE
[] marble 12 events 071 108.62.141.250

) cranke 2 event &) odsalcOlc2708EBbEAYAS.

) stae Bevent o) arinktoodspp.com

) lp-172-16-133-37.0s-eaa-2.. 05 nupiiarinktaoaspp comiAd..

% astsaosta

User Watchbist Hit

Data_Exfiltration

View Investigation

Unassigned

View all

Suspected Malicious URL on
ip 192-168-249-115

Reported by Cisco Secure Cloud Analytics (cisco-
deloud-rtp) 4 days ago
Assigned Unassigned

MITRE (-« )}

Priority score breakdown
76 10

765  coucton nssm

Risk Value at Risk

Short description

Suspected Malicious URL for Cisco Deme (RTP)

Long description

Alert
Suspected Maliciaus URL - #11941

Tenant
Cisca Demo (RTP) (cisco-deloud-rtp)

Source
Ip-192-168-249-115.us-east-2.compute.intermal

Description
The device communicated with a suspected
malicious URL, The alert uses the Suspected
Malicious URL observation and requires URL data
provided by firewalls via the Cisco Security Analytics
and Logging (SAL integration or Enhanced Netflov.

View Incident Detail

#HCiscoLive  BRKSEC-2090
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Never lose context with XDR Ribbon

— Settings
Query endpoints

Casebook Incidents
Home l

Find observables on page
Notifications

Wiv XDR CASEBOOK

Search... } =t .~ Add [ Load RAT Grows Up-LU Run Investigation Link toIncident [ T

v Owned By Me

Overview I > Observables 29 1 18® 10 90 |« Notes B Kk
~ Owned By Others 1,495 > -
May 25, 2023, 10:50:53 AM LE”W logs, IPs, domains, etc. J Talos Loda Rat Grows Up investigation
CHEN TEST
user210 dcloud_sxv2 > @ 10 Domains https://blog.talosintelligence.com/loda-rat-grows-up/
1 Observable
1 8® 0 10
Case 2023-05-28T17:57:40.000+03:00 > B 10 SHA-256
1 Observable 0 M0me 0 0
Linked Incidents
Load RAT Grows Up-LU > [ 9URLs
29 Observables 0 0 10 80

Loda RAT Grows up
29 Observables

Loda RAT Growths up
29 Observables
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XDR ribbon

*  XDR ribbon allows you to carry the most relevant security
context and threat intelligence with you across all products

+ Transport framework for functionality: Take the capabilities of
XDR and your integrated products with you when you go to any
other product console. Have all your best tools handy

» Ties products together and provides unified experience and
broad response capabilities across all the products

*  Cross-launch capability: Pivot into any other products from the
ribbon

* Ribbon apps: Brokered by XDR, provided by XDR and other
products
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XDR browser extension

EJ search | Splunk 8.0.3 x Ies

yinMe& ®@ X =

C_ Orbital 9a7344e8-7e36-4e5a-9dc5-c... B 4 B
@ Domain
< Query Observables on Page o
Endpoints Take Forensic Snapshot and Isolate
Found 29 observables. Submit URL to Threat Grid

[0 9a7344e8-7e36-4e5a-9dof Move Computer to AMP Triage Group l

Catalog Querie [ cloud-ec-asn.amp.cisco.co AMP Host Isolation with Tier 2 Approval

[ settings-win.data.microsoft. Take Orbital Forensic Snapshot
Custom SQL [ trmiper50p1epecijjieztktrra.t Talos Intelligence ° .
- Search for this domain .
[ 10.0.0.16 L PY .
0 10.00.4 - Threat Grid [ ] PP
Browse 9a7344e8-7e36-4e5a-9dc5...
 —— 0O 10006 ~ t o
[ 107.20.2038 ~ Search 9a7344e8-7e36-4e5a-9dc5-... o,
Umbrelk
ul [ 168.63.129.16 + ez

Domain view for 9a7344e8-7e36-4e...

Block this domain using Umbrella Enforcement API Block this&lomain
2-31-33-139 fv="nvzFlow_v3" pr="17" sa="10. L *Th

“B58F12A4EDCCA168B50DB7" liuid="''" liuat="@ 323
“D1E@48" ppa="NT AUTHORITY\SYSTEM" ppuat="2" trm
t" dh="Unknown" iid="48" mnl="dnsrslvr.dll * mh1="8441D721839C6046734AFCC525B438D12A294B80CA979A469883E68F57A5A440  1iuidp="unknown"

ico:nvm:flowdata

2-31-33-139 fv="nvzFlow_v3" pr="17" sa="10.0.0.6" sp="49391" da="168.63.129.16" dp="53" fss="1607608620" fst="Thu Dec 10 13:57:00 2020" fes="1607608620" fet="Th
“B58F12A4EDCCA168B50DB7" liuid="'"'" liuat="@" pa="NT AUTHORITY\NETWORK SERVICE" paa="NT AUTHORITY" pap="NETWORK SERVICE" puat="1" pn="svchost.exe" ph="DD191A5823

“D1E@48" ppa="NT AUTHORITY\SYSTEM" ppuat="2" ppn="services.exe" pph="1B6FFE1F5480675FC618B42247EF49A1C60CA99D2D53271B3472557E3BEA2EBA" ibc="0" obc="0" ds="trmlpe
ih="Unknown" iid="48" mnl="dnsrslvr.dll " mhl="8441D721839C6046734AFCC5258438D12A294B80CA979A469883E68F57A5A440 “ 1iuidp="unknown"
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IRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.
A ServiceNow Incident has been created.
“lick here to view the PSIRT advisory.

1 | FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.

PSIRT advisory alert

Problem: A network administrator is e
Contlnuously monlto I’Ing for new 1 FIDv (FID) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.
PSIRT announcements and checking PSIRT advisory alert

to see if their devices are vulnerable D o TeSMaI S s e e W = s

Click here to view the PSIRT advisory.

1 FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.

Solution: This orchestration
workflow will check for new PSIRTs ESIRTadvisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.

then compare your devices version

k here to view the PSIRT advisory.

and notify you if any Vulnerable 1l | FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.
devices were found. PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a Medium PSIRT/CVE advisory.

A ServiceNow Incident has been created.
k here to view the PSIRT advisory.

1 FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.
2 FTD-test (ASA) at 127.0.0.1 is running software version 9.14.4 and needs to be upgraded.
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Q dCloud SecureX v2 Orchestration 3/23/23, 1:24pM. < & 66 =

FIREWALL INCIDENT AUTOMATED REMEDIATION
Firewall Incident automated investigation completed for promoted

Problem: A high priority intrusion
event is detected by the Firewall.
Adam, the analyst, needs to
remediate quickly across multiple
technologies.

Solution: An XDR orchestration
workflow investigates the event
and waits for approval. Once
approval is granted, automated
remediation at the DNS,
application, and endpoint level are
taken.

Incident Security Intelligence event - URL_SI_Category:dcloud-SI-URL
involving internal host with IP 192.168.249.111
View Workflow Run
View SecureX Threat Response Incident
View ServiceNow Incident
Threat Response investigation completed
Domain blocked in Umbrella: drinkfoodapp.com
SHAZ256 file hash added to custom detection list in AMP:
0d5al1lc01c2706c8b66ba953dbe01£265d7d38e9b02aadl
bcdf62239e9acb8067
Enabling AMP host isolation for 192.168.249.111 View
Host
Logged in users retrieved from Orbital. The user will be

moved to a Deny Access Group in Duo
Orbital machine state snapshot initiated. View Results
Moved user MARBLE to DENY group in Duo. View Group

cisco L{V&‘/
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Problem: A network administrator is
trying to maintain a healthy network
but sometimes a device gets into an
unhealthy state. It can take time to
react these issue the network
administrator is not aware.

Solution: This orchestration
workflow will check for health alerts
from your devices and proactively

notify via Webex teams, Slack, or
email.

cisco Lg%o//

#CiscolLive

SB-bot 2/13/23, 12:00 AM Q @ 6 o

Secure Firewall - Get Health Alerts

Alerts were returned, but a ServiceNow incident was not created. Click
here to view the workflow run.

Red Alerts

Timestamp : Device Name : Health Module : Details

2023-02-13 04:01:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:06:00 : 4125-FTD-1: CPU : CPU39 usage is 99%
2023-02-13 04:11:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:16:00 : 4125-FTD-1: CPU : CPU39 usage is 99%

2023-02-13 04:21:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:26:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:31:00 : 4125-FTD-1: CPU : CPU39 usage is 99%

2023-02-13 04:36:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:41:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
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Problem: As a network
administrator it is always challenging
to manage your policies. Some rules
in the policy may not be active due
to an expired time range and finding
expired rules can be time
consuming.

Solution: This orchestration
workflow will check rules that have
already expired or will expire soon
and proactively notify you of which
rules to review.

Time-based rules set to expire

An audit of Secure Firewall has uncovered one or more policies with time-based rules set to expire within the next 30 days

Policy: Block All Traffic

« Allow Apple has a time-based object titled 2-28 which expired -77 days ago

Policy: Default

« Allow Apple has a time-based object titled 2-28 which expired -77 days ago

Policy: SecureX Policy
« end_of_april_rule has a time-based object titled end_of_april which expired -16 days ago
« end_of_may_rule has a time-based object titled end_of_may which is set to expire in 14 days
« 5/15 end has a time-based object titled 5-15 which expired -1 days ago

cisco L{V&‘/
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Block Observables on Firewall

Problem: Adam the analyst, is
reviewing an endpoint alert. He
notices an unknown IP address
related to a compromise on the
endpoint. Adam wants to act by
blocking this IP address on the
firewall, but he doesn’t have access
to Firepower Management Center.

Solution: Using the pivot menu
Adam can block the IP address at
the click of a button from anywhere.

31 Observal

TOP ACTIVE

©7 6666 @

@Y 1bf529e3f6|
7] 94.204.151.¢
07 64.104.44.1

O7] 3.136.210.16

cisco La//&/

IPAddress @ 6.6.66

Verdict Source  Talos Intelligence

> There are 2 Verdicts for this observable.
Talos Intelligence

Search for thisIP
Umbrella - ExplorCorp

IP view for 6.6.6.6

XDR Automation

(® Secure Firewall - Block Observable

(® Move Computer to Triage Group

Submit URL to Secure Malware

@ Analytics

® Meraki - MX - L3 Outbound Firewall
Block

(® Umbrella - Add to Destination List

@ ServiceNow - Request Firewall
NullRoute

#HCiscoLive  BRKSEC-2090
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0365 to FMC network object Start

Problem: Many network administrators need Fetch Microsoft Cloud
to keep track of Office 365 ip ranges. These endpoints JSON
ranges are constantly changing and updating
Firewall policy objects can be very time

Consuming_ Parse into F!rewall policy
object

Solution: An XDR orchestration workflow
fetches the ranges from Microsoft and updates
the policy object. The workflow can be Update the Firewall policy
scheduled to run once a day ensuring the object if needed
policy is always up to date.

End
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- The power of Cisco XDR

« How Cisco Secure Firewall
boosts XDR

-
- What is Security Services

Exchange and how does it

work with Secure Firewall?

~

« Demo time!

- Next steps / Resources
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Security Services Exchange

“A secure distributed
infrastructure to enable data
acquisition, data processing
and data publishing for data
from products/devices on-
premises to the Cisco Cloud.”
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Connecting Devices & Enabling Customer Cloud Services

Integrated Cloud services
. Cisco Defense Orchestrator (CDO)
. XDR
. Cisco TAC
. Customer Success

Core Infrastructure Services
. Identity and Tenancy
. Secure device registration
. Application registration and discovery
. Data publishing

Device Connector / Agent
. Secure Bi-Directional Channel
. REST, CLI, WebSocket
. File Upload / Download
. Services Management
. Products: FMC, FTD*, ESA, WSA, SMA, ISE, SNA
. * = Events are SENT to SSX and stored for 7 days

cisco Lz/&/

#Ciscolive

Eventing
Service

BRKSEC-2090

CDO XDR

N V4
N 0000

SECURITY SERVICES EXCHANGE

Customer
Success

e
s

&G
0
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SSX Core Functions

|dentity and tenancy

Secure Device Registration

Bi-directional device control
channel

Data Publishing

- Brokered identity

- Common tenant context

- Application onboarding and provisioning
- Issuance of tokens and claims

- Leverage Cisco’s Smart Accounts
- Present token to SSX registration service
- Device added to SSX tenant device database

- Per-tenant, per-device secure control channel

- Send commands and receive responses from devices
- Unicast (today) or multicast

- Receive files and other bulk items from devices

- Applications provide end-points for data consumption (and other)
- Devices receive list of end-points for one or more SSX services

- During registration, services provides data consumption end-point(s)
- Based on subscription, device connector is provided with appropriate end-point to deliver data
- SSX created JWT is presented to consuming service
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Supported Data pipelines

Eventing Telemetry

Device Control

Data acquisition

o - ——— -

Devices :
(SSX Connector) !

____________

.

Event-Streamer '

4
d

:\ (CSSP/SEC) |

RIS eT e

e - ——— -

.' Devices

(SSX Connector)

\

____________

/
'

e e - ——— -

.' Devices '
|
\

(SSX Connector)'%

/
S 7’

ST eae

2
(o)
g
~N

Data Processing

- — - — e —————— - -

Data publishing

\
\
]
Device telemetry | e emmemmnm . Customer
———————————————————————— > |
E "» ' Consume telemetry Success
\\ //l
/’ Eventing service "\
_______ [ 1 R XDR
—————————————— > e R CDO
JSON or | T T ' Incidents
------ Syslog | g = ! Talos
N\ /
I/ \\‘
Commandsto | . . | Bxecute commands 1 Giseo TAC /
-------------------------- .+ Messaging service 7T _ DR
the device : ' on device / upload file
\\ /,l
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Eventing Service

Ingest Events

R ooy
------- + . ONA P -
£ | ONA (CSSP) |
FTD IPS Events
syslog
48 gF
e IPS Events
FTD
with FDM
IPS Events
o hwcea
AR 4
EfE SRS ’
FTD

Processing Events

k. Filtering Augmentation Persist ’
N\ 7/

~ 4

B S

-

S _—--

Consuming Events

I

Queryi
Augmented |
Events

-f--

Incident
Promotion

4
7z

S e aa

NGFW Enrichment
Observable Query
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Secure Firewall

Intrusion events —I

Security intelligence events
File and malware events

-

NGFWs

cisco Lz/&/

Security
Services <—— Enrich =——>
Exchange. @ Pjyot Incident

' Manager

N

-’

XDR
Block
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Secure Firewall

Security

Services <“«—~— Enrich ———~

Exchange. < Pjvot —f——— Incident
— Manager
|

Intrusion events —I XDR

Security intelligence events
File and malware events

-

NGFWs Block
Execute API calls to FMC
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Cloud to on-prem API Proxy
XDR Automate

* Any FMC version

Automation

A workflow « Remote appliance
API executes API )
call to FMC deployed in
vCenter

Investigate AP

AP|

SSX e Qutbound access
on TCP 8883

API call is sent to
orchestration remote
based on target
configuraton 1 ____ N

e FMC

e Connector
embedded in
FMC

Authenticate to API as an
external user and execute .
API call. Response is sent On Premise --—---- g FMC API

back through orchestration Infrastructure
remote
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Cloud to on-prem API Proxy

XDR Automate
workflow
Analytics executes API * Device is registered
AP call to FMC to Security Services

Exchange

APl call is proxied

through SSX since

device is already

registered to SSX

On Premise
SSX Connector Infrastructure
embedded in FMC

FMC

SSE connector interacts
directly with FMC API as an
internal user. Response is
sent back to orchestration

FMC API

(internal)
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XDR + FMC + Orchestration

Remote VM

Not version specific

Requires deployment of VM
on VMware

Versatile to interact with
other on-premise API’s

Outbound TCP 8333 may
require edge Firewall
changes

A few additional configuration
steps

cisco W/

#Ciscolive

XDR + FMC + API proxy

Requires 7.2+ or 7.0.2+

BRKSEC-2090

Requires device registered to
SSX

Easier for customers / built in
experience

Importing workflows is plug-
n-play
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Sec Services Exchange Proxy APl Swagger Int.

<« C' & visibility.amp.cisco.com/iroh/firoh-ssefindex.htmi#/SSE/post_iroh_iroh_sse_device__device_id_api_proxy

am % BeX»@:

[E5] /iroh/iroh-sse/device

List SSE Devices ‘ |

E /iroh/iroh-sse/device/{device-id}

Read an SSE Device ﬂ |

{ /iroh/iroh-sse/device/{device-id}

Delete an SSE Device ﬂ ]

/iroh/iroh-sse/device/{device-id}

Patch an SSE Device a

[Z5] /iroh/iroh-sse/device/{device-id}/api-proxy

required scopes: sse/api-proxy:read

Parameters

Cancel

Name Description

device-id * auired
186d4b11-6b8f-4e71-a997-758ae10f8af0

string

(path)

APIProxyRequestPayload * 2/

Edit Value | Model
array[object]

Send command payloads to a SSE device through the API Proxy a

(body)

"headers": {
"Content-Type": "application/json"

: "12347,
"timeout": 110,

"/api/fmc_config/vl/domain/e276abec-e0£2-11e3-8169-6d49ed49b625£/object /hosts”,

Cancel

cisco La//&/

#CiscoLive
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Security Services Exchange Proxy APl request fields

“operation” defines the method
(ex: POST, PUT, GET, DELETE)

“command” is the FMC API
path to execute one

“body” is the request payload
which is identical to the payload
used directly on the FMC API

“scheme” , “timeout” ,
"headers” and “commandld”
can be left as static values
matching the default

cisco L{V&‘/

[{

"headers": {

"Content-Type": "application/json"

by

"operation": "POST",

"scheme": "http",

"command": "/api/fmc_config/vl/domain/e276abec-e0f2-
11e3-8169-6d9%9ed49b625f/object/hosts",

"commandId": "1234",

"timeout": 110,

"body": {

"type": "Host",
"value": "11.22.33.44",
"overridable": false,
"description": "Host created from XDR",
"name": ”“XDR Object"
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Sample Response

"data": [
{
"headers": {..},
"operation": "POST",
"scheme": "http",
"command": "/api/fmc_config/vl/domain/e276abec-e0£f2-11e3-8169-
6d9ed49b625f /object/hosts",
"commandId": "1234",
"body": {
"description": "Host created from XDR Automate",
"id": "O005056BE-CE57-0ed3-0000-115964118593",
"links": {
"parent": "https://localhost/api/local/fmc_config/vl/domain/e276abec-e0f2-1l1le3-
8169-6d9ed49b625f/object/networkaddresses",
"self": "https://localhost/api/local/fmc_config/vl/domain/e276abec-e0£f2-11e3-8169-
6d9ed49b625f /object/hosts/005056BE-CE57-0ed3-0000-115964118593"
} 14
"metadata": {..},
"code": "201",
"timeout": 110
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onfigure the integrat

Cisco

Enable XDR

Enable XDR Automate

Select a user role for
XDR workflows

Save the configuration

.&‘/

Flrgwall Maf]a.gement Center Overview Analysis Policies Devices Objects Integration
R
n
I O n SecureX Setup
This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. Learn more [

1 Cloud Region

2 SecureX Enablement

-~

3 Event Configuration

4 Orchestration

HCiscolLive  BRKSEC-2090

This setting determines where events are sent to, if configured to send to the cloud, as
well as data generated by the Cisco Success Network and Cisco Support Diagnostics
tools.

Current Region us-east-1 (US Region)

After completing this configuration, the SecureX ribbon will show up at the bottom of each
page. Learn more [4

I @ SecureX is enabled for US Region.

Disable SecureX 4

Send events to the cloud © View your Cisco Cloud
View your Events in SecureX

onfiguration

Intrusion events

File and malware events

Connection Events
Security

e AlO

Enable SecureX orchestration to allow SecureX users to build automated workflows that
interact with various resources in the Secure Firewall Management Center. Learn more %

Enable SecureX Orchestration
Specify the Firewall Management Center user role you want to assign to the SecureX

orchestration workflows.
Assigned Role

Administrator
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Configure the integration

= Secure Email Threat Defense
Formerly Secure Email Cloud Mailbox
Cisco Secure Email Threat Defense (formerly Secure

Email Cloud Mailbox) provides the most
comprehensive protection against damaging and...

> ST

I‘T_j Secure Firewall
Formerly Firepower
Secure Firewall (formerly Fire

complete and unified manag
application control, intrusion pr

ADD INTEGRATION

AW Secure Email and Web Manager
Formerly SMA Email
Cisco Secure Email and Web Manager (formerly SMA

Email) centralizes management and reporting
functions across multiple Cisco email and web...

o+

Secure Malware Analytics
Formerly Threat Grid
Cisco Secure Malware Analytics (formerly Cisco

Threat Grid) combines advanced sandboxing with
threat intelligence into a powerful solution to protec...

o+

€) Add Firewall module

cisco Lz/&/

#CiscoLive

odule Name

vall )
[ Manage Devices ] [ ' Check for New Devices ]

Version Status Description IP Address

2 7.2.0 ) zeg'“e"“ 10.9012.219 atl-tme-fme 10.9012.219

- Registere e 1 10.90.12.23

m 723 @ d 10.90.12.236 atl-tme-fmc-log.cisco.com 6

1100-1 72.0 @ geglstere :ﬂo;ggzazjm atl-tme-fp4100-1 (FMC 10.9012.210

~ Registere 10.90.12.220 atl-tme-fp4100-2 (FMC 10.90.12.22
1100-2 7.2.0 @ d managed) 0
-log 7.2.3 ) Segiswre 10.90.12.237 ati-tme-ftd-log (FMC managed) 170'90'12'23
perpage 1-50f 5 @,’1
shboard

board of the tiles associated with this integration module, which can be shared bGrsrﬁWanization

9 Save the module

BRKSEC-2090
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Enable Cloud Event Confi

Configuration

Users

Integration

Lo
Licenses

Smart Licenses

Classic Licenses

cisco M/

Q

Logging

Security Analytics & Logging

Health
Monitor
Policy
Events
Blacklist

Monitor Alerts

Deploy “0 f+ @ adminv

Monitoring
Audit
Syslog

Statistics

Tools
Backup/Restore
Scheduling
Import/Export
Data Purge

#CiscolLive  BRKSEC-2090

guration

n. FMC

alia
CISCO  Cloud Ser

Overview Analysis Policies Devices

Cloud Services Realms Realm Sequences Identity Sources

Last URL Filtering Update: Never

You must have at least one device that has a
URL Filtering license.
Click h to go to the Smart Licenses page.

Cisco Cloud Region

Region
us-east-1 (US Region)

This setting determines where events are sent to, if configured
to send to the cloud, as well as data generated by the Cisco
Success Network and Cisco Support Diagnostics tools.

Objects  AMP  Intelligence Q Depoy @ 1 @ adminv

High Availability eStreamer Host Input Client Smart Software Satellite

Last Local Malware Detection Update: Never

You must have at least one device that has a
Malware license.
Click to go to the Smart Licenses page.

Cisco Cloud Event Configuration

@) Send high priority Connection Events to the cloud
@) Send File and Malware Events to the cloud
@) Send Intrusion Events to the cloud

Click here to view your Cisco Cloud configuration.
Click here to view your events in SecureX.
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Sign up for XDR

Launch Account Activation

Choose your region:

To start using SecureX, please configure your first product to activate your account.
W North America

If you are an AMP for Endpoints or Threat Grid customer, please ask that account administrator
to invite you to their organization to get started.

Sign in with your account:

>{ SecureX via SecureX Sign-On

For new and existing SecureX users. Configure integration modules such Connect a Device such as SMA
as Umbrella or AMP for Endpoints Email/Web, Firepower, Email Security

Already using Threat Response? Keep using the Appllan_ce, WSA or Stealthwatch
same account to access SecureX. Ente rprise

»¢ SecureX via Cisco Security Account
u

or Duo users log in with SecureX Sign-On

Create an Account [l Legacy Site | Login Help o

cisco W./ #CiscolLive BRKSEC-2090
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Link Smart License Account to SSX

Q@ % A Aditya Sankar v

Link Smart/Virtual Accounts

Unlink Smart/Virtual Accounts
Link CDO Account

Downloads

cisco M/

Link Smart/Virtual Accounts @

#CiscolLive

Accounts Linked to SecureX-NAM

Smart/Virtual Accounts

%

InternalTestDemoAccount24.cisco.com
(internaltestdemoaccount24.cisco.com)

SecureX-NAM

BRKSEC-2090

Close Link more accounts

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Devices are onboarded to XDR

Link Smart/Virtual Accounts @

Accounts Linked to SecureX-NAM
Smart/Virtual Accounts

v InternalTestDemoAccount24.cisco.com
(internaltestdemoaccount24.cisco.com)

SecureX-NAM

Close Link more accounts

cisco M/

Overview Analysis Policies Devices Objects AMP Intelligence

Smart License Status Cisco Smart Software Manager @ C'

Usage Authorization: Authorized (Last Synchronized On Mar 04 2021)

Product Registration: Registered (Last Renewed On Mar 04 2021)

Assigned Virtual Account: SecureX-NAM

Export-Controlled Features: Enabled

Cisco Success Network:

Cisco Support Diagnostics: Disabled

Full configuration video at

cs.co/XDR_videos

BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 122



Firewall and XDR
Demo




- The power of Cisco XDR

« How Cisco Secure Firewall
boosts XDR

- What is Security Services
Exchange and how does it
work with Secure Firewall?

[- Demo time! ]

- Next steps / Resources

BRKSEC-2090 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 124



OBJECTVES

 What is XDR and how it can
enhance your Security
Operations?

« How can you integrate your
Firewall with XDR?

« How does the Firewall and
XDR integration work behind
the scenes?

» 5 valuable use cases you can
enable today for FREE!
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- The power of Cisco XDR

« How Cisco Secure Firewall
boosts XDR

- What is Security Services
Exchange and how does it
work with Secure Firewall?

« Demo time!

[- Next steps / Resources]
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XDR Resources

http://cisco.com/go/securex

http://learnsecurex.cisco.com

http://cs.co/SecureX videos

http://security.cisco.com
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http://cisco.com/go/securex
http://learnsecurex.cisco.com/
http://cs.co/SecureX_videos
http://security.cisco.com/

Learni

ap

cisco Lg%o//

Security

Learn how SecureX Threat Response is an
investigation and remediation application that
dramatically simplifies security by cutting the time
and manual effort required for threat hunting and
incident response.

cIsco '9./

Las Vegas, NV | June 4-8, 2023

#CiscolLive

START

BRKSEC-2090

Monday, June 5 | 1:00 p.m.
BRKSEC-1639

An Introduction to Risk-Based
Vulnerability Management

Monday, June 5 | 3:00 p.m.
BRKMER-2003

Meraki with Secure Network
Analytics and XDR: Threat
Detection for the Rest of Us

Monday, June 5 | 4:00 p.m.
BRKSEC-1023

Accelerate your SOC with Cisco
XDR

Tuesday, June 6 | 1:00 p.m.
BRKSEC-2084

Seeing is Believing: Unlocking
XDR Outcomes with Visibility

Tuesday, June 6 | 2:30 p.m.
BRKSEC-2101

Malware Execution As A Service:
a Deep Dive into CSMA Advanced
File Analysis

FINISH

Wednesday, June 7 | 10:30 a.m.
BRKSEC-2095
Cisco XDR with Email: Protect,

Analyze and Evolve the SMTP
Conversation

Wednesday, June 7 | 1:00 p.m.
BRKSEC-2113
Cisco XDR - Making sense of the

Solution and how it's a Security
Productivity Tool

Thursday, June 8 | 9:30 a.m.
BRKSEC-2178

Extended Detection with Cisco
XDR: Security analytics across the
enterprise

Thursday, June 8 | 10:30 a.m.
BRKSEC-2931

Building, Proving, and Extending
Detections in Secure Analytics

Thursday, June 8 | 1:00 p.m.
BRKSEC-3116

Automating your Cisco XDR
Workflows: from Threat Hunting, to
Finding and Confirming Incidents,
to Responding!

If you are unable to attend a live session, you can watch it in the On-Demand Library after the event.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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& Mission:- 3.8 - SOC Life Simplified with XDR
7 Section:- 3 - Blue Team powered by Cisco Secure

Other Associated CTF Portals: |clus23 portal? Shared by fagioli (Bruno Fagioli),

AR AR AR AR AR KK KA KKK KKK K KKK KKK KK K KKK KK K K K K KK KKK KK KKK KK KK KKK R KK KKK KRR KK

Mission Description:
Blue Team:

C eCa R} "
‘<335287S4b ,',:i‘.\'_.."“ 3 XDR allows SOC teams to quickly and efficiently move away from endless investigation and
becaf 1c 38@’( | 3£ instead spend their time remediating the most critical incidents across their Cisco and third
Ox7f 6ba2e50x* e party security stack. Sam (SOC Analyst) starts their day reviewing their queue to
- determine if any critical incidents have occurred to determine what actions to take and if
@ 9f { b6 needed handed off to the IR team (Remi).
X

32 . : 2 | B seiztude oo oottt S Aot et A
‘é’;éggsea : 3 T - Overall Difficulty: Easy » Recommended For: SecOps

Time to Complete: 01H:00M Mission Author: Danny Rodriguez
Key Takeaways from this Mission:
Cisco XDR addresses one of the biggest challenges of keeping up with ever-evolving threats and a growing attack surface: it integrates with a selection of
third-party products including competitive 3™ party EDR, NDR, firewall, and email solutions.
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Want to learn more

Tuesday

Wednesday
Thursday

cisco La/&/

XDR and see a live

Visit us in the Cisco S
World of Solutions!

Hours

10 AM to 6 PM
10 AM to 5 PM
10 AM to 5 PM
10 AMto 1 PM




e
(o 1 of o JRE—

DEVYNET

Want to learn more about
developing with XDR?

Visit us in the DevNet Zone!

Demo Booth

Tuesday from 9:30 AM to 5 PM

cisco M/



Fill out your session surveys!

.~ Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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Complete your Online Session Evaluation

WO

cisco W / "
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 Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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CISCO The bridge to possible

Thank you
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Cisco Live

A My Profile NOT SIGNED IN

Challenge '

Log in to discd
Cisco Live 202

Gamify your Cisco Live experience!
Get points for attending this session!

View My Sc

How:
‘ Open the Cisco Events App.

‘ Click on 'Cisco Live Challenge’ in the side menu.

‘ Click on View Your Badges at the top. — .
) . Monday, Jun
‘ Click the + at the bottom of the screen and scan the QR code: ' - 11:00 AM - 1

The Bridge
and Sustain

Level 2, Ocez

Featured ¢

Reaister
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