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Your speakers throughout this Secure Firewall journey
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Enter your personal notes here

Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 9, 2023.

1

2

3

4

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2094
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What is in it for YOU?

9BRKSEC-2094

Modernize your day-to-day job with Health Monitoring system

Proactively tackle critical incidents in your network

Customize health monitoring by correlating existing health metrics

Consume health metrics into your own monitoring framework



Agenda
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• Health Monitoring 101

• The Big Bang Clustering Theory 
Simplified

• Processing Mystical Elephant Flows

• VPN Network Insights
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Health Monitoring 101
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Healthcare System Outage 
NIK’s incident analysis steps for the 2hr 45min outage
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Traffic outage HA Split brain
Failover link 
breakage

Memory block 
pool depletion

High memory 
utilization on 
IPS (Snort)

Increased load 
on the system 
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Healthcare System Outage 

The actual sequence of events that led to the outage
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Increased 
load on the 

system 

High memory 
utilization on 
IPS (Snort)

Memory block 
pool 

depletion

Failover link 
breakage

HA Split brainTraffic outage



Demo
• How NIK can leverage Health 

Monitoring Dashboard to avoid outage



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Healthcare System Outage 
FTD HA Dashboard - Overview
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HA link 
healthy



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Healthcare System Outage 
FTD HA Dashboard - Overview
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HA link 
broken
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Healthcare System Outage 
FTD HA Dashboard - Overview
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Alerts for HA 
Split brain
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Healthcare System Outage 
FTD HA Dashboard - Overview
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Critical Alert for HA 
Split brain, Snort 
memory, interface 
status
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Healthcare System Outage 
FTD HA Dashboard – Memory growth 3 hours prior to the split brain
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Snort 
memory 
utilization 
trend
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Healthcare System Outage 
FTD HA Dashboard - Memory growth closer to the maximum threshold
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Snort 
memory 
utilization 
trend
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Healthcare System Outage 
FTD HA Dashboard – Interface input output rate growing closer to the maximum limits
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Interface 
input/out
put rate 
trend
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Healthcare System Outage 
FTD HA Dashboard - Connections
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Connections 
Active / Peak 
trend
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Healthcare System Outage 
2 hour 45 minutes outage can come down to 0 minutes if you monitor:
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CPU and Memory – Data plane, Snort, Systems

Connections – Active Connections 

Throughput – Interface Input rate, Output rate

Snort Process Health

HA link status
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How to Monitor Critical Processes in Secure Firewall
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Understand 
system processes 
or parameters you 
can monitor

1

Configure a 
Health policy and 
alerts

2

Learn trends in 
your network

3

Take proactive 
steps before 
problem strikes

4
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Health Monitoring System In Secure Firewall
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FTDFTD APIs

FMC

FMC APIs FMC UI

Azure AI

Trend 
Charts

Event 
Overlays

Custom 
Dashboard

Integrations

Metrics 
collector

Prometheus 

FTD APIs

Time 
Series 
Database

Types of 
metrics 

Utilization
Saturation

Error

Metrics 
collector



Demo
• Health Monitoring System Overview
• FMC Dashboard
• FTD Dashboard 
• Create Health Policy
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Health Monitoring Dashboard
System >> Health >> Monitor
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Health Monitoring Dashboard
Device list

28BRKSEC-2094

Alerts and  
Visual representation 
of devices
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Health Monitoring Dashboard
Device List
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FMC Process List
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Health Monitoring Dashboard
FMC HA Overview Dashboard
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Health Monitoring Dashboard
Event Capacity
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Event Capacity 
consumed vs 
configured

Configure capacity 
per event type
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Health Monitoring Dashboard
FMC Processes Dashboard
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Memory used 
per process
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Health Monitoring Dashboard
FTD HA Overview Dashboard
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Health Monitoring Dashboard
FTD HA Interfaces Dashboard – View metrics for all interfaces or specific one
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Health Monitoring Dashboard
Add Custom Dashboard – Name the dashboard and Select metrics
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Health Monitoring Dashboard
Event overlay – Resource Utilization at the time of Deploy
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Health Monitoring Dashboard
Systems and Troubleshooting Panel, Select time range for trend
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Health Monitoring Dashboard
Create Health Policy
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Health Policy List
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Health Monitoring Dashboard
Configure Dashboards and Thresholds
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Health Monitoring Dashboard
Health Policy Settings
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Configure OpenConfig
Streaming Telemetry
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Health Monitoring Dashboard
Save, Assign and Deploy Health Policy
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Health Policy 
assignment 
notification
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Why You Should Use The Health Monitoring System?
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Easy to use Extensible

Advance 
Correlation

Integrations
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The Big Bang Clustering 
Theory Simplified



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Network Administrator NIK’s Journey into:

Enhanced Cluster dashboard to optimize 
performance of the cluster and minimize 
traffic drops in a network 

Optimize Cluster Performance using Health Monitoring
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Cluster Performance Optimization with Health Monitoring
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Monitoring of load distribution across nodes

Visibility of Cluster Control Link throughput

Indications on evolving bandwidth needs



Demo
• Cluster Node Imbalance Monitoring 

and Remediation
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FTD Cluster Dashboard
Cluster Overview
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FTD Cluster Dashboard
Details of cluster nodes
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FTD Cluster Dashboard
Load imbalanced across nodes – Control node getting most traffic
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FTD Cluster Dashboard
Cluster Control Link (CCL) Health
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FTD Cluster Dashboard
Cluster Performance – CPU, Memory, Interface throughput
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FTD Cluster Dashboard
Custom Dashboard – UDP traffic, NAT Translations unevenly distributed across nodes
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Remediation of Cluster Node Imbalance

• Cross check the load balancing algorithm on 
connected switches/routers

• Ensure an equal number of blades in each 
chassis in a multi-chassis cluster

• Enable per-session PAT for required traffic
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FTD Cluster Dashboard
Load balanced across cluster nodes after remediation 
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FTD Cluster Dashboard
UDP traffic, NAT translations evenly distributed after remediation 
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Cluster Capacity Planning with Health Monitoring

Network Administrator NIK’s Journey into:

Leveraging Cluster dashboard to 
understand changing bandwidth needs
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Cluster Capacity
The growing bandwidth need 
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Dataplane
CPU/Memory 
growth is one 
indication of 
growing 
bandwidth needs

4 node cluster of 
SM-40 has 
capacity of 120G

Input/Output rate 
total is getting 
closer to 120G
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Cluster Monitoring
To optimize cluster performance and avoid traffic drops proactively NIK can monitor:
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Cluster Members Status

Cluster Performance Panel

Load Distribution Across Nodes

CCL Usage

Custom Dashboard- ASP Drops, TCP and UDP Connections, NAT translations
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Processing Mystical 
Elephant Flows 
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Processing Mystical Elephant flows

Network Administrator NIK's Journey into

• Optimize with Elephant Flow Detection, Visibility, and Remediation 
for your data centre. 

• Improved Infrastructure services using Elephant flow 
detection, Visibility and remediation
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Efficiently tame Elephant flows along with NIK using FMC
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Elephant flow detection and Visibility 

Analyse, Remediate by Bypass/ Throttle, or 

Exempt Elephant Flows
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Elephant Flow Detection & Visibility
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Monitor your 
Snort CPU
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Elephant Flow Detection & Visibility
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Monitor active 
elephant flows
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Elephant Flow Detection & Visibility
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Monitor trends 
into elephant 
flow
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Elephant Flow Detection & Visibility
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Drill down into 
each 
connection
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Elephant Flow Detection & Visibility
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Use predefined 
search
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Elephant Flow Detection & Visibility
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Elephant flows



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Elephant Flow Detection & Visibility
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Application causing
elephant flow 
is shown 
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Elephant Flow Detection & Visibility
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Make changes 
& Deploy



VPN Network Insights
Unveiling Comprehensive Details 
and In-Depth Analysis
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VPN Network Insights

Network Administrator NIK's Journey into

• Enhanced Monitoring and Mitigation: Real-time RAVPN Dashboard 
for Active VPN Sessions and Certificate Management to ensure 
reliable and secure remote connectivity

• Enhanced Site to Site VPN Monitoring and Troubleshooting 
with Cisco FMC to manage his multinational company which 
operates multiple branch offices across different locations.
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NIK's Effective RAVPN Management with FMC
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Visibility for Security 

Visibility for planning your Business needs 

Visibility for Troubleshooting

Visibility for proactive Mitigation 
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RAVPN Monitoring Dashboard – Session View
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Sessions 
by Device 
view
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RAVPN Monitoring Dashboard – Global View
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Active 
Sessions by 
Geo
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RAVPN Monitoring Dashboard – Device Identity Certificate
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Device Identity 
Certificate which 
have expired & 
about to expire
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RAVPN Monitoring Dashboard – Terminate Session
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Terminate Session
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NIK’s Effective S2S VPN Management with FMC
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Monitor VPN Tunnel Status:

Ensure the continuous and smooth operation of VPN tunnels.

Detect and address any potential disruptions or issues promptly.

Analyze VPN Traffic Flow:

Gain insights into the data traversing through VPN tunnels.

Optimize bandwidth allocation and identify any suspicious activities.
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S2S VPN Monitoring Dashboard
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Connections 
View
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S2S VPN Monitoring Dashboard – Tunnel Information
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View full tunnel 
details by 
clicking on the 
eye icon
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S2S VPN Monitoring Dashboard – General Details
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Complete 
tunnel details 
under General 
Tab
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S2S VPN Monitoring Dashboard – CLI Details
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CLI details 
like show 
crypto ipsec
can be seen 
here
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S2S VPN Monitoring Dashboard – Packet Tracer
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Packet 
tracer 
available
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Enhancing VPN Security 
Advanced Traffic Flow Analysis
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Hub and Spoke topology 

Singapore Hub

India Spoke

Japan Spoke

FMC

Events logged at FMC

S2S Tunnel

120.1.1.1

120.1.1.2

121.1.1.2

India Host
192.168.1.0/24

Japan Host
172.16.1.0/24

121.1.1.254

India Host --- India Spoke ----- Singapore Hub ----- Japan Spoke --- Japan Host
192.168.1.2 120.1.1.1 121.1.1.254120.1.1.2 121.1.1.2 172.16.1.2

Encrypt Decrypt Encrypt Decrypt 
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S2S VPN Monitoring Dashboard – Unified Viewer
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Select 
Encrypt 
Peer, 
Decrypt 
Peer and 
VPN 
Action
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S2S VPN Monitoring Dashboard – Unified Viewer
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Complete 
connection log 
available
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Best Practice Recommendations
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Use

Use health 
monitoring to 
monitor 
metrics which 
matter to your 
infrastructure 

Set Up

Set Up Alerts 
and 
Notifications

Tune

Fine tune your 
metrics 
proactively 
based on your 
requirements 

Create

Create 
custom 
dashboards to 
correlate 
specific 
metrics for 
your 
environment. 

Assign

Assign roles 
and 
permissions to 
administrators 
based on their 
responsibilities
.

Review and 
fine-tune

Continuously 
review and 
fine-tune your 
security 
policies. 

Conduct

Conduct 
Regular 
Capacity 
Planning
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What’s in the roadmap
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Fill out your session surveys!

Attendees who fill out a minimum of four session 
surveys and the overall event survey will get 
Cisco Live-branded socks (while supplies last)!

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes

Attendees will also earn 100 points in the 
Cisco Live Challenge for every survey completed. 
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References

BRKSEC-2121 Help, My firewall 
has an issue. How to get a 
health alert 

– By Lucas Cammarata

Wednesday, Jun 7 | 2:30 PM to 3:30 PM 
PDT
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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http://www.ciscolive.com/on-demand
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This is a happy & calm security space.
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Thank you

#CiscoLive
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Gamify your Cisco Live experience!
Get points for attending this session! 

Open the Cisco Events App.

Click on 'Cisco Live Challenge’ in the side menu.

Click on View Your Badges at the top.

Click the + at the bottom of the screen and scan the QR code: 

How:

1

2

3

4
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