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Cisco Webex App
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- All of the trusts that are Zero
- Practical Examples

- Duo and Microsoft

- Umbrella and Microsoft

- Enabling Off Prem Access

- Reference Architectures
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Introduction

« 4 Years with Cisco

14 Years in Security

* Technical Solutions Architect - Incubation
SaaS

 Napa Tour Guide

cisco W-/ #Ciscolive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



All Of The Trusts
That Are Zero
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Microsoft and Cisco Zero Trust Principles

Microsoft Cisco
- Verify explicitly .- Always verify
. Use least privilege access - Enforce least privilege
- Assume breach - Never assume trust
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Five Pillars Of Zero Trust

1.ldentity

2.Devices

3.Network

4 .Applications & Workloads
5.Data

US Cybersecurity and Infrastructure Security Agency (CISA) Zero Trust Pillars
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https://www.cisa.gov/sites/default/files/2023-04/CISA_Zero_Trust_Maturity_Model_Version_2_508c.pdf

Microsoft and Cisco Strengths

Microsoft

- [dentity Management
. Identity Governance
. Password Abuse
. Cloud and On Premise

- Endpoint Protection
- Windows Defender
- Intune
. Group Policy

cisco Lz/&/

Cisco

- Flexible
.- Simplify zero trust policy
- Non-Microsoft Applications
- Multi Platform

. Protecting the Network
. Content Filtering
. Segmentation
- Multi Cloud

#CiscolLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Practical
Examples
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Hybrid Employee Accessing M365

S

. Posture
Users Device Identit
Security \% Assessment
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M365 Application Web
Visibility Security
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Remote User Accessing On Prem

O M
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Users

Application

cisco M/
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Device |dentity

Security

Network Remote
Visibility Access
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Assessment
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Application
Visibility
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dentity 74)\

. |[dentity Store
. Active Directory
. Azure Active Directory

- MFA

. Secure Access by Duo

- Device ldentity
. Duo Trusted Endpoint

cisco W/

Posture
Assessment

- Device Management
. Duo Device Health Application
- Microsoft Intune

. Posture Verification
- Duo Device Health Application
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/ﬂ\\ Remote | >
Web Security \ / Access S
WX '
- M365 Tenant Control - VPN Access
. Cisco Umbrella . Cisco Secure Client w/ Anyconnect

. Malicious Websites/Redirect Links - VPN-less Access
. Microsoft Defender/ Cisco Umbrella . Duo Network Gateway
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Device Security -

[E——

- Endpoint Detection and Response
- Windows Defender
. Cisco Secure

- Firewall
. OS Firewall

- Web Security

. Cisco Umbrella

- Encryption
. OS Encryption

cisco W/

Application Visibility ( 2&%,

dbb

. Least Privilege Access
. Conditional Access
. ldentity Governance & Administration

. Federation
. Azure Active Directory
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Duo + Microsoft
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Environment Assumptions

Configured Active Directory

Azure Active Directory Sync (AAD Connect)
Devices Managed in Intune

Administrator access to Duo

N
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Configuration Roadmap
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Cisco

. Active Directory Sync

. Azure Active Directory

Sync

. Protecting Azure

. Conditional Access Policy

. Duo Enrollment

BRKSEC-2105
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On-Prem Active
Directory
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AN
On Prem Active Directory

On premises Windows or Llnux

...................... I.I Q
: —— _aes ()

Duo Authentication Proxy Active Directory

. 7 cisco
Firewall «—| - : (‘C;l})
S I BN Al N 4
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On Prem Active Directory

1. Users > Directory Sync > Add New Sync > Active Directory
2. Add New Connection
3. Download the pre-configured file

Configuration metadata

1. To set up this directory, you need to install the Duo Authentication Proxy software on a machine that Duo

can connect to and that can connect to your LDAP server. View instructions [

2. Configure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [cloud]

section of your configuration, or L. download a pre-configured file.
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On Prem Active Directory

1. Install Duo Authentication ) authproxy - Notepad
Proxy on Windows Server File Edit Format View Help
2. Place the pre-configured file 15447

in C:\Program Files\Duo ikey=DIIYFXX0O0000XX

Security Authentication skey=XXXXXXXXXXXX

Proxy\conf api_host=api-de93ff2b.duosecurity.com
3. Add domain controller

information

cisco L‘V& ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



On Prem Active Directory

Groups

These groups and their users will be imported from your on-premises Active Directory

| x ‘ Consultants ] | x | Duo Users | -

1. Select groups to sync for
users that do not sync into Synced Attributes
Azure

Create any aliases needed Username *
Save and Sync Now JO——

W N

This attribute is in use and may not be changed.

Username aliases

Username alias 1 - L]

mail
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Azure Active Directory
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Azure Directory Sync

1. Create a temporary global
administrator if possible AUdbisw S Tic e
2. Add new sync for Azure
AD under Users in Duo
3. Login with a global
administrator account Last Full Sync (PI

Azure AD
Active Directory

OpenLDAP

cisco L‘V& ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Azure Directorv Svnc

1. Grant permissions

2. Global administrator
access role can be
changed to normal user

cisco Lz//&/

B Microsoft
kevin@ehshouldbefine.com

Permissions requested

Duo Azure AD Sync

® fooind

This application is not published by Microsoft or
your organization.

This app would like to:

~~ Read directory data

~/ Read all groups

v Read all users' full profiles

v Maintain access to data you have given it access to

D Consent on behalf of your organization

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Azure Directory Sync

Synced Attributes

Username *

1. Select Azure groups to
sync

Do NOT select normalize
Create aliases Nomsasize usesnames

Sync Now Normaiize usernames before importng ther

"username@example.com" is imported as "username"

userPrincipalName Default: userPrincipalName

This attribute may not be changed once the sync imports users into Duo. Username values must be unigue.

N

Username aliases

Username alias 1

onpremisessamaccountname

cisco M ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Protecting Azure
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Protecting Azure

1. In Duo Admin Panel select applications
2. Search for Azure and select Protect next to Microsoft Azure
Active Directory

Dashboard > Applications » Protect an Application

Protect an Application

azure|
Application Protection Type
B . 2FA with SSO hosted by Duo .
] Microsoft 365 . . Documentation [{ Protect
(Single Sign-0n)
=. Microsoft Azure Active Directory 2FA Documentation [{ Protect

cisco M ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30
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Protecting Azure

1. Authorize and consent similarly to when we added Azure Active
Directory for users

2. Create a second Azure Application and name it differently if you
would like to have multiple Conditional Access policies for Duo

3. Remove Global Administrator rights

Microsoft Azure Active Directory - Microsoft Azure Active Directory
MFA Only
Microsoft Azure Active Directory - Microsoft Azure Active Directory

Trusted Only

cisco Lz/&/
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Conditional Access Policy
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~ W

Conditional Access Policy

. In Azure Active Directory go to Security > Conditional Access

>Custom Controls

In Duo Admin Panel go to Applications and the Azure Active
Directory Application we created

Copy and paste the text into your favorite text editor
Rename ID and both Name fields to something unique. Like
MFAOnIly access and/or DuoTrustedEndpoints

cisco W-/ #Ciscolive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



"AppId": " ',
"ClientId": " B
"Controls": [
{
"ClaimsRequested": [
{
"Type": "DuoMfa",
"Value": "MfaDone",
"Values": null
}
1,
"Id": "RequireDuoMfaTrusted",
"Name": "RequireDuoMfaTrusted"
}
]l
"DiscoveryUrl": "https://us.azureauth.duosecurity.com/.well-known/openid-configuration",

"Name": "Duo Security - Trusted Only"

#CiscolLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



"AppId": " ',
"ClientId": " e
"Controls": [
{
"ClaimsRequested": [
{
"Type": "DuoMfa",
"Value": "MfaDone",
"Values": null
}

1,
"Id": "RequireDuoMfaTrusted", <«—
"Name": "RequireDuoMfaTrusted" G

1,
"DiscoveryUrl": "https://us.azureauth.duosecurity.com/.well-known/openid-configuration",
"Name": "Duo Security - Trusted Only"' <@
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Protecting Azure

1. Create a New Custom Control in Azure
2. Replace with the text that we edited previously
3. Repeat for second custom control

—|— New custom control

L Search controls.

Name

DuoTrustedEndpoint

MFAOnly

cisco M ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



1.

Protecting Azure

Under Polices in Conditional
Access either create a new
policy or modify an existing
one

You can apply this policy to
single users, groups,
specific applications or all
cloud apps.

cisco Lz//&/

#CiscoLive

BRKSEC-2105

Name *

| Duo Trusted Endpaoint

Assignments

Users @O

Specific users included

Cloud apps or actions ©

All cloud apps

Conditions @O

0 conditions selected

Access controls

Grant (D)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Protecting Azure

Under Grant select the custom control

When you are ready to enable the o e
Conditional Access policy select On 1 et 5
under Enable Policy. authentication

D Require authentication ®
strength (Preview)

Grant X

N —

D Require device to be marked ~ ©
as compliant

(] Require Hybrid Azure AD ®
joined device

E] Require approved client app ©
See list of approved client apps

[:] Require app protection policy
See list of policy protected client
apps

D Require password change

(] MFaOnly

DuoTrustedEndpoint

cisco Lz//&/ —
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End State

« Active Directory users with aliases in Duo

« Azure Active Directorv users with aliases in Duo

- Users that have multiple aliases count as one license
- Logins for Azure are protected with Duo MFA (Including M365)

cisco Lz/&/
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https://duo.com/docs/adsync
https://duo.com/docs/azuresync

Cisco

1. Windows/Android/iOS -
Intune and Domain Joined

2. Non Intune MDMs

3. Generic Trust

BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40






Trust Through Device Health Application

1 2 3 4
)~ -~
——

Authentication Device ID Collected Device Cache Device Management
Checked Checked

cisco L‘V& ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



What is the Device Health Application?

Enforce Posturing for Managed and Non Managed Devices

! 0s Browser 1 Browser

Mac OS X 13.2.1 @ out-of-date™ @ Chrome Safari 16.3 O out-of-date™v’
112.0.5615.49 @ up-to-date

Trusted Endpoint Plugins

No Plugins Flash

Endpoint is not enrolled in your Flash @ uninstalled Java @ uninstalled

management system, via Java @ uninstalled (O Last Seen

device health (0 Last Seen 1 week ago
1 minute ago

Device Health
Last Collected: Today

Disk Encryption @ Password

Device Health Application Firewall
Installed 4.3.0.0 % On On Set

Endpoint Security Agent
Running Cisco Secure Endpoint 1.21.2.894

cisco M ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43
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What is the Device Health Application?

Verify at the point of authentication

= Security Settings

bsecurity.com
Action Required

Update Firefox

Please fix these settings, then try logging in again

g o Firewall is not enabled

© Firewall is turned off
See how to Upda‘te Your organization requires this device's firewall

to be turned on. To turn it on, open Duo Device

Browser updates help protect your information.

Health and follow the steps.
Skip for now
Open Device Health

What is Device Health?

Secured by Duo Secured by Duo

cisco W ./ #CiscolLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



B U
Configuring Duo
MDM and Device Management

1. In Duo Admin Panel go to

Trusted Endpoints Device Management Tools _ EncpointDetecton & Response Systams
Select Add Integration Management Tools

You will see a list of

w N

i n te g rati O n S =. Active Directory Domain Services Add this Integration ~ Add | Read the Documentation (5
f ﬁ Workspace ONE Add this Integration ~ Add | Read the Documentation (4
X~ : )
m Duo Mobile Add this Integration v Add | Read the Documentation [5

Gougle Workspace G Suite Add this Integration ~ Add | Read the Documentation [f

cisco L‘V& ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45
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Configuring Duo
MDM and Device Management

» Instructions for each supported device in Intune

« Domain joined devices without Intune

 Other MDMs such as JAMF

« No MDM is present we need to use Generic Trust

Google Verified Access for
D Add this Integration v|  Add
Chromebooks
Recommended
Android
=. Intune v  Windows ] Add
i0OS

cisco L‘V& ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46
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Microsoft Integration Highlights

Intune Domain Joined
« Support for mobile devices * Quick deployment
» Verification of active « Verify management of devices
management that cannot join Intune
* No long-lived certificates * No extra Microsoft licenses
required

cisco W-/ #Ciscolive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47
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End State

- Verification of devices that are being actively managed

- Non managed devices will be denied access

- Device Health Application checks that Windows Defender and
Windows Firewall are both active

cisco Lg/&/
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1. Duo Policy

2. Demo Videos

Cisco
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Duo Policy
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Duo Policies

Highest Takes Precedence

cisco M ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51
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Duo Policy Configuration

1. Go to Policies Custom Policies » T R |
To enforce different policies on different applications, create a custom policy and assign it to those applications. Palicy settings in a custom policy New Policy
2 N eXt tO C u StO m PO | IC I e S will override anything set in the global policy.

Select New Policy
3. Name the policy

Learn more about policies [{

Trusted Endpoints
Policy name

Only Trusted
For passwordless users, only the Device Health app and Cisco Secure Endpoint

Users will verify trust and grant access with this policy.

New User policy
Authentication policy
User location

A Trusted Endpoint is an endpoint that exists in a management system such as your EAM or
MDM. It can be matched to your management system using Duo certificates or information

provided by Duo Mabile.

Devices Allow all endpoints
@ Trusted Endpoints Endpoints will be checked for trustworthiness to aid reporting, but un-trusted endpoints will be allowed.
@ Device Health application (@ Require endpoints to be trusted

Save Policy

cisco M ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 52
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Duo Policy Configuration

1. Trusted Endpoints

« Select Allow all endpoints to verify prior to enforcement
* For Deployment Require endpoints to be trusted
2. Device Health Application
When Requiring users to have the app end users must
download prior to access
« Alternatively, Don’t require users to have the app allows
collection of data without Enforcement

cisco Lz//&/
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Duo Policy Configuration

General Guidance

cisco W./ #CiscolLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

Set policy for minimum allowed operating system versions
Encourage users to update their browsers

Limit MFA methods

Block countries where you do not do business

Enforce screen lock, firewall, drive encryption

Require Enroliment when testing Deny Access in production
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Duo Policy Configuration

1. Go to Applications and find your Azure application
2. Select and apply your newly created policy at the application level

Policy

Policy defines when and how users will authenticate when accessing this application. Your global policy always applies, but you can override its rules wit

custom policies.

Group policies Apply a policy to groups of users

Application policy Apply a policy to all users /

cisco W ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 55
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End State

- M365 protected with Duo MFA to enforce trusted endpoints
- Nonemployee posturing for M365

- Device Health Application checks that Windows Defender and
Windows Firewall are both active

cisco W-/ #Ciscolive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Hybrid Employee Accessing M365

— &)

Device Health

O e
N —LI—

[— —

)

Users Intune/Defender Azure AD / Application
Duo
yAARNN
a® o [ \
G— -0 -— \t_ /
dbb .AR
M365 Conditional
Access

cisco W / #CiscolLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Untrusted Access
Attempt - M365




., TSR

eee M+ < > L )] @ office.com ¢ ) G

=_. Microsoft | Microsoft 365 Products v Resources v Templates ~ Support My account All Microsoft v Sigryin

Introducing Microsoft 365 Copilot—your copilot for work. Learn more >

Hello, Welcome
back.

Sign in as kevin@ehshouldbefine.com

Switch to a different account

Not you? Forget this account .

L
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Duo Report

' Trust
Timestamp Result User Application Assessment Access Device

(PDT) v Py

v Mac OS X 13.3.1 (22E261)
As reported by Device Health

Hostname KEVPATRI-M-70HW

Safari 16.4
Flash Not installed
Java Not installed

Device Health Application
Microsoft Azure Active Installed
kevinpatrick Directory - Trusted Normal Firewall On
Only Encryption On
Password Set
Security Agents  Running: Cisco
Secure Endpoint

4:54:37 PM X Denied
APR 9, 2023 Endpoint is not trusted

Napa, CA, United States
75.10.1.159

Not a Trusted Endpoint

determined by Device Health

cisco L‘V& ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Firewall Disabled
Attempt Trusted Device
- M365




.' Safari File Edit View History Bookmarks Develop Window Help

[ ] e M+ < [ )} @ office.com (¢} [1] + @
=- Microsoft I Microsoft 365 Products ~  Resources v~ Templates  Support My account All Microsoft ~  Signgn @

Introducing Microsoft 365 Copilot—your copilot for work. Learn more >

Hello, Welcome
back.

Sign in as kevin@ehshouldbefine.com

Switch to a different account

forman®

e

Not you? Forget this account

cisco W-/ #Ciscolive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Duo And Microsoft

- Central Zero Trust device enforcement in Duo
- |[dentity management and least privilege access in Microsoft

- Device Health Application checks that Windows Defender and
Windows Firewall are both active

- Posturing checks for non managed devices accessing Azure
protected resources

cisco M./ #Ciscolive  BRKSEC-2105 © 2023 Cisco and/or i
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Umbrella +
Microsoft
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Hybrid Employee Accessing M365

¢
AN
27

M365 Web
Security
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Configuration Roadmap
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Environment Assumptions

Configured Azure Active Directory

Azure Active Directory Sync

Azure AD joined machine

Basic filtering policies setup in Umbrella (web policy)
Administrator access to Umbrella

Roaming Computer configuration on endpoints (secure endpoint)

OO AEWN =

cisco L‘V&-/ #Ciscolive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67
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Steps for Deployment

. Azure Active Directory sync with Umbrella

2. Add Umbrella Cert (both DNS & Web) Add customer signed
certificate to Umbrella (if not using Umbrella Root Certificate)
Deploy/Install AnyConnect

Configure AnyConnect with Umbrella Secure Client profile
(org.json)

Set up Web Policy in Umbrella

Set up Tenant Controls in Umbrella

W =

o o

cisco W-/ #Ciscolive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



1. Provision Azure AD Users

Cisco
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Azure AD Provisioning

Login to your Umbrella admin panel

Go to Admin > Keys

Generate a new key

Copy your key and the SCIM URL *key is only shown once

L J

N

Admin

Accounts

User Roles Azure Active Directory Provisioning

Log Management

T Generate a token to enable Users and Groups provisioning from Azure Active Directory. Both a token and URL are required f

Check out the documentation for step by step instructions.
Bypass Users

Bypass Codes No token is generated

API Keys
! @ Generate Token

cisco W-/ #Ciscolive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Azure AD Provisioning

'I I n Azu re g O tO Home > Enterprise applications | All applications >
' ) Browse Azure AD Gallery -
Enterprise

. . -+ Creat licati 27 Got feedback?
ApplICatlonS reate your own application ot feedbac

The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated user provisioning. When dep
2 Se a rC h fo r connect your users more securely to their apps. Browse or create your own application here. If you are wanting to publish an application you have developed into the A:

request using the process described in this article.

U m b rel Ia [ 2 umbrella *|  Single Sign-on : All User Account Management : All Categories : All
3 . Se|eCt C|SCO 3) Federated SO (@ Provisioning

Umbrella User

Management

Showing 2 of 2 results

Cisco Umbrella Admin Cisco Umbrella User
SS0 Management

O Cisco Systems, Inc 0 Cisco Systems, Inc
D 2

cisco M ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 72



Azure AD Provisioning

1. Go to the Umbrella Application in Enterprise Applications
2. Select Provisioning and then Get Started

Automate identity lifecycle management with Azure Active Directory

Automatically create, update, and delete accounts when users join, leave, and move within your organization. Learn more.

Get started

cisco W ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 73



Azure AD Provisioning
1. Enter the information you copied earlier and test the Connectlon Click Save

SRS e

Home > Cisco Umbrella User Management | Overview > . . .
@ Testing connection to Cisco Umbrella User X

Provisioning

Management

The supplied credentials are authorized to enable
provisioning

Save X Discard

Provisioning Mode

\ Automatic

Use Azure AD to manage the creation and synchronization of user accounts in Cisco Umbrella User Management based

on user and group assignment.

- Admin Credentials

Admin Credentials
Azure AD needs the following information to connect to Cisco Umbrella User Management's APl and synchronize
user data.

Tenant URL* @
I https://api.umbrella.com/identity/v2/scim Jl

Secret Token

[Fest Comnection_]

cisco M ./ #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



1. Go to Users and
Groups

2. Select whom you
would like to
provision

cisco Lz/&/

Azure AD Provisioning

Cisco Umbrella User Management | Users and groups

Enterprise Application

Test Environment

Properties

Owners

Roles and administrators
Users and groups

Single sign-on
Provisioning

Self-service

Custom security attributes
(preview)

«

/8]

-+ Add user/group ¢ Editassignment [i] Remove /2 Update credentials == Columns 27 Got feedback?

o The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this. —

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registrat|

I £ First 200 shown, to search all users & gro...

Display Name Object Type

D @ Kevin Patrick User

#CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 75



Azure AD Provisioning

Home > Enterprise applications | All applications > Cisco Umbrella User Management | Provisioning >

1 . PI’OVISIOH I ng haS a w Cisco Umbrella User Management | Overview
f|Xed Inte rval « [ Start provisioning  [[] Stop provisioning ' Restart provisioning ¢ Edit provisioning % Provision ondemand | () Refresh 37 Got feedback?

O Overview

2 " YO u C a n Sta rt th i S Fp Provislon on demard Current cycle status Statistics to date
m a n U a | |y by i Initial cycle completed. v View provisioning details

@ Provisioning 100% complete

selecting I

Users
B3 Expression builder 1

Provisioning

™ Provisioning logs

~ View technical information

View provisioning logs

B Audit logs

Manage provisioning

Update credentials

Edit attribute mappings

Troubleshoot Add scoping filters
Provision on demand

@ Insights

2 New support request
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4 AN .-

End State

- Azure identities synced into Umbrella

- Able to provision user and group information during SAML
authentication

- |dentity support in Anyconnect SWG module

cisco W/
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Web Policy Secure Web
Gateway (SWQ)

Cisco
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SIG Web Policy - Prerequisites

1. HITPS inspection must be enabled for endpoints.
1. Deploying Umbrella root certificate
2. OR deploy your own certificate
3. Deploy Secure Client profile Remote Employees -
AnyConnect + Roaming Computers config
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https://docs.umbrella.com/umbrella-user-guide/docs/add-a-rules-based-policy#httpsInspection
https://docs.umbrella.com/deployment-msp/docs/install-the-cisco-umbrella-root-certificate
https://docs.umbrella.com/umbrella-user-guide/docs/add-customer-ca-signed-root-certificate
https://docs.umbrella.com/umbrella-user-guide/docs/quickstart-guide

e

IPsec
tunnel*
CDFW & Web

=

1
1
1
1
VN

Q
HQ & Branch

cisco Lz//&/

SIG

e

Proxy chain or
Cloud PAC File
Web only

=

1
1
1
1
VN

N

Q
HQ & Branch

#HCiscoLive  BRKSEC-2105
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Cisco Secure Client
(AnyConnect)
Web & DNS

Roaming
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€ Cisco Secure Client - X

Cisco Secure Client
Suite of Security Service

Enablement Modules
- AnyConnect VPN (Core)

Network:
g Connected (192.168.26.222)

wired

- Network Access Manager (NAM)
- ISE Posture A E;?;W;dm _
- HostScan (aka: ASA posture) (No Ul)

- Secure Endpoint (AMP)

Secure Endpoint:
» Connected

- Umbrella Module Q
- Cloud Management Module (No Ul)
. Network Visibility Module (NVM) (No UlI) ) Crireta e,

- Diagnostics and Reporting Tool (DART)

% @ i
/ CCCCC
cisco M . #CiscoLive BRKSEC-2105 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 81



4 AN .-

End State

- Trusted certificate deployed to device
- Secure Client deployed across device types
- Umbrella configuration sending traffic to your Umbrella tenant
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1. Tenant Controls
2. Web Policy

Cisco
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Microsoft Compatibility

== NANTIUL LU Y Add Global Settings Policy Tester

Microsoft 365 Compatibility

Microsoft recommends bypassing proxy inspection to maximize Microsoft 365 performance.

(I®  Microsoft 365 Compatibility
With this feature enabled, Umbrella passes Microsoft 365 traffic through the proxy without applying policy. No decryption or inspection is applied to this traffic.
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Microsoft Tenant Controls

1. Go to Azure Active Directory > Properties. Copy your tenant ID
2. Copy your domain you will be using

Basic information

Name Default Directory
Tenant ID 700225d2-f06d-4aed-b2ab-9e7acb2851ac |E
Primary domain ehshouldbefine.com
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Microsoft Tenant Controls

1. Go to Umbrella Policy > Policy Tenant Directory ID
Components > Tenant Controls 700225d2-f06d-4aed-b2ab-9e7ach2851ac
2. Enter your information under
Microsoft 365
3. Optionally you can block using Personal Accounts
Pe rsonal ACCOU ntS Allows access to only personal Microsoft 365 apps and services.

Allow or block access to personal Microsoft 365 apps and
services. Enable to block access. Disable to allow access.
For more information, see Umbrella's Help.

(OM® Block Personal Microsoft 365 Account Access
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Configure Web Policy

1. Go to Policies > Web Policy
2. Enable HTTPS Inspection
3. Add rule sets for custom identities

Tenant Controls Global Tenant Controls Edit
File Analysis 1 Setting Enabled Edit
File Type Control Disabled Edit
HTTPS Inspection Enabled Edit
PAC File https://proxy.prod.pac.swg.umbrella.com/... €4
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End State

- M365 tenant enforcement enabled

- Off network devices are being protected with Umbrella
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Hybrid Employee Accessing M365

SR o

Device Health

)

Users Intune/Defender Azure AD / Application
Duo
oS |
Q
— 0% — | ]
26 DR
M365 Conditional Umbrella
Access

cisco M/
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Enabling Off
Prem Access
(ZTNA)




Remote Access at Cisco

VPNless VPN Required
- Duo Network Gateway . Secure Client w/ Anyconnect
- HTTPS applications and Firepower

. No tunneling required -Legacy applications

. Pending application onboarding

cisco M./ #CiscolLive BRKSEC-2105


https://duo.com/docs/dng

AT

Duo Network Gateway

e . .. —— | Tier 1
—— H =
Firewall DNG S

_ 192.0.0.1/24
Trusted User & Public Internet
(443)

Trusted Device @

SAML
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& QuickTime Player

Instance details | EC2 Manag X e Multi-Factor Authentication & = X

File Edit View Window Help

@ us-west-1.console.aws.amazon.com/ec2/home?region=us-west-1#InstanceDetails:instanceld=i-0cb8d653f3d079fec

Services

@ New EC2 Experience

Tell us what you think

EC2 Dashboard
EC2 Global View
Events
Tags
Limits

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images
AMlIs

AMI Catalog

[>J CloudShell  Feedback

cisco Lg/&/

X

EC2 » Instances » i-0ch8d653f3d079fec

Instance summary for i-0cb8d653f3d079fec (AWS Auth 1) info

Updated less than a minute ago

Instance ID

i-0cb8d653F3d079fec (AWS Auth 1)

IPv6 address

Hostname type

Answer private resource DNS name

Auto-assigned IP address
54.219.77.193 [Public IP]

IAM Role

IMDSv2

Language

B & @

@ Security groups for eni-0679d86ce095c8b66 changed successfully

N. California v

DAG-AWS-Admins/kevin@thatshouldbefine.com @ shouldbefine v

X

I C H Connect H Instance state ¥ H Actions ¥

Public IPv4 address
54.219.77.193 | open address [

Instance state
® Running

Private IP DNS name (IPv4 only)
ip-172-31-10-188.us-west-1.compute.internal

Instance type
t2.micro

VPCID
vpc-Tcdebd7a [4

Subnet ID
subnet-5bb24b01 [4

Private IPv4 addresses
172.31.10.188

Public IPv4 DNS
ec2-54-219-77-193.us-west-

1.compute.amazonaws.com | open address [4

Elastic IP addresses

AWS Compute Optimizer finding
@ Opt-in to AWS Compute Optimizer for recommendati
ons.

| Learn more [A

Auto Scaling Group name

023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Y " U

Secure Client

10.0.0.1
—.: Tier 1 J
E e ———Tier 2
. Flrewa” 192.0.0.1/24
Trusted User & Public Internet
(443)

Trusted Device @
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AnyConnect
Secure Mobility Cli

VPN:

On a trusted network.

:asavpn.xerotrustlabs.com

System Scan:
Compliant.

Network access allowed.

Roaming Security:
Umbrella is active.

thiah
cisco

@) Connect

Ly
System Scan
Scan Again




Remote User Accessing On Prem

O M
N—LB—2))—

Intune / : Device
Users Duo / Active

Defender Directory Hgalth

Application
R _ — & — — o?éeo
e > g§o
L Anyconnect / Duo SSO
Application DNG
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secure - Security Reference Architecture

Actionable threat intelligence Comprehensive visibility

ZERO TRUST
SASE

User/Device Secu
SASE/REMOTE WORKER

H > B 0 & 0

Secure  Anti-virus/  Query Host FW Mobile device
Wep Ann malware _management

aQ_p

o

Lo
Passwordless

& O B
VPN  Posture Telemetry/ Endpoint detection DNS-layer
Visibility &response secumy 5

C@

Cloud

Risk-based
| managed MFA

trust trust

On-Premises Network

SASE/SDWAN
Meraki | Secure Firewall
ThousandEyes | Viptela

l &

pplication Cloud
ormance based
opnmnzauon orchestration

@ Vad
A @ X
IPSec VPN Integrated ~ Middle

security mile
optimization

-

Cloud Edge Network

SASE/Security Service Edge
Duo | Secure Connect | Umbrella

® B &

Cloud Data loss DNS-layer
malware prevention  security
detection

In the Office/Managed Location
Catalyst | DNAC | ISE | Meraki | Secure Firewall
Secure Network Analytics | Web Appliance
]o 5C

g2 ik

Encrypted Group tag

o
Bl31E
Cloud
OnRamp

LB

s

Browser Cloud access
access security
control broker

2 ® B O

Identity/ FWaaS RAaaS Remote

posture browser

isolation
Zero Trust
Network
Access

D

Analytics

Apphcatlon Configuration Content
network  orchestration filtering

gateway
B @

®
Identity/ Network Network
pxGrid access security
control analytics

Cloud
!

Security
analytics mitigation

& logging

(el

NGIPS

Gl
Digital

experience
monltonng

NG|

@

Profiling

FW

gateway

an
doch
==z}

<

e
Group tag
propagation

o
AR
Tenant LS
restrictions decryption

A4

Segmentation Visibility Segmentation

Wi

and Data S

visibility classification

Signal identification

sco Secure Cllent (AnyConnect) | Umbrella | Secure Endpcunt | Meraki Systems Manager | Duo | Secure E-mail | ThousandEyes

Device Continuous |

G

cisco.com/go/sra

Threat research & analysis

A7

=l
<
Email, Phishing, SPAM,  Digital experience
BEC, DL?, content ﬁlterinrgr . monitoring

Industrial Threat Defense
DNAC | CyberVision | Industrial Networking
ISE | Secure Firewall | Secure Network Analytics

A © O

Anomaly  Compliance Group tag Identity/

detection classification pxGrid
4B

= & ® ®

Ruggedized Segmentation  Threat Visibility

mitigation

HYBRID MULTI-CLOUD: ACI | Cloud Insights | Panoptica | Radware | Secure Appllcanon | Secure Endpoint | Secure Firewall | Secure Cloud Analytics | Secure Workload

.

=)

Cloud
analytics

©

Run-time
application

D
Micro/Macro
Segmentation

<
Identity/
pr;%

Ch

Cloud Native
Security

Anti-virus/
Anti-malware

S

AP|
security

©
App Cloud Posture
discovery

DDoS,
Management WAF/Bot
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Microsoft Cybersecurity Reference Architectures (MCRA)

Capabilities People Zero Trust User Access
What cybersecurity capabilities does Microsoft have? How are roles & responsibilities How to validate trust of user/devices for
evolving with cloud and zero trust? all resources?
Managing In_formatign\(yber Risk —— B ccn
e

g

[E‘__;“;—"E_":::?;-_:K-\) e

Azure Native Controls

What native security is available?

Security Operations

How to enable rapid incident response?

Multi-Cloud & Cross-Platform Secure Access Service Edge (SASE)

What clouds & platforms does Microsoft protect? ~ What is it? How does it compare to Zero Trust?

SR A AR s s [ | RS e
Attack Chain Coverage A — eno Operational Technology
How does this map to insider and external attacks? ) i ) How to enable Zero Trust Security for OT?
EECERTTECES .M. ° -4-7—7 - u!!-.J*—'LEMJILJ_ e
Build Slide — B = o=
aka.ms/MCRA B Microsoft
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Fill out your session surveys!

.~ Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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 Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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Cisco Live

A My Profile NOT SIGNED IN

Challenge '

Log in to discd
Cisco Live 202

Gamify your Cisco Live experience!
Get points for attending this session!

View My Sc

How:
‘ Open the Cisco Events App.

‘ Click on 'Cisco Live Challenge’ in the side menu.

‘ Click on View Your Badges at the top. — .
) . Monday, Jun
‘ Click the + at the bottom of the screen and scan the QR code: ' - 11:00 AM - 1

The Bridge
and Sustain

Level 2, Ocez

Featured ¢

Reaister
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