HCiscolive




afran]e _ _
Cc1ScoO The bridge to possible

Design and Implement Virtual
Firewalls

On-premise or in Public Cloud

Jeroen Wittock
TME Technical Leader
BRKSEC-2130

cisco M‘/ #CiscolLive



Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 9, 2023.

cisco L{Vp/_/

technologies, and features in the Catalyst
9000 Switches.

Kenny Lei >
Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks
Networking (220)
Session Type
Breakout (453)
SHOW 2 MORE ¥

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2130

BRKSEC-2130

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Scope of this Session.

What is this session NOT about?
Features: EVE, IPS, anti-malware, ...
How to configure & troubleshoot

We WILL cover the following:

Design & Architecture

Automation

cisco M./ HCiscolLive  BRKSEC-2130
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- Networking in Private vs
Public Cloud

- Firewall Management Options
- Designs for Private Cloud

- Designs for Public Cloud

- Infrastructure as Code

BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Networking in
Private versus
Public Cloud
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Private Cloud Networking

- Vmware: standard switch, distributed switch, SR-10V, 3rd party, ..
- KVM: linux bridge, OVS, DPD

--E
OO

!
ovs-vswitchd

i

1
Kernel OVS Kernel Module

.
\ e
i

K & Friends,
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#HCiscolLive  BRKSEC-2130

VPP, SR-10V, ...

Kernel Linux Bridge
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PCle Passthrough

Driver
matters!
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Public Cloud Networking

-

L2 Multicast
L2 Broadcast
GRE
MTU

o

Restrictions:

~

cisco éd/a_/
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/Consequences:\

Routing Protocols
HSRP & VRRP
BFD
GLBP
L2TPv3
802.1g VLAN tagging
AppNav
WCCP

o J
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Secu rlty Group (SG) Or use Cisco NGFW for

consistent policies across

clouds and additional
- A security group acts as a virtual firewall for your capabilities.
EC2 instances to control incoming and outgoing
traffic to your instance.

- When you launch an instance, you can specify Security group
one or more security groups. If you don't specify

a security group, Amazon EC2 uses the default
security group.
Instance

- Stateful

cisco W. #HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Secu rlty Group (SG) Or use Cisco NGFW for

consistent policies across

clouds and additional
- A security group acts as a virtual firewall for your capabilities.
EC2 instances to control incoming and outgoing
traffic to your instance.

- When you launch™@Rgnstance, you can specify Security group
one or more security gRgeps. If you don't specify
a security group, Amazon =g@mises the default
security group.

Instance

- Stateful

However NGFW placement
would be at subnet level,
not host level.
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Network ACL (NACL)

- A network access control list (ACL) allows or
denies specific inbound or outbound traffic at
the subnet level.

Subnet 1

. Stateless {:E—«—

Or use Cisco NGFW for

Subnet2

el

Network ACL A Network ACL B

consistent policies across
clouds and additional
capabilities.

cisco L{{/&_/
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NAT Gateway

Region @ Availability Zone

* NAT Gateway is deployed in | :
the Public Subnet E—— o
* Route Table for private S— oy
subnet points to NAT GW for [t ' custom e e
outbound traffic " [ AT gateway S
* Egress traffic only /ﬁ\
)
_,@ D
: Frivate subnet F!o‘uter InterTnet
Or use Cisco NGFW for e @
consistent NAT policies [ I Faress-ony
I ! —— atewa
across clouds and | patabase sencrs — = -
additional capabilities Mein rout tzble
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Our firewall has Comprehensive Capabilities

Superior Threat Protection

0

Application Intrusion
Control, Custom Prevention
App Detectors

Automation, Malware URL Filtering and WAN
Remediation, Protection and Categorization Capabilities
and Integration Sandboxing

010110
110010 @
001011 g
Routing. NAT "andl Scalanilty VPN/ZTNA TLS Decryption Encrypted Attribute Based
Visibility Engine Access Control
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Simplifying Firewalling for Multi-cloud

G " 2te Coud |

QL Cov/C Cloud

bl (Hyserriex ) aws ‘ > A\ Azure racksteggfgcye aws A azure
Google Cloud Platform g
NUTANI{ AKVM
cxpse. @ €3 ki 0
E Vﬂ'lware Cloud Infrastructure EQUINIX Allbaba CIDUd Google Cloud Platform
| openstack. ESXi NEW L NEW )

: 3 Integration with cloud native . . . .
Clustering and Auto Scaling services and infrastructure Accelerated Networking Smart & Tiered Licensing

Dynamic Policy
cisco é{{/&_/

Quick starts, Infrastructure
as Code and Automation
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Gateway Load

balancer integration

Snapshots
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Cost

- Infrastructure:
- private all up front, but very predictable

- Public: only pay for what you use, when you use. Can become hard to
predict, depends on a lot of variables.

- Licensing: PAYG (public cloud only) versus BYOL
- Auto Scale

- Different regions have different cost & different feature availability.

cisco W./ HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Management
Options
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Firewall Management Center options

Flexibility of cloud or on-premises options

~— Virtual or Hardware ——

O
Summary
ok x T
# vt

[ YT r———

oooooooooooo
uuuuuuuuuuuu
uuuuuuuuuuuu

Firewall
Management
Center

------------
oooooooooooo
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Cisco Secure Firewall Threat Defense Virtual

Cloud-delivered Firewall Management Center (cdFMC)

Firewall Management Center works with CDO

— Key benefits

» Eliminate change management and update overhead

» No rack space and utility bill, lowering operational
cost

» Cisco ensures uptime, increasing resiliency

> Nﬂhmcmﬂm;a@m&ﬂ&u&gr%

N — Key features N

» Hybrid management support

» Support up to 1000 devices

» Periodic configuration snapshots

» Easy migration from on-premises FMC to cdFMC

» Real-time security policy updates for multi-cloud
environments

» Secure SaaS applications like O365 using real-time
community feeds

» Flexibility between hybrid and cloud eventing

#HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Firewall Management Options & Connectivity

« Cisco Secure Firewall can be managed using these options: Virtual Private Cloud (VPO)

«  Firewall Management Center (Centralized Manager) orivate Submet
«  Cloud-delivered Firewall Management Center (Cloud-
based) Route Table - Private Subnet 3:} 3:}
«  Firewall Device Manager (on-box manager) 0.0.0.0/0 ‘ enFW' | EC2 Instances EC2 Instances
° AP| Management Interface
* Terraform and Ansible Public Subnet . s )
Cisco Secure —
*  Connectivity & Management SZ&“!?!TV?I&?‘. i_
»  Cisco Firewall Management Center Virtual is available A Cisco Firewall Management
on marketplace. ﬂ Center Virtual(FMC)
«  Cisco FMCv can be deployed in the same VPC E—yt
«  FMCv requires connectivity to each Secure Firewall on Gateway
the following ports: |
« TCP 443 (HTTPS Ul) ®)
« TCP 8305 (SFtunnel) ()

Remote Users
(VPN & non-VPN)

Cisco Firewall Management Center Virtual deployed in the same VPC

cisco W. #HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Designing in
Private Cloud
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VMware Feature Support

Table 1. VMware Feature Support for the Threat Defense Virtual

Feature
Cold Clone

vMotion

Hot add
Hot clone
Hot removal

Snapshot

Suspend and resume
vCloud Director

VMware FT

VMware HA with VM
heartbeats

VMware vSphere
Standalone Windows
Client

VMware vSphere Web
Client

cisco L{Vp/_/

Description

The VM is powered off during cloning.

Used for live migration of VMs.

The VM is running during an addition.
The VM is running during cloning.
The VM is running during removal.

The VM freezes for a few seconds.

The VM is suspended, then resumed.

Allows automatic deployment of VMs.

Used for HA on VMs.

Used for VM failures.

Used to deploy VMs.

Used to deploy VMs.

For running FTDv
only, there is a
procedure to
prepare an FTDv
for snapshot

Support (Yes/No) Comment
MNo -
Yes Bge. See vMotion
- Take care
No when using

No SRIOV

No

Risk of out-of-sync situations
between the management center
and managed devices.

Yes -

No -

No Use the failover feature for threat
defense virtual VM failovers.

No

Use the failover feature for threat

Yes Is supported

for FMCv

Yes

HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



High Availability

- Reasonably simple as Failover works.
- Consider anti-affinity.
- Consider dedicated physical links for failover link.

#HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Auto Scale

- No impact on cost, but impacts available resources.
- Not all built-in capabillities like Cloud Director are supported.
- Use VNF-Manager such as ESC: Cisco Elastic Services Controller

Elastic Services Controller
Sophisticated management of virtualized services E S C

cisco M ./ #HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Suboptima

Memory
Controller

CPU 2

1/0O
Controller

Optimal Path

PCle Cards are Local to a CPU |
.
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Memory i Memory
Controller Controller

1/O 1/O
VM y

Controller Controller

NUMA: Memory Locality
Optimal Path Sub-Optimal Path
cPU1 Wi opy 2
A
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Choose
amount of
VF wisely!
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Designing in
Public Cloud
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Virtual Private Cloud (VPC)

BY ogion - A VPC spans all of the Availability Zones in a
Region.

....................................... - After you create a VPC, you can add one or more
subnets in each Availability Zone.

- AZ:
______________________________________________________________________________ - Redundant power

- Redundant cooling
- Redundant connectivity

"""""""" - Traffic between AZ’s is encrypted

cisco L‘V& - #HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



High Availability Considerations

- A lot of redundancy is built in and sometimes not immediately
obvious.

- Links and interfaces are logical.

- Designing against single point of failure is different as a
consequence.

- Most HA designs will have some form of load balancer involved.
Understanding the sometimes subtle differences is key.

cisco L{Ko/‘/
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Classic Load Balancer (CLB)

G&E Classic Load Balancer>

» Forwards traffic only to the
primary interface of a VM
in the backend pool

*  Not recommended

*  Works with Cisco Secure
Firewall ASA only, would send
to mgmt interface on FTDv

cisco L{Vp/_/

#Ciscolive

= - Instance 1
- rnra "
LLLLl
= “Instance 2
- rrrnt "
Classic Load

Balancer JruNTE g
= “Instance 3
- rrrnt "
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Network Load balancer (NLB)

G&E Network Load BalanceD

- Layer 4 TCP/UDP
connection-
based load balancing

- Instance 1

- Source IP Preservation
« Health Check
- Sticky Sessions Network

“Instance 2

. Zonal Isolation Load
. Long Live TCP connections Balancer
- Low Latency TTTT1

“Instance 3

- |P address as Targets
+ TLS offloading

- Works with Cisco Secure
Firewall Threat Defense and
Cisco Secure Firewall ASA

cisco M - #HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Gateway Load balancer (GWLB)

.;.;;.g Gateway Load Balancer
=]

Instance 1

* Layer 3 load balancing

LI
« Source IP Preservation

* Health Check
» Sticky Sessions

“Instance 2

e Zonal Isolation
Gateway Loa

* Long Live TCP connections
Balancer

« Source & Destination are unaware
the traffic is inspected

“Instance 3

LILILILIL]
« Geneve Encapsulation packet

is preserved

*  Works with Cisco Secure Firewall
Threat Defense and Cisco Secure
Firewall ASA*

cisco L‘V& - #HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Application Load balancer (ALB)

Application Load Balanc%

« Layer 7 (HTTP/HTTPS)
connection-
based load balancing

e Support for HTTP 1.1 & HTTP 2
+ Content-based routing

* Health Check Application
« Sticky Sessions Load Balancer
»  Works with Cisco Secure Firewall

Threat Defense and Cisco Secure TTTTT
Firewall ASA

- Instance 1

“Instance 2

“Instance 3

cisco M - #HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



High Availability: Use Clustering

- No regular L2 so regular failover is not an option.

- Clustering instead for High Availability.
« 7.2 minimum version for AWS and GCP, 7.3 for Azure
« Clusters up to 16 nodes for Azure, GCP and AWS
« Clusters up to 4 nodes for VMware and KVM
- No auto scale support.

cisco W. #HCiscolLive  BRKSEC-2130 ©® 2023 Cisco and/or its affiliates. All rights resel
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Clustering: Physical vs Cloud

Physical FTD Cluster

Virtual FTDv Cluster

Data interfaces have two modes:

Individual interface mode - different nodes have different IP on
data interfaces.

Spanned interface mode - all nodes share a VIP for each data
interface.

Spanned interface mode is far more common. It uses
EtherChannel for load balancing traffic coming to and from the
switching infrastructure.

The CCL uses a proprietary protocol encapsulated in IP.

Cisco recommends increasing the MTU of the CCL by 100
bytes to accommodate the cluster metadata header.

The CCL uses multicast to discover and monitor cluster nodes.
This allows dynamic node discovery.

The cluster only uses individual interface mode. You will need a
layer 3 (or higher) load balancer load balances the traffic.

The CCL link uses VXLAN over UDP as most clouds will not
touch L4 headers.

Cisco recommends increasing the MTU of the CCL by 150
bytes to accommodate the cluster metadata header and the
VXLAN header.

The CCL uses unicast to discover and monitor cluster nodes.
This requires a static list of candidate peer IP addresses, called
a peer group.

cisco A{V@/

#Ciscolive
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Clustering Configuration

Public Cloud

Private Cloud

Do not use the FMC for initial cluster configuration.

Use day-0 configuration to bootstrap the cluster.

You must register a single cluster node to the FMC.

The FMC discovers the cluster and automatically registers the

remaining nodes.

Use the FMC for remaining configuration.

Use the FMC for initial cluster configuration.

You do not need to use any day-0 configuration to bootstrap
the cluster.

You must register each cluster node separately to the FMC.
Once you register all the nodes, you create the cluster using

the FMC.

Use the FMC for remaining configuration.

cisco é{/@/
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That’s a lot of Work ... - N
[

P \‘\
! ~ /.‘;
Vouie Jy
g
3

Automation is here to help.

And it’s relatively easy!

cisco W. HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Physical Firewall Clustering Overview

SYN

| | SYN/ACK —l
Director °

SYN/ACK

Server

SYN/ACK

CCL

Forwarder

UL UL U U U IR R Uy

FMCv Cisco Secure Firewall Cluster
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Virtual Firewall Clustering Overview

SYN

Loadbalancer

(1
o
Client A/e

SYN/ACK

FMCv

cisco L{{/&_/

SYN/ACK

CCL

CCL

Director

CCL

Forwarder

I
I
|
|
SN !
I
I
|
|

SYN

Loadbalancer S —

—

e Server

SYN/ACK

SYN/ACK

S UL UL U U IR U U P

Cisco Secure Firewall Cluster

#Ciscolive
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Cisco Secure Firewall Threat Defense
AWS Gateway Load Balancer (GWLB) Integration Overview

» The new approach to load balancing
. L Gateway Load
- AWS introduced it in November 2020 Balancer
» Provides transparent insertion of services
- The right way to do load balancing between firewalls

- The right way to service chaining in the public cloud
9 y d P Gateway Load

»  GWLB encapsulates traffic before sending it to the targets Balancer Endpoint
on the same subnet

- A firewall does not need to apply NAT or routing to traffic

»  GWLB deployment varies significantly between public
cloud providers

»  GWLB uses GENEVE protocol, and support for GENEVE on Cisco
Secure Firewall Threat Defense is available from release 7.1

» Support for Autoscale Deployment is available from release 7.2

cisco M ./ #HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Secure Firewall Threat Defense
AWS Gateway Load Balancer (GWLB) Integration Overview

» The new approach to load balancing Read:_ Gat Load
- AWS introduced it in November 2020 The Natlve @ B:|aer¥\(/:ae¥ 0
> Provides transparent insertion g Cloud ey

- The right wa _ between firewalls
- The right t ice chaining in the public cloud
e rgnt way to service chaining in the pupliC Clou Gateway Load
»  GWLB encapsulates traffic before sending it to the targets Balancer Endpoint

on the same subnet
- A firewall does not need to apply NAT or routing to traffic

»  GWLB deployment varies significantly between public
cloud providers

»  GWLB uses GENEVE protocol, and support for GENEVE on Cisco
Secure Firewall Threat Defense is available from release 7.1

» Support for Autoscale Deployment is available from release 7.2
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Cisco Secure Firewall Threat Defense
AWS Gateway Load Balancer (GWLB) Integration Overview

( _ N ( _
» Stands for Generic Network Virtualization » Cisco Secure Firewall can terminate GENEVE tunnels
Encapsulation

~

» Allows integration with AWS Gateway Load Balancer
» Designed to accommodate network virtualization

changing capabilities and needs » Implemented using VNI interface with NVE

» Provides flexible and extensible data format

-
\
(
\

Fixed

VXLAN

Flexible Inner Header Setting Defined by GENEVE Header

Fixed

GENEVE

cisco W ./ #HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43




Let’s Evolve the Design

I
I
|
|
SN !
I
I
|
|

ccL e
—
N SYN
© | o
|
O : SYN/ACK : e P—
_—"| Loadbalancer . F | Loadbalancer —
| . H
...... CCL ] e h —
) / : Director | Server
Client e | SYN/ACK e
|
SYN/ACK : ; SYN/ACK
:
]

| CCL

| ®

|

| Forwarder

) SYN/ACK,
FMCv Cisco Secure Firewall Cluster
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Let’s Evolve the Design

o
SYN

1 /@

% /[ Loadbalancer ] .

No FTDv
Clustering

Client 4/9

SYN/ACK SYN/ACK

SYN/ACK

sco Lo/ scoLi
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Let’s Evolve the Design

SYN

SYN

o _— [ Loadbalancer]

SYN/ACK

Single Loadbalancer
& traffic is Geneve
encapsulated

cisco L{{/&/
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FTDv Loadbalancer Design with AWS

Gl AWS Cloud
&y Spoke 1
App Subnet

Instances

K] AWS Cloud

U AWS Cloud
&y Spoke 2
App Subnet

Instances

VPC attachment

VPC attachment

VPC attachment

AWS
Transit
Gateway

FMCv

(&%) Security VPC

Gateway
Load
Balancer

FTDv

cisco L{{/&_/

» East/West traffic inspection with TGW and GLWB

> Support for multi-AZ deployment for FW in Security VPC using appliance mode attachment
> No need to SNAT traffic - GWLB encapsulates traffic in GENEVE and forwards the traffic to the right FW in the pool.

» Traffic is routed to the GWLB via the GWLB endpoint using the AWS route tables

#HCiscolLive  BRKSEC-2130
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FTDv Loadbalancer Design with AWS ([ e

requires over a 100

EIH AWS Cloud resources ...
&y Spoke 1

App Subnet

K] AWS Cloud

L_Ij VPC attachment Security VPC

Instances

VPC attachment e

Gateway

B AWS C AWS Load
.- S Cloud Transit Balancer FTDv
(&8 Spoke 2 Gateway

App Subnet

L_I VPC attachment
'y

Instances » East/West traffic inspection with TGW and GLWB

> Support for multi-AZ deployment for FW in Security VPC using appliance mode attachment

> No need to SNAT traffic - GWLB encapsulates traffic in GENEVE and forwards the traffic to the right FW in the pool.
» Traffic is routed to the GWLB via the GWLB endpoint using the AWS route tables

cisco M -/ HCiscolLive  BRKSEC-2130 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



That’s a lot of Work ... - N
[

P \‘\
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Vouie Jy
g
3

Automation is here to help.

And it’s relatively easy!
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Let’s add Elasticity, aka Auto Scaling

SUH AWS Cloud

L_IL_| G AWS Cloud

I:’ VPC attachment Security VPC ) gummmm—

Instances
VPC attachment —_

Gateway
LU AWS Cloud AWS Load

Transit Balancer
FMCv

Spoke 2

App Subnet

L_I VPC attachment
'y

Instances

Gateway

Amount of

FTDv’s based
on load.

cisco L{Vp/_/
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Auto Scale

Gl AWS Cloud (mm——————
| Spoke 1 : Auéo Scale :

s rou
App Subnet P )

0

KiE] AWS Cloud

————

VPC attachment Security VPC

FTDv-1

FTDv-2

————

Instances
VPC attachment
Gateway
L] AWS Cloud AWS Load
Transit Balancer
Spoke 2 Gateway
App Subnet FMCv
I__|L_‘ VPC attachment
Instances AWS Cloud
A ————————
L CloudWatch
Fm————————
1 Lambda )
| Yy e ——
cisco M-/ #HCiscolLive  BRKSEC-2130
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Auto Scale: What’s Going On”?

G AWS Cloud (mmmmm———y
I sooe 1 1 Auto Scale :
! J

App Subnet \__ELOED__-
L_| Gl AWS Cloud P
L_Ij VPC attachment Security VPC :
Instances 1

VPC attachment

App Subnet

L_I VPC attachment
'y
Instances Memory or

CPU metrics I CloudWatch

1

1

S AWS Cloud AWS 1
Transit 1

Spoke 2 Gateway :

1

Y

————

£ ———————

1 Lambda :
-
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Auto Scale: What’s Going On”?

Gl AWS Cloud ————————
f Auto Scale 1
81 Spoke 1 1 '
. | Group
.AppSubnet L .
rl ?..E?v AWS Cloud l_ —— - \‘
i~ - 1 H
L_Ij VPC attachment Security VPC I :
Instances : 1
1 Frov |1
! i
VPC attachment —_ : 1
1 1
I Frov2 |1
Gateway 1 1
Kb AWS Cloud AWS Load 1 :
Transit Balancer 1 I
Spoke 2 Gateway : i
App Subnet FMCv I !
T ——
I__|L_‘ VPC attachment =
Instances AWS Cloud SCaleOUT
o ————— event
I CloudWatch |
Py ————

1 Lambda :4—

o —————
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Auto Scale: What’s Going On”?

G AWS Cloud
& Spoke 1
App Subnet

Instances

(
1
1

m———————
Auto Scale 1
Group ,'

KiE] AWS Cloud

L AWS Cloud
& Spoke 2
App Subnet

Instances

VPC attachment Security VPC

VPC attachment

AWS
Transit

Gateway m

Gateway
Load
Balancer

_---\
{ }
1 1
)
1 1
1 Frov1 |1
1 1
1 1
)
1 1
I Frov2 |1
1 1
1 1
1 1

1

1

1
y U

VPC attachment

cisco L{V&/

AWS Cloud

-

I CloudWatch |

£ ———————

1 Lambda )

o —————

Add instance to Auto
Scale Group
+ Generate day0
* Create FTDv
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Auto Scale: What’s Going On”?

il AWS Cloud (mmmmm———y
1 Auto Scale 1
) I Grou 1
.App Subnet \_____p__-'
L_| Gl AWS Cloud -
L_Ij VPC attachment Security VPC
Instances

-
—
v
T
=

VPC attachment —_—

-n
—
W)
5

N

] T ——————————————
S

Gateway
L] AWS Cloud AWS Load
Transit Balancer *
Spoke 2 Gateway
FTDv-3
App Subnet FMCv
L—|L_| VPC attachment \\ -
Instances AWS Cloud
1 Ol i Nt + Register to FMCv
I CloudWatc g ,
o —— o Apply pollcy
Py ——
1 Lambda

o —————
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That’s a lot of Work ... - N
[

P \‘\
! ~ /.‘;
Vouie Jy
g
3

Automation is here to help.

And it’s relatively easy!
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Cisco Secure Dynamic Attribute Connector (CSDAC)

Aggregates dynamic attributes from public and private cloud for Secure Firewall Policy.

Deployment Scenario

» Create dynamic policy for On-prem T
Linux - Servers b
and Cloud elements T Lamaiepa.
_ _ windows - 100114 p
» Dynamic object for SaaS T werx ' :
Powered-On 10.0.1.14 Adapters E Dynamic Attributions Filters 1 Connectors

applications e.g., O365 etc.

Benefits

os = ‘RHEL 7 (64-bit)"
OR

» Accelerate integration

0s = ‘CentOS7 (64-bit)’

os = ‘MS Windows Server 2016 (64-bit)’
AND

» Adapt to changes instantaneously

| Sbrvers vCenter ?:Bwork: PROD_NETW’ OR Host="NODE1’)

Power="running’

» Prevent build-up of outdated
firewall rules

Power="running’
! Powered-On vCenter AND
(network="PROD_NETW’ OR Host="NODE1’)

» Control access to Office 365 and GitHub wit}
security feeds

munity-bas

CSDAC (Container)

» Accelerate your digital transformation

» Filter attributes with meaningful
logical context FMC learns

automagically about
new objects
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Infrastructure as
Code

It's easy!
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Infrastructure as Code

b 4
GitLab

.H' Terraform .H' Terraform

OO0 . [ 000

Request

] A M B M

—@ L

Provision

Production
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https://blogs.cisco.com/datacenter/3-new-ways-for-network-practitioners-to-embrace-devops-with-infrastructure-as-code

Why?

DevSecOps:

Security as Code

These all depend on certain capabilities to exist.

Ansible, Terraform, Git and API access are the popular tools.
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Toolbox

-

) ( )
¥ Terraform DEVNET "W Terraform
» Create FTDv, ASAv and FMC
» On Private Cloud: Vmware, KVM 0 GALAXY ‘ Cf)wEVNET
> On Public cloud: AWS, Azure, GCP, )
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Terraform

Template

D-D Scripts

% Policies

cisco é{{/&_/

HashiCorp

Terraform

#HCiscolLive  BRKSEC-2130

4 )
%3 | @&
Firewalls Access IPS policy

control
VPN Encrypted
Visibility Engine
S J
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Automation in AWS using Terraform

Terraform templates provide the flexibility of instances, location,
high availability and other factors during deployment, with ease

using the same code.

https://github.com/CiscoDevNet/secure-firewall/tree/main/FTD/AWS/Terraform

Deploy ‘n’ instances of Cisco Secure
Firewall Threat Defense Virtual instances
across different Availability Zones

External load balancer to distribute traffic
among different instances

Routing table attachment to subnets

Public IP attachment to each Cisco Secure
Firewall Threat Defense Virtual instance.

cisco W/

IWITTOCK-M-M4X7:FTD_FMC_A_A_Multiple_AZ jwittock$ terraform init

Initializing the backend...

Initializing provider plugins...

— Reusing previous version of hashicorp/aws from the dependency lock file

— Reusing previous version of hashicorp/template from the dependency lock file
- Using previously-installed hashicorp/aws v4.63.90

— Using previously-installed hashicorp/template v2.2.0

Terraform has been successfully initialized!

You may now begin working with Terraform. Try running "terraform plan" to see
any changes that are required for your infrastructure. All Terraform commands
should now work.

If you ever set or change modules or backend configuration for Terraform,
rerun this command to reinitialize your working directory. If you forget, other
commands will detect it and remind you to do so if necessary.
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Automation in AWS using Terraform

Terraform templates provide the flexibility of instances, location, No secrets provided.
high availability and other factors during deployment, with ease
USiﬂg the same code. JWITTOCK-M—M4X7: FTD_FMC_A_A_liultiple_AZ jwittock$ terraform plan

var.aws_access_key

https://github.com/CiscoDevNet/secure-firewall/tree/main/FTD/AWS/Terraform Enter a value: [|
+ vpc_id = (known after apply)
Deploy ‘n” instances of Cisco Secure S Tetource vemevpor sfed_vpen T
Firewall Threat Defense Virtual instances L0 e (L i T
across different Availability Zones default_roure tabis-id (known afser apo1y)
+ default_security_group_id (known after apply)
dhcp_options_id (known after apply)
enable_classiclink (known after apply)
External load balancer to distribute traffic enable_classiclink_dns_support e i e
+ enable_dns_hostnames true
among dlfferent InStanceS . 2:::%z::::ﬁ:?zf:;;ress_usage_metrics f::zwn after apply)

+ id (known after apply)
"default"

(known after apply)
(known after apply)
(known after apply)
(known after apply)

(known after apply)
{

instance_tenancy
. ipvé_association_id
Routing table attachment to subnets Speb_eide_black
+ ipwé_cidr_block_network_border_group
+ main_route_table_id
+ owner_id

Public IP attachment to each Cisco Secure
Firewall Threat Defense Virtual instance.

" = "FTD-Service-VPC"

+ tags_all
+ "Name" "FTD-Service-VPC"
]
}

Plan: 74 to add, @ to change, @ to destroy.
Changes to Outputs:

+ FMCip = (known after apply)
+ ftdelip = (known after apply)

+ ftd@2ip = (known after apply)
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Ansible

s
o
() | Template
(7 =
D-D Scripts
% Policies
G

cisco é{{/&_/

~
Ny | (o
) O
Access IPS policy
control
— | @) cALaxy =
- Encrypted
VPN Visibility Engine
-
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Firewall Management Center (FMC) Ansible

Create Network Object

Automates configuration management and execution i createMultipleNetworkObject
of operational tasks on FMC in AWS S

{{ domain[@].uuid }}'

This module allows the execution of all operations ne: test-network
available in REST API'in a form of Ansible tasks. := 3.3.3.0/24

networkobject
test_network

A detailed list of supported API calls can be
found on the api-explorer page of the FMC + Create Network Object Group -

JWITTOCK-M-M4X7:FW-tools jwittock$ ansible-playbook -i inventory linux-users.yaml --ask-pass --ask-become-pass -c paramiko
SSH password:
BECOME password[defaults to SSH password]:

createMultipleNetworkGroup

Irs - : 1
{{ domain[@].uuid }}
PLAY [Jumphost] skskskskosksksokskokskokskokokokok sk okook ook skok s ko okokok ok ok sk kokok ook o ok ok ok ks kR ook ok okok ok o ke kb ko ok o sk 3k okok ok ok ke skokok ook sk kokok ook ok sk ok ok ok ks ok ook ok
TASK [Gathering Facts] skkskskskskakokokokokokskskokokokokkokokok sk kokokok sk ok kokokok ok sk kskokokokoksk sk koo ok ok sk dkokok ok sk ok sk okok skokokok ok ok sk sk ko ok ok sk sk sk ok sk sk ok skok ok sk ok ok skok ok ok sk sk sk okokok ok sk ok
test_network.name }}'

[10 test_network.id }}'

TASK [Make sure we have a 'wheel' groupl seksksksokokokskskkohookokokdodokokokokokodorokokokokokookokokokokokiolok ok koktoRokok ok dofokok kol dolokkokolskolokokokolokokokokokokok ok

10.48.1 Create a Network Object Group

TASK [Add user accounts] skskskskokkakskkokoskokokokodokokokonokkdokokok ook ook ok dokokok ko dokokok sk ko kb e kokok sk ok dokokok ok i kodok ook ok ik okl sk ek ook o s ook ook ok
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FMC API

s
o
() | Template
(7 =
D-D Scripts
% Policies
G

cisco é{{/&_/

~
53 0
Access IPS policy
control
|| [E
Encrypted
VPN Visibility Engine
o
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Native Cloud options

-

AWS

[

J

\_

CloudFormation / @ I ,_,
Code infrastructure Amazon 53 AWS CloudFormation Output
Code your infrastructure Check out your Use AWS CloudFormation via AWS CloudFormation
from scratch with the temnplate code the browser console, provisions and configures
CloudFormation template locally, or upload it command line tools or APIs to the stacks and resources
language, in either YAML into an 53 bucket create a stack based on your you specified on your
or JSON format, or start template code template
from many available
sample templates
Resource Manager Mon-template ﬂ‘\\
Template infrastructure as code (/’V
One template Multiple imperative
submitted PUT calls

) !

Azure Resource
Manager

|
Resource Providers

[!’i] Microsoft Azure

cisco L{Vp/_/

#Ciscolive

BRKSEC-2130

Google

Cloud Deployment
Manager

\

J
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Examples on Devnet

Cisco
Developer Documentation ~ Learn v Technologies v Community v Events Q SIGN UP FREE LOGIN

Security > Secure Firewall > Cloud Resources Learn  Community  GitHub

Explore Cisco Secure Firewall resources for cloud

Get started with AWS now!

Extensive st of resources to leverage * Infrastructure as Code" for Cisco Secure Firewall in
AWS. Utilize validated templates, videos and documentation to ease your deployment.

e AWAS)

Microsoft Azure

Google Cloud
Platform Use Cases for ASA platform

ASA  CloudFormation Terraform ASA  CloudFormation  Terraform

CIsco

.&‘/

OpenStack

Multiple ASA Instances in multiple AZ

Templates to deploy multiple ASA Instances in different
Avallabllity Zones in AWS

Coderepo ~  [5) Video +

ASA  Temafom

Single ASA instance in an AZ
Templates to deploy a single ASA Instance in AWS

Code repo ~

Use Cases for FTD platform

Multiple ASA Instances in a single AZ

Templates to deploy multiple ASA instances in a single
Availabliity Zone in AWS

2 Code repo +
ASA  Cioudfomation  AWS Lambda

ASA Autoscale

Template to achieve Automated Horizontal Scaling of
ASAV In AWS

Code repo v

https://aithub.com/CiscoDevNet/secure-firewall

#Ciscolive

BRKSEC-2130
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https://github.com/CiscoDevNet/secure-firewall

Public Resources

O criaxy

Cisco

DEVNET

cisco L{Vp/_/

v

nnnnnnnn P

Manage FMC module "¢ Terraform
Source code: DevNet public repo N

ASA Collection
Source code: public Github

CSDAC Role
Source code: DevNet public repo

Manage FTD module

HCiscolLive  BRKSEC-2130

Manage FMC Provider

Source code

Manage ASA Provider

Source code

Enable CSDAC in FMC module
Source code

Module to deploy FTD and FMC on AWS
Source code
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https://galaxy.ansible.com/cisco/fmcansible
https://github.com/CiscoDevNet/FMCAnsible
https://galaxy.ansible.com/cisco/asa
https://github.com/ansible-collections/cisco.asa
https://galaxy.ansible.com/cisco/csdac
https://github.com/CiscoDevNet/csdac-ansible
https://github.com/ciscodevnet/FTDAnsible
https://registry.terraform.io/providers/CiscoDevNet/fmc/latest
https://github.com/CiscoDevNet/terraform-provider-fmc
https://github.com/CiscoDevNet/terraform-provider-ciscoasa
https://registry.terraform.io/modules/CiscoDevNet/dynamicobjects/fmc/latest
https://github.com/CiscoDevNet/terraform-fmc-dynamicobjects
https://registry.terraform.io/modules/CiscoDevNet/secure-firewall/aws/latest
https://github.com/CiscoDevNet/terraform-aws-secure-firewall

Secrets Management

- Don’t hardcode in your scripts!
- Better: Use environment variables

- Even better, aka Best: Dedicated secret management tool.

For example: Vault has a Terraform provider

1. Configure AWS secrets in Vault
: 2. Connect to Vault when access to
g M pitisty kEl guils secrets is required.
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Conclusion
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Fill out your session surveys!

.- Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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afran]e _ _
Cc1ScoO The bridge to possible

Thank you
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