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- adam.bragg@cisco.com
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- Enjoys traveling (27 countries, 5 continents
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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 9, 2023.

cisco L{Vp/_/

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2318

BRKSEC-2318

technologies, and features in the Catalyst
9000 Switches.

Kenny Lei >
Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks
Networking (220)
Session Type
Breakout (453)
SHOW 2 MORE ¥

Webex
w Join the Discussion >
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Session Objective

- Target Audience - Security Professionals familiar with Cisco Secure Firewall

Learn about management options for Cisco Secure Firewall

Understand the cloud-delivered Firewall Management Center

Assist in the organization’s cloud adoption journey

Make it easier to manage Firewalls with lower OpEx

Provide simpler management experience of edge firewalls
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- Background and Vision

- Product Overview

- Key Use Cases

- Eventing and Analytics Capabilities
- Integrations

- Next steps

« Cheatsheets
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Background and
Vision
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Cisco Defense Orchestrator

NImie
CISCO.

e
CISCO.

Secure Analytics and
Logging

Defense Orchestrator

Fm———————
v
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Cisco Secure gave FMC wings

I
Ee8 ‘dsce’ SECURE

Firewall Management Center

cisco M./ HCiscolLive  BRKSEC-2318
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Cloud-delivered Firewall Management Center

Cisco ensures
uptime, patching,
and updates.
SOC2!

Same look and Easy brownfield Full SaaS
feel, no learning migration No HW to refresh,
curve for existing Supports up to no rack space, no

users 1000 firewalls utility bill

Secure Firewall
Physical Hardware, Virtual Platforms, and Cloud Platforms!
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Flexibility of Management Consumption

On-prem Hybrid SaaS

: : : Event
@Ud Config Config Analytics Storage )
On-prem Config Analytics CVERE Analytics S
Storage Storage

» Driven by security concerns » Sensitivities around » Cloud-first approach
or regulatory compliance customer data « Technology, startups
* Government, financials  Retail, financials
Increasing customer cloud acceptance i
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Flexibility of Management Consumption

On-prem Hybrid SaaS

: : : Event
@Ud Config Config Analytics Storage )
On-prem Config Analytics CVERE Analytics S
Storage Storage

It is really All About Your USE CASE!!

Increasing customer cloud acceptance i
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Firewall Management Center Options

Flexibility of cloud or on-premises options

Firewall Management CEMer o suss  poicies  oevces  Onocss inegraton ooy O, @ & @ Goosi\samnr C Defense Orchestrator . -

Analysis Policies. Devices Objects. Integration 3 Return Hy Deply G @ & @ namiagar@eiscocomy b
ronto-branch-ftd | © Normal Last 12 hours v
® 6 & 0 0 0 0 0 0 0 0 0 o
® 6 6 0 0 0 & o 0 0 0 0 o
E T e e B =1 — E— —
e ¥, Pyt E -
= = F l reVVa | l Throughput RS r— Connection Statistics
= Connections - AT Translations
5 Management B =
c s . !
= b o ,
: IR e il o il
E Center AV O Mttt e AL W b
®© ® 0 000 0 0 0 0 0 0 0 Process Health G esses  AllProcesses  Disk Usage
» Traffic by Application Risk -x * Traffic by UAL Reputstion -X © 060 000 0 060 00 0 0 ———— Entire Disk Critical Partitions:
sk . (e Reputation e Dt Pie  NGFW Mansoer SF Dsts 5 Tunel SSE Connacter LS
® © 6 0 0 0 0 0 0 0 0 0 o Conmlator
33 ] fEL]
—_— =
e e Ingfer InghwNVolume

Virtual or Hardware Cloud-delivered
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Scalable Event Aggregation On-Premises
and In Cloud

High event scale with long term storage
« External event storage at a massive scale (200K eps), in cloud
or on-premise
» Single unified event interface
* ML-powered behavioral and flow analysis available on events
» Based on Secure Cloud/Network Analytics (Stealthwatch) bl
technology Events

e \

Firewall Management
Center (on-premises or in cloud)
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Licensing & Orderability Example \

CDO Ordering Guide
CDO Platform Licensing
CDO Base (CDO-SEC-SUB Per Tenant

CDO Device License Per
CDO Device License Managed

Device e 2R :::::s
Device Licensing
URL Feature Licenses SAL Ordering Guide

: Per Managed
Premium Support Device using
Basic Support Smart Licensing

Security Analytics and Logging (SAL) J— 8\(;3?||I_ogging

Volume
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Product
Overview
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What Happens Where?

In CDO In cdFEMC
- Device Onboarding - Security Policy Management
- Device Migration - NAT and FTD Platform Settings
- Event Viewing - VPN Management
- Analytics - Smart Licensing
- Dynamic Attribute Connector - Troubleshooting Tools
- User Management - Integrations
- Network Obijects (you can share!) - Network Objects
- Device Inventory - Device Inventory

cisco M-/ #HCiscolLive BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Familiar User Experience

Defense Omhes‘za_"t?(r_‘ e | e o e Analysis Policies Devices Objects Integration *2 Return Home  Deploy Q@ @ &+ @ namiagar@cisco.comv ) SECURE
§ ———
¢ Policies / Intrusion / [ Demo_IPS_Policy Used by: 1 Access Control Policy | 1 Device
Mode  Prevention 1 Base Policy Balanced Security and Connectivity Disabled 38106 Alert 470 Block 8899 Overridden 0 Rewrite 0 Pass 0 Drop 0 Reject 0
Base Policy hnd Group Overrides hnd Recommendations Not in use g Rule Overrides nd
Summary Back To Top
50 items: Filter Rule Group + Rules
_ All rules assigned to current intrusion policy irrespective of rule group
All Rul
Rule Action v ‘Y Search by CVE, SID, Reference Info, or Rule Message
» Browser (6 groups)
47,475 rules Preset Fiters: 470 Alert rules | 8,899 Block rules | 38,106 Disabled rules | 0 Overridden rules | Advanced Filters.
> Server (8 groups) [ @osip Info Rule Action @ Assigned Groups
> Policy (1 group) > [ 128496 3 BROWSER-IE Microsoft Internet Explorer createRange user after f... {n Alert (Default) Browser/Internet Explarer Bw
> Indicator (4 groups) > [ 13247803 BROWSER-IE Microsoft Internet Explorer CSecurityContext use af... { A Alert (Default) Browser/Internet Explarer wm
> Potentially Unwanted lications (3 groups M st et |
Iy e (3 groups) > [ 1324783 BROWSER-IE Microsoft Internet Explorer CSecurityContext use at... | i Alert (Default Browser/Internet Explorer L]
» File (9 groups) )
> 1:26633 [ BROWSER-IE Microsoft Internet Explorer htm| reload loop attempt { A Alert (Default) Browser/Internet Explorer aw
> Malware (S groups) —
> | 1:31622 [ BROWSER-IE Microsoft Internet Explorer onreadystatechange us. . { A Alert (Default) BrowserfInternet Explorer w
> Operating Systems (5 groups)
> O e BROWSER-IE Microsoft Interet Explorer onreadystatechange us.. {A Alert (Default) Browser/Internet Explorer LR
> Protocol (9 groups)
L 1:27766 [ BROWSER-PLUGINS Oracle Java Security Slider feature bypass a.. { A Alert (Default) Browser/Plugins. LR
> | 1:27110 [ EXPLOIT-KIT Blackholev2/Cool exploit kit outbound portable exe... {A Alert (Default) Matware/Exploit Kit L]
> | 1:29165 [ EXPLOIT-KIT CritX exploit kit outbound jar request { A Alert (Default) Malware/Exploit Kit LR

c1sco 'p/_/
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Globally available

Where is cdFMC available?
+ AWS - US West (Oregon)

+ AWS - EU Central (Frankfurt)

- AWS - APJ (Tokyo)

Each Region is Siloed

* No data from one region is copied/stored in
another region

* High Availability/Disaster Recovery per region

» Adhere to GDPR requirements in Europe

cisco L‘V& -/ HCiscolLive  BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Demo: Introduction
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Key Principles
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New Device
Onboarding
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Cloud Assisted Low Touch Provisioning for Physical Devices

Little to no technical
knowledge required
at branch site

Device Auto onboards
upon bootup

Easy

Scalable
No FTD Provisioning
?éle_l'g?fgll)guratlon Cloud Onboarded and

required for Managed using Serial No.

new deployments

cisco M ./ #CiscoLive BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25
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Simple Onboarding Experience

Registration Key based Onboarding

Low Touch Provisioning using S/N

Welcome to Cisco Defense Orchestrator

Inventory & Objects

Connectivity States % Reconnect (1) Configuration States
’ 15 synced o
26 ® oni
S ® oo 8 NotSynced 0]
O Conflict Detected A
Site-to-Site VPN
VPN Tunnel Status Issues
P 02

i= ChangeRequest +  None a

cisco L{{/&_/

——)

Object Issues

Object status Number of ot
| All Objects 2
| B Inconsistent

& Duplicate

| ZUnused

View All Tunnels

Pending Deploy

=

Use CLI Registration Key
Onboard a device using a registration
key generated from CDO and applied

on the device using the Command Line
Interface.
(FTD 7.2+)

=)

Use Serial Number
Use this method for low-touch
provisioning or for onboarding
configured devices using their serial
number.
(FTD 7.2+)

-

M1/1
Management
DHCP Client

‘.:_ E1/1 (Port 1)

Qutside DHCP Client

Cisco Cloud

HCiscolLive  BRKSEC-2318
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Demo: Easy Branch
Provisioning with
cloud-delivered FMC

cisco L{V&/



CDO Orchestrated Provisioning for Public Cloud
Devices

NS

Little to no technical
knowledge required
about public cloud

provisioning Easy

Scalable
Provisioning

Deploys directly to
your cloud instances
inside a CDO created

security container

Device Auto onboards
upon bootup with
pre-configured policies

Microsoft Azure
Amazon Web Services
Google Cloud Platform

cisco M ./ #CiscoLive BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Simple Public Cloud Onboarding Experience

o-red

1 One t|me user and i coo  Onboard FTD Device o Gt
pe rm iSS i O n S = Follow the steps below concel
configuration in the
C | O u d (C D O p rOVi d e S Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device 4

manager will not be available after onbearding, and all existing pelicy configurations will be reset. You will need to reconfigure polices

th e SC ri pt/te m p I ate) @ FirevrvrarH Threat D?fense from CDO after onboarding. Learn more ('

>
@ @ rpe O roMe & = =
. . _ Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
2 . C D O p rovl S | O n S th e odhe > TSI Onboard a deviee Using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for anboarding Depioy an FTD 1o a supported cloud
. on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
FTD into vour Cloud Line meriace. umber
'\J'\"' (FTD 7.0.3+ £7.2¢) (FTD 7.2+)
>

3. CDO auto &
onboards the FTD

P
4. CDO auto deploys
policy and license

Select Cloud Provider

Select Cloud Provider ~

cisco M . HCiscolLive  BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Migrate FTD
Management to
Cloud
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Moving from your FMC to Cloud Delivered FMC is easy!

% Tools & Services > & Dynamic Attributes Connector « CDO Discovers your eXiSting FTD’s
» (CDO Guides you through the
0% Settings > Secure Connectors process

* CDO Error checks to make sure the
FTD is suitable to migrate

» Report that you can export to
confirm the migration

» Rollback allowed for 14 days if you
choose to move back to managing
the device on your own FMC

* Fully supported by the Technical
Assistance Center (TAC)

FMC Health

Migrate FTD to Cloud

cisco W ./ HCiscolLive  BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Easily migrate to Cloud-delivered management (Contd.

Inventory / Migrate FTD to Cloud Q | &% | g | @O | Sy

Migrate FTD to Clou Cancel
Migrat: 2

o Select OnPrem FMC OnPrem FMC: fmc-namiagar.cisco.com

o Select Devices Select FTD device(s) to migrate to cloud from OnPrem FMC and specify an action in bulk or per device. © After completing the migration to cloud process, you have up to 14 days to try CDO as your

FTD manager and commit or revert to OnPrem FMC as your FTD manager.

Q | Name Multi-Device Action  Retain on OnPrem FMC for Analytics - After 14 days have passed, the actions you selected during this process will be automatically
applied to your devices on OnPrem FMC without requiring further action from you. Learn more

j Name Domain Action Please ensure DNS and other required configurations are correct so that the selected FTD(s)
can reach CDO. Learn more

vancouver-branch-ftd Global Retain on OnPrem FMC for Analytics
0 device(s) selected Displaying 1 of 0 results

Migrate FTD to Cloud

o Finish

c1sco 'p/_/
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Logging and Analytics - On Prem/Cloud

alvalu
CI,S:IO Defense Orchestrator

Inventory

Migrate FTD to Cloud

o Select OnPrem FMC

e Select Devices

Analytics

Change Log

Tools & Services

o Finish

Migrate FTD to Cloud

Migrate FTD from OnPrem FMC

OnPrem FMC: fmc-namiagar.cisco.com

Select FTD device(s) to migrate to cloud from OnPrem FMC and specify an action in bulk or per device.

O After col
FTD man
Q Multi-Device Action | Retain on OnPrem FMC for Analytics - After 14
annli%t
Name Domain Action Please
can rea
vancouver-branch-ftd Global

Retain on OnPrem FMC for Analytics -

Retain on OnPrem FMC for Analytics
Delete FTD from OnPrem FMC )

1 device(s) selected

Migrate FTD to Cloud

Displaying 1 of O results

HCiscolLive  BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo: Migrate
Firewall Management
to cloud-delivered
FMC
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Migrate from
ASA, FDM, & 3™
party Firewalls

cisco L{{@/



Firewall Migration Tool - Hosted in CDO!!

FMT in Numbers .

@, @
Migration to cloud-Delivered Firewall Management Center 8
Configuration Optimization &. 47K+ gK : & 5k
+ Identify redundant and shadowed rules and provide users with the following Total Downloads Clrec PRSI
, . . , ustomers
rule options: remove, migrate disabled or migrate fully
« Comprehensive reporting on configuration optimization for access rules and o Q_»r
objects V 93%+ 3‘@ 45
« Streamlining object optimizations: removing un-referenced objects, re-using Device Migration Migration Tool
existing objects and resolving inconsistent objects Success Rate Net Promoter Score

FDM to FMC'migrations

* Consolidation
* Device Refresh

ASA to FTD migration enhancements

* Remote Access VPN: now GA, AnyConnect custom attributes and VPN load
balancing

« Routing: Equal Cost Multi-Path (ECMP), Policy Based Routing (PBR)
» Release/Device Validation: Validated support for release 7.3 and FPR3105
® Hardenlng internal

cisco M - HCiscolLive  BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Firewall Migration Tool

http://cisco.com/go/fmt

More Awesomenesgdigr=

Key Features

* RA VPN

* S2S VPN*

* Multi-Context to Multi-Instance*

» Enablement of L7 Firewalling capabilities

» Selective migration of ACL, NAT, object
reuse

* Pre- & post-migration reports

Bridge groups

Core FW capabilities
» Network, Service & FQDN objects and

Supported Source Configuration
Migration to FMC managed FTD

groups « ASA | Check Point | PAN | Fortinet |
» Access rules, CSM object grouping FP services
« NAT, Static routes, IPv6, wildcard mask* Migration to CDO/FDM managed FTD
» Physical interface, port channels « ASA

(transparent only)

Value-add during migration y
» Configuration optimization
-ID & remove shadow/redundant ACLs
- Selective migration of ACL, NAT, etc.
- Re-use objects, identify ACL count
* Enablement of L7 Firewalling capabilities
* Pre- & post-migration reports

Supported FW capabilities

groups

Network, Service & FQDN objects and

» Access rules, CSM object grouping, NAT
 Static routes, BGP, EIGRP, ECMP, PBR
* |Pv6, wildcard mask*
» Physical interface, port channels
* S2S VPN*, RA VPN*
Supported Sources & Targets

Migration to on-prem / virtual FMC

* ASA | Check Point | Fortinet | PAN |
FDM

Migration to cloud-delivered FMC

* ASA | Check Point | Fortinet | PAN |
FDM

*supported from ASA/FDM only

cisco L{Vp/_/

internal
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http://cisco.com/go/fmt

Migration Assistance Services

Firewall Refresh and Migration Helpdesk

= Ensure successful firewall migrations
with free services delivered through a
24x5 help-desk with global availability

= Configuration migration
* Pre-deployment consultation

» Cutover support

ASA/3M Party to FTD

til SECURE 3%

cisco L{Vp//

Requests submitted by sellers,
partners, & customers

Technical resources enabled
on latest releases and migration
best practices

Available today!
Firewall
Refresh &

Migration
FTD to FTD

FDM to FMC/cdFMC

HCiscolLive  BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Branch
Management

cisco L{{/&/



Managing FTDs in Multiple locations

sl o sl
= ==

FTDs in HA FTD with FTD FTD
Do Dual ISP P I

cisco M . #CiscoLive BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Events and
Analytics Iin the
Cloud

cisco L{{@/



Events and Analytics in the cloud

. FTD sends events to the cloud
- Needs outbound TLS connectivity

- FTD Dashboard with summary data -
and cross launches into the event _
viewer with filters Y

. Unified CDO Event viewer

. all FTD events and ASA logs

. Requires SAL subscription (more info
in ordering guide)

TCP 8305

TCP 443 /

cisco L‘V& ./ #CiscoLive BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



How to enable Cloud Events

il
casco

Orchestrator Firewall Management Center Q A- & @- | Ssconamiagr

Defense namiagar@cisco.com
~ > Firewall Management Center
0. app.L8.600.cle0.00M
Software Version 7.2.0-build 10364

Name Devices Status Last Heartbeat

Firewall Management Center a1 Active 08:52:33 07/05/2022 Actions

& Deployment

Updates

o

Configure Cisco Cloud Events X

Send Events to the Cisco Cloud

Send Intrusion Events to the cloud
a Send File and Malware Events to the cloud

Send Connection Events to the cloud

None

Security Events

[« T

sETaslla

Cancel Save

HCiscolLive  BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



ow to enable SecureX

s’ Defense Orchestrator Settings Q OH-

User Management

@ cisco-dcloud-demo100
namiagar@cisco.com

Jser Language @ These changes affect only the current
Notification Settings English ok
Logging Settings

KU ° ) ken Generate API Token

Connect Tenant to SecureX @ I you already have a SecureX account

and Organization, this option
connecte/dsconnects this CDO account
with SecureX. See Add CDO to SecureX
for more information.

Change Request Tracking @ These changes affect all users on this
See Change Request Management for more informatian tenant.

C»

Settings

Prevent Cisco support from viewing this tenant

Cm

Enable the option to auto-accept device changes @

Default conflict detection interval €@

24 hours -

Enable the option to schedule automatic deployments €
M-

Cisco &. HCiscolLive  BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Event and Analytics in the cloud - How do | launch

Defense Orchestrator

L i i j i - n i I Al
EMC / Devicas | S Firewall Routing Analysis Policies Devices Objects Integration » Return Home Deploy Q @ {} o namiagar@cisco.com~¥ Al SECURE
—— —
toronto-branch-ftd Event Logging
Cisco Firepower Threat Defense for VMware FTD Dashboard

Device Routing Interfaces Inline Sets DHCP VTEP

Weak N o A ST = € " cisco_namiagar _
tseh’ Defense Orchestrato Q ra) = ® namiagar@cisco.com

Cisco Defense Orchestrator © Al dovcesisanices snced

2 Devices & Services ) ) _— J

2 G Syt E viewandn the state of a ’ Cisco Secure Firewall Migration Tool ’

Supports Migrations to Cisco Secure

Firewall Threat Defense

@ 27 Objects 25 Manage ASA Policies The Secure £ ‘
@ Object Issues \"7 Mana: ; ) Y

0 ASA Policies
2 Meraki /| AWS Policies

Cloud-Delivered Firewall Management
Center

Cisco Defense Orchestrator (CDO)

N

Secure Device Connectors

View Settings
@ Unreachable

i r tings and v the platform

cisco 'p//
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New cloud-delivered FTD D

ashboard

FTD Dashboard

chestrator

Overview Threals Network Status

% Last 1 hour B8 Select

Inventory

Network Activity

Access Control Actions

Unhealthy Devices

Top Intrusion Rules

cisco_namiagar
namiagar@cisco.com

90
67.5 Rule Message
45
e | (stream_tcp) reset outside window (129:15:2) 182 e
o 7 2 BROWSER-QTHER HTTP characters prior to... 80 e
2258
/ E PUA-P2P Bittorrent uTP peer request (1:16...  32@
g
67.52 (icmp4) ICMP ping Nmap (116:434:2) 410
90
Analytics 17 0un13:30 17 Jun 13:40 17 Jun 13:50 17 Jun 14:00 BROWSER-IE Microsoft Internet Explorer lo... 12«
LLLL Action Events  Percent Device Name Alerts. PROTOCOL-DNS SPOOF query response wi... 111
¥ Egress H Allow 99%, FTD-4 2 PROTOCOL-SNMP request udp (1:1417:18) 11¢
[ Ingress —
I i M Block 1% Namit-home-1010 2 PROTOCOL-SNMP trap udp (1:1419:18) e
Top Malware Signatures Top Access Control Rules Top Intrusion Attackers Top Malware Senders
Rule Name | Events ~ ,« "
cisco &- HCiscolLive  BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48




O Event Viewer

il Defense Orchestrator Event Logging Q & & O nﬂii‘;‘éf.f!f’ffm' k<
Y  Historical Live @ Q f c & © B i
il fea After 06/24/2022 09:20:33 AM & toronto-branch-ftd
Views  toonto-branch-fid X General X

Date/Time Device Type Event Type Sensor ID Initiator IP Responder P Port Protocol Action Policy =
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.145.72 5.196.214.27 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.247.208 151.101.94.2 443 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.145.72 5.196.214.27 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.247.208 151.101.94.2 443 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.145.72 5.196.214.27 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.48.58 23.63.71.14 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.247.208 151.101.94.2 443 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.247.208 151.101.94.2 443 tep Allow Default Access Control Policy

Settings > Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.48.58 23.63.71.14 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.145.72 5.196.214.27 80 tep Block Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Intrusion toronto-branch-...  5.196.214.27 10.1.145.72 49302 tep Block Demo_IPS_Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.145.72 5.196.214.27 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.145.72 5.196.214.27 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.48.58 23.63.71.14 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.219.246 54.217.251.126 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.145.72 5.196.214.27 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.145.72 5.196.214.27 80 tep Allow Default Access Control Policy
Jun 24, 2022, 9:20:35 AM FTD Connection toronto-branch-...  10.1.145.72 5.196.214.27 80 tep Allow Default Access Control Policy

%= Change Request +  None a

cisco '&/
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Demo: Cloud Eventln
and Analytics
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Events and
Analytics
On-prem
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Events and Analytics on-prem

. FTD sends events to the on-prem FMC
- Needs outbound TLS connectivity

- Familiar dashboard in the On-prem
FMC

. Events are viewed in the on-prem FMC
Event viewer

- Additional Log retention available
through the SAL on-prem integration
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Managing FTDs with on-prem FMC for events

> show managers

Type Manager T
Host 172.17.0.6
Display name 172.17.0.6
Version 7.2.0 (Build 82)
Identifier 19b4c960-fbc8-11ec-90d5-6302fa53238e
Registration Completed
Management type Analytics . . .
Type Manager :
Host cdo-accl0.app.us.cdo.cisco.com On premises FMC for events
Display name cdo-accl0.app.us.cdo.cisco.com
Identifier 9223403f-04aa-40d8-85fb-0£87695e0£5b
[ | [ |
= |
> m -
L] y
FTD
] COIXEER p
m ] [ ]
my 4 [
- F [} |
1} [ |
dEMC sftunnel - -
FTD
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Managing FTDs with on-prem FMC for events

Add Device

l CDO Managed Device

Host:+

[ IP address or hostname

Display Name:
Registration Key:*

Group:

[ None

Advanced
Unique NAT ID:+

I

Transfer Packets is configured in CDO

+ Either host o NAT ID is required| Cancel |

cisco L{Ko//

Firewall Management Center
; : i : : : i il
% Devices / Device Management Overview Analysis Policies Devices Objects Integration Deploy Q @ I @ adminy et oo RE
Deployment History
View By: I Group v |
All(1) ® Error (0) ® Warning (0) Offline (0) ® Normal (1) Deployment Pending (1) ® Upgrade (0) ® Snort 3 (1) @® CDO (1)} & Search Device |
e "‘\
Collapse All™~~~_ _ AN
Se—ao \
e \
\_| Name ~~‘~~~ Model Ver... Chassis Licenses J;cgess Control Auto RbdlIBack
- ~——— olicy \
— \
— \\\‘~~ \
||~ Ungrouped (1) ~‘~~__\ \‘
p .
S .l 1
Seas 1
~~. ]
172.17.04 GIGHE FTDv for Azure 7.2.0 N/A Ssel CDO Managed CDO Managed « ] £
172.17.0.4 - Routed Sso II
~~ ; I
pa \\\\ Il
S S

sftunnel
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|dentity
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Cloud Delivered Dynamic Attributes Connector

. Update policy in real time using

ik Orchesirator Dynamic Attributes Connector Q

attributes from dynamically changing
cloud environments

Dashboard ¢

- Monitoring Dashboard
. Multi-tenant support

. Support for On-Prem and Cloud
Delivered FMC
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Connectivity Flow for AD/ISE

@ cdFMC

Private Network

FTD used as a proxy

cisco M ./ #CiscoLive BRKSEC-2318 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Demo: Identity
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What next ?
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Remember

- FMC now available as a cloud-delivered option
- The same look and feel

- Easy Migration from privately managed FMCs and FDM
- Flexible Management Options

- Faster Feature cadence in cloud-delivered offering

- Consolidate Firewall Management

- Multi-cloud deployments
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Get up and running with CDO and cdFMC

https://getcdo.com

Cisco Defense Orchestrator

Staying on top of security is easier than ever. Cisco Defense Orchestrator helps
you consistently manage policies across your Cisco security products. It is a
cloud-based application that cuts through complexity to save time and keep
your organization protected against the latest threats.

Start your trial and start managing your security environment:

Manage Secure Firewall Threat Defense (FTD)

Manage Secure Firewall ASA

Protect Multicloud Envirenments

and more!

Let’s get started!

1 2 3
Select your region Log in to your existing Cisco Get started with
account or create a Cisco account Cisco Defense Orchestrator

Select Your Region @

[ Please make a selection... - ]

c1sco '@_/
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https://getcdo.com/

Workflow Demo for a Greenfield Customer

o0 cisco.com o ® 8 =
HowloBuy  Patners & login @ ENUS

el
cisco

Products and Services  Soluions  Support  Leam Explore Cisco  Search Q

Join us for Cisco Live 2023

Get a front-row seat for the opening keynote June 6 at 8:30 a.m. PT.

Register now

L9 B = m a

Downloads Certifications Design Guides Training Community Careers

Strong security made simple
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https://getcdo.com/

cisco

SECURE

Participate in UX research after
Cisco Live 2023 Las Vegas!

Sign up today: cs.co/SecurePanel
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Learn about a new CDO integration called

Cisco Multicloud Defense!

Consistently Secure the Multicloud at Any
Scale with Cisco - BRKSEC-2145

Thursday, Jun 89:30 AM - 10:30 AM PDT
Level 3, Palm D
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Resources - Docs @

- Documentation - Service Level Objective doc

. https://docs.defenseorchestrator.com/ . https://www.cisco.com/c/dam/en_us/abou

. https://www.cisco.com/c/en/us/td/docs/se t/doing_business/legal/OfferDescriptions/ci
curity/cdo/cloud-delivered-firewall- sco-defense-orchestrator.pdf

management-center-in-cdo/managing- . Datasheet

firewall-threat-defense-services-with-

cisco-defense-orchestrator.html . https://www.cisco.com/c/en/us/products/c
ollateral/security/defense-

- Track cloud-delivered FMC features orchestrator/datasheet-c78-736847.html
- https://www.cisco.com/c/en/us/td/docs/se . Instant Demo

curity/cdo/whats-new-for-cisco-defense-

orchestrator/feature-highlights-of- - https://getCDO.com << End Customers

2023.html - https://tryCDO.com << Partners/Service
Provider
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Resources - Videos

. Cisco Secure Firewall Channel

- This channel is managed by the Cisco Secure
Technical Marketing Engineering Team. It is
awesome content.

. https://www.youtube.com/@CiscoNetSec

- Full Send Fridays

- This channel is managed by Nic Conroy,
Cisco Technical Solutions Architect. Nic
features weekly quick hits of features of the
Secure Firewall (including management!)

. https://www.youtube.com/@fullsendNic

cisco éd/a_/
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Cloud Delivered FMC (cdFMC) Cheat Sheet

. cdFMC Supports Cisco Secure Firewall (FTD) that are
running version 7.0.3+ and 7.2+ (7.1 is not supported)

- In order to move an FTD being managed by your FMC
to cdFMC, your FMC needs to be running version 7.2+

- The FTD that is being managed by CDO needs to be
able to reach the Internet outbound on TCP 8305. Not
allowing this communication is the number one reason
that FTD onboarding failures happen. Start your
troubleshooting with verifying this traffic.

- TCP 8305 is used by the SFTunnel, which is the
protocol by which the FTD and FMC communicate
with one another

- FTD’s can be managed via their Outside Interface

- Ping system x.x.x.x instead of ping x.x.x.x

cisco L{V&/

#Ciscolive

- Events from the FTD can be sent directly to the

Cisco Cloud (this is called SAL - Security Analytics
and Logging. These events are sent via TCP 443

. Events from the FTD can also be sent to an FMC

that is in your control (on Prem FMC).

- Events can still also be sent to some other

destination as well via syslog. You have options!

- Active Directory/Realms/ISE Communications all

flow throw one of the FTD’s that is in your network,
so policies with Identity are still 100% feasible with
cdFMC

- Network Objects can be shared between your

FTD’s, ASA, & Meraki MX Devices via CDO

Low Touch Provisioning and Easy Provisioning to
the public clouds are all workflows that start with
Onboard - FTD. Use them and save time.
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Cloud Delivered FMC (cdFMC) Cheat Sheet (2 of 3)

Troubleshooting Connectivity Issues from FTD to cdFMC
> ping system cisco.com
> system support diagnostic-cli
> en (no password, just hit enter)
FPR1150# capture capl interface outside real-time match tcp any any eq 8305
Warning: using this option with a slow console connection may result in an excessive amount of non-displayed packets due to performance limitations.

Use ctrl-c to terminate real-time capture

1:19:04:26.021727 72.178.118.98.50257 >35.93.117.27.8305: P 3941217117:3941217147(30) ack 1513720207 win 8680 <nop,nop,timestamp
3092606231 573335002>
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Cloud Delivered FMC (cdFMC) Cheat Sheet (3 of 4)

> show network

Hostname

Domains

DNS Servers

DNS from router
Management port
IPv4 Default route

Gateway

cisco A{V@/

Troubleshooting Connectivity Issues from FTD to cdFMC

: FPR1150.hacksbrain.com

: hacksbrain.com

:208.67.222.222

208.67.220.220

: disabled

: 8305

: data-interfaces

#Ciscolive

BRKSEC-2318
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Cloud Delivered FMC (cdFMC) Cheat Sheet (4 of 4)

Troubleshooting Connectivity Issues from FTD to cdFMC

—————————————————————— [IPv4 J-=-===mmmmmmm
Configuration : Manual

Address :192.168.30.2

Netmask : 255.255.255.0

Gateway 0 169.254.1.1

When using data-interface as the default gateway, 169.254.1.1 is normal and expected. This routes the
management-plane to the data-plane.

Troubleshooting SFTunnel Errors
> expert

> admin@FPR1150:~$ sudo tail -f /ngfw/var/log/messages
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Fill out your session surveys!

.- Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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Cisco

Learning Map

Security

Learn how Cisco Secure Firewall keeps
businesses moving while keeping it secure. They
offer deep visibility using built-in advanced
security features like Cisco Secure IPS and Cisco
Secure Endpoint to detect and stop advanced
threats fast.

cisco M_/

Las Vegas. NV | June 4-8, 2023

.&‘/

START

Monday, June 5 | 9:30 a.m.
BRKSEC-1026
Strengthening the First Line of

Defense using Cisco Secure
Firewall and Cisco Umbrella

Monday, June 5 | 10:30 a.m.
BRKSEC-1138

Security Management from
Anywhere: Cisco Defense
Orchestrator & Security Analytics
and Logging

Tuesday, June 6 | 1:00 p.m.
BRKSEC-3058

Route based VPNs with Cisco
Secure Firewall

Tuesday, June 6 | 2:30 p.m.
BRKSEC-2093
Hardening the Secure Firewall

Tuesday, June 6 | 3:00 p.m.
BRKSEC-3320
Demystifying TLS, QUIC and
Encrypted Visibility Engine on
Secure Firewall

FINISH

HCiscolLive  BRKSEC-2318

Wednesday, June 7 | 1:00 p.m.
BRKSEC-2123

Solving the Segmentation Puzzle!
Secure Workload and Secure
Firewall Integration

Thursday, June 8 | 8:00 a.m.
BRKSEC-2086

Implement Direct Internet Access
with Secure Firewall Threat
Defense

Thursday, June 8 | 8:30 a.m.
BRKSEC-2236

Keeping Up on Network Security
with Cisco Secure Firewall

Thursday, June 8 | 10:30 a.m.
BRKSEC-2828

Secure Firewall in the DC and
Enterprise - Deployment Tips and
New Features

Thursday, June 8 | 1:00 p.m.
BRKSEC-3023

Secure your multi-cloud
infrastructure using Cisco Secure
Firewall Virtual

If you are unable to attend a live session, you can watch it in the On-Demand Library after the event.
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“The one who knows
all the answers has
not been asked all
the questions.”

- Confucius
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Cc1ScoO [The bridge to possible

Thank you
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Cisco Live
Challenge '

My Profile NOT SIGNED IN
Log in to discd
Cisco Live 202

Gamify your Cisco Live experience! S |
Get points for attending this session! - Lo

How:
. Open the Cisco Events App.

Event Info

. Click on 'Cisco Live Challenge’ in the side menu.

. Click on View Your Badges at the top. S it e anired
st Networkine Monday, Jun

. Click the + at the bottom of the screen and scan the QR code: i oo A
The Bridge

and Sustain

Level 2, Ocez

Reaister ‘
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