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Introduction
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Jason Babb

Quick facts!

« TAC Team Lead - Enterprise Routing
and Switching

 Formerly Army

« Loves animals (including Charlie- a
very good boy)

* Enjoys playing music, gardening and
being out in nature
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Nathan Pan
A Little Bit About Myself

=

- Technical Leader in SD-Access
and Enterprise Switching

- 29 years old, 7 years
experience in Cisco TAC

- Problem solver at heart,
passionate about mentoring and
teaching others

- Enjoy spending time playing
piano, working out, and
catching soccer games
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Our Focus

What am | going to get out of this session?
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Embedded
Packet Capture




Embedded Wireshark

Overview
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Embedded Packet Capture

Advantages and Benefits
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Embedded Packet Capture

Limitations and Restrictions
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Embedded Packet Capture

Configuration Steps
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Embedded Packet Capture

Validation and Setup
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Embedded Packet Capture

Viewing Packet Capture Onboard the Switch
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Embedded Packet Capture

Viewing Packet Capture Onboard the Switch

Src: 00:00:04:00:0e:00 (00:00:04:00:0e:00

Src: 172.19.13.1
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Embedded Packet Capture

Viewing Packet Capture Onboard the Switch

Catalyst-9300X-24HX#show monitor capture CAP buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0000 00 01 02 02 aa 01 00 00 04 00 Oe 00 08 00 45 00 ..o eennn. E.
0010 00 2e 00 00 00 40 01 4% 4b cO0 a8 0a 32 cO =28  ...... @..K...2..

0020 00 af ae 00 00 00 00 01 03 04 05 NN+ v vvvenmnenan

0030 06 07 09 0a Ob 0Oc 0d £ 10 11 A N N
Destination MAC Source MAC Source IP Destination IP
0001.0202.2a01 0000.0400.0e00 c0.28.0a.32 = 192.168.10.50 c0.28.0a.01 = 192.168.10.1
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Real World Example

Isolate the Packet Loss

C9300X—24HX C9500-48Y4C

Ten1/0/2 Twel/0/2 Twel/0/1
O — O —— ‘
— Ten1/0/1 10.10.5.1/30 10.10.5.2/30
PC-A VLAN 10: VLAN 20: PC-B
192.168.10.1/24 192.168.20.1/24
192.168.10.50/24 192.168.20.33/24
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Real World Example

Isolate the Packet Loss

C9300X—24HX C9500-48Y4C
e Ten1/0/2 Twel/0/2 L Twel1/0/1
— Ten1/0/1 10.10.5.1/30 10.10.5.2/30 —
PC-A VLAN 10 VLAN 20: PC-B
3 192.168.10.1/24 192.168.20.1/24 192.168.20.33/24

192.168.10.50/24
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Real World Example

Isolate the Packet Loss

C9300X—24HX C9500-48Y4C
e Ten1/0/2 Twel/0/2 B Twel/0/1
— Ten1/0/1 10.10.5.1/30 10.10.5.2/30 —
PC-A VLAN 10: VLAN 20: PC-B
192.168.10.1/24 192.168.20.1/24 192.168.2033/24

192.168.10.50/24
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Real World Example

Isolate the Packet Loss

C9300X—24HX C9500-48Y4C
b — Tenl1/0/2 Twel/0/2 B Twe1/0/1
— Ten1/0/1 10.10.5.1/30 10.10.5.2/30 —
PC-A VLAN 10: VLAN 20: PC-B
192168 10.50/24 192.168.10.1/24 192.168.20.1/24 192.168.20.33/24
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Show Platform
Forward (SPF)




Show Platform Forward (SPF)

Overview
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Show Platform Forward (SPF)

Advantages and Benefits
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Show Platform Forward (SPF)

Limitations and Restrictions
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Show Platform Forward (SPF)

Configuration Steps
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Show Platform Forward (SPF)

View Forwarding Decision
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Show Platform Forward (SPF)

View Forwarding Decision
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Show Platform Forward (SPF)

View Forwarding Decision
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Real World Example

Multicast Packet Loss

C9300X—24HX C9407R C9500-48Y4C
10.10.6.0/30
[N I ) G|§1/0/1 L3N N ) Twej'/O/s [N N )
Ten1/0/1 Ten1/0/3 Gig1/0/2 Twel/0/1
PC-A 192\;;?1?1/24 Py Server-A
192.168.10.10/24 20820 192.168.20.1/24 192.168.20.55/24
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Real World Example

Multicast Packet Loss

C9300X—24HX C9407R C9500-48Y4C
10.10.6.0/30
. Gigl/0/1 . Twel/0/3], .,
—— Ten1/0/1 Ten1/0/3 Gig1/0/2 Twel/0/1 —
PC-A VLAN10: VLAN20: Server-A
152.168.10.1/24 192.168.20.1/24 192.168.20.55/24

192.168.10.10/24
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Real World Example

Multicast Packet Loss

C9300X—24HX C9407R C9500-48Y4C
10.10.6.0/30
LI ) GIEI/O/]- LI ] Twej./o/s LN )
— Ten1/0/1 Ten1/0/3 Gig1/0/2 Twel/0/1 —
PC-A VLAN10: VLANZ20: Server-A

192.168.10.1/24

192.168.10.10/24

cisco M/
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192.168.20.1/24
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Real World Example

Multicast Packet Loss

C9300X—24HX C9407R C9500-48Y4C
10.10.6.0/30
L ] Gigl/o/l L ] TWE1/0/3 [ ]
— Ten1/0/1 Ten1/0/3 Gig1/0/2 Twel/0/1 —
PC-A VLANIO: VLAN20: Server-A
192.168.10.10/24 192.168.10.1/24 192.168.20.1/24 192.168.20.55/24
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Real World Example

Multicast Packet Loss

T

C9300X—24HX C9407R C9500-48Y4C
10.10.6.0/30
[ ] Gigl/o,l L ] TWE1/0/3 [ ]
— Ten1/0/1 Ten1/0/3 Gig1/0/2 Twel/0/1 —
PC-A VLANIO: VLAN20: Server-A
192.168.10.10/24 192.168.10.1/24 192.168.20.1/24 192.168.20.55/24
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Real World Example

Multicast Packet Loss
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Real World Example

Multicast Packet Loss
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Packet State
Vector (PSV)
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Packet State Vector (PSV)

Overview
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Packet State Vector (PSV)

Advantages and Benefits
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Packet State Vector (PSV)

Limitations and Restrictions
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Packet State Vector (PSV)

Configuration Steps
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Packet State Vector (PSV)

View Trigger and Status
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Packet State Vector (PSV)

View Status and Results
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Packet State Vector (PSV)

View Packet
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Packet State Vector (PSV)

View Packet
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Packet State Vector (PSV)

View Packet
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Packet State Vector (PSV)

View Packet
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C9407R 10.10.6.0/30 C9500-48Y4C Firepower 9300

Gigl/o/1) = Twe1/0/3| , | Twe1/0/1 +—
Gig1/0/2 Ethernetl/8 —+—

PC-A VLAN10: VLAN20:
192.168.10.1/24 192.168.20.1/24

192.168.10.66/24

cisco M ./ #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Real World Example

Web Browsing Slowness

C9407R C9500-48Y4C Firepower 9300
10.10.6.0/30
Gigl/o/1f , . Twel/0/3[ Twe1/0/1 N
— Gig1/0/2 Ethernet1/8 —4—
VLAN10: VLAN20:
PC-A 192.168.10.1/24 192.168.20.1/24

192.168.10.66/24
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Real World Example

Web Browsing Slowness

C9407R C9500-48Y4C Firepower 9300
10.10.6.0/30
Gigl/o/1] Twel/0/3| Twel/0/1 B
—— Gig1/0/2 Ethernetl/8 4
VLAN10: VLAN20:
PC-A 192.168.10.1/24 192.168.20.1/24

192.168.10.66/24
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Real World Example

Web Browsing Slowness

C9407R C9500-48Y4C Firepower 9300
10.10.6.0/30
Gigl/0/1] , |\ Twel/o/3[,,, ___ |Twel/0/1 .
— Gigl1/0/2 Ethernetl/8 ——
VLAN10: VLAN20:
PC-A 192.168.10.1/24 192.168.20.1/24

192.168.10.66/24
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Real World Example

Web Browsing Slowness

C9407R C9500-48Y4C Firepower 9300
10.10.6.0/30
Gigl/o/1] Twel/0/3 Twel/0/1 T
— Gigl1/0/2 Ethernetl/8 —+—
VLAN10: VLAN20:
PC-A 192.168.10.1/24 192.168.20.1/24

192.168.10.66/24
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Real World Example

Web Browsing Slowness
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Real World Example

Web Browsing Slowness
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Real World Example

Web Browsing Slowness
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FED PUNJECT
(Punt/Inject)




FED Punject

Overview
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FED Punject

Advantages and Benefits
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FED Punject

Limitations and Restrictions
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FED Punject

Configuration Steps
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FED Punject

Viewing Capture
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FED Punject

Viewing Capture
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Real World Example

Packet Loss

C9300X—24HX C9500-48Y4C

Ten1/0/1

el

ot — | TEN1/0/2 Twel/0/2 [ "m— twe1/o/1
;

PC-A VLAN 10: PC-B

192.168.10.1/24
192.168.10.25/24 VLAN 20: 192.168.20.5/24

192.168.20.1/24

J——
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Real World Example

Packet Loss

C9300X—24HX C9500-48Y4C

Ten1/0/2 Twel/0/2 Twel/0/1

¢ ¢ ¢ =———— b —

Ten1/0/1

——

—

PC-A VLAN 10: PC-B

192.168.10.1/24
192.168.10.25/24 VLAN 20: 192.168.20.5/24

192.168.20.1/24
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Real World Example

Packet Loss

C9300X—24HX

——

PC-A
192.168.10.25/24

cisco [jz/

Ten1/0/1

C9500-48Y4C
Ten1/0/2 Twel/0/2 Twel/0/1
O —

VLAN 10: PC-B

192.168.10.1/24 192.168.20.5/24
VLAN 20:

192.168.20.1/24

#CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

h
™
A



Real World Example

Packet Loss

l C9300X—24HX C9500-48Y4C

Ten1/0/2 Twel/0/2 Twe1/0/1
N — PN —
Ten1/0/1
VLAN 10: pc B
PC-A
192.168.10.1/24
192.168.10.25/24 VLAN 20: 192.168.20.5/24
192.168.20.1/24
c |SC° #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

I
N\




Real World Example

Packet Loss

C9300X—24HX C9500-48Y4C
e s — Ten1/0/2 Twel/0/2 Twel/0/1
— Ten1/0/1 \ S —
PC-A VLAN 10: PC-B
192.168.10.25/24 192#,_13,;,13;!2 4 192.168.20.5/24

192.168.20.1/24
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Real World Example

Packet Loss

C9300X—24HX C9500-48Y4C
. Ten1/0/2 Twel/0/2 Twel/0/1
— Ten1/0/1 S — —
PC-A VLAN 10: PC-B
192.168.10.25/24 192&13’;‘13;;2 4 192.168.20.5/24

192.168.20.1/24

cisco L‘V& ./ #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

68




Real World Example

Packet Loss

C9300X—24HX C9500-48Y4C
. Ten1/0/2 Twel/0/2 Twel/0/1
—— Ten1/0/1 te —
PC-A VLAN 10: PC-B

192.168.10.1/24
192.168.10.25/24 VLAN 20: 192.168.20.5/24

192.168.20.1/24
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Real World Example

Packet Loss

C9300X—24HX C9500-48Y4C
b b — Ten1/0/2 Twel/0/2 Twe1/0/1
— Ten1/0/1 S __
PC-A VLAN 10: PC-B
192.168.10.25/24 192#&,;‘120{'3”2 4 192.168.20.5/24

192.168.20.1/24
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Real World Example

Packet Loss

Sender IP Address is

FFFFFFFFFFFF
0COA8 1464 ! 192.168.20.5

Destination MAC

Target IP Address is Source MAC
(FFFF.FFFF.FFFF)

Ethertype (0x0806) is ARP
192.168.20.100 (0000.0500.0B00) ype ( )

cisco M ./ #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Real World Example

Packet Loss

C9300X—24HX C9500-48Y4C
b b — Ten1/0/2 Twel/0/2 Twe1/0/1
— Ten1/0/1 S __
PC-A VLAN 10: PC-B
192.168.10.25/24 192#&3&120{'3”2 4 192.168.20.5/24

192.168.20.1/24
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Switched Port
Analyzer (SPAN)

Tools




SPAN

Overview
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SPAN

Advantages and Benefits
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SPAN

Variants
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SPAN

Local SPAN

.v—"ﬁ
Traffic Destination i_‘ L"«.

C9300

Traffic Source

Capture Device \

cisco M ./ #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



SPAN

Configuration Steps

C9300 (config) #monitor session 1 source interface tenGigabitEthernet 1/0/1 both
C9300 (config) #monitor session 1 destination interface tel/0/3

cisco M ./ #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



SPAN

Remote SPAN (RSPAN)
P

_-.-i_hl L..

Traffic Destination )

X —

—
{ Layer 2 "« @;

&
T

Capture Device

oo

Remote-SPAN
VLAN

Traffic Source

cisco M ./ #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



SPAN

Configuration Steps

Source Session -
C9300 (config) #vlan 33

C9300 (config-vlan) #remote-span

Destination Session - \
C9300 (config) #vlan 33

C9300 (config-vlan) #remote-span

cisco M . #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



SPAN

Configuration Steps

Source Session -
C9500 (config) #monitor
C9500 (config) #monitor

session
session

source interface twentyFiveGigE 1/0/3 tx
destination remote wvlan 33

Destination Session -
C9300 (config) #monitor
C9300 (config) #fmonitor

session
session

source remote vlan 33
destination interface tenGigabitEthernet 1/0/3

cwcoé&%@/'
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SPAN

Encapsulated Remote SPAN

;—-ﬁ

Traffic Destination .- L"-m

Generic Routing
Encapsulation

Traffic Source Capture Device

cisco M ./ #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 82



SPAN

Configuration Steps

Source Session:

C9300 (config) #monitor session 33 type erspan-source

C9300 (config-mon-erspan-src) #source interface tel/0/2 rx

C9300 (config-mon-erspan-src) #destination

C9300 (config-mon-erspan-src-dst) #erspan-id 33

C9300 (config-mon-erspan-src-dst) #ip address 10.10.10.94

C9300 (config-mon-erspan-src-dst) #origin ip address 10.10.10.93
C9300 (config-mon-erspan-src-dst) #exit

C9300 (config-mon—-erspan-src) #no shutdown

cisco L‘V& . #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 83



SPAN

Configuration Steps

Destination Session:

Catalyst-9400 (config) #monitor session 33 type erspan-destination
Catalyst-9400 (config-mon-erspan-dst) #destination interface Gil/0/24
Catalyst-9400 (config-mon-erspan-dst) #source
Catalyst-9400 (config-mon-erspan-dst-src) #erspan-id 33

(

(

(

Catalyst-9400 (config-mon-erspan-dst-src) #ip address 10.10.10.94
Catalyst-9400 (config-mon-erspan-dst-src) #exit
Catalyst-9400 (config-mon-erspan-dst) #no shutdown

cisco L‘V& . #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 84



SPAN

Filtering - Local SPAN

Catalyst-9300X-24HX#show monitor session 2

Session 2

Type : Local Session
Source VLANs :
Both : 2
Destination Ports : Tel/0/24
Encapsulation : Native
Ingress : Disabled

C9300 (config) #monitor session 2 filter ?

ip Specify IP Access control rules
ipv6e Specify IPv6 Access control rules
mac Specify MAC Access control rules

vlan SPAN filter VLAN

C9300 (config) #monitor session 2 filter ip access-group MY ACL

CIsco L&V&,/ #Ciscolive

BRKTRS-2002
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SPAN

Filtering - RSPAN

C9500#show monitor session 1
Session 1

Type : Remote Source Session
Source Ports :

Both : Twel/0/3
Dest RSPAN VLAN : 33

C9500 (config) #monitor session 1 filter ?

ip Specify IP Access control rules
ipv6 Specify IPv6 Access control rules
mac Specify MAC Access control rules

vlan SPAN filter VLAN

C9500 (config) #monitor session 1 filter mac access-group MY MACL

cisco W ./ #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SPAN

Filtering - ERSPAN

Catalyst-9300X-24HX#show monitor session 33

Session 33

Type
Status
Description
Source Ports
Both
Destination IP Address
MTU
Destination ERSPAN ID
Origin IP Address

ERSPAN Source Session
Admin Enabled
TO-9400

Tel/0/2
10.10.10.94
9000

33
10.10.10.93

cwcoé&h@/

#HCiscoLive  BRKTRS-2002

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

87




SPAN

Filtering - ERSPAN

Catalyst-9300X-24HX (config) #monitor session 33 filter ip access—-group MY ACL

Q

% Please use sub-mode form of CLI to configure this session

Catalyst-9300X-24HX (config) #monitor session 33 type erspan-source
Catalyst-9300X-24HX (config-mon-erspan-src) #?
Monitor sess type erspan source config commands:

description Properties for this session

destination Specify Destination and their properties

exit Exit from monitor erspan source session mode

filter SPAN filter VLAN

header-type ERSPAN header-type for encapsulation. Default is type 2
no Negate a command or set its defaults

shutdown Shutdown this session

source SPAN source Interface/VLAN

Catalyst-9300X-24HX (config-mon-erspan-src) #filter ip access-group MY ACL
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SPAN

Validate

C9300#show monitor session
Session 1

Type

Session 2

Type

Session 33

Type

all | include Session

Remote Destination Session

Local Session

ERSPAN Source Session

C9300#show monitor session
Session 1

Type
Source RSPAN VLAN
Destination Ports
Encapsulation
Ingress

Remote Destination Session
33

Tel/0/7

Native

Disabled

cisco Lz//&/
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SPAN

Validate

Catalyst-9300X-24HX#show monitor session 33 detail

Session 33

Type ERSPAN Source Session
Status Admin Enabled

<snip>

Destination IP Address 10.10.10.94
Destination IPv6 Address None

Destination IP VRF None

MTU 9000

Destination ERSPAN ID 33

Origin IP Address 10.10.10.93

Origin IPv6 Address None

IP QOS PREC 0

IPve Flow Label None

IP TTL 255

IPV6 TTL 255

ERSPAN header-type None
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SPAN

Validate
Catalyst-9300X-24HX#show monitor session ?
<1-66> SPAN
all Show
erspan-destination Show
erspan-source Show
local Show
range Show
remote Show

session number

all SPAN sessions

only Destination ERSPAN sessions
only Source ERSPAN sessions

only Local SPAN sessions

a range of SPAN sessions in the box
only Remote SPAN sessions

cwcoé&h@/

Catalyst-9300X-24HX#show monitor session remote detail

Session 1

Type
Description
Source Ports
RX Only
TX Only
Both
<snip>

Remote Destination Session

None
None
None
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Binary Trace,
TLS Syslog




Event Trace
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Event-Trace

Basics
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Event-Trace

Configure process monitoring

monitor event-trace ?
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Event-Trace

Configure Parameters

event—-trace

critical

event-trace stp critical ?

event-trace stp critical size °?

event-trace stp critical size 1000000
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Event-Trace

Show Results

show monitor event-trace stp critical ?

C9300#show monitor event-trace stp critical all

*May 24 13:08:45.136: STP root bridge changed to 5c¢71.0d4b.1c00 root path cost
20000

*May 24 13:08:45.136: STP port role changed to root for Tel/0/3

*May 24 13:08:45.136: STP port role changed to designated for Tel/0/2

*May 24 13:08:45.136: Superior bpdu received on :Tel/0/3
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Event-Trace

Show Results

show monitor event-trace stp critical instance ?
- Lt ' ?

show monitor event-trace stp critical instance 2
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Binary Tracing
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Binary Tracing

- .

C9300#request platform software trace archive

Creating archive file [flash:C9300 1 RP O trace archive-20230504-143034.tar.gz]
Done with creation of the archive file:

[£1lash:C9300_1 RP 0 trace archive-20230504-143034.tar.gz]

C9300#
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Binary Tracing

C9300#show logging process iosrp
Logging display requested on 2023/05/04 15:11:48 (UTC) for Hostname: [C9300],
Model: [C9300X-24HX], Version: [17.09.01], SN: [FOC263569FP], MD SN: [FOC2641Y2MK]

Displaying logs from the last 0 days, 0 hours, 10 minutes, 0 seconds
executing cmd on chassis 1

Unified Decoder Library Init .. DONE

Found 1 UTF Streams

2023/05/04 15:02:52.151852847 {iosrp RO-0}{1}: [parser cmd] [5160]:

(note) : id= console@console:jason= cmd: ‘show ip route' SUCCESS 2023/05/04 15:01:16.438 UTC

(note) : id= console@console:jason= cmd: ‘show ip ospf neighbors' SUCCESS 2023/05/04 15:01:18.438 UTC
<snip>
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Binary Tracing

C9300#show logging process iosrp to-file flash:iosrp traces.txt
Logging display requested on 2023/05/04 15:31:57 (UTC) for
Hostname: [C9300], Model: [C9300X-24HX], Version: [17.09.01]

Displaying logs from the last 0 days, 0 hours, 10 minutes, 0 seconds
executing cmd on chassis 1
Files being merged in the background, please check [/flash/iosrp traces.txt] output file
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Binary Tracing

Processes of Interest
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Binary Tracing

Setting Trace Level

Warning

sco Lo/ scoli
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Binary Tracing

Setting trace level
debug dotlx all

set platform software trace smd switch active r0 dotlx ?
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Binary Tracing

Example - Determining source of configuration change

- .
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Binary Tracing - Example

C9300#show logging process iosrp reverse | in parser cmd

<snip>: [parser cmd] [5160]: (note): id= console@console:user=
cmd: 'show logging process iosrp | in parser cmd' SUCCESS 2023/05/04 16:07:46.498 UTC
<snip>: [parser cmd] [5160]: (note): id= console@console:user=

cmd: 'end' SUCCESS 2023/05/04 16:07:40.049 UTC

<snip>:[parser cmd] [5160]: (note): id= 10.202.17.186@vty0:user=jason
cmd: 'show inv' SUCCESS 2023/05/04 16:07:32.499 UTC

<snip>: [parser cmd] [5160]: (note): id= 10.202.17.186@vty0:user=jason
cmd: 'sh ver' SUCCESS 2023/05/04 16:07:29.989 UTC

<snip>:[parser cmd] [5160]: (note): id= 10.202.17.182@vty0O:user=nathan
cmd: 'no int vlan 97' SUCCESS 2023/05/04 16:07:17.688 UTC

user=nathan cmd: 'exit' SUCCESS 2023/05/04 16:06:48.205 UTC
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Binary Tracing

Example

.-—-'Fﬁ‘"
~ .

I
N\

Dot1x
Client {Auth Server
o
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Binary Tracing

Example

C9300#set platform software trace =md switch active r0 all-modules debug

C9300#request platform software trace rotate all

<AAA test complete>

C9300#show logging process - to-file flash:smd tracelogs.txt

Logging display requested on 2023/05/04 16:50:56 (UTC) for Hostname:

[C9300], Model: [C9300X-24HX], Version: [17.09.01], SN: [FOC263569FP], MD SN: [FOC2641Y2MK]

Displaying logs from the last 0 days, 0 hours, 10 minutes, 0 seconds
executing cmd on chassis 1
Files being merged in the background, please check [/flash/smd tracelogs.txt] output file

Logging display requested on 2023/05/24 16:54:15 (UTC) for Hostname: [C9300],
Model: [C9300X-24HX], Version: [17.09.01], SN: [FOC263569FP], MD SN: [FOC2641Y2MK]
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Binary Tracing

Example

more flash:smd tracelogs.txt | in 1/0/2
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Binary Tracing

Return trace level to default

set platform software trace smd switch active r0 all-modules notice
show platform software trace level smd switch active r0

* “undebug all” may also be used
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Transport Layer Security (TLS) Syslog

Switch Server

. UDP Port 514

Traditional Syslog Implementation

Switch Server

. TCP (TLS) Port 6514

TLS Syslog Implementation
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Transport Layer Security (TLS) Syslog

Basics




TLS Syslog

Configuration Steps
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TLS Syslog

Configure the Switch for TLS Syslogging

Configure logging profile on the Catalyst Switch:

Catalyst-9400 (config) #logging tls-profile SYSLOG-TLS

Catalyst-9400 (config-tls-profile) #?
TLS configurations for secure syslog connection:

ciphersuite Secure ciphersuite for syslog connection
client-id-trustpoint Trustpoint for syslog client ID certificate
default Set a command to its defaults

exit Exit from TLS profile configuration sub mode
no Negate a command or set its defaults
tls-version TLS version for syslog connection

Catalyst-9400 (config-tls-profile) #tls-version TLSvl.2
Catalyst-9400 (config-tls-profile) #client-id-trustpoint TLS-SYSLOG-TRUSTPOINT

Catalyst-9400 (config-tls-profile) #end
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TLS Syslog

Configuration Steps

logging host 10.10.10.99 transport tls profile SYSLOG-TLS

Catalyst
Switch Server (10.10.10.99)

TCP (TLS) Port 6514

& -

*Certificate Installed *Certificate installed

*TLS-Profile Configured * Supports TLS syslogging
*Logging method defined
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TLS Syslog

Validation

Catalyst-9400#show logging
Syslog logging: enabled
<snip>

Trap logging: level informational, 141 message lines logged
Logging to 10.10.10.99 (tls port 6514, audit disabled,
link down),
0 message lines logged,
0 message lines rate-limited,
0 message lines dropped-by-MD,
xml disabled, sequence number disabled
filtering disabled

Logging Source-Interface: VREF Name:
TLS Profiles:
Profile Name: SYSLOG-TLS
Ciphersuites: Default
Trustpoint: TLS-SYSLOG-TRUSTPOINT
TLS version: TLSv1.2
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Power over Ethernet (PoE)

cisco W ./ #CiscolLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 120



Evolution of PoE Standards
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IEEE 802.3bt - Type 3 and 4

: N
_— PP Sow e D 45w i
. = M y : I | rmm—— . HOYV
\:@A % S0 \:( !-»/; 45W ‘

=

802.3bt (Type 3) 802.3bt (Type 4)

« Cisco Universal Power over Ethernet (UPOE) supports 60W at the PSE
 UPOE+ Supports both type 3 and type 4
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st 9000 UPOE+ Su
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UPOE+

PoE
Lamps

PoE
Display

PoE -

switch PoE Desk
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90W Use Cases

UPOE+
> USB-C power
(laptop charging + data)
N
USB-C

Power + Data

IEEE802.3bt compliant platforms
Catalyst 9400 and 9300 Series*
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90W Use Cases
| Pass-throughPoE ]

Catalyst 9400 1G UPOE®+ 90W line card (C9400-LC-48H)

UPOE+ ’
> - UPOE Pass-through
UPOE | (for extended reach 60W)

Passthrough
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90W Use Cases

Catalyst 9400 UPOE®+ 90W line cards

Catalyst 9300 UPOE®+

IEEE 802.3bt compliant platforms

cisco M . #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 127



PoE Features

* Perpetual PoE provides uninterrupted power to connected PDs while PSE reloads

» Fast PoE allows a switch to provide power before operating system loads

« Features are most often configured together- offers fast recovery after power failure
and continuous power during reloads
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PoE Features

interface TenGigabitEthernetl/0/24
description Building Lighting
switchport access vlan 101
switchport mode access
power inline port perpetual-poe-ha
power inline port poe-ha
end
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PoE Features

interface TenGigabitEthernetl/0/24
description Building Lighting
switchport access vlan 101
switchport mode access
power inline port perpetual-poe-ha
power inline port poe-ha ‘.
end
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PoE Features

« PoE Power Management is available on the C9K family
« By default, PoE interfaces are all given “low” priority
» During power scarcity, PDs are powered down based on the system’s
power-management algorithm
« Assigning priority to critical devices ensures these devices are prioritized
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PoE Features

interface TenGigabitEthernetl/0/22
description CEO Phone Port
switchport access wvlan 101
switchport mode access
power inline port priority high

end ‘.
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PoE Features

» Allows Class 4 PD to receive 30W without any CDP or LLDP negotiation
« Enables Class 4 PD to detect PSE capability to provide 30W
 PD can move up to PoE+ without negotiation

» Otherwise, PD would be allocated 15.4W and rely on negotiation to upscale
to PoE+

cisco La//&/
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PoE Features

interface TenGigabitEthernetl/0/24
description Phone Port

switchport access vlan 101
switchport mode access

power inline port 2-event ‘I
end
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Validation Commands
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Validation Commands
| Classic validatoncwt ]

C9300#show power inline | exclude off
Module Available Used Remaining

(Watts) (Watts) (Watts)
1 525.0 46.2 478.8
Interface Admin Oper Power Device Class Max

(Watts)

Tel/0/41 auto on 15.4 Ieee PD 4 60.0
Tel/0/42 auto on 15.4 Ieee PD 4 60.0
Tel/0/43 auto on 15.4 Ieee PD 4 60.0
Totals 3 on 46.2
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Validation Commands
|UPOE-PLUS validationCLl

C9300#show power inline upoe-plus tel/0/24

Device IEEE Mode - BT

Codes: DS - Dual Signature device, SS - Single Signature device
SP - Single Pairset device
Interface Admin Type Oper-State Power (Watts) Class Device Name
State Alt-A,B Allocated Utilized Alt-A,B
Tel/0/24 auto SS on,off 7.0 3.7 2 IP Phone 8845
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Summary and
Conclusion
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Packet Capture Tools

Usage Guidelines

Utilizes CPU and memory resources. Leverage capture filters/ACLs to
reduce the possibility of inaccurate captures

Embedded Wireshark

Show Platform Forward
(SPF)

Injects dummy packets from CPU to simulate forwarding decision, use
PCAP for simple trigger creation

Packet State Vector (PSV)

Captures one packet a time, with no effect on switch functionality,
triggers can be as generic or specific as needed

Fed Punject

Dedicated CPU capture tool focused on punted/injected packets, not
advised during high CPU situations

SPAN

Provides the ability to mirror traffic locally, across L2 or L3 domain(s).
Local SPAN may result in oversubscription, RSPAN may result in traffic
flooding, ERSPAN requires packet de/encapsulation

cisco W/
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All Cat9000*
Embedded Wireshark ‘ ‘ ‘ Ll Cai pgorts o
only
All Cat9000*
Show Platform Forward gsalgge?igggs)c%oo
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Packet State Vector C9500H and
. e o o @ cocooren
FED Punject ‘ ‘ ‘ ‘ All Cat9000
SPAN/RSPAN/ERSPAN O O ® O All Cat9000
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Overview of Troubleshooting Tools

Summary and Conclusion

- Embedded Wireshark, FED Punject

- Embedded Wireshark

- SPAN/RSPAN/ERSPAN

- Show Platform Forward (SPF), Packet State Vector (PSV)
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Logging

Logging Tools Comparison

Per-process logging. Also set to 'notice' by default. Traces in volatile

Binary Trace memory are readable and exportable to text file. Traces are archived in
binary format to crashinfo directory. Archives are not human readable.

cisco L‘V& ./ #CiscoLive BRKTRS-2002 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 142



PoE

PoE Key Points:

- USB-C charging
- Pass-through
- Daisy-chaining

- Fast PoE
- Perpetual PoE

sco Lo/ scol
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Questions?
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Fill out your session surveys!

.~ Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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 Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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