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Session Objective :

This Session Focuses on :
» Brief Overview of Thousand Eyes platform.

 The Use cases cover some of the challenges faced by a Network
Engineer & how Thousand Eyes could have helped in those situations.

By the end, | hope everyone in this room gets a better understanding of

the how we can use Thousand Eyes in our Troubleshooting approach to
detect and resolve issues way faster than the traditional methods.
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Session Non-Objective :

* We will not cover any ThousandEyes test configurations or deep dive
on them.

* We will not focus on the Installation/Licensing of Thousand Eyes.
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What Is ThousandEyes?

ThousandEyes allows you to visualize any network as if it was your own, quickly surface actionable
insights, and collaborate and solve problems with your partners.
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Why Does It Matter
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Operations Processes Change

IT Assets You Control IT Assets You Don’t Control

[<~]
IFifid] > (e —{fix]
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Correlated Visibility Into ALL Networks
Availability, Performance and Change_

Microsoft

CORE: agent.east.us .—‘—‘T:>.7 / DataCenter

] Office 365

L Enerprise 2 ntemet )
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Thousandkyes Agents
& Dashboard
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The ThousandEyes Platform

7P ®
{%} g:lgsi::PEexrperience _Q_ Modern WAN @( c%\ Employee

i Digital Experience
N U U
Dashboards Visualizations

Reports & Alerts APIs & Integrations

Thousand

Scale Out - Collective - Algorithmic

@ Cloud Agent Enterprise Agent @ Endpoint Agent
External Vantage Points Internal Vantage Points
180+ Cities Around the World

End-user Experience

Enterprise Data Centers, Branch Offices & VPCs End-User Laptops and Desktops

ISP | Broadband | Cloud Provider

Cisco | Docker | JNPR| Linux| MSFT | VMW
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Cloud Agent

Outside-In monitoring

370+ Locations
- Tier 2 and 3 service providers, broadband, cloud
« www.thousandeyes.com/map

*  Commonly for customer/public facing applications

The simplest way to see Global connectivity

-
ooooooooo
Vil

.
ccccc

Cloud Agents World Map
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http://www.thousandeyes.com/map

Enterprise Agent

. . . Business Critical Apps
* Inside-Out monitoring (on-prem)

*  Deployment Options

. . <P
— OVA / Physical Appliance Pay?el
vmware §g VirtualBox 5@ Hyper-V g ’
. Saa Providers
—  Linux Package/NUC/rPI
ubuntu®  @rednal. 4% centos
= ==
— Docker - |

— Cisco ASR1k / ISR4k /CATOK

*  Commonly for internal applications, SaaS
and Site-to-Site

* Get Visibility into all segments of your e Oe— =]
Enterprise Network. it On-prem

Data Center
e Enterprise Agent
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Endpoint Agent

* Last-mile monitoring

* Extends network and service visibility
in a way that is agnostic to the

location of the user
*  Deployment Options ThousandEYES@

- Operating Systems END-USER MONITORING

. &7 \\Nindows 7 / 8/ 8.1/ 10

* woMac OS X' 10.9/10.10/10.11 RUM SCORE  SYNTHETICS _ &LAN _ DASHBOARDS

- - %Ru’

BROWSER EXPERIENCE NETWORK WIRELESS ALERTS &

— Browsers
- @ Google Chrome 41+
- &2 Internet Explorer 11+

*  Gain Visibility from any Employee to
any Application over the network
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Dashboard

The Dashboard page is the starting point when we log in to the ThousandEyes Platform

Tests

12 hours

4

Test Name Test Type Alert Status } Trending {12h) [ Current Values

Microsaf Login U Wy R
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W aVanVa¥tanV; VeV ‘\. ."\""‘ T O L W WL TV TTWTY VT 94.44%
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hitps:f/app.box.com WWM(%W-MN\-”—W%#W 465.35 ms
\/ * 100%
Bt & Web - HTTP Server
hitpa:figithub.com i 221.46 ms
———————— e N S
« 100%
google.com Web - HTTP Server
hitps-iwww.google.com
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Show 10 = 1-50f5 < >
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Dashboard

Quick and easy customizable options provided to build your own Dashboard.

AGENT STATUS

Real.time

REGIONAL RESPONSE TIME OVERALL AVAILABILITY
Web - HTTP Sarver = Response Time + 1 day Wab - HTTP Server = Avaiability « 1 day
n Online 4]

n Offline +

\[§99.35%

IEED
’ 99.96 98.22 999 100 98.61
‘o) - AWS Consale L... Box GitHub google.com Microsoft Login

O
0
O @ OVERALL RESPONSE TIME
Web - HTTP Server — Responsa Time + 1 day
0 0J0 0 0
O All 423,68 ms
10267 467.49 29249
0 0 ) AWS ConsoleL... Box Microsoft Login

o I 11z
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Use case # 1

Application Issues
“Let’s Blame the Network Engineer”
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(4 New Message ] Delete T Archive fg Move [ Flag & Mark Unrea

v Favorites

b Sent

£J Cs-ASR903-AS.. 3601

cisco éd/a_/

Inbox

Today

RE: EXTERNAL: RE: RE: Re: RE:IN59426629 N... 10:44 PM
Hi Nick, Will check and keep you posted on this. Thanks and re...

A A ocommenicrn fam

#Ciscolive
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Data Gathering :

Application url - https://login.microsoftonline.com
Criticality - Severe Impact
Users Affected - All Users
Site Location - Cincinnati Office
Any recent changes in the Network - No
Any other application in same site.. - No
Any other Site having the same issue - No
Engage with one of the User :
* Exact Issue - Operation timed out !
* Past Performance - Not Sure
* Issue Starttime - ~10:40 AM
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Initial Triage :

Edge Device on site is Healthy.

No Drops or anomalies noticed on the device.
Need to involve ISP

Need to Involve Application Team(Microsoft)

Customer Sentiment : ‘

« Customer getting Impatient
* Lot of time Elapsed but no clue on the Root Cause
* Involving ISP or Application Team will cause more delays

cisco L‘V& #CiscoLive BRKXAR-2007 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Initial Triage Report :

No Drops reported on the PE devices
No Global outages
No path changes observed
Issue must be beyond the ISP boundary
e Customer network
*  Application

Customer Sentiments :
Bad to Worse
Looses trust in Mr. U

Demands further escalation to Accounts/Sales
Won’t Involve Application team without further escalation

“Blame The Network Engineer”

HCiscolLive  BRKXAR-2007 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ThousandEyes Changes the Game !l

£ Views Metric Agent

Avallability ~ | Allagents

HTTP Server 24h 7d 14d Average Availability

Time-of-dssue

0300 0930
Target URL

N Showing data from Wed, Mar 31 08:45 - 08:50 -03
https://login. microsoftonline.com

Latest-+t

Map

Details for all 5 agents

Status by Phase
DNS

Connect

8SL

Deployed Agents

Receive

HTTP

B Avaiiable

CIsco

#CiscoLive BRKXAR-2007 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



CIsco

2 Views

HTTP Server

Target URL
hitps:/login.microsoftonline.com

Map

Details for all 5 agents

Status by Phase

DNS
Connect
8sL
SEfg
Receive

HTTP

Metric
Availability

24h 7d 14d

Showing data from Wed, Mar 31 10:45 - 10:50 -03

Errors from 1 agent

Agent
All agents

#CiscoLive

BRKXAR-2007

Average Availability

Latest=+

Reported Location

D Avaitable
B unavailavie
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= Views Metric Acent
Availability r Cincinnati Office - C...

HTTP Server 24h 7d 14d Average Availabilty [l Cincinnati Office - Cat3300

L
1:30
1:30

Target URL

N Showing data from Wed, Mar 31 10:45 - 10:50 -03
hitps:/login.microsoftonline.com

Latest-+

Map

Details for Cincinnati Office - Cat9300

Redirect Time
(No. of
Redirects)

Final URL https:/flogin.microsoftenline.com/

Error SSL Error Details

D) Avaiiable
[ unavailabie

CIsco
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Overview

Target Server
login.microsoftonline.com:443

Table

Q Search...

Agent

Cincinnati Office - Cata300

Comcast-pax-Or-us

Dallas Office - Cato300

Raleigh Office - Cat9300

Comcast-issaquah-wa-us

7d 14d

Agent
Cincinnati Office - C...

Showing data from Wed, Mar 31 10:45 - 10:50 03

Target

login.microsofionline.com:443
20.190.151.67

login.microsofionline.com:443
40.126.28.9

login.microsoftonline com:443
40.126.29.9

login.microsoftonline.com:443
40.126.29.14

login.microsofionline.com:443
40.126.24.148

cisco /4, &_/

Date (-03)

2021-03-31 10:45:31

2021-03-31 10:45:03

2021-03-31 10:45:03

2021-03-31 10:45:03

2021-03-31 10:45:04

#Ciscolive

Packet Loss (%) 4

34.09

BRKXAR-2007

D Average Loss [l Cincinnati Office - Cat9300

Latest-+

Latency (ms) Jitter (ms)

542 504.4
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Metric Agent
Loss ¥ Cincinnati Office - C...

24h 7d 14 B Average Loss [l Cincinnati Office - Cat9300

Ll 71 -
=]

foa0 | ae160-0.icr01.bI20.ntwk.msn.net

Warning: 3 traces terminate here

104.44.22.210

Target Server . ' 104 40.0.0143
login microsafonlne com:443 Showing data from Wed, Mar 31 10:45 - 10:50 -03 Microsoft Corporaton (AS 8075)

Us
Ethemet Bundie

Latest=+

Path Visualization Best Effort (DSCP 0) 0 hog

Showing: Sof 5 Agents v (Show 1selected only) Hide IP Address labels 100% (24 of 24 packets)
Medium

Grouping: Agents by Agent Interfaces by IP Address Destinations by IP Address 1797 ms

Highlighting: ~ Forwarding Loss >10 % ( 1node ) ~  Link Delay > 100 ms ( 1link ) =

Selecting: 1node ~ Info(2) »  Deselect All 2% of all tests

Show only agents using this node

Gincinnai Office - Cat9300 ‘ - o 2019015167

cisco /4, &_/
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Use Case HZ

Asymmetric Routing
“Can we be a little Proactive !II”
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Mr. U - Working on a weekend

Proactive alert - EIGRP Down
between DC & Head Office site
(Bangalore)

Root Cause - ISP link is down.
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HO Site reachable. = Primary Links

G I_O BAI_ IS P (Btocl\I:lL)Jp Links
Branch sites reachable. (10M)
= JR
Situational Awareness sent to — Z N
customer. )
Backup ISP
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= (&3 New Message

~ Favorites

D Sent

@ Deleted Iltems

£J co
3 CsS-ASR903-AS..

3601

1] Delete TJ Archive fa Move

Inbox

Today

= Flag &7 Mark Unrea

Jagbir Singh -X (jagbisin - SYNOPHIC SYSTEMS...
CR (CRQ_POWER_MAINTENANCE) starting/en... 11:08 PM

RE: EXTERNAL: RE: RE: Re: RE: IN59426629 N... 10:44 PM
Hi Nick, Will check and keep you posted on this. Thanks and re...

A :1o5rAdm-oramme@eicern fom

#Ciscolive

BRKXAR-2007

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

34



=== Primary Links
(40M)
Backup Links
10M

= Fncon)wing Packet

* [Initial Triage : GLOBAL ISP Outgoing Packet
» Back up ISP link showing Drops

* Root Cause : Asymmetric routing \
» Missing Distribute list on HO Site - [ /\-\DR ]

» Urgent Change Request raised to fix.

ckup ISP
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' Time spent since the
I no“ T Kunw WH‘“ @ Proactive alert was seen
HAPPENED,

N
s ») $ Customer losing revenue

y 3 e ;
; el W
S v AR "
S 3
P

"WASTUST SITTING HEREBEING
e

Courtesy : Google Images

‘ Waiting for Issue to
Occur

“Can we be a little Proactive”

cisco L{Vp/_/
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ThousandEyes Changes the Game !l

(@ Cloud & Enterprise Agents > Views

Cloud & Enterpri s Current Test Settings [71| Agent Direction

| TEAgent2 TEAgent1 Eoth Directions Run Now

& Save 1) Share

Q, Search...

Agent Settings Selected Tests

3GP Monitors
onitors T

W AverageLoss I TEAgent
Agent To Agent

DNS Server 2 tests Agents

All Agents
et Insights Baidu Recursive Resolver

Test Type

eFeedLink Recursive Resolver
Dashboard: Agent to Agent
DNS Server
Alerts Aprzz
Built-in Labels

Latost
& shared oSt

® Targot Agont

L —

cisco /4, &/
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Current Test Settings [} Agent Direction
TEAgent2 - TEAgent1 Both Directions

= Views Metric
Loss

Overview
Path Visualization

BGP Route Visualization

Run Now ~

W Average Loss [ TEAgenti

Apr 10

Target Agent

Showing data from Fri, Apr 22 00:04 - 00:06 IST (35 minuies ago)
TEAgent2

Path Visualization

‘Showing: 1of1Test ~ 10f1Agent ~ Hide IP Address labels ~

Grouping: Agents by Agent = Interfaces by IP Address ~

Highlighting: ~ Forwarding Loss > 10 % (0 nodes ) ~  Link Delay > 210 ms ( 1link ) ~
Selecting: 1node ~ Deselect Al

Highlig|

© Tereeniz

___~

#Ciscolive

BRKXAR-2007

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

38



Path Visualization

Stowing: Va1 Test + 1ol Agent~  Hide P Adores labels » Highight odes thal malch ll any
Groupng:  Agents by Agent = Interfaces by IP Address
Hitightny: ~ Fomwarding Loss »90% 0 nodes )+ Link Deley > 20 ms {1k »

Seleng 1 node v Deselect Al
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Use Case H3

Chronic Carrier Issues
“Escalate With Proof”
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Chronic Issues :
Soﬁ\mu are allle to

el * Frequent Packet loss issues seen

Il I “ g » Short lived outage of 10-20 mins

o ‘ Intermittently.
v --;-:' « No Record of Past performance of the
J wﬂ o %‘ e link.

* Only proof was Protocol flaps seen on

PlﬂaSB Ie“ IIB the device logs.
Why you; lhml( this
IS a IlBIWOI’l( ISSIIB.

No concrete evidence if it was ISP or
edge device related issue.

Courtesy : Google Images
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Escalation to Carrier:

waran Tast Suiinga 2 Ageet
ThausaneEyss EAPGE Targas Test 4 - ansgens - Funow = @ sme

& views e

= .
Owverview n Td Aad 8 Awerage Lo
[ —— I—‘ H
hd
o e SR ———— ..
[e— FICN—. ]
Snewes  AoinTeste Nok1Agem~ Non sarve = oeiP Admes sosn v Vgt e et e o 5
R S
r—— roser v Lne
Sectes 2 v S
_— O @ -
Comn et [———
TrosE AP s e Bl . e+ | [ @ | B
B Views oid

cisco M_/ #CiscoLive

* (Gather data & Escalate to proper
Stakeholders.

« Test shows the exact time when the
iISsue occurred.

* Convincing ISP was easier with proof.

Permanent Fix

* ISP changed the path in their
NLD(National Long Distance) network.

» More stabler circuit and Happy
Customer ©
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Use case #4

Major Outage
“Correlation becomes easy”
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Major Outage within ISP :

»  Worst Nightmare for Network
Engineers.

* S0 many alerts and so less time !!
« Howdo | correlate ?

* |ssues at site or ISP related ?

Courtesy : Google Images
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Correlation made Easy :

nnnnnnn

| B Target Test 1 showing 100%
packet loss @0930 UTC

s Target Test 2 showing 100%
packet loss @0930 UTC

Tanget server 12 daye ago) ] Lutestn
T Snowing s rom T, D 09230 - DQ4OUTE 12y
Pam Visuaization L] "%
Ssng VoftTest = foftAgents 100t Seres = e P Assrss bes 1ot noses ot 57y
Gooupng Agens by Agent +  itaraces by 1P Addeess « Dustratons by Damain « E
Hnigiang  Fomwarting Losk» 0% (1 ns0a | - Link ey » 20ma (080 | =
Sesdrg  Tnote - W)~ Dusakcil

0 @ nmim
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- vsran

II ® Hocte in Destination Network G forwarding 1022 « Single click shows the number of

FOHPOPE-accglefibernet

varming. 3 worbn roiminate more Tests affected.

IP Address

Prefix g
(AS 16591)

____ e SR L. : :
o v ArEzDser e jm. « Automatic Correlation.
T T —— » Easy to narrow down the issue
G towards ISP from.
Quick Action & RCA
]

Affected Tests using X30BRAOOK * © Issue reported tO ISP & Escalated
Test Name Test Type Account Group
HY2 - BGT - Sify -ICHIP- 30900000«  Agent to Server Netint Dev « RCA: The link aggregation (LAG)
HY2-BGT-Sify- JOEIAQPO0¢  Agent fo Server Net-Int Dev connectivity between provider edge
ThousandEyesEAPQC Test Target 2 Agent to Server Net-Int-Dev Router and Metro aggregatlon
HY2-K1-ST- 30000000 Agent to Server Net-Int-Dev device was fla pping_
HY2 - K1 - Sify I CMP-Xo000000%  Agant to Server Met-Inf-Dav

» Traffic re-routed through alternate

LAG
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' ~ 2 ' Rapid Detection, Isolation &
| l NI \E‘ Response

LY/

R
«’.\ Giving Customer the Global view

L \—

<

Even a small glitch on network
is accounted.

oMk Hit the Bullseye !!
JU/DIDITE -

Courtesy : Google Images
cisco L{Ko//
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Key Takeaways
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Key Takeaways

* What is ThousandEyes ?
*  ThousandEyes allows you to visualize any network as if it was your

own, helps to build an approach and solve network issues with ease.

Why ThousandEyes ?
. Correlated Visibility Into ALL Networks, Availability, Performance and
Change.

* ThousandEyes Platform :
Cloud Agent
*  Enterprise Agent
*  End-Point Agent

 Dashboard :
*  Customizable Widgets to build your own dashboard.

+ Use Cases :
* Let’s Blame the Network Engineer
. Can we be a little Proactive
. Escalate with Proof
*  Correlation becomes Easy

cisco Li%o/‘/
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Q&A
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Fill out your session surveys!

.- Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Challenge for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand

cisco M-/ BRKXAR-2007 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 52


http://www.ciscolive.com/on-demand

afran]e _ _
CcISCO The bridge to possible

Thank you



Cisco Live
Challenge '

My Profile NOT SIGNED IN
Log in to discd
Cisco Live 202

Gamify your Cisco Live experience! S |
Get points for attending this session! - Lo

How:
. Open the Cisco Events App.

Event Info

. Click on 'Cisco Live Challenge’ in the side menu.

. Click on View Your Badges at the top. S it e anired
st Networkine Monday, Jun

. Click the + at the bottom of the screen and scan the QR code: i oo A
The Bridge

and Sustain

Level 2, Ocez

Reaister ‘
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