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Enter your personal notes here

Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click òJoin the Discussionó

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 9, 2023.
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ÅIntroduction

ÅWhy Hybrid Work

ÅReimagining Networks

ÅCisco Devices and Spaces

ÅNetwork Segmentation

ÅConclusion
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òThe only constant in life is change.ó
- Heraclitus

òThe more things change the more they stay the 
same.ó

- Jean- Baptiste Alphonse Karr
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In the case of Hybrid Work this might be a case of

What is old is new again.
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Who remembers AVVID?
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Cisco AVVID

Cisco AVVID is the one enterprise architecture that 
enables a new breed of robust applications, services and 

technologies to help customers enhance their 
competitive edge and reach their e - business goals
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Cisco AVVID: Enabling Internet Business Solutions
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Intelligent Network Classification

Internet
Business

Integration

Internet
Middleware

Layer

Messaging

Contact Center

Voice\Video Call Processing

Collaboration

Video on Demand

Personal Productivity

Policy Management

Content Delivery

Address Management

Security

SLA Management

Clients

Interactive Video
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20+ Years later customers will reimagine 
their networks all over again.

Workspaces

Enhanced Visibility & Management

Secure Collaboration

Secure Access

Technology stack

Anywhere Home Office
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~100% Office

Before

Where work was accomplished
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~100% Home

During

~0% Office

Where work was accomplished
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y% Homex% Office

Where work may be accomplished

After
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z% Hybrid y% Homex% Office

Where work may be accomplished

After
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Work Is Changing. Is Your Network Ready?
People want to be protected, productive, and engaged wherever they choose 
to work

Unified Policy End- point Flexibility Scalability Application experience

Single unified security 
policy based on user 

identity irrespective of 
location

Flexible hardware & 
software client options 
for hybrid workforce

Highly automated 
solution without 

compromising on cost & 
resiliency

Consistent & optimized 
application experience 
(SaaS, IaaS, On- Prem 

Datacenter)

A distributed hybrid workforce needs a network that offers

BRKXAR- 2016 16
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76% of employees want 
flexibility in where they work, 
64% saying the ability work from 
anywhere drives their decision 
to stay at a job.

say that flexibility
improves job 
satisfaction.

88%
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89%

86%

The challenges of hybrid work
are diverse and many

Of importance to global IT leaders:

empowering distributed workforce with 
seamless access to applications and 
high- quality collaborative experiences.

maintaining security, control, and 
governance across user devices, 
networks, clouds, and applications.
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96%

of employees want to 
improve their work 
environments with 
intelligent workplace 
technology.
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Hybrid Work Will 
Require a Hybrid 
Workplace.

òéthis shift has marked 
implications for office design, 
planning and workplace equityñ
or balancing the in- office and 
virtual employee experiences.ó

CBRE
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89% of companies 
have sustainability as 
a strategic initiative, 
yet only 19% have a 
plan

JLL
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How do you move beyond 
ògood enoughó to 
powering hybrid work?
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Dynamic Permanent Mission Critical

Hybrid work is both 
different and harder 
than how we worked 
before
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How Cisco does Hybrid work

15+ Years
of applied experience
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What we have learned

ÅWhat Weõve Learned

Offices are becoming an event - based culture hub

Experiences between home and office must be seamless

Security is more important than ever

Video is key to keep people connected & engaged

òWork from Homeó is non- negotiable

BRKXAR- 2016 25



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Work isnõt a place, itõs an activity

Kitchen Bedroom Home Office

Choose whatõs best for you

BRKXAR- 2016 26
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How did we do it? (With òProject Sweatpantsó)
Pre- provisioned Hybrid Work Bundle with Fully Secured Devices

Powerful
Computing

M1 Pro

Clearest
Sound

4K Video MR44

Wireless 
Access

Cellular Connectivity 
and Backup

Meraki 
MG21E

Wireless
Typing

Comfortable 
Navigation

4K Monitor

MX75

Secure 
Connection

Pre- provisioned

UmbrellaAMPE CMD
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Bridging the gap between home and office

Engaging, purpose - built real estate
While home is the new branch office, the office needs to 
reflect the needs of its occupants and the companyõs brand

Multiple workstyles
Video, messaging, mobile, office or remote

Agile organization
Need to decide, adapt and act with speed and be sustainable

Mobile, distributed workforce
Work from anywhere, at anytime, across teams ð
needs to be a frictionless and equitable experience

Source: Entering the Era of Hybrid Work,
Dimensional Research & Cisco

Expect to be in the office 

10 days or less each month

Want a flexible workstyle

Want changes for a safer office

Hours saved per week by staying 

in hybrid mode vs. coming into 

the office

57%

77%

97%

8
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Hybrid Work Personas ðWhat they care about
ÅStrategic direction and 

management of Real Estate 
portfolio

ÅEnsure RE is tied to enterprise 
goals (hybrid)

ÅEnsure the physical space 
amplifies user experience

ÅSupports line of business 
leaders with their physical 
space needs

ÅManages Facilities, Physical 
Security teams 

ÅAchieve sustainability and net 
zero goals

ÅStrategic direction and 
goal setting related to 
sustainability in line with 
corporate ESG objectives

ÅProvide metrics and 
reporting on sustainability 
goals

ÅSubject Matter Expert 
when lines of business are 
making ESG decision

ÅDrive sustainability 
innovations for products, 
solutions, & operations 
related to all 2 scopes

ÅDevelop and implement the 
people strategy (culture, 
attract and retain, hybrid, 
DEI ...) 

ÅImplement change 
management around hybrid 
and workflow

ÅEnsure employee wellbeing 
& safety

ÅDevelopment of ESG 
Considerations 

ÅSupport Real Estate 
decisions (possible reporting 
structure) 

ÅManage the day - to- day 
aspects related to the 
physical space 

ÅSupport the user 
experience and RTW 
strategy

ÅManage operational costs 
and issues

ÅHandle physical changes 
to the space

ÅUnderstand utilization and 
provide data to Real Estate

ÅManage energy costs

Corporate Real Estate Facilities SustainabilityHuman Resources

ÅDefining and implementing 
the IT strategy

ÅEnforce Sustainability and 
CE requirements set by the 
CSO

ÅAbility to scale operations 
without scaling head count

ÅIT / OT asset management

ÅBYOD Strategy 

ÅSimplifying IT operations 
and systems 

ÅReduce Threat Surfaces

IT
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Hybrid Work Personas ðHow is Cisco Relevant 

ÅRebalance a real estate 
portfolio with more flexible 
use space and real - time 
utilization data

ÅEnergy efficiency and 
optimization with data to 
achieve sustainability goals

ÅTech enabled spaces to 
achieve enterprise goals

ÅFuture ready and 
positioned for agility & 
growth

ÅReduce embodied carbons 
from steel, conduit by using 
PoE instead of regular power

ÅReduce GHG Scopes 2, 
lowering officesõ energy 
consumption

ÅReduce GHG Scopes 3, 
eliminating daily employee 
commuting

ÅReduce GHG Scopes 3 &  
embodied carbons by using 
Cisco products with no paint 
or virgin plastic, take back 
circular economy

ÅAttract / retain talent by 
enabling choice of work 
location

ÅInclusive, secure 
experience regardless of 
location

ÅEase of access to 
applications, technology, 
and spaces

ÅReal- time data on 
workplace health and 
wellness

ÅReal- time space and 
utilization insights

ÅUtilizing output of OT 
network to make informed 
decisions

ÅReport on and maintain 
Well and LEED compliance 

ÅRespond to changing 
business needs faster

ÅEase of Day 2 
maintenance and faster 

ÅEnforce sustainability and 
CE requirements set by the 
CSO

ÅScale operations with 
existing head count

ÅIoT asset visibility and 
automated OT MTTF / 
MTTR

ÅComprehensive MDM 

ÅReduce vendor sprawl and 
desperate systems

ÅReduce threat surfaces

Corporate Real Estate Facilities SustainabilityHuman Resources IT
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Where work will be 
accomplished post pandemic

Complication #1: We donõt really know what the mix of 
work from home, office or anywhere will be

Anywhere Home Office

X% Y% Z% 
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A model for hybrid work

Pre- Pandemic

system:

Centralized

algorithm:

Deterministic

Pandemic

system:

Distributed

algorithm:

Deterministic

Hybrid Work

system:

Distributed

algorithm:

Non- deterministic

Capacity
User Experience
Risk profile
Administration
Observability

Complication #2: Real - time insights to inform a non - deterministic model
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Harvard Business Review
òPandemic Inspired Cloudó

ò59% of business leaders say their organization increased investment 
in new cloud applications, services, and/or infrastructure as a result 
of the Covid - 19.

More than half of respondents say they increased investment in new 
cloud applications, services, or infrastructure; accelerated adoption 
or implementation of already planned cloud investments; or focused 
on new or different use cases for cloud as a result of the crisis.ó
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internetHome
Office

Office

Office

Datacenter
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internetHome
Office

Office

Office

Datacenter

Office

Office
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internetHome
Office

Datacenter

Office

Office

internet

Level 3

Alta Fiber

Hurricane

Cogent

Equinix

This 
meeting 
sucks!

OneDrive 
sucks!

Salesforce 
is slow

BRKXAR- 2016 37
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Hybrid Work requires a modern networké

Campus
SDA/non- SDA Hub/Branch

SD- WAN RA

headend

IOS-XE
SD-WAN

Edge

Remote  
Worker

IaaS
(Cloud DC) SaaS

SD- WAN
Fabric

O
n

 P
re

m
Group / Per User Policy

Unified Fabric and Policy 
experience for site - site and RA

End User Monitoring

Location Analytics

App Visibility & Experience

Internet

Choice of connectivity

Zero Trust, Threat Defence

Network Requirements 
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Hybrid work anywhere

39BRKXAR- 2016

Cafes Hotel rooms

Makes it even more important that secure access to 
resources is a given.

Employees can securely access resources with native 
IPsec or remote client VPNs. 

And IT teams can manage configurations and 
application updates, at scale, from wherever they are.
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Secure Access

Secure Collaboration

Work Anywhere

Duo Access
Cisco Secure 

Endpoint

ThousandEyes
Endpoint Agent

Meraki Systems 
Manager

Webex

Products

Umbrella Cisco AnyConnect

Enhanced Visibility
& Management

Webex Control Hub
Secure

BRKXAR- 2016 40
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Hybrid work at the office

41BRKXAR- 2016

Employee seating Network operations center

Lobby Meeting and training rooms

Employees can see availability, all before leaving 
home. 

Staff can manage access, security, and IoT from the 
cloud. 

Separate guest and corporate Wi - Fi access creates a 
productive and comfortable office environment.
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Work from Office

Enhanced Visibility
& Management

Secure Collaboration

Secure Access

Camera Desk series

Meraki dashboard

Products

Board seriesRoom series

Catalyst 916X Wi - Fi 6ECisco® Catalyst® 9300 UPoE+ switches

Hybrid Work Software

Headsets
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éCatalyst Full Stack helps address those Hybrid Work needs

Campus
SDA/non- SDA Hub/Branch

SD- WAN RA

headend

IOS-XE
SD-WAN

Edge

Remote  
Worker

IaaS
(Cloud DC)

SaaS

SD- WAN
Fabric

Internet

Secure
Å Unified Security policy for both On - Prem & RA 
Å Secure Access
Å Zero Trust

Control
Å Unified fabric
Å On- Prem/Cloud management
Å AIOPS

Analyze
Å Seamless user experience for Return to office
Å Network Visibility
Å Application Experience

Connect
ÅHighly Scalable, Elastic & Distributed deployment
ÅExtend enterprise- grade benefits to Remote 

workforce
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Hybrid work at home

44BRKXAR- 2016

Dedicated home office Kitchen Bedroom

Working from home can mean a separate space with a 
closed door that ensures privacy or itõs a multipurpose 
space shared by others. 

Cisco technologies like the Meraki ZC3 teleworker 
device provides secure connectivity back to the 
network and the Webex headset is perfect for easy 
collaboration.
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Work from Home

Enhanced Visibility
& Management

Secure Collaboration

Secure Access

Meraki Z3C, MX router, MR access point, MG gatewayé CG113, ISR 11xx 

Webex App Headset Camera Webex Desk series

Webex Control Hub Meraki dashboard

Products

Hybrid Work Software

Cisco SD- WAN
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Webex Meraki 
Systems 
Manager

ThousandEyes
Endpoint 

Agent

Umbrella Duo AnyConnectSecure
Endpoint

Hybrid
Workerõs
Devices

Secure

Collaboration, Security, Visibility, and 
Management delivered from the cloud

Enterprise Network 
and Data Centers

Duo Network 
Gateway *

VPN 
Termination **

* Requires Duo Beyond Upgrade
** Requires on - Premises VPN Termination infrastructure
*** Requires Umbrella SIG or Cisco Plus Secure Connect Now

Internet

Work from Home

Work anywhere else

Work from Office

Secure Internet Gateway or 
Cloud VPN termination ***

SaaS Applications

Public Cloud

Private Cloud

Hybrid Work Considerations
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Hybrid Work from Home Options ðInternet Only

Internet

Corporate -
managed 
devices

Home Office with Internet - only and IT visibility
Separate Corporate and Personal Wi - Fi Networks

Personal 
Devices

Corporate -
managed Wi - Fi 
(Internet Only)

Cisco Camera 
and Headset

Customer Internet 
Connection (Cable / 

Fiber / DSL)

Consumer-
grade home 

router / Wi - Fi

Guest 
Devices

Internet

Corporate -
managed 
devices

Home Office with Internet-only and IT visibility
Corporate-managed router / WiFi

Personal 
Devices

Corporate - managed 
SSID (Internet Only)

Customer Internet 
Connection (Cable / 

Fiber / DSL)

Guest 
Devices

Corporate - managed 
Router / Firewall
& Access Point

Employee-
Managed SSID

Additional Access Points 
for coverage (optional)

Cellular
BackupIntegrated

Cellular
Backup

Dedicated 
Collaboration 

Hardware

BRKXAR- 2016 47



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Internet

Hybrid Work from Home Options ðCorporate SD- WAN Extension

Corporate -
managed 
devices

Home Office connected via SD - WAN or SASE 
Separate Corporate and Personal Wi - Fi Networks

Personal 
Devices

Corporate -
managed Wi - Fi

(Extension of 
Corp Network)

Cisco Camera 
and Headset

Customer Internet 
Connection (Cable / 

Fiber / DSL)

Consumer-
grade home 

router / Wi - Fi

Guest 
Devices

SaaS

Corporate -
managed 
devices

Home Office with SD-WAN or SASE and Corporate-
managed router / WiFi

Personal 
Devices

Corporate - managed SSID 
(Extension of Corp Network)

Customer Internet 
Connection (Cable / 

Fiber / DSL)

Guest 
Devices

Corporate - managed 
Router / Firewall
& Access Point

Employee-
Managed SSID

Additional Access Points 
for coverage (optional)

Cellular
BackupIntegrated

Cellular
Backup

Dedicated 
Collaboratio
n Hardware

Middle 
Mile

SD-WAN

Security
Private
Apps Internet

SaaS

Middle Mile

SD-WAN

Security
Private
Apps

Internet

Internet

BRKXAR- 2016 48



Reimaging the 
Workspace



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

The office must be worth the commute
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òThe office is a magnet, 
not a mandate.ó

Chuck Robbins 
President and CEO 
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Smart Building is the 

People

Technology 

Space
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89% 
of companies have sustainability as a 

strategic initiative, yet only 20% have a 

plan.

One of the biggest challenges is data
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Make the invisible 
actionable through data

.... continuous monitoring and performance 
across key IEQ metrics related to air quality, 
water quality, thermal comfort, acoustics, 
lighting and occupant experience. 
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Data Journey 

Export the data
so it can be used 

Users & Facilities 

Structure the data
To make meaningful

Capture the data
From the endpoints

AcquireVisualize

NormalizeConsolidate
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Smart Building Learn Loop

Real Estate Strategy 

Defined Outcomes

Design & 
Construction 

Deployment

Data & Insights

Optimization

BRKXAR- 2016 56



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Real Estate as a 
Strategic Asset

Attract and Retain Talent

Wellbeing

Net Zero Goals 

Space Optimization

Cybersecurity
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The office has a new purpose

Collaboration

Brainstorm

LearnSocialize

BRKXAR- 2016 58
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SocializeConcentrateLearnCollaborate

The return on commute must be worth it
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Secure Collaboration ðSolution
Collaboration solutions to support any workflow 

Webex Room Navigator

Single and multi - screen 
integrated room systems

Webex Room Series Webex Room Panorama SeriesWebex Board Series

Webex Room Phone

Desk Phones

8800 Series 

Headsets

700 Series 500 Series 

USB cameras

Webex Desk Camera 

Purpose- built collaboration for 
the home and office desk

Webex Desk ProWebex Desk

Phones & 
Frontline
Devices

Room 
Devices

Desk & 
Hybrid
Devices

Wireless  & DECT phones

Webex Desk Mini

Conference 
phones

Room controls and 
peripherals

Table and 
Ceiling 

Microphones

300 Series Bang & Olufsen 
Cisco 980

7800 Series 6800 Series 

Video bars and 
collaboration kits

Webex Room Kit Series PTZ Cameras

Wireless IP Phone 8821 Webex Wireless Phone IP DECT 6800 + 
Base Station
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Smart Workplaces supporting Hybrid Work

Secure

Control

Connect

Secure
Å Employee count and proximity monitoring 
Å Contactless Collaboration
Å Single policy for IT/OT ðSegmentation
Å End Point Analytics

Analyze

Control

Å Improve BMS / HVAC efficiency
Å Simply onboard to low - capacity work area 
Å Automate Threat Mitigation

Analyze
Å Asset and Environmental Management
Å Location Analytics and Occupancy monitoring
Å Proximity tracking and warning in the event of exposure 
Å Density threshold Alert

Connect
ÅHigh density Wi- Fi 6 connectivity
ÅReal time occupancy
Å Indoor Navigation
ÅOpen Roaming
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Digitizing your real estate

Air quality
Molex sensors for true air quality/ 
CO2, temperature, humidity, VOC

Cisco Navigator
Temperature, Humidity, VOC 
(volatile organic compounds)

Cisco Wi- Fi access 
points
People count, peopleõs physical location 
to track their journey through the office

Cisco Room devices
People count, Ambient Noise

Shading
Mecho shading sensors for Lux 
level to help maximize daylight and 
manage visual comfort & heat load

Meraki cameras
Floor occupancy
(macro floor plate loading)

Occupancy
Molex sensors for people count

Cisco Smart Workspaces

Smart buildings cloud platform that ingests & 
consolidates the òdata exhaustó from these various 
sensors

Lighting
Low voltage lighting powered by 
PoE can be is both more efficient 
and can easily be powered via 
solar.  
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Smart buildings & automation enable Hybrid Work

Infrastructure 
Converged network integrating IT/OT/IoT

iOS
Software Defined Networking & programmability 

APIs
Integration Standardization 

Applications
Drive building 
operations

Webex Devices
+ convergence at the edge 

Smart building 

Technology layers

Buildings are becoming 
programmable applications 
through a secure, programmable 
IP network infrastructure with API 
driven middleware powered by 
Cisco technology. 
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Our Solutions
Smart 
Workspaces

Make your workspace 

ready for Hybrid Work

ÅEmployee Experience & 

Productivity via Signage

ÅReal- time occupancy and 

environmental monitoring

ÅSpace Utilization Analytics 

Smart 
Operations

Hyper- charge buildings 

with Cloud - powered IoT

ÅIoT Device Onboarding

ÅManagement & Monitoring

ÅApp Center & Device 

Marketplace for BLE use cases

(Asset Tracking, Env. Monitoring)

Smart 
Venues

Personalized visitor experiences 

that are contactless and contextual

ÅSeamless Wi- Fi Onboarding 

ÅVisitor Segmentation

ÅContextual, cross - channel Engagement 

ÅBehavioral Analytics

Cisco Spaces 
Cloud
A fully integrated platform to make 

buildings smarter by leveraging IT 

investments

App Center

Spaces Meta API & Data Out Native Apps

Location Compute

Onboarding & Identity Monitoring & Support

Unified Location Hierarchy

Data Receivers

Spaces Connector

Network Sync

Device Market Place IoT Services

Rich 3D Maps

Location Services

Workspaces Campuses Healthcare Manufacturing Retail Hospitality Venues
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Access all location 
services from a single 
intuitive dashboard

Rapid low touch 
activation

Multi- and single- site 
views for executives 
and property managers

Cisco DNA Spaces

Safe & Intelligent Space UtilizationðSolution
Engage employees across building and shared common spaces
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Building Rich Maps Transform flat floor plans into dynamic, 
interactive & highly intuitive, 3D maps.

Network Map Facility Map

Network maps are infrastructure 
centric and static. Not usable 
for business outcomes.

Cisco Spaces

Cisco Spaces Mapping Engine

Intelligently deconstruct s Facility 
maps and extracts data such as 
meeting rooms, desks, and 
amenities using AI/ ML and 
transforms them into interactive, 
rich maps.

Facilities Maps are built for building 
management and not suitable for 
consumer experiences.  

Facilities 
CAD files
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Cisco Network & Sensors Connect your robust Cisco networking & collaboration products to a seamless 
smart building cloud

Native & Partner Apps , 
Meta API & Data Out

Use cases that make your spaces safe, smart, sustainable and seamless
Multi- sensor & location API designed for high volume data streaming

Rich 3D Indoor Maps & 
Location Metadata

Transform your static floor plans into interactive 3D maps with 
uniform metadata & location context

Sensor Framework & IoT 
Services

Purchase, onboard, monitor and manage pre - validated & integrated multi -
vendor sensors on top of your existing Cisco network

Indoor Location Service s Onboard people & things seamlessly. Understand their presence and 
identity across all your locations

The Cisco Spaces Cloud
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