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How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space
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- Cisco DNA Center Platform

- Jenkins Open-Source
Integration

- Jenkins Pipelines
- Developer Resources

- Summary
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- Cisco DNA Center Platform
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Cisco DNA Center Platform
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Cisco DNA Center Platform Overview
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DNA Center Platform - Overview

= Cisco DNA Center Platform / Overview
Welcome to the Cisco DNA Center Platform. Programmatically access your network through Intent APls, integrate with your preferred IT
systems to create end-to-end solutions and add support for multi-vendor devices.
(- Y )
Bundles Developer Toolkit
Bundles are easy to use feature sets for consuming Intent APIs, Discover APIs to manage your network, configure integration flows
integrations, events and notifications. View all the available bundles, and access network data to analyze, export and visualize complex
enable relevant bundles and customize the configuration preferences reports.
to consume events as per your application(s) or IT system(s) needs.
\ Z\, J
(3 G
Runtime Dashboard Configurations
Get insights into API usage, view events published to IT systems such View and set global or bundle specific settings to manage your
as number of API calls, response time(s), events published, bundles integration configurations and modify event specific settings.
activated etc.
\\ J\ J

Q@ @ L

Notifications

Find

BUNDLE UPDATE

Basic ITSM (ServiceNow) CMDB successfully
configured.

Apr 24 2023, 05:26 pm

View Details | Dismiss

BUNDLE UPDATE

Network Issue Monitor and Enrichment for ITSM (ServiceNow)
successfully configured.

Feb 01 2023, 04:17 pm

View Details | Dismiss

BUNDLE UPDATE

Network Issue Monitor and Enrichment for ITSM (ServiceNow)
successfully configured.

Feb 01 2023, 04:04 pm

Cisco

.&‘/
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DNA Center Platform - Developer Toolkit

= Cisco DNA Center

APIs Integration Flows

Event Notifications

Q, search

ITSM Integration
Know Your Network

Applications

Clients

Compliance

Devices

Issues

Security Advisories

Sensors

Sites

Topology

Users
Operational Tasks

Command Runner

Discovery

File

GET

GET

GET

GET

Platform / Developer Toolkit

Delete Device by Id

Get Module Info by Id

Return PowerSupply/ Fan details
for the Given device

Returns POE interface details for
the device.

Clear Mac-Address table

Get Device list

Get Device Interfaces by specified
range

Review API docs, configure integration

workflows and subscribe to events

Deletes the network device for the given Id

Returns Module info by ‘module id*

Return PowerSupply/ Fan details for the Given
device

Returns POE interface details for the device,
where deviceuuid is mandatory & accepts
comma seperated interface names which is
optional and returns...

Clear mac-address on an individual port. In
request body, operation needs to be specified
as 'ClearMacAddress. In the future more
possible operations will be...

Returns list of network devices based on filter
criteria such as management IP address, mac
address, hostname, etc. You can use the .* in
any value to conduct...

Returns the list of interfaces for the device for
the specified range

Q) Search API

Inetwork-device/S{id}

/network-device/module/${id}

Inetwork-device/${deviceUuid}

/equipment

Inetwork-device/${device
/interface/poe-detail

finterface/S${interfaceUuid}
/operation

/network-device

linterface/network-device
/${deviceld}/S{startindex}
/${recordsToReturn}

Call an API
without writing

Cisco

.&‘/
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Try an API Call

Try " Get Device list" X

Method: Public URL :https://10.93.141.45/dnafintent/api/v1/network-device

PARAMETERS

nse Headers Status Code: 200

QUERY PARAMETERS () Select All

hostname

LO-CN C are (CAT9K_IOSXE), Version 17 1, RELEASE SOFTWARE (fc

(x]

(J managementipAddress

()  macAddress

(J  locationName

"errorCode”:

e “

c1sco '&_/
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Code Preview

Get Device Count

GET https://10.93.141.45/dna/intent/api/v1/network-device/count

Returns the count of network devices based on the filter criteria by management IP address, mac address, hostname and location name

Cisco DevNet API Guide

Code Preview
Generate code in
few programming

languages

Features Responses

Python

Q

token-value’
ation/json’

Node - Request

on("10.93.141.45")

Python
intent/api/vl/network-device/count”)
Ruby

Javascript

jQuery

PHP

cisco M . HCiscolLive  DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



- Jenkins Open-Source
Integration
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Cisco DNA Center DevOps Tools Journey

HAQO

REST
APIs

[

0 —

]

Various home-grown scripts/apps to manage
Complexity and lack of consistency
Limited visibility and reporting
Security concerns

Note:
Network engineer provides:
Configuration details and application files

cisco M . #CiscoLive DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Cisco DNA Center Jenkins Integration

HAQO

Declarative - Abstracted configuration state
Code re-use

Increase compliance, reduce configuration drift
Consistent processes and outcomes

Rich visibility and integrations

AN N NN

Note:
Network engineer provides:

Intent to be used by predefined automation workflows . ) ) .
e Jenkins docs: https://jenkins.io

cisco M . #CiscoLive DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15


https://jenkins.io/

Multi Cisco DNA Center Managed Networks

DAQE

REST
APIs

-

Services
Layer

v" Simplified at-scale network management
v Consistent service delivery across clusters
v Network-wide dashboards

ITSM, Splunk,
Notifications, IPAM,
Custom Integrations

cisco M- #HCiscolLive DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Cisco DNA Center and DevOps Journey

Business-level intent,

-

Service executive dashboards,

) fully customizable

Orchestration integrations with ITSM,

Intent-based assef[ managen_wen_t and

Re-usable networks, automation business applications

Frameworks in one place, across
Centrally managed multiple domains, out-

repos and templates of-box integrations ‘

to accelerate service

Ad-hoc Scripting delivery, and workflow
automations

DAOS

Engineers run scripts
and tools using Cisco
DNA Center APIs and
device APIs

00~ ®
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GitOps for Cisco DNA Center?

| | GitOps uses Git repositories as a single source of
Rouctate.vouei cor [ srmw truth to deliver Infrastructure-as-Code:

filter: device_family

Zﬁii;;;::z flsco Cloud Services Router 1000V ° AUtOmatlonS and Integratlons apps

no snmp-server host 10.93.135.30 version 2c RO » Intent-based configurations documented as code
no snmp-server host 10.93.130.50 version 2c RW

ntp server 171.68.48.78 * Inventories: clients, devices, sites, fabrics

no ntp server 171.68.48.80

project_name: Ansible_Project

template_name: access_switches_logging
filter: role

filter_value: ACCESS

cli_template: |

! Consistency across Cisco DNA Center clusters and
logging host 10.93.141.37 |T teams

logging host 10.93.141.37 transport udp port 8514
1

service timestamps debug datetime localtime
service timestamps log datetime localtime

Enhanced security and visibility, robust role-based
access

HCiscolLive  DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Git Configurations + Inventories

CLI templates and profiles
Network settings

SDA-as-Code
configurations

Services
Layer

Custom events notifications
and subscriptions
Reports and inventory

Compliance

Notes:

Configurations could be CLI templates, profiles, network
settings or YAML/JSON intent configurations - SDA
Enables time travel, changes, reporting

v Simplified at-scale network
management

v Consistent and efficient service
delivery across clusters

cisco M . #CiscoLive DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



What is Jenkins?

Participate and
Contribute!

Jenkins is a community-driven project. We
invite everyone to join us and move it forward.

Any confribution matters: code; “Jenkins is a self-contained, open-
il e g i e R source automation server which can
o N i e b be used to automate all sorts of tasks
hi:,e s related to building, testing, and
delivering or deploying software.

Jenkins can be installed through
native system packages, Docker, or

Continuous Integration and Easy installation Easy configurd .
Continuous Delivery @ Jenkins is a self-contained Java-based Jenkins can be eas even run standalone by any mac hine
As an extensible automation server, Jenkins program, ready to run out-of-the-box, with via its web interfacq H H .

e oselssn Fatagas forWarowe e racOf By sroccinckyen with a Java Runtime Environment

:‘:i::t continuous delivery hub for any other Unix-like operating systems. (J RE) II’] Sta | |ed . ”»
Ref.:

TT) Plugins Extensible Distributed

CLLY With hundreds of plugins in the Update Jenkins can be extended via its plugin Jenkins can easily distributé

Center, Jenkins integrates with practically architecture, providing nearly infinite multiple machines, helping drive builds, tests
every tool in the continuous integration and possibilities for what Jenkins can do. and deployments across multiple platforms
continuous delivery toolchain. faster.

cisco M . HCiscolLive  DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20


https://jenkins.io/

Why Cisco DNA Center and Jenkins?

cisco L{{/&/

#Ciscolive

DEVNET-2151

Jenkins is a self-contained, open-source
automation server which may be used to:

Support network infrastructure
management as Infrastructure-as-Code
Integrate with GitHub for validated and
approved apps

Integrate with GitHub for intent
configurations, profiles and policies

Be the platform used by all network
engineers to run apps and scripts

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Jenkins Docs

> User Documentation Home

User Handbook

User Handbook Overview

Installing Jenkins

Using Jenkins
Pipeline

Blue Ocean

Managing Jenkins

Securing Jenkins

System Administration

Scaling Jenkins

Troubleshooting Jenkins

® Glossary

Tutorials
o Guided Tour
* Jenkins Pipeline
e Using Build Tools

Resources

¢ Pipeline Syntax reference
» Pipeline Steps reference
e LTS Upgrade guides

https://www.jenkins.io/doc/

Jenkins User Documentation

Welcome to the Jenkins user documentation - for people wanting to use Jenkins's existing functionality and plugin

features.

If you want to extend the functionality of Jenkins by de Includes everything you need to know:
Jenkins (developer documentation). How to instal |, upg rade, Configu re
What is Jenkins? How to get started

Jenkins management, credentials and
plugins

Pipeline syntax and tutorials

Security features

Jenkins is a self-contained, open source automation sel
building, testing, and delivering or deploying software.

Jenkins can be installed through native system package
Runtime Environment (JRE) installed.

About this documentation

This documentation begins with a Guided Tour to help you get up and running with Jenkins and introduce you to
Jenkins's main feature, Pipeline.

There are also tutorials geared to developers who want to orchestrate and automate building their project in Jenkins
using Pipeline and Blue Ocean.

If you've never used Jenkins before or have limited Jenkins experience, then the Guided Tour and introductory tutorials
are good places to start.

If you are looking for more detailed information about using Jenkins, please refer to the User Handbook.

cisco L{{/&_/
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Jenkins Dashboard

Jenkins preferences

Dashboard Pipeline stats - health,
number of runs, success
+ Newitem and failure, ...
22 People ( All LabView OpsView + )
& Build History
. . . S w Name 4 Last Success Last Failure Last Duration Fav
© Project Relationship
@ Check File Fingerprint @ I CLI Templates Deployment 1mo 2 days #14 1mo 2days #13 2 min 30 sec >
anage Jenkins & ev Ready mo 11 days mo 11 days min 33 sec
M Jenki [ Dev Read 1mo 1 d #2 1mo 1 d #18 1min 33 >
O My views @ Device Inventory Thri8min  #6 NjA 41 sec >
e Blue O
pen Blue Dcean © GitHub Sync 18hr  #67 NJA 27 sec >
ﬁuild Queue V\ @) GitLab Sync 19hr  #46 N/A 23 sec >
No builds in the queue.
@ Jenkins Sandbox 1mo 11 days #8 1mo 12 days #3 3.4 sec D
Build Executor Status Y @) Jenkinsfile Template NjA NjA N/A >
1 Idie
™ o @ PoE Sustainability 1mo 4 days #56 NJA 16 sec D
e
3 #7 ® O SDA-as-Code 12days  #5 12 days  #2 1 min 19 sec >
Device Inventory (install %]
[ Python
k libraries) )

cisco M . HCiscolLive  DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Jenkins Dashboard - Views

Gabriel Zapodeanu ¥ [5* log out

Dashboard > OpsView
+  New Item Z add description 2
Manage your Jenkins
22, People All LabView OpsView + - o - . .
projects/pipelines using views
B Build History
@ it view s w Name & Last Success Last Failure Last Duration Fav
W Delete View @ & CLI Templates Deployment 20days  #14 20days  #13 2min 30 sec >
@ Project Relationship ® Device Inventory 24 days  #4 N ®
Jenkir a
@@ Check File Fingerprint ® GitHub Syne 18hr #54 N
Dashboard LabView
Manage Jenkins
® 9 (@) GitLab Sync Bhr #34 N
By views + Mewltem # add description
y View:
® PoE Sustainability 22days  #56 M 2 people ( Al LsbView  Opsview  + )
(@) Open Blue Ocean
(@) ) SDA-as-Code 3IminOsec #5 24 B BuidHistory
Build Queue - @ Edit View s w Name 4 Last Success Last Failure . Fav
liil Delete View ©) Clsco ONA Conter Jonking 19days  #1 NjA 38 sec >
@ Project Relationship
® O Dev Ready 2 ";21 day 'Bff':s 1 min 33 sec >
i Check File Fingerprint
- 2mo 1 day .
@ Manage Jenkins @) Jenkins Sandbox = NjA 3.4 sec (>
O My views (@] Jenkinsfile Template NiA NiA N/ >
@ Open Blue Ocean
lcon: § ML Icon legend R Atom feed for all R\ Atom feed for failures R Atom feed for just latest builds.
Build Queue v

c1sco '@_/
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- Jenkins Pipelines
- How to Build a Pipeline

DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Running an Automation Workflow Note:

- Create and activate a new Python
virtual environment, or a Docker
container

- Clone, or pull, code from Version
Control Platforms (GitHub or GitLab)

- Install or upgrade Python Libraries,
example: Cisco DNA Center SDK

- Provide the required params
- Run the application

cisco W./ HCiscolLive  DEVNET-2151

We do this every time we start
development or run the app

0 < g
-
/

Runbook environments drift between

developers, using different libraries and
code versions

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Jenkins Pipeline Build

Note:
All steps are completely automated

- Create a Docker container

- Clone, or pull, code from Version
Control Platforms, GitHub or GitLab

- Install or upgrade Python Libraries -
Cisco DNA Center SDK

- Provide the required params, or pull
them from Version Control

. Run the app“cation Runbook environments identical, always

using the latest code versions and libraries

Rich scheduling/triggering options

cisco W . HCiscolLive  DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Create a Basic Pipeline

Gabriel Zapodeanu ¥ [5* log out

Dashboard LabView
G Zapodeanu log out
Dashboard LabWiew
o .

22 People All LabView OpsView +
@ Build History Enter an item name

" S w Name 4 Li
@ Edit View Cisco DNA Center Jenkins Sandbox

C } Required field
W Delete View ® Dev Ready 1
@) Project Relationship @ Jenkins Sandbox 1 Al Freestyle project
This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be
. even used for something other than software build
i@ Check File Fingerprint @) Jenkinsfile Template N
o Pipeline
@ Manage Jenkins y Orehestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly known as
workflows) and/or organizing complex activities that da not easily fit in free-style job type.
H lcon s M L . - - .
O My views Multi-configuration project
# suitable for projects that need a large number of different configuratians, such as testing on multiple environments, platform-
w=» Open Blue Ocean ‘specific builds, etc
E, Folder bntainer that stores nested items in it, U4

Creates a container that stores nested items in it. Useful for arouping things toge

ke view, which is Just a filter a foider parate namespace, 0 you can have mu N d t f g |
e ame and type of pipeline

Multibranch Pipeline

Creates a set of Pipeline projects according to detected branches in ane SCM repository

Organization Folder

Creates a set of multibranch project sublolders by scanning for repositories

If you want to create a new item from other existing, you can use this option:

J Copy from
Jenkins Sandbox NO te..
Optional, copy from existing pipeline

Add ta current view (

HCiscolLive  DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28
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Create a Basic Pipeline L el peine sort

Docker image Python latest

Dashboard ~ LabView Cisco DNA Center Jenkins Sandbox > Configuration
Definition
Configure Pipeline script .
83 General Seript  ?
ﬁ Advanced Project Options ’ :- ;gmf \ [m
4~ { docker -
@ Pipeline ; { o pytnontatest’ [ SeleCt a DOCker |mage ]
. 9« options { <
n rCaveistmes 15, anbs CMDUTES')
Notes: S
. . . . . 14~ stage ('Build Python Environment’) { :
1. Jenkinsfile is a text file representing the L e [ Configure Stages and Steps ]
definition of a pipeline. It includes multiple ;|
stages and steps. -
1 ° ES e § "\n\nCisco DNA Center Jenkins Sandbox end’ - PR
2. Steps may be constructed using: 5[ ns s [ Define the post activities ]
e Shell commands ) !
* Run code developed using the —
Python SDK, Ansible or Terraform Use Groovy Sandbox ?
» Jenkins Plugins
.
cisco L‘V& -/ #HCiscolLive DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Build the Basic Pipeline

Jen
Dashboard  Labview
2 Jenkins
B status

Dashboard LabView

B status

<[> Changes

@) Configure

fii Delete Pipeline

Q, Full Stage View

w Open Blue Ocean
/ Rename

(@ Pipeline Syntax

Build History

No builds:

Cisca DNA Center Jenkins Sandbox

<[> Changes

Cisco DNA Center Jenkins Sandbox > 1

@ Console Output

Pipeline Cisco DNA Center Jenkins Sandbox (

Console Output

) Started by user Gabriel Zapodeanu

Cisco DNA Center Basic Pipeline

2

® Jenkins

Delete build '#1'

B view as plain text

Edit Build Information

Running on Jenkins In fvarfiib/jenkinsfworkspace/Clsco DNA Centar Jenkins Sandbox

+ dacker inspect -1 . pythanilatest

Jenkins does not seem 1o be running inside a container
§ docker run -t -d ~u 130:137 -w "jvarlib/jenkins/workspace/Cisco DNA Center Jenkins Sandbox” -v

fienkir DA Genter Jankins Sandbs " -y “fvar/libijankis DNA Center Janki DA
Center Jenkins Sandbax@impirw,z” -& * -

mnrrss g avvsssar g wemavens g

DA Center Jenkins Sandbos:fvar

e S * python:latest cat

§ docker top 35aeasb3dcd] 4. 171e8e -20 pid,comm

‘Timeout set 1o expire in 15 min

w Open Blue Ocean
&) Restart from Stage
Dashboard LabView Cisco DNA Center Jenkins Sandbox
&> Replay
No -
i= Pipeline Steps
B status Pipeline Cisco DNA
5 Workspaces
Perl <> changes
Cisco DNA Center Basic Pipeline
Build Now
Configure

r
Stage View

Delete Pipeline

0B ® v

Full Stage View

CIsco

.&‘/

Open Blue Ocean Build Python

(1

Declarati

Post Actions

Note:

The console view is very valuable to
view all details of the pipeline execution,
specially when troubleshooting

Environment
£ Rename .
Average stage times: 73ms 57ms
- (Average full run time: ~3s)
(@ Pipeline Syntax
oy 02 !
Build History trend ~ 20:07
Q "
Permalinks
@ s May 2, 2023, 8:07 PM
3 Atom feed forall ™\ Atom feed for failures
HCiscolLive  DEVNET-2151
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Pipeline Configuration

- Adding Stages/Steps

Configure

@3 General

JQ Advanced Project Options

rﬂ Pipeline

Dashboard GitHub Sync Configuration

~ pipeline {

agent
{ docker
{&=;
}

environment {E&=B}

options {E}

stages {
stage ('Environment variables') {
steps {EEB}
stage ('Build Python Environment') {
steps {EED}
stage ('Pull or Clone the source code') {
steps {EED}
stage ('Install Python libraries') {
steps {E=B}
stage ('Execute Python application') {
steps {EEB}
}
}
post {
always {&=3}

}

Jenkinsfile Declarative Pipeline

We need to include all tasks to
build the environment running

the automation workflow:
» Pull or clone code
Install libraries
Run the app

cisco L{V&/

HCiscolLive  DEVNET-2151
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Clone or Pull Code from GitHub

Configure your GitHub Personal Access Token

Dashboard Manage Jenkins
Rl Manage Jenkins
&2, People
Buld History System Configuration
@ Project Relaticnship
G Confiaure System
@ Check File Fingerprint Configure global settings and paths.
{83 Manage Jenkins
O My views ¢ Managa Nodss and Clouds
@ OpenBiue Geaan Add, remove, control and monitor the
various nodes that Jenkins runs jobs on
Build Queue v
Mo builds in the queve. Security
Build Executor Status ~ @ Confiaure Global Securkry
™ Secure Jenkins; define who s allowed ta
.
accessfuse the system.
2 icte
3 Idle Manage Users

3

Createjdelete/modify users that can log

Global Tool Configuration
Configure tools, their locations and

automatic installers

Manage Credentials
Configure credentials

I8}

In-process Script Approval

Allows a Jenkins administrator to review
proposed scripts (written e.g. in Graovy)
which run insicle the Jenkins process and

Dashboard Manage Jenkins Credentisls System Global credentials (unrestricted)
Global credentials (unrestricted)
Man; Credentials that should be avalable irespective of domain specification to requirements matching.
Add [0} Name. Kind Description
that

GITHUB_TOKEN GitHub token

enk
ﬁ
2 omn_roken

GitLab token

Secret text

GitHub token &
GitLab token P

Secret text

lkan: 8 ML

‘Configure Credential Providers

Configure the credential providers and

types Pipeline

Definition

» Can not be copied from a Jenkins instance 17

Cisco

Pipeline script

Script  ?
10
1- environment {
12 REPO_NAME = 'dnacenter_github_integration’
. - TTOE=USER =—ropUTTT =
L 14 GITHUB_TOKEN = credentials("GITHUB_TOKEN") )
16 PYTHON_APP_NAME - ‘dnacenter_github_sync.py"
HOME = “${WORKSPACE}"
18 ¥
19
20-  options {

#Ciscolive

DEVNET-2151
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Clone or Pull Code from GitHub Pipeline Script:
Pipeline Stages and Steps

2. Pull or Clone app code and
\_ bparams files

Dashboard GitHub Sync Configuration

- Pipeline
Configure i

Definition

@ General S 1 -
Pipeline script

f-" Advanced Project Options

r,y Pipeline

Script  ?
a8 3
(39 ¥ -
40~ stage ('Pull or Clone the source code') {
41~ steps {
42~ withEnv(["HOME=${env. WORKSPACE}"]) {
43~ script {
44 - if (fileExists(REPO_name)) {
45 echo('\n\nPull code from GitHub:. p— . <9
46~ dir(REPO_NAME) {
47 sh 'git pull --ff-only https://' + GITHUB_USERNAME + ':' + GITHUB_TOKEN + '8github.com/cisco-en-p
48 }
49 }
50~ if (! fileExists(REPO_NAME)) {
51 echo('\n\nClone code from GitHub:... - e -l
52 sh 'git clone https://' + GITHUB_USERNAME + ':' + GITHUB_TOKEN + '@github.com/cisco-en-programmabilit
53 }
54 }
55 }
56 }

» Verify if source code exists

Use Groovy Sandbox  ?

and pull or clone code from
Pipeline Syntax G itH u b

cisco M./ HCiscolLive  DEVNET-2151
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Install Python Libraries

Use "requirements.txt”, Included with the Repo

Pipeline Script:

3. Install all required libraries

Definition

Pipeline script

and verif
A\ i Y,

w1

Script ?
49 }
50 ~ if (!fileExists(REPO_NAME)) {
51 echo('\n\nClone code from GitHub:..................... .
52 sh 'git clone https://" + GITHUB_USERNAME + ':' + GITHUB_TOKEN + '@github.com/cisco-en-programmabilii
53 }
54 }
55 }
[~ }
= s? }
58~ stage ('Install Python libraries') {
59 - steps {
60 ~ withEnv(["HOME=${env WORKSPACEY"1) {
61 L sh "pip install -r " + REPO_NAME + '/requirements.txt --no-warn-script-location’ )
62 echo("\m\nVerify Python version and Libraries:. 00000000 T TE—— -
63 sh 'python --version'
64 sh 'pip3 list'
65 echo('\m\nVerify Application Files:.......... .. oiiiiiiniianennn.. )
66 sh 'ls ' + REPO_NAME + '/'
67 }
\ 6§ 1 }

» Verify Python version, modules

HCiscolLive  DEVNET-2151
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Automation Workflow Run
Shell Commands to Execute Python App

Dashboard > GitHub Sync > Configuration

Definition

Configure Pipeline script

E@} General Script  ?

61
JQ Advanced Project Options 62

63

i ali 64

r,JJ Pipeline &5
66

67

23

sh 'pip install -r ' + REPO_NAME + '/requirements.txt --no-warn-script-location’

echo('\n\nVerify Python version and Libraries:
sh 'python --version'
sh 'pip3 list’
echo('\n\nVerify Application Files:...........ovvveieineiinneiin®)
sh 'ls ' + REPO_NAME + '/'
}
L

Pipeline Script:
1. Selecting the Agent -
Docker image Python latest
Pull or Clone app code
3. Install all required libraries
and verify
4, Application run
5. Post tasks - destroy
container, clean up files,

=

create reports
L P J

A
70~
71~
72
73~
74
75
76+
77
78
79
80
81
82
83
84
85 -
86~
87
83
89

au 1

stage ('Execute Python application') {
steps {
echo("\n\nApp " + PIPELINE_NAME + ' run:.............ccoiiviennneenna.')
withEnv(["HOME=$ {env .WORKSPACE}"]) {
echo("\n\nVerify Working Path:..............................")

oud
dir(REPO_NAME) {

sh 'python3 ' + PYTHON_APP_NAME
"

}

}
1

}

post {
always {
echo '\n\nlenkins ' + PIPELINE_NAME + ' build end"
H
v,

Optional post tasks

21

cisco L{V&/
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Jenkins Pipeline Template

Dashbuar{ > Jenkinsfile Template /J Configuration

Configure

€§3 General

jg Advanced Project Options

@ Pipeline

You may use the
“Jenkinsfile Template”
to start building your
pipelines.

Easy to get started in
few simple steps!

w

£y
( 2~ pipeline {

agent
{ docker
{
reuseNode true
image 'python:latest’
args '--name DEV -v $HOME/DockerFiles:/root/DockerFiles
}
}

environment {
JENKINS_REPO_NAME = 'GitHub repo'
GITHUB_USERNAME = 'your GitHub user Id'
GITHUB_TOKEN = credentials('GITHUB_TOKEN')
PIPELINE_NAME = 'Pipeline name'
PYTHON_APP_NAME = 'python_app.py'
HOME = "${WORKSPACE}"

u root:sudo’

}
options {
skipStagesAfterUnstable()
timeout(time: 15, unit: 'MINUTES')
}
stages {

stage ('Environment variables') {GES}

stage ('Build Python Environment') {@=B}
stage ('Pull or Clone the source code') {EEB}
stage ('Install Python libraries') {EEB}
stage ('Execute Python application') {EEB}
stage ('Output folder content') {EE}

}
post {
always {
echo '"\n\nJenkins ' + PIPELINE_NAME + ' build end'
}
}

. Usmg typical stages and steps:
Git pull or clone the source
code from GitHub
Verification for every
stage/step
Execute the application
Create reports/outputs

HCiscolLive  DEVNET-2151

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



- Jenkins Pipelines

- Device Inventory
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Device Inventory Pipeline

Runs on a schedule, every 15 minutes
Will collect the Cisco DNA Center device
inventory

Push the inventory files to GitHub
Always up-to-date rich inventory data
may be used by other automations tools

Dashboard > OpsView > and platforms
It includes device and AP inventories,
+ Newitem software non-compliant devices list,
82 People Al LabView Opsview + formatted as JSON and YAML files
B Build History
@ Edit View S w Name & Last Success Last Failure Iﬁ?frtation Fav
@] Delete View CLI Templates 1mo 22 days 1 mo 22 days .
@ S Deployment #14 "3 2 min 30 sec >
@ Project Relationship )
® & Device Inventory 7 min 29 sec 2hr17min  #21 48 sec >
@ Check File Fingerprint #24
3} Manage Jenkins ©@ GitHub Sync 21hr  #87 N/A 28 sec >
D My Views @ GitLab Sync 21hr  #67 N/A 23 sec D
o)
') Open Blue Ocean ©) POE Sustainability ! ";;:4 days N/A 16 sec [
TIEED M ® SDA-as-Code Tmo2days #5 N/A 1min 19 sec >
No builds in the queue.

cisco L{{/&_/
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Device Inventory Pipeline
Schedule

Jenkins triggers:

Dashboard > OpsView > Devicelnventory > Configuration

Trigger builds remotely
. e (API call)
Configure Build Trigg Periodically
GitHub actions

After another build is
Schedule ? finished
 Pipeline

HAS *+*+

Build after other projects are built  ?
£§] General

Build periodically 7
f’ Advanced Project Options

ry *
General Build Triggers Advanced Project Options Pipeline
Would last have run at Monday, May 22, 2023 at 6:59:10 PM Pacific Daylight Time; would next ru

N & Build periodically ?
Pacific Daylight Time

Schedule ?
GitHub Branches HAS ==
GitHub Pull Requests  ?
GitHub hook trigger for GITScm polling  ? Would last have run at Tuesday, June 7, 2022 at 3:14:03 PM Pacific Daylight Time; would next run at Tuesday, June 7, 2022 at 3:29:03 PM Pacific
Daylight Time.
PollSCM ?
This field follows the syntax of cron (with minor ). , each line ts of 5 fields by TAB or
Quiet period  ? MINUTE HOUR DOM MONTH DOW
MINUTE Minutes within the hour (0-59)
Trigger builds remotely (e.g., from scripts) ? HOUR  The hour of the day (0-23)

DOM  The day of the month (1-31)
MONTH The month (1-12)

DOW  The day of the week (0-7) where 0 and 7 are Sunday.
To specify muitiple values for one field, the following operators are available. In the order of precedence,

NO te ; = = specifies all valid values

« M-N specifies a range of values

This build Will run every 7 5 minutes = M-N/X or =/X steps by intervals of X through the specified range or whole valid range

« A,B,...,Z enumerates multiple values

To allow periodically scheduled tasks to produce even load on the system, the symbol H (for “hash”) should be used wherever possible. For
example, using@ @ = * * for a dozen daily jobs will cause a large spike at midnight. In contrast, usingH H = * * would still execute each job
once a day, but not all at the same time, better using limited resources.

The H symbol can be used with a range. For example, H H(8-7) = + = means some time between 12:00 AM (midnight) to 7:59 AM. You can also

use step intervals with H, with or without ranges.
Cisco (4 /
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Device Inventory Pipeline

Configuration - Copy and Update from Jenkins Pipeline Template

Dashboard > OpsView > DeviceInventory > Configuration

Script 7
Configure 1
2~ pipeline {
4 agent
€§3 General 5. { docker
6 { image 'python:latest' }
&2 Advanced Project Options ; ¥
9- environment {
rﬂ Pipeline 10 JENKINS_REPO_NAME = '"dnacenter_jenkins_automations'
11 GITHUB_USERNAME = "gzapodea"
12 GITHUB_TOKEN = credentials(’GITHUB_TOKEN')
13 PIPELINE_NAME = 'Device Inventory'
14 PYTHON_APP_NAME = "device_inventory.py' q q e
15 HOME = "${WORKSPACE}" Pipeline Template updated with:
16 3 .
17 Docker image
18~ options { 3
19 skipStagesAfterUnstable() GItHUb repo’ username
20 timeout(time: 15, unit: 'MINUTES') Plpellne and app names
21 }
22 GitHub credential
23+ stages {
24
25~ stage ('Build Python Environment') {
26~ steps {
27 echo "\n\nJenkins ' + PIPELINE_NAME + ' build start.......... ... ... . ..oouun. !
28 echo('\n\nBuilding the Docker container:.............c.ccuuiiuiennennnnn ")
29 }
30 ¥
31
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Device Inventory Pipeline
Configuration - Verify Stages and Steps

Configure

€§3 General

¥ Advanced Project Options

f,'y Pipeline

Verify and update pre-configured,

pipeline template stages and steps:

e Pull code from GitHub

* |Install libraries, verify

Dashboard > OpsView > Device Inventory > Configuration

31
32~
33~
34
35
36~
37
38
39
40
41
42
43
44
45
46
47
8-

stage ('Install Python libraries') {
steps {

sh 'git clone https://" + GITHUB_USERNAME + ':' + GITHUB_TOKEN + '@github.com/zapodeanu/' + JENKINS_RI

withEnv(["HOME=${env.NORKSPACE}"]) {
sh 'pip install -r ' + JENKINS_REPO_NAME + '/reguirements.txt --no-warn-script-location
echo('\n\nVerify Python version and Libraries:.............oiviiinininnnnnn ")
sh "python --version’
sh "pip3 list’
echo('\n\nVerify Application Files:.... ... oiiuriiiiinnnnnnnnnnns ]
sh "ls ' + JENKINS_REPO_NAME + '/'

1

( stage ('Execute Python application') {
steps {

sh "pwd’
dir(JENKINS_REPO_NAME) {
sh 'python3 ' + PYTHON_APP_NAME

}
}
}
stage ('Verify collected data - local folder') {
steps {
echo("\n\nThe inventory files that have been created:.............................. ")
withEnv( ["HOME=${env.WORKSPACE}"]) {
echo('\n\nVerify Working Path:......... ... iiiiiiiininnnns b
sh "pwd"

cisco L{Vp/_/
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Device Inventory Pipeline
Logging

fe device_inventory.py

gging.info(

Enable Python App logging

to view them in the

Dashboard

OpsView > Device Inventory > #27

+ pwd
Ivarflib/jenkins/workspace/Device Inventory

Running in ~_jenkins._:

[Pipetine] {

(/" + python3 device_inventory.py =
INFO:root: App "device_inventory.py" run start, 2023-05-22 19:44:25

logging.info( INFO:root: Number of devices managed by Cisco DNA Center: 13

INFO:root: Collected the device list from Cisco DNA Center

INFO:root: Collected the device inventory from Cisco DNA Center

¢ ) f: INFO:root: Saved the device inventory to file “device_inventory.json”
F.write( + yaml.dump(ap_inventory INFO:root: Saved the device inventory to file “device_inventory.yaml*
INFO:root: Saved the device inventory to file “ap_inventory.json”
INFO:root: Saved the device inventory to file “ap_inventory.yami"
: Number of devices image non-compliant: 2
: Image non-compliant devices:
INFO:root:  PDX-STACK, Site Hierarchy: Global/OR/PDX/Floor-2
INFO:root: ~ LO-BN, Site Hierarchy: Global/OR/LO/Floor-3
INFO:root: Saved the image non-compliant device inventory to file "non_compliant_devices.json"
INFO:root: Saved the image non-compliant device inventory to file *non_compliant_devices.yaml"
INFO:root: GitHub push for file: ap_inventory.yaml
INFO:root: GitHub push for file: device_inventory.yam!
INFO:root: GitHub push for file: device_inventory.json

logging.info(

INFO:root: GitHub push for file: ap_inventory.json
INFO:root: GitHub push for file: non_compliant_devices.yaml
INFO:root: GitHub push for file: non_compliant_devices.json
\, INFO:root: App “device_inventory.py" run end: 2023-05-22 19:44:39 )

c1sco '@_/
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Demo
Device Inventory

‘ cisco M‘




@ Camtasia2022 File Edit Modify Text View Export Window Help s D @@ > 00 B C Mon22ie37 () T BB ® Q 8 ThuJun1 3:13PM

7 Home - Cisco DNA Center X |48 Sign in [Jenkins]

O & == 10.93.141.45, 120% W

‘6‘ = Cisco DNA Center Q@ o o

Assurance Summary

a
- R
®

Health Critical Issues Trends and Insights
o Healthy as of Jun 1, 2023 3:05 PM Last 24 Hours Last 30 Days
100 100 0 2 0 0
il % % %
| Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations
Advisories
View Details View Details View Details

(&
C
A
<]
Ve
>
m

Network Snapshot

Sites Network Devices Application QoS Policies

As of Jun 1, 2023 3:09 PM As of Jun 1, 2023 3:09 PM As of Jun 1, 2023 3:13 PM
Unclaimed: 2 Successful Deploys: 0

DNS Servers : 1 .
Unprovisioned: 1 Errored Deploys: O
NTP Servers : 0
Unreachable: 0

Stale Policies: 0

Add Sites Find New Devices Add New Policy

- )



Jenkins Pipelines

- GitHub Integration App
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GitHub Integration App Workflow

snmp_ntp

GitHub Actions v | Edit Properties n em Variables 3
)

GitHub

Integration Template
Issues Pull requests Actions App ecurity Insights

updated ntp source

master

9 zapodeanu committed 1 minute

: Note:
Showing 1 changed file with 2 additio . WI// Ca// CISCO DNA Centel’
and GitHub APIs

[ 1] snmp_ntp. txt i
!
snmp-server host 10.93.135.30 version 2c RO

ntp server 171.68.48.78 ?nmp—ﬁerver host 10.93.130.50 version 2c RW

ntp server 171.68.38.53 ntp server 171.68.48.78

no ntp server 171.68.48.8| ntp server 171.68.38.53
no ntp server 171.68.48.80

8 - ntp source Loopbackl 26 |n p source Loopback) Running on Jenkins, every evening
P soures bospieck? Synchronize GitHub Repos with Cisco

DNA Center projects and templates
Includes the commit details:
comments, author, date, diff
Create CLI template, or update, if
changes
Commit the template
Create report
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GitHub Sync Pipeline

Copy and Update from Jenkins Pipeline Template

Dashboard > OpsView > GitHub Sync > Configuration

1
2~ pipeline {

Configure 3 agent
4~ { docker
5~ {
6 reuseNode true
€§3 General 7 image 'python:latest’
8 1
9 }

j" Advanced Project Options

@ Pipeline

environment {
REPO_NAME = 'dnacenter_github_integration’
GITHUB_USERNAME = 'zapodeanu'
GITHUB_TOKEN = credentials( GITHUB_TOKEN')
PIPELINE_NAME = 'GitHub Sync'
PYTHON_APP_NAME = 'dnacenter_github_sync.py’
HOME = "${WORKSPACE}"

i Agent - Docker and Reuse
options {
skipStagesAfterUnstable()
timeout(time: 15, unit: "MINUTES')
}
stages {
stage ('Environment variables') {@EB}
stage ('Build Python Environment') {GEB}
stage ('Pull or Clone the source code') {EE}
stage ('Install Python libraries') {EEB}
stage ('Execute Python application’) {EEB}
I
post {
always {
echo '\n\nlenkins ' + PIPELINE_NAME + ' build end"
}
}

cisco M./ HCiscolLive  DEVNET-2151
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Jenkins Pipeline Build - Scheduled

Dashboard > OpsView > GitHub Sync >
B status
</> Changes

Build Now

Configure

Delete Pipeline

>
@
W
Q Full Stage View
-
Z
@

Pipeline GitHub Sync

Open-source integration synchronizing GitHub repos as single source of truth with Cisco DNA Center projects/templates.

https://github.com/cisco-en-programmability/dnacenter_git_integrations

Build history - running on a schedule, or on-demand

~\

A

Stage View
Open Blue Ocean /
Pull or Clone Execute
Rename Environment Build Python Install Python Declarative:
. . the source . N Python .
variables Environment libraries . Post Actions
Pipeline Syntax code application
Average stage times: 91ms 65ms 1s 6s 16s 60ms
Build History ] (Average full run time: ~28s) ' S —
#87
May 21 No
Q, Filter builds / changes 126ms 70ms 1s 6s 16s 56ms
21:42
©) #87 May 21, 2023, 9:42 PM
#86
() #86 May 20, 2023, 9:42 PM May 20 . No 82ms 62ms 1s 6s 16s 56ms
hanges
(©) #85 May 19, 2023, 9:42 PM 24z
©) #84 May 18, 2023, 9:42 PM
© #83 May 17, 2023, 9:42 PM "1:”41: Cq?ﬂ“’gps 86ms g1ms 1s 6s 16s 72ms
©) #82 May 16, 2023, 9:42 PM \
cisco M . HCiscolLive  DEVNET-2151 © 2023 Cisco and/or its affiliates. Al rights reserved.
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Demo
GitHub Integration App




@ Camtasia2022 File Edit Modify Text View Export Window Help B & B @ > 00 B ¢ Mon223sds () 3R ! Q 8 ThuJdun1 3:35PM

7 Home - Cisco DNA Center x @G Syne [Jenkins]

O & == 10.93.141.45 120% W

(&\ = Cisco DNA Center DL (@) (@) (A

a9 Welcome, admin ] Explore

(T\; There is a new Cisco DNA Center system update available. Learn more X

if Assurance Summary

@ Health C Critical Issues Trends and Insights
Healthy as of Jun 1, 2023 3:05 PM Last 24 Hours Last 30 Days

n

<
@ 100, --. 100 0 i 0 0

0 0 (o)
% %o %
m Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations
Advisories
View Details View Details View Details

Network Snapshot

.
Sites Network Devices Application QoS Policies
| ' As of Jun 1, 2023 3:34 PM As of Jun 1, 2023 3:34 PM As of Jun 1, 2023 3:34 PM

Unclaimed: 2 Successful Deploys: 0

21 DNS Servers : 1 e N _ _ o B



- CLI Templates Deployment
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Jenkins Use Case N L.

] Tt Resources:
required libraries .
Executes workflow . ! u
Jenkins Environment:
Jenkins receives _ Doc.ker _
notification, or runs on Git Python libraries
. schedule Push Python SDK
Network engineer creates
new project
REST R loaded to GitHub
APls eport uploaded to GitHu
Webhook REST Jenkins plugins
Git push S Notification to Webex

APIs

Uploads project to

GitHub or Git Server
Cisco DNA Center

CLI Templates

Inventory Engineer downloads
report, verifies build logs
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CLI Deployment - Lab & Production

Pipeline Build

Project Details

: 10.93.141.45

: [PDX-RN]

[PDX-RO, SP, NYC-RO]

cli_template.txt

Network
Engineer

CLI Template

interface loopback{{interface_number}}

description management interface

CLI Templates Deployment

#16

+ python3 lab_deploy_templates.py
INFO:root: App "lab_deploy_templates.py” Start, 2023-06-01 16:01:23
INFO:root: Project name: Jenkins

ip address {{ip_address}] Pipelines and Apps:

! * Pre-defined and tested
* Meet enterprise standards
Network + DevOps Engineer

CLI Templates Deployment #16

INFO:root: Project name: Jenkins

INFO:root: Project id: ae404603-f2a8-43d5-bd81-68f6e24abce9

INFO:root: Template name: cli_template

INFO:root: Template found and deleted

INFO:root: Device list: ['PDX-RO", 'SP', 'NYC-RO']

INFO:root: CLI Template:

H

!

interface loopback 500

description Interface - Jenkins_config

!

ip access-list extended RETAIL

remark Access List for RETAIL - Jenkins_config

10 permit ip any host 10.94.141.90

20 permit ip any host 10.94.141.91

{

!

INFO:root: Created template with the name: cli_template

INFO:root: Template committed

INFO:root: Deploying template to device: PDX-RO

INFO:root: Deploying template to device: SP

INFO:root: Deplovina template to device: NYC-RO

INFO:root: Deployment Report:

INFO:root:{"timestamp": "2023-06-01 16:02:16", "template_content": "!\n!\ninterface loopback 500\n description
Interface - Jenkins_config\n!\nip access-list extended RETAIL\n remark Access List for RETAIL -
Jenkins_config\n 10 permit ip any host 10.94.141.90\n 20 permit ip any host 10.94.141.91\n!\n!", "report":
[{"hostname": "PDX-RO", "status": "successful"}, {"hostname": "SP", "status": "successful"}, {"hostname": "NYC-
RO", "status": "successful"}]}

c1sco '@/
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Create a Cisco DNA Center Jenkins Pipeline

Assumptions

You have Jenkins

. : Dashboard *
I n S Ea e a n rl I ' l I l I I l See the linked web pages for further information about the cause for the deprecation, and suggestions on how to proceed.
4= Check File Fingerprint

2% Manage Jenkins

Docker is installed and g

[ ]
[ Blu . .
! Open Blue Ocean % Configure System Glabal Tool Configuration e Manage Plugins
4
. i e - g - 8 Add, rem
W Locksble Resources. Configure global settings and paths. l Configure tools, their locations and automatic 1 \dd, remave, dis
rl l n n I I l installers.
B rew view
| Manage Nodes and Clouds
Build Queue -
=22 add, remove, control and menitor the various
- You have created a —

Build Executor Status ~

GitHub Token (if planning | =7 7 =
to use GitHub) e £, B

% Manage Credentials -E:% Configure Credential Providers
o s allowed to | Configure credentials *  Configure the credential providers and types

a Manage Users In-process Script Approval
Creane/deletefmadify users that can log in 1o this a ator to review

Installation and quick

start may be found here:
https://jenkins.io/

Note:
Add the GitHub Token to your Jenkins credentials
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https://jenkins.io/

Pipeline CLI Templates Deployment - Environment

34 1 y
35 } J
\_36 3

Dashboard * CLI Templates Deployment *
General Build Triggers Advanced Project Options ‘ Pipeline
Pipeline script v
' Script ?
'
'
1 1
! 2~ pipeline {
[ 3
. 4 agent A
1 5~ { docker =
N { image 'python:latest’ } Select a Docker image
) AN It r
! yit
' 9~ environment { -
| 1@ JENKINS_REPO_NAME = 'dnacenter_jenkins' o o
'
Hl n TEMPLATES_REPO_NAME - " terplates. jenkins' Define the environment
q 12 GITHUB_USERNAME = 'gzapodea' 5
! 13 GITHUB_TOKEN = credentials('GITHUB_TOKEN') Varlables
i 14 H > .4
! i
i 16~ options {
: 17 skipStagesAfterUnstable()
i 18 timeout(time: 15, unit: 'MINUTES™)
' 19 1
' 20
N i stages {
1 22
! 23~ stage ('Build Python Environment') {
' 24~ steps {
0 25) echu( \n\nBuilding the Docker container and Installing Python libraries:......... "y . .
. 26 sh 'git clone https://' + GITHUB_USERNAME + ':' + GITHUBLTOKEN + '@github.com/zapodeanu/’ + JENKINS_REP Clone the GitHub repo with
! 27 withEnv(["HOME=${env.WORKSPACE}"]) {
: 28 sh 'pip install -r ' + JENKINS_REPO_NAME + '/requirements.txt --no-warn-script-location' the app COde
| 29 echo("\n\nVerify Pythcm version and Libraries:............ ") H
N e Install and verify the
! 31 sh 'pip3 list' H H 1
: 32 echo('\n\nVerify Application Files:.......... D! reql‘"red Python “brarles
: 33 sh "1s ' + JENKINS_REPO_NAME + '/
'
'
|
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Pipeline CLI Templates Deployment - Deploy

Dashboard *» CLI Templates Deployment »

General Build Triggers Advanced Project Options Pipeline

Pipeline script

Script ?
(i 38~ stage ('Download the Project Repo') {
39~ steps {
40 echo('\n\nDownloading the CLI Templates:.......... :
41 sh 'git clone https://' + GITHUB_USERNAME + ':' + GITHUB_TOKEN + '@github.com/zapodeanu/' + TEMPLATES_REPO_NAME + '.git'
42~ withEnv(["HOME=S${env.WORKSPACE}"1) {
43 echo('\n\nVerify Templates Files:.. o
44 sh 'ls ' + TEMPLATES_REPO_NAME + Clone from GitHub the
45 }
46 } CLI templates repo
i

68 ~

stage ('Deploy the CLT Templates - Lab") {
steps {

gy ' Deploy template to lab

dir('dnacenter_jenkins') { o
sh 'python3 lab_deploy_templates.py' deVICGS
T

stage ('Deploy the CLI Templates - Production') {

steps {
echo('\n\nDeploying the CLI Templates:.......... 5
withEnv(["HOME=${env.WORKSPACE}"]) {
echo('\n\nVerify Working Path:............ )
sh "pud’ Deploy template to
dir('dnacenter_jenkins') { d .
sh 'python3 deploy_templates.py' prOdUCtlon deVICeS

}
3 T
] ))

cisco L{Vp/_/
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Pipeline CLI Templates Deployment - Report

Dashboard * CLI Templates Deployment *

General Build Triggers Advanced Project Options [ Pipeline |

Create report and push to

GitHub

Z
( 75 stage ('Upload Deployment Report') {
76~ steps {
7 echo("\n\nVerify if the deployment report file exists:.......... D]
78~ withEnv(["HOME=${env .WORKSPACE}"]) {
79~ dir("templates_jenkins') {
-] sh 'ls deployment_report.json’
81
82 echo('\n\nUploading to GitHub the deployment report:..........
83
84 sh 'git config --global user.email "gzapodea®cisco.com"’
85 sh 'git config --global user.name "gzapodea"'
86 sh 'git add deployment_report.json’
87 sh 'git commit -m "committed by Jenkins"'
\ 88 sh 'git push origin master --force'
90 ¥
91 }
92 }
93 }
94 }

ac

96~ post {
97

98~ cleanup {

99 cleanWs()

100 }

101

102 ~ always {

103 echo "\n\nJenkins CLI Templates Deployment end'
104 }

105 1

106

]

Remove the docker

container

108

109
- 110

Use Groovy Sandbox 2

cisco L{Vp/_/
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CLI Templates Python Apps - Lab/Prod

dnacenter_jenkins @ deploy_templates.py

@ deploy_templates.py

I Project

This script will load the file with the name {file_info}

¢r Commit

project name, the configuration template file name.

The application will:

- verify if the project exists and create o new project if does not
- update or upload the configuration template

- commit the template

F Pull Requests

- verify the device hostname is valid
- deploy the template
- verify completion and stotus of the templote deployment

# logging, debug level, to file {application_run.log}

1logging.basicConfig( =logging.INFO)

current_time = (datetime.now() .strftime( ))
logging.info( + current_time)
# templates folder path

project_details_path = Path(__file__).parent/

(project_details_path ) file:

project_data = yaml.safe_load(file)

Structure

dnac_url = + project_datal

dnac_user = project_datal 10

dnac_pass = project_datal[ 1L

Bookmarks

project_name = project_data[ 10

cisco A{V@/

The file includes the information required to deploy the template. The network device hostname, the Cisco DNA Center

The Python app will call the
Cisco DNA Center APIs to
complete these steps

IP_address
user

password

: Project includes the
[PDX-RN] required params

[PDX-RO, SP, NYC-RO]

Jenkins

cli_template.txt
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Job Build Console Output - Start

Dashboard » CLI Templates Deployment

Q Back to Project
', Status
:.;’ Changes
u Console Output
View as plain text

= Edit Build Information
@ Delete build ‘#105"
‘\.;‘ Open Blue Ocean
@ Restart from Stage

» Replay
J:‘ Pipeline Steps

BB Workspaces

€% Previous Build

Timestamps View as plain text

@ System clock time

% Use browser timezone

® A @ 2 Gabizapodeanu S]logout

» #105

@ Console Output

20:21:44 Started by user Gabi Zapodeanu
20:21:45 f
20:21:45

20:21:45 Running on Jenkins in /Users/gzapodea/.jenkins/workspace/CLI Templates Deployment@2
20:21:45

+ docker inspect -f . python:latest

20:21:46 .

20:21:46 Pipeli k

20:21:46 Jenkins does not seem to be running inside a container

20:21:46 $ docker run -t -d -u 501:20 -w "/Users/gzapodea/.jenkins/workspace/CLI Templates Deployment@2" -v "/Users/gzapodea/.jenkins/workspace/CLI Templates
Deployment@2: /Users/gzapodea/.jenkins/workspace/CLI Templates Deployment@2:rw,z" -v "/Users/gzapodea/.jenkins/workspace/CLI Templates Deployment@2@tmp:/Users

/gzapodea/. jenkins/workspace/CLI Templates Deployment@2@tmp:rw,z" -e e -e -e -e -e -e -e
-e - -e —€ kKKK —€ -e —e skkikkik —€ -e -e -e -e -e
-e -e -e -e -e -e python:latest cat

20 $ docker top 9f18dd7fa3fdc148e06dd3c522c32defc7be7a439606e9a39bfc225a587ee3cl ~eo pid,comm

20 Pif

20: f f

20: Masking supported pattern matches of $GITHUB_TOKEN

20: f

20:

20

20 Timeout set to expire in 15 min

20: 1
20:21:48
20:21:48

cisco A{V@/
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Console Output - Install Python Packages

® System clock time
Use browser timezone
(O Elapsed time

ONone

Dashboard * CLI Templates Deployment * #105

20:21:53
20:21:53

20:21:53
20:21:54
20:21:54
20:21:54
20:21:54
20:21:54
20:21:54
20:21:54
20:21:54
20:21:55
20:21:55
20:21:55
20:21:55
20:21:55
20:21:55
20:21:55
20:21:55
20:21:55
20:21:55
20:21:55
20:21:55

Cisco

.&‘/

Building the Docker container and Installing Python libraries:.
[Pipeline] sh
+ git clone https://gzapodea:#it+@github.com/zapodeanu/dnacenter_jenkins.git
Cloning into 'dnacenter_jenkins'...
[Pipeline]
[Pipeline]
[Pipeline] sh
+ pip install -r dnacenter_jenkins/requirements.txt ——no-warn-script-location
Defaulting to user installation because normal site-packages is not writeable
Collecting requests

Downloading requests-2.27.1-py2.py3-none-any.whl (63 kB)
63.1/63.1 KB 977.0 kB/s eta 0:00:00

vithEnv

Collecting urllib3
Downloading urllib3-1.26.9-py2.py3-none-any.whl (138 kB)
139.08/139.0 KB 2.4 MB/s eta 0:00:00

Collecting dnacentersdk
Downloading dnacentersdk-2.4.1@-py3-none-any.whl (2.4 MB)
2.4/2.4 MB 5.2 MB/s eta 0:00:00

Collecting pyopenssl
Downloading pyOpenSSL-22.8.8-py2.py3-none-any.whl (55 kB)
55.8/55.8 KB 1.9 MB/s eta 0:00:00

Collecting python-dotenv
Downloading python_dotenv-8.2@.8-py3-none-any.whl (17 kB)
Collecting PyYAML

Downloading PyYAML-6.@-cp318-cp31@-manylinux_2_5_x86_64.manylinux1_x86_64.manylinux_2_12_x86_64.manylinux2010_x86_64.whl (682 kB)

682.2/682.2 KB 2.7 MB/s eta 0:00:00

Collecting charset-normalizer~=2.0.0
Downloading charset_normalizer-2.@.12-py3-none-any.whl (39 kB)
Collecting idna<4,>=2.5
Downloading idna-3.3-py3-none-any.whl (61 kB)
61.2/61.2 KB 2.1 MB/s eta 0:00:00

Collecting certifi>=2017.4.17
Downloading certifi-2022.5.18.1-py3-none-any.whl (155 kB)
155.2/155.2 KB 2.9 MB/s eta 0:00:00

Collecting fastjsonschema<3.0.8,>=2.14.5
Downloading fastjsonschema-2.15.3-py3-none-any.whl (22 kB)
Collecting requests-toolbelt<@.10.0,>=0.9.1

HCiscolLive  DEVNET-2151
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Console Output - Verify Python, App Files

Dashboard * CLI Templates Deployment *

20:22:32 WARNING: You are using pip version 22.0.4; however, version 22.1.2 is available.

#105

( 20:22:28 Verify Python version and Librari®si....essssses -
20:22:28 [Pipeline] sh
20:22:29 + python —-version
20:22:29 Python 3,10.4
20:22:29 [Pipeline] sh
20:22:30  + pip3 list
20:22:32 Package Version
20:22:32
20:22:32 certifi 2022.5.18.1
20:22:32 cffi 1.15.@
20:22:32 charset-normalizer 2.0.12
20:22:32 cryptography 37.0.2
20:22:32 dnacentersdk 2.4.18
20:22:32 fastjsonschema 2.15.3
20:22:32 future 0.18.2
20:22:32 idna 3.3
20:22:32 pip 22.0.4
20:22:32 pycparser 2.21
20:22:32 pyOpenSSL 22.0.0
20:22:32 python-dotenv 0.20.0
20:22:32 PyYAML 6.0
20:22:32 requests 2.27.1
20:22:32 requests-toolbelt 8.9.1
20:22:32 setuptools 58.1.8
20:22:32 wurllib3 1.26.9
20:22:32  wheel 0.37.1 J

20:22:32 You should consider upgrading via the 'fusr/local/bin/python -m pip install --upgrade pip' command.

20:22:32

[Pipeline] echo

Cisco

.&‘/

20:22:32
20:22:32
20:22:33
20:22:33
20:22:33
20:22:33
20:22:33
20:22:33
20:22:33

Verify Application
[Pipeline] sh

+ 1s dnacenter_jenk
cli_template. txt
deploy_templates.py
jenkinsfile
lab_deploy_template
project_details.yml
requirements.txt

Files:i i iiaaauas

ins/

s.py

#Ciscolive
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Console Output - Deploy Templates to Lab

Dashboard *

Downloading the CLI Templates:.
[Pipeline] sh

+ git clone https://gzapod ithub.com/ i /templates_jenkins.git
Cloning into "templates_jenkins'...

20:22:36 [Pipeline] withEnv

20:22:36 [Pipeline] {

[Pipeline] echo

Verify Templates Files:.
[Pipeline] sh

+ 1s templates_jenkins/
cli_template.txt
deployment_report.json
project_details.yml
[Pipeline] }

[Pipeline] // withEnv
[Pipeline] }

[Pipeline] // stage
[Pipeline] stage
[Pipeline] { (Deploy the CLI Templates - Lab
[Pipeline] echo

\

[Pipeline] withEnv
;

[Pipeline] {
[Pipeline] echo

Verify Working Pathi...evevesens

[Pipeline] sh

+ pwd

/Users/gzapodea/.jenkins/workspace/CLI Templates Deployment@2

[Pipeline] dir

Running in /Users/gzapodea/.jenkins/workspace/CLI Templates Deployment@2/dnacenter_jenkins
[Pipeline] {

[Pipeline] sh

+ python3 lab_deploy_templates.py
INFO: root:App “lab_deploy_tem

c1sco 'p/_/
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Console Output - Templates to Prod + Report

Dashboard * CLI Templates Deployment * #105

20:23:37 Deploying the CLI Templates:...vssssss
20:23:37 [Pipeline] withEnv

20:23:37  [Pipeline] {

20:23:37 [Pipeline] echo

Verify Working Patl
[Pipeline] sh

+ pwd
/Users/gzapodea/.jenkins/workspace/CLI Templates Deployment@2

[Pipeline] dir

Running in /Users/gzapodea/.jenkins/workspace/CLI Templates Deployment@2/dnacenter_jenkins
[Pipeline] {

[Pipeline] sh

+ python3 deploy_templates.py

INFO: root: App "deploy_templates,py" Start, 2022-85-31 28:23:42

INFO: root:Project name: Jenkins

INFO: root:Project id: 24¢12756-46df-4de2-8f2f-c@ad49ebabif

INFO: root:Template found and deleted

INFO: root:Created template with the name: cli_template

INFO: root: Template committed

INFO: root:Deploying template to device: PDX-RO

INFO: root:Deploying template to device: SP

\ 20 @ INFO:root:Deploying template to device: NYC-RO

[ 20:23:37 =

_/

20:25:06 INFO:root:{"timestamp": "2022-05-31 20:23:42", "template_content": "!\n!\ninterface loopback 500\n description Interface - Jenkins_config\n!\ni

access-list extended POS\n remark Access List for POS - Jenkins_config\n 10 permit ip any host 18.94.141.90\n 20 permit ip any host 10.94.141.91\n!\n!",
"report": [{"hostname": "“PDX-R0", "status": "successful"}, {"hostname": "SP", “"status": "successful"}, {"hostname": "NYC-R0", "status": "successful"}]}
INFO: root:End of Application "deploy_templates.py" Run: 2822-05-31 20:25:04
[Pipeline]
[Pipeline]
[Pipeline]
Pipeline]
Pipeline]
]
]
1
1

// dir

// withEnv

-~

Pipeline

[

[

[ // stage
[Pipeline

[

[

stage
{ (Upload Deployment Report)

Pipeline

Cisco

.&‘/

N

p

Pipeline] echo
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Jenkins Pipeline Dashboard

Dashboard CLI Templates Deployment
B status Pipeline CLI Templates Deployment
<[> Changes Build h IStOI'y
Automation to deploy GitHub hosted CLI templates to a list of network devices managed by Cisco D)
[> Build Now ,
Status for each build
@ Configure Failed stages will trigger skipping all
Delete Pipeli ] subsequent stages
W Delets Pipsiine Stage View q g
Q. Full Stage View
( loy th loy th load 1
—~ D the CLI D the CLI U
( ) Open Blue Ocean Build Python Download the ep oy. e ep oy. e - .poa ent Declarative:
Environment Project Repo N s et Post Actions
Lab Production Report
£’ Rename
Average stage times: min 11s 4s 1min 5s 1min 13s 7s 657ms
@ Pipeline Syntax (Average full run time: ~4min === v — — . .
e 23s)
£ Build History G @ Dec08 | o 2min 35s 7s 1min 9s 1min 32s 10s 934ms
I 1018
\, J/
/
© #112 Dec 8, 2022, 10:16 AM D:;T - min 2s 5s min 2s 1min 34s 7s 596ms
© #m Dec 7, 2022, 5:30 PM
© #1110 Dec 7, 2022, 5:02 PM #110
Dec0? 10 50s 5s 1min 2s 1min 31s 8s 596ms
() #109 Dec 7, 2022, 4:56 PM 7oz |
©) #99 Nov 9, 2021, 8:58 AM
N Atom feed for all ™\ Atom feed for failures Dec07 RN . 48s 3s 1min 15s 315ms 329ms 638ms
16:56 .
failed| failed| failed|
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@ Camtasia2022 File Edit Modify Text View

v

~

v

-

v

~

v

L% Template Editor - Cisco DNA (

O & s

= Cisco DNA Center

zQj e

Ansible_Project

Cloud DayN Templates
Compliance

Custom Profiles

E911

GitHub_Project
GitLab_Project
GitOps_Project
Jinja_Templates

NDB Configurations
Onboarding Configuration
Sample Jinja Templates
Sample Velocity Templates

Terraform_Project

Export Window Help B & B @ 2 00 B¢ [Don23:0407

# ops Jenkins] X €) dnacenter_jenk

10.93.141.45

Template Editor

Introduction

Templates are organized under a project folder structure.
Use the predefined Onboarding Configuration project to define templates for day-0 provisioning.

Click @ > Create Project to create a new project.
Hover over the project, click the % icon, and click Add Template to add a new template under that project.

As you work on templates, choose Actions > Save to save your in-progress work.
When you're ready to commit and deploy a template, choose Actions > Commit.

A regular template is a single template.
A composite sequence is a group of templates. Templates in a composite sequence are deployed in the order in which they are added.

You can add committed templates to a network profile on the Design page.

Use template tags only when you have to push different templates for the same device type based on the device tag.
Templates added to a network profile are available for deployment as part of the provisioning workflow.

You can only import templates that have been exported from Cisco DNA Center.

120%

w

Q K ThuJdun1 4:00 PM

Q@ o b



Jenkins Pipelines

- SDA-as-Code

DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Jenkins Pipeline - Create Fabric

Dashboard

£2) Build Now
% Configure

® Delete Pipeline

» SDA as Code

3

(=
| =57 Recent Changes
S

Runs on a schedule,
every 5 minutes
Network engineer will
push fabric details to
GitHub

Build will pull GitHub to

download the fabric

0 . . . q .
\ Full Stage View Stage View configuration file
(@ Open Blue Ocean (3 p——— Deploy fabrics only when
Build Python Install Python Identify if new Review the ' a R Q R
— dd CP, BN
= Rename Environment libraries config file fabric config a EN' ! fa b rne Conﬂg uration fl |e
exists
@ Pipeiine Syntax Average stage times: 406ms 50s 623ms 4s 1min 17s Skl p deployment Of fa brlC
(Average full run time: ~Imin = * s : . — . )
— \ 3s) if no file
10! Build History trend A ;
5 — Jung7 | Mo ; 1
gL 565 Stages skipped
Q, Filter builds...
© #50 Jun 7, 2022, 7:05 PM x Lia0 ] 3
Hn 07 497ms 54s 629ms
@ #49 Jun 7, 2022, 7:00 PM T~ 19:00
© #a8 Jun 7, 2022, 6:55 PM " \ /
r \
(@ #47 Jun 7, 2022, 6:50 PM Jun 07 No
" |changes 385ms 46s 528ms 3s 58s 630ms
Qm Jun 7, 2022, 6:45 PM ) 1858
N\ Atom feed for all JY Atom feed for failures a7 Stages Com pleted
J:::; chances Sams 46s 718ms 6s 1min 36s 624ms
B ———————
—
07 s 345ms 46s 600ms
18:45
\ J
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Jenkins Fabric Build

fabric_operations.yml

Dashboard » SDAasCode *»

General Build Triggers Advanced Project Options Pipeline
20
¢ 56 ~ stage ('Review the fabric config') { \
! 57 ~ when {
58 - expression {
59 return fileExists (JENKINS_REPO_NAME + '/' + FABRIC_OPERATIONS_NAME)
60 }
' 61 1
: 62 ~ steps {
echo('\n\n"fabric_operations.yml" . ... ....curiririrnenennnnnnnnn )
withEnv(["HOME=${env.WORKSPACE}"]) {
echo('\n\nVerify Working Path:.......ccecenvenoconoconccosens )
sh "pwd'

dir(JENKINS_REPO_NAME) {
sh 'cat $FABRIC_OPERATIONS_NAME'

; 5 )

: 71 ¥
' 72 }
73
. 74 ~ stage ('Create Fabric, add CP, BN, EN') { \
when {
expression {
return fileExists (JENKINS_REPO_NAME + '/' + FABRIC_OPERATIONS_NAME)
}
1
steps {
echo('\n\nCreate a new fabric and add devices to the fabric:..............
withEnv(["HOME=${env.WORKSPACE}"]) {
Run the Python App tO Create ech(vj('\rlw'\nVerlfy Working Path i i umemsmmsss s g0
sh "pwd
a fabric if file exists dirCJENKINS_REPO_NAME) {
sh 'python3 create_fabric.py’
} J
}
}
Note:

Execute steps only when condition is true
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3 | ) dnacenter_jenkins_automation: X | -+

<« > C QO B https://github.com/zapadeanufdnacenter_jenkins_automations/blob/main/fabric_operations.yml
Cisco Systems, Inc APIs Tools LAB_Access Ciscol ive ' Meraki Dashboard L... ++ ® Home - Asana & Cisco Box SFEH-NAS - Synolo... CDETS DNACaaP #p Cisco.DNA.Center.D % SharePoint APIs and Owners - ...
] ystems, Inc [0 O Oras. (| y p L
. . . §
& zapodeanu [ dnacenter_jenkins_automations  Private & Unwatch 1~

<> Code (©) Issues I Pullrequests () Actions [ Projects [ Wiki () Security |~ Insights £ Settings
[ Code dnacenter_jenkins_automations / fabric_operations.yml (5

¥ main 7 + Q . zapodeanu Rename fabric_info.yml to fabric_operations.yml

Code Blame 45 lines (35 loc) : 751 Bytes

Q, Go to file t

> [ inventory

D gitignore 1 area_info:
2 name: OR
[ CODE_OF CONDUCT.md 3 hierarchy: Global
4
[) CONTRIBUTING.md . building_info:
o[Fe] [ LICENSE 6 name: LO
7
' [ NoTicE 8 floor_info:
@ README.md 9 name: Floor-3
2 C 10
Eg) [ create_fabric.py 11 devices_info:
- D devi X : 12 device_ips: [10.93,141.20, 10.93.141.28, 10.93.141.19] I
i SVICE_INVENTOrY. By 13 device_roles: [control-plane, border, edge]
" [3 dnac_apis.py 14
" 15 fabric_info:
- [ environment.env 16 name: Floor-3
l D fabric_operations.yml de
o 18 ip_transit_pool:
[ jenkinsfile_fabric 19 name: LO_transit_pool
R . 20 type: Generic
D jenkinsfile_github_sync 21 subnet: 10.1.4.0/24

T bl edilmn  miidlmbe o rem

\J
J

anatewav: 18.1. 4.1

JIRA Engineer

% Fork 0

133% Uy

ing SJ...

-

d19eade - last year

Rawr_];l

% star 0

&

@ g

> [ other Bookmarks

4

G) History

[



- Jenkins Pipelines

- PoE Sustainability
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PoE Sustainability Pipeline

Dashboard Al >

Enter an item name

PoE Sustainability

» Required field

/..}\ Freestyle project

B This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even

=] Multibranch Pipeline
@ Creates a set of Pipeline projects according to detected branches in one SCM reposito by bOth C | SCO D NA C e nter

o

Runs on a schedule every 12
hours, morning and evening
Build will pull GitHub to
download the PoE Automation
App

Operation UP/DOWN/NONE

decided based on local time
Disable/Enable access ports

use

Pip{
Orcl
and,

cisco L{{/&/

] Organization Folder
(8
@ Creates a set of multibranch project subfolders by scanning for repositories.

If you want to create a new item from other existing, you can use this option:

d Copy from

[ Jenkinsfile Template]

Note:

connected to APs, managed

and Meraki

Copy from Jenkinsfile template to start
building the new pipeline

Jenkins 2.381

#Ciscolive
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Jenkins Pipeline - PoE Sustainability - Schedule

Dashboard > PoE Sustainability > Configuration

Configure Build Triggers

Build after other projects are built  ?
€§3 General

Build periodically 2 Configure a trigger to build two

o Provides a cron -like feature to periodically execute this project. tl meS, eve ry day
@ Pipeline This feature is primarily for using Jenkins as a cron replacement, and it is not ideal for continuous: e 6:00 AMto 6:59 AM
first start continuous integration, they are often so used to the idea of regularly scheduled builds |
o o 5
However, the point of continuous integration is to start a build as soon as a change is made, to prg 1 8 . OO AM to 1 8 . 59 PM
that you need to hook up SCM change notification to Jenkins .

;’ Advanced Project Options

So, before using this feature, stop and ask yourself if this is really what you want.

Schedule ?

HE18***

VA

Would last have run at Friday, January 27, 2023 at 6:51:46 AM Pacific Standard Time; would next run at Friday, January 27, 2023 at 6:51:46 PM
Pacific Standard Time.

This field follows the syntax of cron (with minor differences). Specifically, each line consists of 5 fields separated by TAB or whitespace:
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Jenkins Pipeline

- PoE Sustainability - Configure

Dashboard > PoE Sustainability > Configuration

Configure
Pipeline

€83 General Definition

JQ Advanced Project Options Pipeline script

r,'-IJ Pipeline

Script  ?
-
3
4+
S~
» Configure the new pipeline: 7
» Agent changes, if any 2
. 1
* Jenkins repo name 1
. . 12~
* Pipeline name 13
Python app name -
16
17
18

2~ pipeline {

agent
{ docker
{
reuseNode true
image 'python:latest’
args '--name DEV -v $HOME/DockerFiles:/root/DockerFiles -u root:sudo'
}

environment {

JENKINS_REPO_NAME = 'dnacenter_jenkins_automations'
GITHUB_USERNAME = 'gzapodea'

GITHUB_TOKEN = credentials('GITHUB_TOKEN')
PIPELINE_NAME = 'PoE Sustainability’
PYTHON_APP_NAME = 'poe_sustainability.py'

HOME = "${WORKSPACE}"

options {

skipStagesAfterUnstable()

Apply

cisco L{{/&/
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Jenkins Pipeline - PoE Sustainability - Output

Dashboard > PoE Sustainability > Configuration

Configure

@3 General

JQ Advanced Project Options

@ Pipeline

Definition

Pipeline script

Script 7

ou 1
81 }

&2 %

83~ stage ('Output folder content') {
84~ steps {

85 echo("\n\nThe ' + PIPELINE_NAME + ' files that have been created:...............cciiiiiina... D]
86~ withEnv(["HOME=${env.WORKSPACE}"]) {

87 echo("\n\nVerify Working Path:

88 sh "pwd’

89~ dir(JENKINS_REPO_NAME + '/inventory') {

20 sh "ls -1 -A'
91 }

92 }

93 }

54 ¥

95 }

9%~ post {

97 - always {

928 echo "\m\nlenkins ' + PIPELINE_NAME +

99 }
100 ¥
101 }
102

Use Groovy Sandbox  ?

Pipeline Syntax

' build end'

» Verify if the output folder is correct

and you have an output stage/step
+ Save

cisco L{V&/
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PoE Sustainability — Build

‘? Jenkins

Dashboard PoE Sustainability #3

@ Status
<[> Changes
Console Output
[% View as plain text
[ Edit Build Information

N

s Open Blue Ocean

17:46:20
17:46:20
17:46:21
17:46:21
17:46:21
17:46:21
17:46:21
17:46:23
17:46:23
17:46:23
17:46:23
17:46:23
17:46:24
17:46:24
17:46:31

[Pipeline] {

[Pipeline] sh

+ python3 poe_sustainability.py

INFO:root:2023-01-27 17:46:21 - App "poe_sustainability.py” Start
INFO:root:2023-01-27 17:46:21 - Cisco DNA Center PoE Sustainability
INFO:root:2023-01-27 17:46:21 - Local time hour: 17

INFO:root:2023-01-27 17:46:21 - Operation based on local time: DOWN
INFO:root:2023-01-27 17:46:23 - Collected the device list from Cisco DNA Center
INFO:root:2023-01-27 17:46:23 - Collected the device list from Cisco DNA Center
INFO:root:2023-01-27 17:46:23 - AP inventory from Cisco DNA Center:
INFO:root:2023-01-27 17:46:23 - AP name: AP3800i, AP Management IP Address: 10.93.141.69
INFO:root:2023-01-27 17:46:23 - Collected the AP inventory from Cisco DNA Center
INFO:root:2023-01-27 17:46:24 - PoE Operations for each AP

INFO:root:2023-01-27 17:46:24 - AP hostname: AP3800i

INFO:root:2023-01-27 17:46:30 - Saved the device inventory to file "ap_inventoryjson”

17:46:31 INFO:root:2023-01-27 17:46:30 - Saved the device inventory to file "ap_inventory.yaml!"

A’ Thread Dump 17:46:31 INFO:root:2023-01-27 17:46:30 - Meraki PoE Management
17:46:31 INFO:root:2023-01-27 17:46:30 - Meraki Switch Serial Number: Q2HP-ETU8-DKMF
17:46:31 INFO:root:2023-01-27 17:46:30 - Meraki AP Name: CAE_MR33

Il Pausefresume

17:46:35 INFO:root:2023-01-27 17:46:34 - Meraki switchport admin status: False

» Replay 17:46:35 INFO:root:2023-01-27 17:46:34 - End of Application "uno_cae_poe_management.py" Run
17:46:35 [Pipeline] }

EE Pipeline Steps 17:46:35 [Pipeline] // dir
17:46:35 [Pipeline] }
17:46:35 [Pipeline] // withEnv

E Workspaces 17:46:35 [Pipeline] }
17:46:35 [Pipeline] // stage

Timestamps View as plain text 17:46:36 [Pipeline] stage
., o =H ( ) . . . .

17:46:36 [Pipeline] { (Output folder content) M an ual bu i |d , to Verlfy th e new Plpellne

cisco éd/a_/
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POE SUStalnablllty Notes:
1. Run the same Python app anytime during the day,
S C h e d U | e S no need to specify the desired PoE operation
2. Protects against possible power down APs if a
pipeline build would run during business hours

<= local_time_hour <=

operation =

Application schedule logic:
Identify if the intended PoE operation is

<= local_time_hour <=

operation =

UP, DOWN, or NONE

Build Triggers operation == :
logging.info(current_time() |
Build after other projects are built  ?
Build periodically 2

Schedule 7 : P
2023-01-30 t01: App "poe_sustainability.py" Start

He18*"* 2023-01-30 11:01: Cisco DNA Center PoE Sustainability
2023-01-30 :01: Local time hour: 11
2023-01-30 :01: No PoE operation performed at this time, during business hours

Would last have run at Friday, January 27, 2023 at 6:51:56 AM Pacific Standard Time; would next run at Friday, January 27, 2023 at 6:51:56 PM
Pacific Standard Time.

GitHub hook, 01-27 Rl App "poe_sustainability.py" Start
e Jenkins schedule: 01-27 18:12: Cisco DNA Center PoE Sustainability
. \/Vhen will the pipeline run, daily, two times 01-27 18:12:33 - Local time hour: 18
01-27 :12: Operation based on local time: DOWN
Trigger builds remotely (e.g., from scripts) 2 01-27 18:12: Collected the device list from Cisco DNA Center

cisco W . HCiscolLive  DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



PoE Sustainability Build - Console

Dashboard > PoE Sustainability > #13

18:51:42 |Pipeline] {

18:51:42 [Pipeline] echo

18:51:42

18:51:42

18:51:42 Verify Working Path:...........ccooememnencncs
18:51:42 [Pipeline] sh

18:51:42 + pwd

18:51:42 /U /.jenkins/
18:51:42 [Pipeline] dir

18:51:42 Running in /Users/gzapodea/.jenkins/workspace/PoE Sustainability/dnacenter_jenkins_automations
18:51:42 [Pipeline] {

/PoE St

TolSTES T [PipEiTE]siv
18:51:43 + python3 poe_sustainability.py
18:51:43 INFO:root:2023-01-31 18:51:43 - App "poe_sustainability.py” Start

18:51:43
18:51:43
18:51:43
18:51:44
18:51:44
18:51:44
18:51:44
18:51:45
18:51:45

INFO:root:2023-01-31
INFO:root:2023-01-31
INFO:root:2023-01-31
INFO:root:2023-01-31
INFO:zroot:2023-01-31
INFO:root:2023-01-31
INFO:root:2023-01-31
INFO:root:2023-01-31
INFO:root:2023-01-31

18:51:43 - Cisco DNA Center PoE Sustainability

18:51:43 - Local time hour: 18

18:51:43 - Operation based on local time: DOWN

18:51:44 - Collected the device list from Cisco DNA Center

18:51:44 - AP inventory from Cisco DNA Center:

18:51:44 - AP name: AP3800i, AP Management IP Address: 10.93.141.69
18:51:44 - Collected the AP inventory from Cisco DNA Center

18:51:45 - PoE Operations for each AP

18:51:45 - AP hostname: AP3800i

18:51:50 INFO:root:2023-01-31 18:51:49 - Saved the device inventory to file "ap_inventory.json”
18:51:50 INFO:root:2023-01-31 18:51:49 - Saved the device inventory to file "ap_inventory.yaml”
18:51:50 INFO:root:2023-01-31 18:51:49 - Meraki PoE Management

18:51:50 INFO:root:2023-01-31 18:51:49 - Meraki Switch Serial Number: Q2HP-ETU8-DKMF
18:51:50 INFO:root:2023-01-31 18:51:49 - Meraki AP Name: CAE_MR33

18:51:51 INFO:root:2023-01-31 18:51:51 - Meraki switchport admin status: False

18:51:51 INFO:root:2023-01-31 18:51:51 - End of Application "uno_cae_poe_management.py” Run
1R8-51-52 [D\r\nhnn] :s

18:51:52 [Pipeline] // dir

18:51:52 [Pipeline] }

App logs

Cisco
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Demo
PoE Sustainabillity




" Firefox File Edit View History Bookmarks Tools Window Help - 7 = 85, ) Q & WedFeb1 6:50 AM

1@ Home - Cisco DNA Center X ¥ Dashboard [Jenkins] ~

= o QO [ localhost 120% W Y @ 3 =

m! m Cisco Systems, Inc  (JAPIs [ Tools [JLAB_Access [ Ciscolive M Meraki Dashboard L... @ Home - Asana = Cisco Box g SFEH-NAS - Synalo... @ CDETS DNACaaP Ep Clsco.DNA.Center.D.. [ SharePoint APls and Owners - .. <0 JIRA Engineering SJ... >» [ other Bookmarks

iai % Jenkins Q) (® Gabi Zapodeanu ~ [3* log out
:;.@J i

2(5)| Dashboard >

4+  New ltem Cisco DNA Center Pipelines using:
- REST APIs
Y People - Python SDK
- Ansible
Build History - Terraform

/° Edit description

® @ 8

Project Relationship

All +
A =
#x @® Check File Fingerprint
@ Manage Jenkins s w Name ¢ Last Success Last Failure Last Duration Fav
) My views ® 5% CLI Templates Deployment Tday 18 hr  #113 NfA 4 min 21 sec > <
@ Open Blue Ocean @ Dev Ready Tday 18 hr #70 N/A 1 min 56 sec > 7
. @ Device Inventory 6days18 hr #54 NfA 2 min 28 sec > \’:"'jr
“& Lockable Resources
@ Jenkins Sandbox 4mo 26 days #35 NfA 7.6 sec > T
Build Queue v . R
@) ge Jenkinsfile Template 4days13hr #64 NfA 1min 16 sec > wr
Mo builds in the queue.
@) @ PoE Sustainability Thr  #13 23hr  #12 40 sec > g
Build Executor Status v &) SDA as Code k 7mo 25 days  #234 N/A 2 min 6 sec > 7
1 Idle
2 Ide lcon: S M L lcon legend R Atom feed for all X Atom feed for failures X\ Atom feed for just latest builds



Jenkins Optimizations -

Reuse and Caching

Pipeline Dev Ready

Multi language App container

Pipeline script

Script 7
1
LG 2~ pipeline {
Z/ Recent Changes 2- agem’s docker
5 {
. 6 U de true
Stage VleW 7 ( {Euzz_Nep:H:onlutest‘ )
8 ( args -,,mﬁ PAT -v $HOME/DockerFiles:/root/DockerFiles -u root:sudo' |
9
. 10 }
i Install Cisco
:u'lfj Pythm: DNA Center Install Ansible T I"ﬂ'a“ Verify librari o tlAc‘t > « » & »
nvironmen SDK erraform st Actions * Docker Agent “reuseNode” “true
Average stage times: 529ms 1s 28s 17s 1s 347ms . CaChIng for a” Ilbrarles and
(Average full wn tine; min7s) —— — : | packages
I::z‘: ‘Zh.’:{\r:uu‘ 541ms 8s 23s 18s = L
Approx. 23 seconds time savings
Nov 18 No . .
s | CPanGes 490ms 8s 23s 16s s 336ms to install Cisco DNA Center Python
— ) SDK, Ansible and Terraform when
e caching and reuse
1626 Changes 558ms 18s 37s 16s 1s 305ms
cisco M -/ #CiscolLive  DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 82
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Cisco DNA Center - DevNet Resources

NEIES CERSREEE AP| Documentation

[}
Cisco DNA Center 101 >
introduces you to the baseline of ith programmability and automation v co products and gets hand-on.
.
Documentation Tutorial-Style API Introduction [ ] U S e r G u I d e S
37 Getting Set Up > Cisco DNA Center Intent API >

Try out Cisco DNA Center Features immediately by using FREE Webhiooks on the Clsco DNA Center Platform’s
24X7 hosted labs, sandboxes and test environments.

_ .
L el Learning Labs
An exercise to send some simple API requests to DNA Center.

API Quickstart >

Cisco DNA Center platform AP Overview.

Sandboxes

Learning Labs — Sandbox v Code Exchange < : O d e E X C h a n e
5 Play with features in o isco DNA Center platform Check out Cisco DNA Center platform examples, g

Sandbox, a free 24/7 hosted development fab for

d by what

integrating and working with code

c1sco '&_/
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Cisco DNA Center Jenkins Tutorial

O Search or jump to... Pull requests Issues Marketplace Explore

cisco-en-programmability / dnacenter-jenkins-tutorial Edit Pins ~ Unwatch 2 ~

Code Issues Pull requests Actions Projects Wiki Security Insights Settings

main - F1 So Go to file Add file ~ Code ~ About

Cisco DNA Center - Jenkins Integration
Jose Bogarin Solano Fix repo link D52 tutorial

.vscode
config
images
templates
.DS_Store
.gitignore Releases
Jenkinsfile
LICENSE
README.md
Packages

cli_templates.py

poetry.lock

#CiscoLive DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco DNA Center Jenkins Automations

O Search or jump to... Pull requests Issues Codespaces Marketplace Explore

zapodeanu / dnacenter_jenkins_automations_public Unwatch 1 ~

Code Issues Pull requests Actions Projects Wiki Security Insights Settings

»
main ~ P 0 Go to file Add file ~ <> Code - About

Repo for sample Cisco DNA Center
@ zapodeanu initial commit 02 Jenkins Automations

.gitignore

CODE_OF_CONDUCT.md

CONTRIBUTING.md

LICENSE

NOTICE

README.md

cli_template.txt Releases
create_fabric.py

deploy_templates.py

device_inventory.py Packages

dnac_apis.py

#CiscoLive DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco DNA Center GitHub/GitLab Integrations

tps://qi rammability/dnacenter

o Search or jump to... Pull requests Issues Codespaces Marketplace Explore

cisco-en-programmability / dnacenter_git_integrations Edit Pins ~ Unwatch 3 ~

Code Issues Pull requests Actions Projects Security Insights Settings

®
main - Tl oo Go to file Add file ~ <> Code ~ About

Cisco DNA Center open-source
@ zapodeanu updated with sample outputs oL integrations with GitHub and GitLab

dnacenter_github_integration github python gitlab dna-center
dnacentersdk

dnacenter_gitlab_integration

.gitignore

CODE_OF_CONDUCT.md

CONTRIBUTING.md

LICENSE

NOTICE

README.md

#CiscoLive DEVNET-2151 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Python SDK
Cisco DNA Center Version Support 1.2.10 to 2.3.5.x

dnacentersdk Includes all Cisco DNA Center REST APIs

Simple, lightweight, scalable Python AP wrapper for the DNA Center APls Su pport for Cisco DNA Center version 2.3.5.x
First SDK version August 2019

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA Center APIs (for API versions: 1.2.10, 1.3.0, 1.3.1, 1.3.3,2.1.1,2.1.2, DOWﬂloadS IaSt month 3 500+

22.1,22.23,223.3,2.3.3.0 and 2.3.5.3). The package represents all of the Cisco DNA Center API interactions via native Python tools. Making working with the
Cisco DNA Center APIs in Python a native and natural experience.

dnacentersdk helps you get things done faster. We take care of the AP semantics, and you can focus on writing your code.
With dnacentersdk, you can easily:
Interact with the DNA Center APIs in an interactive Python session

Quickly create code that enables you get something done in DNA Center py—— I About

Leverage the AP| wrapper to cleanly add DNA Center functionality to your project without having to write the bollerplate code for wq
APls

To dive in and see how dnacentersdk makes your life better, check out the Quickstart!

The User Guide
» Installation
o PIP Install
o PIP Upgrade

o Get the Source Code

https://dnacentersdk.readthedocs.io

Packages

https://github.com/cisco-en-programmability/dnacentersdk
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Cisco DNA Center Ansible Modules

https://galaxy.ansible.com/cisco/dnac

Help  BlDocumentation ) Login

& Community Authors> cisca> dnac

412605 Downloads
"
T dnac & LogintaFollow | Issue Tracker | % Repa
Ansibie Modules for Cisca DNA Center

bl
cisco
[ Website ¥ Docs Site

T [reive [ conem

 info

About
Installation

Install Version

s

Ansible Collection - cisco.dnac

Ansible Modules for DNA Center

ur Cisco DNA Center

Complete set of Ansible modules for all Cisco

DNA Center REST APIs

First library version Dec 2020 g
Certified by RedHat v 2.9 - 04/2021
Community certified - 05/2022

Support for Cisco DNA Center version 2.3.5.3
12,600 + downloads

https://qgithub.com/cisco-en-programmability/dnacenter-ansible
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Ansible Collection - Community Certification

Cisco

e!

& Community Authors> cisco> dnac

" dnac

Ansible Modules for Cisco DNA Center

ReadMe |  Content

@ info

Installation $ ansible-galaxy collection install cisco.
NOTE: Installing collections with ansible-galaxy s only s
& Download tarball

Install Version 6.4.0 released a month ago (latest) ~

s [ Jorec] o

Ansible Collection - cisco.dnac

Ansible Modules for DNA Center

The dnacenter-ansitle praject provides an Ansible collection for managing and automa:
environment, It consists of a set of madules and roles for performing tasks related to D

This collection has been tested and supports Cisco DNA Center 2.2.3.3

hote: This collectlon Is not compatible with verslons of Ansible before v2.8

New collection review: cisco.dnac #20
.amposon Mar 29, 2021 - 9 commant

24 roplis

For details about the following paints, refer to the Collection Requirements
Every comment should say whether the reviewer expects it 1o be addressed, or whether it's optional
Public availability and communication:

iy with version 10,0 or later

published on Ansible Gs
has a palicy of releasing, versioning and deprecation announced to contributors and users in some way

have a Code of Conduct (CoC) compatible with the Ansible Code of Conduct (CoC)

have & publicly avallable issue tracker that does not require a paid level of service to create an account of view issues
have a public SCM repository, releases of the collection are tagged in this repository

Standards and documentation:

adheres to semantic versioning

foows licens

follows the Ansible documantation standards and the style guide

follows developmant conventions; as well as these other requirements:

modules that anly gather information are named <sosething>_info
modules that return ansible_facts are named <semething>_facts and do not retur
other modules must not allow querying information using spacific state option val

s oo e e TR Cisco DNA Center Collection Community
B ety Certified — 05/19/2022
R Modules are included with every Ansible
M sl e installation

documentation and return sectians use versian_sdded: containing the collection version|

only uses the aflowed plugin types in the plugins/ directory
has READHE.sd

was

P s RIS i s it Will not require additional collection

public phugins, roles and playbooks do not use files outside of meta/, Blugins/, roles/

cotectonmarsgemen installation steps

gataxy.ysl having tags field set
collaction dependancies must have a lower bound on the varsion which is at least 1.0.0, a
meta/runtine.ynl dofines the minimal version of Ansible which the collaction works with
has changelog, prefecably with changelogs/changelog. yasl

collection repository should not contain any large objects (binaries) comparatively 10 the current Galaxy tarball size limit of 20 MB.
For example, package installers for testing purposes shouldn't be added,

collaction repository should not contain any unnoc mple, temporary filos craated by developmant tools.
Temporary files MUST be added to .gitignore

Tests:

passed ansible-test sanity
error codes listed here

has Ci tests up and running against each of the *major versions® of anstbla-base / ansible-cors that the collection supports

It test/sanity/ignores. txt exists, it does not contai

all Ci tests run against every pull request
all C1tests run against a commit that releases the cosiection; if they don't pass, the collection won't be released
a0l CI tests run regularly (nightly, or at laast once per week)

1 @ 2 rophes
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Intent Modules -

isco Developed and Supported

main ~ | dnacenter-ansible / plug main ~ | dnacenter-ansible / plugins site_intent.py

pnp_intent.py

7
& wastorga @& wastorga

&

% A4 3 contributors @ S ‘2’

A4 3 contributors @ &

963 lines (889 sloc) 30.5 KB 583 lines (494 sloc) 17.9 KB

from __future__ import absolute_import, division, print_function e_import, division, print_function

__metaclass__ = type

Provide Ansible automations for Cisco DNA
I Center workflows

. Simplify developer experience

module: pnp_intent Significantly reduce customer and partner

short_description: Resource module for Site and PnP related func
description:

_author__ = ("Madhan Sankaranarayanan, Rishita Chowdhary") ¢anan, Rishita Chowdhary")

i

2 for Site operations

Manage operations add device,
- API to add device to pnp inven
- API to delete device from the
version_added: '6.6.9'
extends_documentation_fragment:

- cisco.dnac. intent_params
author: Madhan Sankaranarayanan

Rishita Chowdhary (@rish
options:

state:

claim device and unclaim device ¢

tory and claim it to a site,

pnp inventory.

(@madhansansel)

itachowdhary)

description: The state of DNAC after module completion.

cisco W/

development effort
Accelerate the adoption of
Ansible collection
Published Intent Modules:
PnP, Site, Template, SWIM

#Ciscolive

Cisco DNA Center

options:

state:

DEVNET-2151

and delete of the resource Sites.
/floor with specified hierarchy.
/floor with specified hierarchy.
/floor with specified hierarchy.

@madhansansel)

shitachowdhary)

023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Terraform Provider and Go SDK

https://reqistry.terraform.io/providers/cisco-en-programmability/dnacenter
N Tematorm [+ s i v 5070 )

Providers = cisco-en-programmability | dnacenter | Version 117-bets

dnacenter Overview  Documentation

dnacenter Provider  onTHIS PAGE

Example Usage

The Cisco DNA Center provider is used to interact with Cisco DNA Center APIs (2.3.5.3). Schema
The provider needs to be configured with the proper credentials before it can be used
dnacenter providef Report an issue &'
> Resources Use the navigation to the left to read about the available resources.
> Data Sources Pull requests Issues Codespaces Marketplace Explore

Example Usage

The DNA Center SDK client could be generated with the following parameters:
<> Code ~  About

©am

Extended coverage of Cisco _

DNA Center REST APIs I
Support for Cisco DNA Center |
version 2.3.5.3 —
Released January 2021

19,600+ downloads

https://qgithub.com/cisco-en-programmability/terraform-provider-dnacenter
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Cisco DNA Center Apps - Splunkbase

https://splunkbase.splunk.com/

Sp|unkbase"' Collections Apps Submit an App

= Certified

Discover Apps

PLATFORM Showing 1-2 of 2 Results for = Cisco DNA/ X

Sort By Best Match A

SPLUNK

7 PRODUCT
Cisco DNA Center App Cisco DNA Center Add-on

Two Apps:
* Add-on - data collection
SPLUNK SOAR * Visualizations
Support via GitHub issues
A hkhk Ak ok Fully customizable

> VERSION

> PRODUCT

> VERSION

DEVELOPER SUPPORTED APP DEVELOPER SUPPORTED ADDON

CATEGORY
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Cisco DNA Center ServiceNow Custom Workflows

https://qithub.com/zapodeanu/dna_custom_workflows

Pull requests Issues Codespaces Marketplace Explore

_custom_workflows

Pull reque Actions

CONTRIBUTING.md
LICENS

NOTICE.txt
README.md
command_runner.js

_troubleshooting_

README.md

Cisco DNA Custom Workflows

The open-source code is for demos and

proof-of-concepts only.

Unwatch 1 ~

Network Troubleshooting App Command/Output

< | =it @ N = oo Follow - Update @pcaonmchangpnmum
% Short  Interface GigabitEthernet2 (Interface description: TO_CSR2_G12) connecting the following two network devices is down: Local
description o Node: PDX-RO (CSR1000V) - GigabitEthernet2. Peer Node: SP (CSRI000V) - GigabitEthernet2.
8 1

Additional comments. device: PDX-RO
(Customervisible)  command: show Ip int brl

Notes | Related Records ~ Resolution Information  Cisco DNA

Worknoteslist & St

Work notes Work notes

Additional Comments:

1. CLI command to device,
using the predefined
format

2. Update - send command

Note:

— Incident
< = iNcoonisos

Activities: 5

& N = oo Follow

GZ Gabi Zapodeanu

omi pint bri, Sent &

62 Gabi Zapodeanu

devi

POX-RO
1d: show ip int bri

The network troubleshooting workflow does not

1

require VPN access, or SSH to network devices.

Update  Create Cisco DNA Change Request

2. Command sent

1. Device and CLI Command

cisco W/
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https://github.com/zapodeanu/dna_custom_workflows

Cisco EN Programmability GitHub Org

O Search or jump to... Pull requests Issues Codespaces Marketplace Explore

Cisco EN Programmability Follow

36 A cisco-en-programmability@cisco.c

DevOps DNA Center use cases

Python SDK

Pinned Ansible modules

Go SDK and Terraform provider

Splunk Integration Apps

SDA-as-Code

Report Operations

Day N use cases - Python SDK, Ansible,
Terraform

Jenkins open-source Integration and
pipelines

GitHub/GitLab open-source Integrations
Compliance Use Case

Custom Integration App

Webhook Receiver

Other sample code

Overview Repositories 37 Projects Packages People '8 Settings

Repositories
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ouTube Channel - EN Programmabillity

Cisco

294 subscribers
HOME VIDEOS PLAYLISTS CHANNELS ABOUT
Uploads P PLAY ALL
DEVNET | o
. - - "~ R T e 8
o o fror]
NETCONF with YANG Suite Cisco 10S XE Terraform Cisco Catalyst 9300 10S XE Cisco DNA Center Client Cisco DNA Center Real Time Cisco DNA Center IP Address
68 views * 1 month ago provider introduction and... 17.5 GNMI GNOI 0S.proto -... Proximity API and Event Notifications to Splunk... Conflict Prevention
117 views + 3 months ago 139 views * 1 year ago 103 views + 1 year ago 21K views * 2 years ago 130 views * 2 years ago

Searct Q 4 FoE A en
Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Platform v 1.1o- rssessnsans ? © n
Overview Manage v Developer Toolkit v Runtime Dashboard m
—— Technical Marketing Engineers
Welcome to the DNA Center Platform. Programmatically access your network through Intent APIs, integrate with your preferred IT systems to create
end-to-end solutions and add support for multi-vendor devices.

.&‘/

https://YouTube.com/c/CiscoENProgrammability
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Cisco DNA Center - Developer Resources

D] 4 [ WN https://developer.cisco.com/dnacenter/

GitHl.lb https://github.com/cisco-en-programmability

I’YouTube http://cs.co/EN-Programmability-Videos

@) 48T hitps://galaxy.ansible.com/cisco/dnac

N
H’ Terraform https://reqistry.terraform.io/providers/cisco-en-programmability/dnacenter

@Plﬁhon https://dnacentersdk.readthedocs.io/en/latest/

—:w https://github.com/cisco-en-programmability/dnacenter-go-sdk
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https://galaxy.ansible.com/cisco/dnac
https://github.com/cisco-en-programmability/dnacenter-go-sdk
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter

- Summary
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Cisco DNA Center Jenkins Integration

Simplified at-scale network management
Consistent intent configurations, profiles and policies
Use of approved intents and workflow automations

Support for multi-Cisco DNA Center clusters and
platforms

Visibility, security and reporting

cisco L{{/&/
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Other Cisco DNA Center Sessions:

Day Time Room Session
On BRKOPS-2854 Version Control Tools Integrations -
demand Cisco DNA Center Infrastructure-as-Code Use Cases
June 5 9:30 - 10:30 AM Level 2, Mandalay Bay D BRKOPS-2032 3 Cisco DNA Center and ITSM Workflows:
CMDB, Incident Management and SWIM
June 6 2:30 - 3:30 PM Lower Level, BRKOPS-2471 Custom Workflows for the Cisco DNA Center
Tradewinds ABC Integration with ServiceNow
June 7 10:00 - 10:45 AM  DevNet Theater DEVNET-2739 ClickOps to GitOps - Cisco DNA Center
Infrastructure-as-Code Use Cases
June 7 2:00 - 2:45 PM DevNet Classroom 2 DEVNET-2151 Jenkins Automations for Cisco DNA Center
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Fill out your session surveys!

.- Attendees who fill out a minimum of four session

. surveys and the overall event survey will get
Cisco Live-branded socks (while supplies last)!

Attendees will also earn 100 points in the
Cisco Live Game for every survey completed.

These points help you get on the leaderboard and increase your chances of winning daily and grand prizes
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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Cisco Live
Challenge '

My Profile NOT SIGNED IN
Log in to discd
Cisco Live 202

Gamify your Cisco Live experience! S |
Get points for attending this session! - Lo

How:
. Open the Cisco Events App.

Event Info

. Click on 'Cisco Live Challenge’ in the side menu.

. Click on View Your Badges at the top. S it e anired
st Networkine Monday, Jun

. Click the + at the bottom of the screen and scan the QR code: i oo A
The Bridge

and Sustain

Level 2, Ocez

Reaister ‘
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