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Enter your personal notes here

Cisco Webex App 
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Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 9, 2023.
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Cisco DNA Center Platform

Cisco Physical and Virtual Infrastructure

Cisco DNA                     Center Platform

REST APIs EventsReports

Infrastructure-as-Code

Infrastructure provisioning, workflow 
automation and network management

Integrations

Cisco Spaces

Custom Integrations

Network Insights

Managed
Services

Education HospitalityHealthcare ManufacturingRetailWorkplaces

DevOps Tools
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Cisco DNA Center Platform

Cisco Physical and Virtual Infrastructure

Custom Integrations

Third Party Integrations

Cisco Integrations

DevOps
Tools

REST APIs Webhooks

Infrastructure as Code

DEVNET-2151 7



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Cisco DNA Center Platform Overview

Northbound REST APIsEvent Notifications

IT Ecosystem Integrations Developer Resources

• Assurance Issues
• AI/ML Insights
• System Health 
• Integration Connectivity
• License Management

• Webhooks
• PagerDuty
• Webex
• Syslog
• SNMP

• Network Inventory
• Network Topology
• Network Design
• Provisioning
• SWIM, PnP
• Path Trace

• Assurance
• SDA
• Templates
• RMA
• Config Archive
• Sensors

• Sample Code, Videos
• Python SDK, Ansible, Terraform
• Cisco DevNet

• Sandboxes, Learning Labs
• Developer Guides
• Sample Code

• IT Service Management
• IP Address Management
• Reporting
• Wireless Planning
• Incident Response  
• SIEM, Splunk

DEVNET-2151 8



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

DNA Center Platform – Overview
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DNA Center Platform – Developer Toolkit

Try
Call an API 

without writing 
any code 

10DEVNET-2151

Review API docs, configure integration 
workflows and subscribe to events



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Try an API Call
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Code Preview
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Code Preview
Generate code in 
few programming 

languages
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Cisco DNA Center DevOps Tools Journey

X Various home-grown scripts/apps to manage
X Complexity and lack of consistency
X Limited visibility and reporting
X Security concerns

REST
APIs

Note: 
Network engineer provides:
Configuration details and application files 

DEVNET-2151 14



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Cisco DNA Center Jenkins Integration

✓ Declarative – Abstracted configuration state
✓ Code re-use
✓ Increase compliance, reduce configuration drift
✓ Consistent processes and outcomes
✓ Rich visibility and integrations

Jenkins docs: https://jenkins.io

Note: 
Network engineer provides:
Intent to be used by predefined automation workflows

DEVNET-2151 15
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Multi Cisco DNA Center Managed Networks

REST
APIs

Services
Layer

ITSM, Splunk, 
Notifications, IPAM, 
Custom Integrations

Webhooks

✓ Declarative – abstracted configuration state
✓ Simplified at-scale network management
✓ Consistent service delivery across clusters
✓ Network-wide dashboards

DEVNET-2151 16
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Cisco DNA Center and DevOps Journey

Ad-hoc Scripting

Engineers run scripts 
and tools using Cisco 
DNA Center APIs and 

device APIs

Re-usable 
Frameworks

Centrally managed 
repos and templates 
to accelerate service 

delivery, and workflow 
automations

Service 
Orchestration

Intent-based 
networks, automation 
in one place, across 

multiple domains, out-
of-box integrations

Business Process

Business-level intent, 
executive dashboards, 

fully customizable 
integrations with ITSM, 
asset management and 
business applications

Business
Apps

Value

S
c
a
le

DEVNET-2151 17



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

GitOps for Cisco DNA Center?

DEVNET-2151 18

• GitOps uses Git repositories as a single source of 
truth to deliver Infrastructure-as-Code:

• Automations and integrations apps

• Intent-based configurations documented as code

• Inventories: clients, devices, sites, fabrics

• Code changes, intent configurations, and network 
state are tracked, and version controlled

• Consistency across Cisco DNA Center clusters and 
IT teams

• Enhanced security and visibility, robust role-based 
access
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Git Configurations + Inventories

• CLI templates and profiles

• Network settings

• SDA-as-Code 
configurations

• Custom events notifications 
and subscriptions

• Reports and inventory

• Compliance

19DEVNET-2151

Services
Layer

✓ Simplified at-scale network 
management

✓ Consistent and efficient service 
delivery across clusters

Notes: 
Configurations could be CLI templates, profiles, network 
settings or YAML/JSON intent configurations - SDA
Enables time travel, changes, reporting
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What is Jenkins?

“Jenkins is a self-contained, open-
source automation server which can 
be used to automate all sorts of tasks 

related to building, testing, and 
delivering or deploying software.

Jenkins can be installed through 
native system packages, Docker, or 
even run standalone by any machine 

with a Java Runtime Environment 
(JRE) installed.”

Ref.: https://jenkins.io/

DEVNET-2151 20
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Why Cisco DNA Center and Jenkins?

Jenkins is a self-contained, open-source 
automation server which may be used to:

• Support network infrastructure 
management as Infrastructure-as-Code

• Integrate with GitHub for validated and 
approved apps

• Integrate with GitHub for intent 
configurations, profiles and policies

• Be the platform used by all network 
engineers to run apps and scripts

+

DEVNET-2151 21
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Jenkins Docs

DEVNET-2151

https://www.jenkins.io/doc/

Includes everything you need to know:
• How to install, upgrade, configure
• How to get started
• Jenkins management, credentials and 

plugins
• Pipeline syntax and tutorials
• Security features

https://www.jenkins.io/doc/
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Jenkins Dashboard

DEVNET-2151 23

• Jenkins preferences
• Group pipelines in views
• Build queue and 

execution status
• Pipeline stats – health, 

number of runs, success 
and failure, …
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Jenkins Dashboard - Views

24

Manage your Jenkins 
projects/pipelines using views

DEVNET-2151
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Running an Automation Workflow

• Create and activate a new Python 
virtual environment, or a Docker 
container

• Clone, or pull, code from Version 
Control Platforms (GitHub or GitLab)

• Install or upgrade Python Libraries, 
example: Cisco DNA Center SDK

• Provide the required params

• Run the application

26DEVNET-2151

Note: 
We do this every time we start 
development or run the app

Runbook environments drift between 
developers, using different libraries and 

code versions
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Jenkins Pipeline Build

• Create a Docker container

• Clone, or pull, code from Version 
Control Platforms, GitHub or GitLab

• Install or upgrade Python Libraries -
Cisco DNA Center SDK

• Provide the required params, or pull 
them from Version Control

• Run the application

27DEVNET-2151

Note: 
All steps are completely automated

Runbook environments identical, always 
using the latest code versions and libraries

Rich scheduling/triggering options
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Create a Basic Pipeline

DEVNET-2151

Name and type of pipeline

Note: 
Optional, copy from existing pipeline
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Create a Basic Pipeline

DEVNET-2151

Select a Docker image

Configure Stages and Steps

Define the post activities

Notes: 
1. Jenkinsfile is a text file representing the 
definition of a pipeline. It includes multiple 
stages and steps.
2. Steps may be constructed using:

• Shell commands
• Run code developed using the 

Python SDK, Ansible or Terraform
• Jenkins Plugins

Pipeline Script:
1. Selecting the Agent –

Docker image Python latest
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Build the Basic Pipeline

DEVNET-2151

Note: 
The console view is very valuable to 
view all details of the pipeline execution, 
specially when troubleshooting
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Pipeline Configuration - Adding Stages/Steps

DEVNET-2151

Jenkinsfile Declarative Pipeline

We need to include all tasks to 
build the environment running 
the automation workflow:
• Pull or clone code
• Install libraries
• Run the app
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Clone or Pull Code from GitHub
Configure your GitHub Personal Access Token

32DEVNET-2151

• Jenkins configured credentials are 
encrypted by the Jenkins instance ID

• Can not be copied from a Jenkins instance
• Could be used in pipeline projects via their 

credential IDs
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Clone or Pull Code from GitHub
Pipeline Stages and Steps

33DEVNET-2151

Pipeline Script:
1. Selecting the Agent –

Docker image Python latest
2. Pull or Clone app code and 

params files

• Verify if source code exists 
and pull or clone code from 
GitHub
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Install Python Libraries
Use ”requirements.txt”, Included with the Repo

34DEVNET-2151

Pipeline Script:
1. Selecting the Agent –

Docker image Python latest
2. Pull or Clone app code and 

params files
3. Install all required libraries 

and verify

• PIP install “requirements.txt” 
or each library, one at a time

• Verify Python version, modules 
versions, pulled repo files
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Automation Workflow Run
Shell Commands to Execute Python App

35DEVNET-2151

Pipeline Script:
1. Selecting the Agent –

Docker image Python latest
2. Pull or Clone app code
3. Install all required libraries 

and verify
4. Application run
5. Post tasks – destroy 

container, clean up files, 
create reports

Shell commands to run the Python 
App in the working directory

Optional post tasks
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Jenkins Pipeline Template

Template to simplify development 
of new Jenkins pipelines

• Developer will customize:
• The docker agent
• The environment variables

• Using typical stages and steps:
• Git pull or clone the source 

code from GitHub
• Verification for every 

stage/step
• Execute the application
• Create reports/outputs

• You may use the 
“Jenkinsfile Template”, 
to start building your 
pipelines.

• Easy to get started in 
few simple steps!

DEVNET-2151 36
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Device Inventory Pipeline

38DEVNET-2151

• Runs on a schedule, every 15 minutes
• Will collect the Cisco DNA Center device 

inventory
• Push the inventory files to GitHub
• Always up-to-date rich inventory data 

may be used by other automations tools 
and platforms

• It includes device and AP inventories, 
software non-compliant devices list, 
formatted as JSON and YAML files
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Device Inventory Pipeline
Schedule

39DEVNET-2151

Jenkins triggers:

• Trigger builds remotely 
(API call)

• Periodically
• GitHub actions
• After another build is 

finished

Note: 
This build will run every 15 minutes
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Device Inventory Pipeline
Configuration – Copy and Update from Jenkins Pipeline Template

40DEVNET-2151

Pipeline Template updated with:
• Docker image
• GitHub repo, username
• Pipeline and app names
• GitHub credential
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Device Inventory Pipeline
Configuration – Verify Stages and Steps

41DEVNET-2151

Verify and update pre-configured, 
pipeline template stages and steps:
• Pull code from GitHub
• Install libraries, verify
• Execute the Python App
• Verify the files saved in local folder
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Device Inventory Pipeline
Logging

42DEVNET-2151

Enable Python App logging
to view them in the 

Pipeline Console, when building



Demo
Device Inventory
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GitHub Integration App Workflow

DEVNET-2151

Integration
App

• Running on Jenkins, every evening
• Synchronize GitHub Repos with Cisco 

DNA Center projects and templates
• Includes the commit details: 

comments, author, date, diff
• Create CLI template, or update, if 

changes
• Commit the template
• Create report

Note: 
Will call Cisco DNA Center 
and GitHub APIs
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GitHub Sync Pipeline
Copy and Update from Jenkins Pipeline Template

47DEVNET-2151

• Agent – Docker and Reuse
• Update the environment variables
• Typical Stages and Steps
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Jenkins Pipeline Build - Scheduled

DEVNET-2151

• Build history – running on a schedule, or on-demand
• Stage View – average stage and each build time



Demo
GitHub Integration App
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Jenkins Use Case
CLI Template Deployment

Resources:
Cisco DNA Center

GitHub
Jenkins Environment:

Docker
Python libraries

Python SDK
Network engineer creates 

new project

Uploads project to 
GitHub or Git Server

Git push

Webhook

Jenkins receives 
notification, or runs on 

schedule

Cisco DNA Center
CLI Templates

Inventory

REST 
APIs

Engineer downloads 
report, verifies build logs

Project Build
Docker Container and Install 

required libraries
Downloads project 
Executes workflow

Report uploaded to GitHub
Jenkins plugins

Notification to Webex

Git
Push

REST 
APIs
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CLI Deployment - Lab & Production

Network 
Engineer

Project Details

CLI Template

DEVNET-2151 53

Pipelines and Apps:
• Pre-defined and tested
• Meet enterprise standards

Network + DevOps Engineer

Pipeline Build
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Create a Cisco DNA Center Jenkins Pipeline
Assumptions

• You have Jenkins 
installed and running

• Docker is installed and 
running

• You have created a 
GitHub Token (if planning 
to use GitHub)

• Installation and quick 
start may be found here: 
https://jenkins.io/

54DEVNET-2151

Note: 
Add the GitHub Token to your Jenkins credentials

https://jenkins.io/
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Pipeline CLI Templates Deployment - Environment

DEVNET-2151

Select a Docker image

Define the environment 
variables

Clone the GitHub repo with 
the app code

Install and verify the 
required Python libraries
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Pipeline CLI Templates Deployment - Deploy

DEVNET-2151

Clone from GitHub the 
CLI templates repo

Deploy template to lab 
devices

Deploy template to 
production devices



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive 57

Pipeline CLI Templates Deployment - Report

DEVNET-2151

Create report and push to 
GitHub

Remove the docker 
container
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CLI Templates Python Apps – Lab/Prod

DEVNET-2151

The Python app will call the 
Cisco DNA Center APIs to 

complete these steps

Project includes the 
required params
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Job Build Console Output - Start
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Console Output – Install Python Packages
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Console Output – Verify Python, App Files
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Console Output – Deploy Templates to Lab
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Console Output – Templates to Prod + Report

DEVNET-2151
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Jenkins Pipeline Dashboard

DEVNET-2151

• Build history
• Last job build and time for each stage
• Status for each build
• Failed stages will trigger skipping all 

subsequent stages



Demo
CLI Templates 
Pipeline
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Jenkins Pipeline – Create Fabric
• Runs on a schedule, 

every 5 minutes
• Network engineer will 

push fabric details to 
GitHub

• Build will pull GitHub to 
download the fabric 
configuration file

• Deploy fabrics only when 
fabric configuration file 
exists

• Skip deployment of fabric 
if no file

Stages skipped

Stages completed

DEVNET-2151 68
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Jenkins Fabric Build
fabric_operations.yml

Run the Python App to create 
a fabric if file exists

Log the fabric config details  
when file exists

Note: 
Execute steps only when condition is true

DEVNET-2151 69



Demo
SDA-as-Code
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PoE Sustainability Pipeline

DEVNET-2151

Note: 
Copy from Jenkinsfile template to start 
building the new pipeline

• Runs on a schedule every 12 
hours, morning and evening

• Build will pull GitHub to 
download the PoE Automation 
App

• Operation UP/DOWN/NONE 
decided based on local time

• Disable/Enable access ports 
connected to APs, managed 
by both Cisco DNA Center 
and Meraki
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Jenkins Pipeline – PoE Sustainability - Schedule

• Configure a trigger to build two 
times, every day:

• 6:00 AM to 6:59 AM
• 18:00 AM to 18:59 PM

DEVNET-2151 74
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Jenkins Pipeline – PoE Sustainability - Configure

• Configure the new pipeline:
• Agent changes, if any
• Jenkins repo name
• Pipeline name
• Python app name
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Jenkins Pipeline – PoE Sustainability - Output

• Verify if the output folder is correct 
and you have an output stage/step

• Save
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PoE Sustainability – Build

Manual build, to verify the new Pipeline
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PoE Sustainability
Schedules

Jenkins schedule:
When will the pipeline run, daily, two times

Application schedule logic:
Identify if the intended PoE operation is 
UP, DOWN, or NONE

Notes: 
1. Run the same Python app anytime during the day, 

no need to specify the desired PoE operation
2. Protects against possible power down APs if a 

pipeline build would run during business hours
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PoE Sustainability Build – Console

DEVNET-2151 79

Schedule build

App logs



Demo
PoE Sustainability
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Jenkins Optimizations – Reuse and Caching

• Docker Agent “reuseNode” “true”
• Caching for all libraries and 

packages

• Approx. 23 seconds time savings 
to install Cisco DNA Center Python 
SDK, Ansible and Terraform when 
caching and reuse
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Cisco DNA Center - DevNet Resources

• API Documentation

• User Guides

• Learning Labs

• Sandboxes

• Code Exchange

84DEVNET-2151
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Cisco DNA Center Jenkins Tutorial
https://github.com/cisco-en-programmability/dnacenter-jenkins-tutorial
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Cisco DNA Center Jenkins Automations
https://github.com/zapodeanu/dnacenter_jenkins_automations_public

DEVNET-2151 86

https://github.com/zapodeanu/dnacenter_jenkins_automations_public


© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Cisco DNA Center GitHub/GitLab Integrations
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https://github.com/cisco-en-programmability/dnacenter_git_integrations

https://github.com/cisco-en-programmability/dnacenter_git_integrations
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https://dnacentersdk.readthedocs.io

Python SDK
Cisco DNA Center Version Support 1.2.10 to 2.3.5.x

https://github.com/cisco-en-programmability/dnacentersdk

• Includes all Cisco DNA Center REST APIs
• Support for Cisco DNA Center version 2.3.5.x
• First SDK version August 2019
• Downloads last month 3,500+
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https://dnacentersdk.readthedocs.io/
https://github.com/cisco-en-programmability/dnacentersdk
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Cisco DNA Center Ansible Modules
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https://galaxy.ansible.com/cisco/dnac

https://github.com/cisco-en-programmability/dnacenter-ansible

• Complete set of Ansible modules for all Cisco 
DNA Center REST APIs

• First library version Dec 2020
• Certified by RedHat v 2.9 – 04/2021
• Community certified - 05/2022
• Support for Cisco DNA Center version 2.3.5.3
• 12,600 + downloads

https://galaxy.ansible.com/cisco/dnac
https://github.com/cisco-en-programmability/dnacenter-ansible
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Ansible Collection – Community Certification

• Cisco DNA Center Collection Community 
Certified – 05/19/2022

• Modules are included with every Ansible 
installation

• Will not require additional collection 
installation steps
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Intent Modules - Cisco Developed and Supported

• Provide Ansible automations for Cisco DNA 
Center workflows

• Simplify developer experience
• Significantly reduce customer and partner 

development effort
• Accelerate the adoption of Cisco DNA Center 

Ansible collection
• Published Intent Modules:

PnP, Site, Template, SWIM
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Terraform Provider and Go SDK
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https://registry.terraform.io/providers/cisco-en-programmability/dnacenter

• Extended coverage of Cisco 
DNA Center REST APIs

• Support for Cisco DNA Center 
version 2.3.5.3

• Released January 2021
• 19,600+ downloads

https://github.com/cisco-en-programmability/terraform-provider-dnacenter

https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://github.com/cisco-en-programmability/terraform-provider-dnacenter
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Cisco DNA Center Apps – Splunkbase
https://splunkbase.splunk.com/

DEVNET-2151

Certified
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• Two Apps:
• Add-on – data collection
• Visualizations

• Support via GitHub issues
• Fully customizable

https://splunkbase.splunk.com/
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Cisco DNA Center ServiceNow Custom Workflows
https://github.com/zapodeanu/dna_custom_workflows
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The open-source code is for demos and 
proof-of-concepts only.

https://github.com/zapodeanu/dna_custom_workflows


© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Cisco EN Programmability GitHub Org

https://github.com/cisco-en-programmability

• DevOps DNA Center use cases
• Python SDK
• Ansible modules
• Go SDK and Terraform provider
• Splunk Integration Apps
• SDA-as-Code
• Report Operations
• Day N use cases – Python SDK, Ansible, 

Terraform
• Jenkins open-source Integration and 

pipelines
• GitHub/GitLab open-source Integrations
• Compliance Use Case
• Custom Integration App
• Webhook Receiver
• Other sample code
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https://github.com/cisco-en-programmability
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YouTube Channel – EN Programmability

https://YouTube.com/c/CiscoENProgrammability
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https://youtube.com/c/CiscoENProgrammability
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Cisco DNA Center – Developer Resources

https://developer.cisco.com/dnacenter/

http://cs.co/EN-Programmability-Videos

https://github.com/cisco-en-programmability

https://dnacentersdk.readthedocs.io/en/latest/

https://galaxy.ansible.com/cisco/dnac

https://github.com/cisco-en-programmability/dnacenter-go-sdk

https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
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https://developer.cisco.com/dnacenter/
http://cs.co/EN-Programmability-Videos
https://github.com/cisco-en-programmability
https://dnacentersdk.readthedocs.io/en/latest/
https://galaxy.ansible.com/cisco/dnac
https://github.com/cisco-en-programmability/dnacenter-go-sdk
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter


Agenda
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• Cisco DNA Center Platform

• Jenkins Open-Source 
Integration

• Jenkins Pipelines

• Developer Resources

• Summary
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Cisco DNA Center Jenkins Integration

• Simplified at-scale network management
• Consistent intent configurations, profiles and policies
• Use of approved intents and workflow automations
• Support for multi-Cisco DNA Center clusters and 

platforms
• Visibility, security and reporting

DEVNET-2151 99



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Other Cisco DNA Center Sessions:
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Day Time Room Session

On 
demand

BRKOPS-2854  Version Control Tools Integrations –
Cisco DNA Center Infrastructure-as-Code Use Cases

June 5 9:30 - 10:30 AM Level 2, Mandalay Bay D BRKOPS-2032   3 Cisco DNA Center and ITSM Workflows: 
CMDB, Incident Management and SWIM

June 6 2:30 – 3:30 PM Lower Level, 
Tradewinds ABC

BRKOPS-2471   Custom Workflows for the Cisco DNA Center 
Integration with ServiceNow

June 7 10:00 – 10:45 AM DevNet Theater DEVNET-2739   ClickOps to GitOps - Cisco DNA Center 
Infrastructure-as-Code Use Cases

June 7 2:00 – 2:45 PM DevNet Classroom 2 DEVNET-2151   Jenkins Automations for Cisco DNA Center
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Fill out your session surveys!

Attendees who fill out a minimum of four session 
surveys and the overall event survey will get 
Cisco Live-branded socks (while supplies last)!
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These points help you get on the leaderboard and increase your chances of winning daily and grand prizes

Attendees will also earn 100 points in the 
Cisco Live Game for every survey completed. 
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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http://www.ciscolive.com/on-demand


Thank you

#CiscoLive
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Gamify your Cisco Live experience!
Get points for attending this session! 

Open the Cisco Events App.

Click on 'Cisco Live Challenge’ in the side menu.

Click on View Your Badges at the top.

Click the + at the bottom of the screen and scan the QR code: 

How:

1

2

3

4
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