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Cloud, Mobility, & Al/ML are changing everything

Industry Trends

Artificial
intelligence

2=@
—o
Lo

Enable Advanced
analytics, predictive
maintenance and
intelligent automation
to proactively detect
and resolve issues
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Cloud
acceleration

Increasing demand
for Cloud
management, cloud
security, & XaaS due
to flexibility,
scalability and
simplified operations

Mobility
first

WiFi 6/6E/7, private
5@G, high
performance
networks

#Ciscolive

Sustainable, Smart
buildings

Convergence of IT
and OT systems,
reduce carbon
footprint

BRKARC-2098

Secure
infrastructure

Digital
transformation
driving need for
secure infrastructure
with Zero trust
architecture
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The reality Is ....

People, places Access
and things networks
Infrastructure

Smart Connectivity Resiliency

cisco L{V&/

Network
services infrastructure

Cloud connectivity Apps
(data center, cloud)

Management

Visibility Security
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Cisco Catalyst 9000 Switching Portfolio

Adding the “X factor” to the industry’s leading switching family

Catalyst
Catalyst 9600X

9500X o 0 =_---L,

% el

4 9300X ot

» yst

V s EER BER AR =S Catalyst 9600 Series
Catalyst —==E 9500 Series Em

200CX Compact [ ]

; Catalyst E =

9300 Series

Catalyst Catalyst Catalyst Catalyst Catalyst
2960-X/XR 3650/3850 4500-E Series 3850-XS/4500-X 6840-X/6880-X 6500-E/6807-XL

Access Switching L Core Switching
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Catalyst 9300
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Cisco Catalyst 9300 Series

Complete, comprehensive portfolio, now expanding to cloud
Catalyst 9300 models with modular uplinks

Uplinks

48/24 ports Data 1G 48/24 ports UPOE 1G ¢ i @
: .

s POTTTTEEEEREEE et oG

Catalyst 9300 models with fixed uplinks

48/24 ports UPOE 1G

. - | e ==
48/24 ports PoE+ 1G 48/24 ports UPOE+ 1G
| Muliggabitwih UPOE o

[ ——1—-1 T '—"\'?‘ .
48/24 ports mGig 48/24 ports 1G X 1710/

48/24 ports PoE+ 1G

Catalyst 9300X models with modular uplinks * Catalyst 9300X

Uplinks
40x1G+8me\g/10G 24 x 1G UPOE

2x 100/40G
el T e BN o LHTETETES eeTETEEE=
--‘E 48 mGig port Data ‘ 48 x 1G Data ‘ 7748 x 1G UPOE -

24/12 ports 1G/10G/25G 24/48 mGig with UPOE+ l I .
StackWise and StackPower 0 é. - .
- X

cables 50CM-1M-3M 30CM-150CM 8x 10G-mGig G

1/10/25G fiber mGig copper models

Modular fans External Storage
Common J A J : 0 =] USB 3.0
components g — 120/240GB
315W AC 715W AC/DC 1100W AC 1900W AC

#Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Catalyst 9300X - New High Performance Access
Switch

C : ° é

o
1/2.5/5/10/25/40/10
500GE 250507 01251401
Bandwidth ! . T .
Supports Different Stacking Capacity
Speeds
Enhanced A .
100G Encryption Hosting = QAT Engine

2 HW Acceleration
2 x 10G App Gig ports ( )

UADP 2.0sec l

mmim
cIsco ®

\ ] \

48 x mGig-10G + 90W UPOE+ Flexible Uplink Options

cisco L‘V&- HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10




Investment protection with Catalyst 9300X

External storage

(240-GB SSD) j Redundant fans Redundant power

Data stack cables Optional power
1T Stacking BW StackPower cables supplies (AC+DC)

Common components and stacking backward compatible with Catalyst®
9300 Series

cisco M- #HCiscolLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



Catalyst 9300X Multigigabit models

l-_-----—_l
J..L.L.L.L

@ EES of‘\ -’ — ]

mII

.L.L.[ .LJ..L.L

BRI
- _———————

48x 100M/1G/2. SG/SG/?OrG ports with Cisco UPOE®+ 09300X'48HX
(e e (O ——- —_un v v wve
Ssstss - HET S e
e CQ300X—48TX MUItlglg?blt
48x 100M/1G/2.5G/5G/10G ports data only ports with
e 8-member

stack

mf‘\' 5 -ﬂ_ -—- -—- _m ‘
.L.L.L.[ .L.L.L.L -

40x 100M/1G/2.5G/5G with UPOE+ 8 100M/1G/2.5G/5G/10G with UPOE+C93OOX 48HXN

(F e (————— ——- R ERC T
.L.L.L.L L.L.L.L.L -

24x 100M/1G/2. 5G/5G/10G ports with UPOE+ C9300X-24HX

Stackable with C9300 and C9300X

Highest Multigigabit ports in the industry with Standalone and StackWise®-1T

12
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What speeds are supported on Multigigabit

ports?

Multigigabit PHYs are different from 1-Gbps PHYs

Multigigabit ports are capable of the following speeds:
* 100 Mbps, 1 Gbps, 2.5 Gbps, 5 Gbps, 10 Gbps

* No 10 Mbps on Multigigabit ports

2.5 Gbps and 5 Gbps are now standard

The non-Multigigabit ports are the same as previous line
cards and products; they support 10-Mbps, 100-Mbps, and

1-Gbps speeds

Multigigabit PHYs are same across our Cisco®
Catalyst® Multigigabit switch models

Half duplex on Multigigabit ports is not supported

cisco L{V&/

#Ciscolive

<IEEE

<IEEE

<IEEE

<IEEE

<IEEE

<IEEE

]

.

10 Mbps
100 Mbps
1 Gbps
2.5 Gbps
5 Gbps

10 Gbps

OO0OOOOG
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Yes, you will need an mGig Switch
5 Gig (mGig) AP Uplink vs. 1 Gig AP Uplink

—[ UDP Throughput

uuuuuuuu

Dt D6 st
D cut o

Wi-Fi 6E Performance with mGig (5 Gig) Switch Wi-Fi 6E Performance with Gigabit Switch
= - UDP Throughput e
Datagrams received (3x more) ] — — o [ Datagrams received ]
w-w*‘*—l—u*\/\/\w—\\//

cisco L{{@/
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Highest 90W UPOE+ Density in the Industry

Standalone

32 Ports of 90W UPOE+

I
48 Ports of 60W UPOE

32 ports of 90W or 48 ports of 60W

with 2 x 1900W AC PS/Switch

32 Ports of

90W UPOE+ x 8

=288
48 Ports of

60W UPOE+ x 8

=384

L 8 Members

—

—

* With Stackpower, configure 4 x 2 members for getting desired PoE Port Density

256 ports of 90W or 384 Ports of 60W

with 2 x T900W AC PS/Switch



Catalyst 9300X high-speed fiber models

CErOEr Tt 1L

: G D) | D S G-
" S AR (WA S MR o ARG MR ST MR N

—_—
=————
___ﬁ '-m‘-'

N ) -
Y% C9300x-24Y Stackable with
24x 25/10/1G 9300/9300X
Gk ey e G N G S D G RS — o
B;hﬂ&:hﬂﬂ:hﬂﬂ:hﬂ -
_ g .
N /
v C9300X-12Y

12x 25/10/1G

Fiber To The
- e Collapsed access e Desktop (FTTD) ¢ Servers

Bringing stackable high-speed fiber to access

cisco M - HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Highest and Flexible speed uplink options in the industry
Catalyst 9300X-only modular uplinks

4x 100/40G* QSFP 2x 100/40G QSFP

C9300X-NM-8Y

* C9300X-NM-4C is supported only C9300X-24Y and C9300X-48HX/TX.

. ** |ast 2 ports disabled on C9300X-48HXN.
c I sco & / PoE is not supported on Uplink modules
- HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Cisco Catalyst 9300X models

24 port 1/2.5/5/10G copper

C9300X-24HX SKUs
StackWise®-1T > X86 2.4-GHz
quad-core CPU |

Packet buffer (16 MB) | .
FPGA
) DRAM - 16 GB

ASIC 0

«—
A\ 4

Reassembly
crypto

. nwesERO 1% - E=Ern
| : © * |
~ Console

I ..

2x 100/40G
ng P;'Y P:J'Y 8x 25/10G
8x Multigigabit

I |

Cage 2

Cage 1

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Catalyst 9300X models

C9300X-48HX - 48 port 1/2.5/5/10G copper

X86 2.4-GHz
quad-core CPU

ASIC 0 A Packet buffe 6 MB !
h . FPGA
L A 4 ( T - A 4 ) DRAM - 16 GB
—> Forwarding controller <+ —> Forwarding controller <+
A4 v
Reassembly * 540G Reassembly *
crypto - crypto USB 2.0
meesERO -ty Clgessiiro 4 '
USB 3.0
L f Core 0 ) L f Core 0
Mgmt Console
A A 4 2x 100G
2x 100G 3 S 3
T : ]
\A A 4 v
v VVY VVVY 4x 100/40G
PHY PHY PHY PHY PHY PHY 2x 100/40G
0 1 2 8 4 5 8x 25/10G
8x Multigigabit
Cage 1 Cage 2 Cage 3
cisco L‘V& ./ HCiscoLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Cisco Catalyst 9300 - buffer complex

composition

UADP 2.0

0.5to 1.0 MB
0.5 MB
0.75to 1 MB

H Egress (AQM)
= Common

m Stack (SQS)
B Temporary

Ingress(IQS)

Catalyst 9300/L models
* Total of 16 MB buffer on switch

* 8 MB packet buffer per core is shared by ingress and
egress data paths

cisco L{V&/

0.5to0 1.0 MB

0.5 MB
1.5t03.5...

Catalyst 9300B models

» Total of 32 MB buffer on switch

m Egress (AQM)
= Common

m Stack (SQS)
u Temporary

Ingress(IQS)

* 16 MB packet buffer per core is shared by ingress

and egress data paths

#Ciscolive

BRKARC-2098

1.5t0 3.5 MB

0.5to0 1.0 MB
0.5 MB

H Egress (AQM)
= Common

m Stack (SQS)
B Temporary

Ingress (IQS)

Catalyst 9300X models

Total of 16 or 32 MB buffer on switch depending on Single
or Dual Asic switch

16 MB packet buffer is shared by ingress and egress
data paths

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Lookup tables

Cisco Catalyst

Cisco Catalyst™

Cisco Catalyst

Security ACL
entries

 Port ACL
(PACL)

+ VLAN ACL
(VACL)

* Router ACL
(RACL)

Cisco Catalyst
9300X Series

8,000

5,000

18000

Cisco Catalyst
9300 Series

Cisco Catalyst
9300B Series

9300X Series 9300 Series 9300B Series

MAC 32.000 32.000 64,000
addresses

Host/direct 24,000 24,000 48,000
routes

IGMP groups 8,000 8,000 16,000
LR linglizg! 15,000 8,000 64,000
routes

M 8,000 8,000 16,000
routes

SGTs 8,000 8,000 8000

QoS ACL
entries

4,000

5,000

18000

NetFlow

NetFlow entries: 128,000/64,000/64,000 per UADP 2.0 XL/2.0/2.0sec ASIC

cisco L{{/&/

#Ciscolive

BRKARC-2098

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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StackWise- 1 Terabit: Highest in the Industry
C9300X-Only Stack




Cisco Catalyst 9300 Series Switches
StackWise-1T/480/320

_ASC - N A - _ASC -
Port1 | Port0 g Port1 [ =

:
;

(O] (O] O] O] (O] (O] (O]
3 S 90/40Gper Q 3 90/40G per 3 3 90/40G per 3 3
I = = stack port = = stackport = = stack port <= = I
o o (@) o (@) o o o
< < < < < < < <
Q Q o o o N Q Q
o o o o o o o o
< < < < < < < <
Te] Te] Lo Lo Lo Lo Te] Lo
6 or 4 rings per 6 or 4 rings per
stack port stack port
90/40G per ring 90/40G per ring
I 6 Rings on C9300/C9300X and 4 Rings on I
C9300L

Centralized control plane - scalable distributed data plane

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



C9300X and C9300 Stack: Investment Protection

~ [ C9300X

C9300X and C9300* mixed Stack
( Copper and Fiber)

* C9300 B/L Models is not supported in mixed stack

HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Catalyst 9300 Stacking Support

Modular Uplink
Catalyst 9300 (non -B) and Catalyst
9300X models

X1y B — ____ __:__:_= ____:__== |. )

| o et e B Py o i S e s | § S— o 2

= "'__-=_—=== S == 2 g

; - °° o o R —— e |
Stacking supported among Catalyst 9300X models and mixed stacking between Stacking supported among
Catalyst 9300 and Catalyst 9300X models Catalyst 9300L models only

Mixed stacking is not supported between Catalyst 9300, 9300X, and 9300L models

cisco M - HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Highly available StackPower

| 1900w JI 1900w |
2 = - | <> = <\
& | 1900w || ‘1900w
s | — 4 member
~ 4| 1900w 1900W
1900W | 1900W
Il 1900w Y| 1900w
| 1900w | 1900w
; > 4 member
"+ 1900w | 1900w
| |8
1900W | 1900W

+ Pools power from all Power Supplies (PS)

One shared PS

; 0-0‘0

oootooo

NiC N ] > ]

« All switches in StackPower share the available power in the pool
» Each switch is given its minimum power budget

cisco L‘V& ./ HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Power priority
Load shedding

Standalone mode Lo_ad_ shedding based on configured
priority

noe O R ST w0 I
L Low priority W G ; |I:|(.)V\r/]_|or|.or|.tty portts
r o 1IN R . High-priority ports

itk i 3. Switch priority - Highest priority

BEe R am b ah AAARRE AR

9300-GIR-Access-144#show stack-power load-shedding switch 1

Power Stack Stack  Stack Total Rsvd Alloc  Unused Num Num
Name Mode Topolgy Pwr(W) Pwr(W) Pwr(W) Pwr(W) SW PS
Stack mode SP-PS  Stndaln 1100 2 1
Power Stack Priority Consumd Consumd Consumd Alloc Alloc
SW Name -Hi-Lo Sw(W) Hi(W) Hi(W) Lo(W)
E SeLASEs SeSaas ° -FE 0 PO

——
T —— s eo——— ————} | aasansaaa® o

4 -- 1
e o owproty )
mﬂ_ T e S ——";Tn——-—‘—._

u-- ...-.. e
‘ —

FEW T = e " —— ——-—_‘ —

Switch 1 High Priority Active (powered) Ports:
Switch 1 High Priority Inactive (unused) Ports:
Switch 1 Low Priority Active (powered) Ports:
Switch 1 Low Priority Inactive (unused) Ports:

Gi1/0/1, Gil/0/2, Gil/e/3, Gi ,(,11/05 6i1/0/6,
Gil,

Aoud 1seybiH

.m /18,

' 5, : » Gi : 1 / 11/0/2:
‘————..—..—.—._ —-——— ngh priority _____ J H , Gi1/0/23, Gil/0/24,

cisco M. #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



| C9300-1732
Extended Fast Software Upgrade D

Catalyst® 9300/9300X standalone Catalyst 9300/9300X stack
~ ~
- #install add fle image activate reloacfest commit  ~ #install add file mage activae reloadfast commit

Active control plane

Data plane
- m— —}
<30 m._—._..-r__' <[] 0o ——

f 3 % of traffic impact ﬂ a

secior;?s ¢ P forallportsin W -

- RIS PR WS ratfic D) |« ansssss g - - AL A e
" o e e e impact  JMSibdd i EE e —

TERMMD MW Em L FPUPPPY gy M m % »

cisco M - HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Enhanced Application Hosting Infrastructure on
C9300X

S S
-----------------------------

1 Core :
: RN AppGig Ports 1
. L 1x 10G :
I - ]
\ ——1—— Cisco Signed
—— - a—

-——

-----------------------------

‘A

® Applications

ppGig Ports
2x10G

oS . ————

C9300X

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



IOS-XE 17.12.2

Cisco ASAc Hosted on Catalyst 9300/L(LM)/X = >*

Seamless Firewall Service Insertion in the Network

/Use Cases )

s Stateful inspection of traffic
flowing across IT/OT domains for
security compliance

% Reduces the attack surface by
logically segmenting the network

% Enforce granular access controls
across the network

% Connect isolated OT/IoT clusters
securely using IPsec tunnels

% Secure remote management of
internal resources with SSL/TLS
VPN

s Avoid network bottlenecks by
replacing the physical firewall

appliances

cisco L{{/&/

)

@

a -

-
CDO
Security Policy
Management

REST API
Programmable
Scripts

6:]

=

s
e e e e

e

Cisco Catalyst Center

App Lifecycle
Management

Centralized
Management

SSD Required

Local Management

#Ciscolive

I

CL

BRKARC-2098

\

/Technical Specifications

ASAvV Feature

parity

Reuse ASAv license
Throughput

589 Mbps (450 Byte) C9300

913 Mbps (450 Bytes)
C9300X
o eraeeslper

Routed Mode Firewall

\Q} App Hosting HA (Cold) D

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Software
|OS-XE 17.6.2

Catalyst 9300X - Hardware based |IPsec [0

ﬂ 100G L3 HW

Encryption 128 tunnel
256 SA’s

Encryption Authentication

NAT Traversal

AES-128-CBC HMAC/SHA1
AES-128/256-GCM GMAC Multicast Routing

Tunnel Mode L3 segmentation over IPSEC

Encapsulation - ESP

IKEv2 L2 Extension over IPSEC

cisco M - HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Flexible design options with the Catalyst 9300X
In 2- or 3-tier architecture

| Compus o EEE T Branch

5 9600/9500H | ——
, (Svu)

40/100G 40/100G

1
1
1
1
1
1
1
1
1
1
1
1
1
1
)
I

I

o I
I

y I
I

I

I

I

|

| 1
1

1
©o [
W
o
S
X [

40/1 40/1 :
0/100G 0/100G | 9500H(SVL)

- ‘ 9300X : H —

PRSI fiber stack
1l (StackWise®-

40/100G

40/100G

- ___________ Mixed stack
9300/9300X

— M Mixed
———% : stack R
N 9300/ i
1 o300x

Mixed stack
i G I B i 5 9300/9300%
e G B | ggggi
e : : e

Bringing 10/25/40/100G with StackWise-1 Terabit to access

cisco L‘V& -/ HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Catalyst 9300
Mini Switch

cisco L{V&/



Introducing 9300LM(mini) Series Switches in C9300L Family
Fixed Uplink replacement for Catalyst 3650-mini

‘ UADP 2.0 ° X86 CPU 6 Cisco Open I0S-XE

IBN Innovations

HA, Hot Patching,
UPOE

MACsec 256,
ETA

On-box
App hosting

SD-Access, BGP
EVPN AVC, FNF

Q s 19.2
— N T Catalyst C9300L
y T Ve
. 2B B = [ S |
\ [ [o——— L e
)" 4 ——= o

inches
. J"’ s 12-13.2
Catalyst C9300LM inches
UPOE Cisco StackWise 320 mGig USB type-A front Panel
Next-gen IT/OT Stackable with Wifi 6E deployments SSb*
Workspaces C9300L

Application hosting

*Roadmap

Catalyst 9000 Innovations in Shallow depth Form Factor




Cisco Catalyst 9300LM Series

Multigigabit model UPOE models
!—.E". i g by = 4 x10/25G S _ g 4 x10/25G
bt : azaa Uplinks Uplinks

C9300LM-48UX-4Y 40 x 1 G +8 x 100/1/2.5/5/10G UPOE Ports

1G Data model
4 x10/25G : ! , IYTSSE EEES 4 x10/25G
Uplinks C9300LM-48U-4Y 48 x 1G UPOE Ports Sl

Modular Fans*

C9300LM-24U-4Y 24 x 1G UPOE Ports

C9300LM-48T-4Y 48 x 1G Ports

Stack Adapters Stack Cables 600W AC 715WDC 1000W AC FAN Module

W / * Data SKU utilize Fixed Fan
Cisco &. #CiscolLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Catalyst
9200




Catalyst 9200 Series

Cisco IOS-XE Lite

E UADP 2.0 Mini

@ 3 =)

" Cisco . Smart building ready
6MB Up to 100GE StackWise E”h,\jzg‘zg Csfgg”ty Green builds, 802.3bt
Packet Buffer Bandwidth 160/80 POE

Cisco Catalyst 9200 Series highlights

UADP 2.0 mini

Cisco I0S XE Software

Limited-scale SD-Access

MACsec-128 link encryption

Trustworthy solutions

Perpetual/Fast PoE

Programmability

Cold patching

Full Flexible NetFlow
streaming telemetry

Right Sized Switching for simple Branch Deployments




Cisco Catalyst 9200 Series

Lead with Catalyst 9200/L for simple branch deployments

il ® . - -
Gie 23 Fixed Uplinks Modular Uplinks
Recommended for small scale SDA deployments
C9200-48T/ C9200-48P/ C9200-48PL
C9200L-48T/ C9200L-48P/ C9200L-48PL J £9200- 48P/82 C9200CX-8UXG-2X
Multicore = T Saaaas sankas P ;
X386 CPU e s e === e -
I .
= NN W we T
C9200L-24P/ C9200L-24T C9200-24T/ C9200-24P
C920024PB 2 C9200CX-12P-2X2G

X86 POE+ & mGig models POE+ & mGig models L .
. s [ wwew @
vt eesis EEE EEEEEE T s iinG nunnne = C9200CX-8P-2X2G
C9200L-48PXG-4X/2Y C9200-48PXG
C9200L-24PXG-4X/2Y C9200CX-12T-2X2G

C9200-24PXG
Modular

- Higher Efficiency AC FRU Power Supplies Modular Uplinks CatalySt 9200 Family Highlights
FRU Uplinks 1

FRU Fan : FRU PSU :
1 Silver Platinum Platinum Platinum 1 .
| Rated @ Rated ® oted ® oted I Cold Patching
1
| o 7 1 — —
e Nl == = R s
1 1 o
| : 4x 1G 4x 10G 2x 25G 2x 40G
| 125WAC 600WAC 1T000WAC 715WDC 4 1
1C9200 1G SKUs support 1/10G uplinks while C9200 mGig will support 10/25/40G uplinks 3 9200CX Supports MACsec-256
29200 32 VN SKUs only support 1/10G uplinks and these SKUs cannot be stacked with other C9200 SKUs BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Lookup tables
- FowardingResources

9200 9200L
MAC 32k 16k
Host Route 10k 8k
IGMP Groups Tk 1k
Indirect Route 4k 3k
Multicast Route 1k 1k
SGT 2k 2k

9200 9200L
Security ACL 1k 1k
- PACL
« VACL
« RACL
QoS ACL Tk 1k
Netflow ACEs 128 128

cisco L{V&/

Netflow Entries: 16k per ASIC

BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The New Catalyst 9200CX Series Switches

Next Generation of Compact Catalyst Switches

Architecture options

Fabric or Traditional 2-Tier

C9200CX-12P-2X2G

Powered by . .
Cisco I0S-XE Lite Flexible Deployment Option
E UADP 2.0 Mini Cisco I0S-XE Lite

il e =

::::: — &0

o ‘ Flexible powering
'] I — Ll E‘ Traditional Outlet, UPOE+
|
| PP ==

Full Flexible NetFlow B - o R o e T -\ daoe $

B —————— T —————

Deployment flexibility

Any space, mount or enclosure

# ( ? @ Qa &  Fiberto the edge
) ' Shorter copper runs

Perpetual/Fast PoE

6MB Up to 60GE Enhanced Securit Smart building ready
. y ; Small branches

Catalyst 9000 Feature Richness Packed in a Compact Form Factor



Catalyst 9200CX Compact Family
AC Power Supply Units

12 and 8 Port PoE+ Models 12 Port Data-Only Model

Powered by
Cisco IOS-XE Lite

/

C9200CX-12P-2X2G C9200CX-8P-2X2G C9200CX-12T-2X2G
— - - == = i SD-Access
il o By ] -
!;.IL!!_!!_'_'JIEJ_-_- - L.I‘, - . Iy W W -
MACsec-256
12 x 1G PoE+ * 8x 1G PoE+ ¢ 12x 1G data
2 x 1G copper and 2 x SFP+ uplinks * 2Xx 1G copper and 2 x SFP+ uplinks ¢« 3 x 1G copper and 2 x SFP+ uplinks
Internal AC power supply » Internal AC power supply Programmability
240W PoE power budget e 240W PoE power budget « Fully Powered by 802.3bt Class 6

60W Uplink
« OR External 80W Power Supply
_ —_— _— —_— _— —_— _— —_— _— —_— _— —_— _— —_— _— —_— _— _— _— —_— _— —_— _— —_— _— —_— -

Wi-Fi 6/6E with Catalyst 9100 Series APs
NE\\ mG ig/U POE MOdeI - PoE power Link speed Link Layer
consumption Discovery

Full Flexible NetFlow
Trustworthy solutions

Cold patching

—_—_—_—_N

C9200CX-8UXG-2X AP Protocol (LLDP) Perpetual/Fast PoE
\ F. E @%m m Bonjour Service Peering
leo L") - u - C9136l 802.3bt (UPOE) 5G 47.3W .

4Ax mGig/10G + 4x 1G :
| oxmGigioG 416 ] corem 202 451 (UPOE o _— GoPEs| oo (Gaolse
bt Type 3 Class 6 60W (all p -
e 11
2X 1/7 0G SFP+ 1
Cc9164l 802.3bt (UPOE) 2.5G 30W — [T}

Internal AC power supply
240W PoE power budget
C9166 802.3bt (UPOE) 5G 30.5W

#CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42
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Catalyst 9200CX Compact Family

HVDC Power Supply Units
Orderable @ 0333

C9200CX-8P-2X2GH C9200CX-12P-2X2GH C9200CX-8UXG-2XH
- Yﬁiig = k. r;ﬁiﬁii:] = f. BT
| f i | |
O T CC Y & el wwwess W W m m E3 L. lww A G
8 x 1G PoE+ * 12x1G PoE+ e 4xmGig/10G + 4 x 1G (802.3bt Type 3
2 x 1G copper and 2 x SFP+ uplinks e 2x 1G copper and 2 x SFP+ uplinks Class 6 60W all ports)
Internal HVDC power supply * Internal HVDC power supply e 2x 1/10G SFP+
240W PoE power budget *  240W PoE power budget * Internal HVYDC power supply

240W PoE power budget

€9200CX-12P-2X2G-H

Powered

100-277V~ 120-418V ——= !
1.37A, 50-60Hz 3.17-0.89A

) f q li H 3 .
Powering Qptions , S Investment protection

Ring terminal to SAF-D-GRID ) o
with MAX flexibility!

C20 to SAF-D-GRID

1 Need a plenum rated enclosure 3 Cables not provided with switch . . . . - . . .
2 380VDC, commonly used in DC micro grids and Class 4 deployments tCiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Why High Voltage DC?

Smart Building

=

Battery | { i
Bank @

AC or DC

DC Micro Grid

Clean ﬁ —J HVDC - 380VDC
Energy

Benefits

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Flexible Design Options with the Catalyst 9200CX

3 or 4-tier Architecture

- = Branch

’—'_II.-Y 1
T——=  9600/9500H

(SVL)
" (CoEpsacsRl) o0
40/100G Distribution ' I
|
_____________ - R B ———— E e D SRS S I
- 9300/9300X | ————L; i
| —====r" 1 R e N F ey 4
P e e e W |
- f_==-===[“ |
! e e ;

9300/9300X!

____________________

1/10G

== L]
o o I s (D
1/10G :
oo | I
- 9200CX La3Eteees @ L2 .-..-:
| = 1
1

: liyypy 8 Ll wees @ : ey e |

1 1 BT

Bringing Flexible and Compact Access Switching to the Enterprise Campus

cisco L‘V& ./ HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45
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Catalyst 9200CX - Next Generation Compact
Switches

i P
“ I-, ME]-- .’

Catalyst® 3560CX models Catalyst® 9200CX models

Market-Leading Encryption AES 128-Bit MACsec AES 256-Bit MACsec
Network Visibility Limited Flexible NetFlow Full Flexible NetFlow
SD Bonjour Services Not Available Bonjour Service Peering
Programmability Basic Scripting with Python YANG Models

(RESTCONF, NETCONF, gNMI), ZTP

Streaming Telemetry
(NETCONF Dial-In and gRPC Dial-Out)
SD-AVC w/ NBAR2

Smart Logging, Limited Flexible Net Flow,

Application Visibility and AVC

DI

SDA Fabric SDA Extended Node Capability SDA Edge Node Capability (16VNs)

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Catalyst 9200CX Mounting Options
Table-Top/Bottom/Shelf Mount

«  With mounting tray and screws «  With mounting tray and screws

+  With mounting tray and magnet »  With mounting tray with magnet (in case
(in case of metal wall) of metal desk or shelf)

»  With mounting screws * With a mounting tray and rail mount

Flexible mounting options for all mounting use-cases

isco Lo/ ool
cisco &- HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Catalyst 9200CX Scale Enhancements
.~ FowardingResouces  FeatreResouces

C9200/CX C3560CX C9200/CX C3560CX
MAC 30k 16k Security ACL Tk 375
- PACL
Host Route 10k 4k « VACL
IGMP Groups Tk Tk * RACL
Indirect Route 4k Tk
QoS ACL Tk 375
Multicast Route Tk Tk
SGT 2k 2k Netflow Entries 16k 8k

Higher Scale in the Same Form Factor

cisco M - HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Catalyst
9400X/9400
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Cisco Catalyst 9400 Series

Industry Leading Modular Access

IEEE 802.3bt
90W PoE
compliant

Redundancy

iS now

table stakes

480G BW
per slot with
Sup2XL

4-slot 7-slot

10-slot

Power Supplies

s

-

~N

Ve

N

Ve

+ Sup-1: Access + 48x 10G mGig UPOE+ + 48x 10G SFP+ « 3200W AC
« Sup-1XL: Access : ;‘jx 5%?”9'92?85& « 24x 10G SFP+ .« 2100W AC
_ . x MGig + 24x . .
» SUP-2: Access/Distribution « 48x 10/100/1000 UPOE e 24x 1G SFP
e SUP-2XL: Access/Distribution e 48x 10/100/1000 POE+
)L 48x 10/100/1000 Data N Y J

N\

cisco L{V&/

#Ciscolive

BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Catalyst 9400 Series

High Performance, Flexibility and Investment protection with C9400X

C9410R
C9407R

UADP 2.0

C9404R

. Up to 480G/slot 1/2.5/5/10/25/40G Flexible ASIC
. L EOZ ble 0 1/2.5/5/10/25/40G e e 21006 Templates
G Up to 96,000 MACs @ Up to 32 MB Up to 128,000 MACs Up to 36 MB ] 100G IPsec ]

Up to 64,000 routes packet buffer/ASIC Up to 256,000 routes packet buffer/ASIC Encryption

- DATA 1G SFP - POE+/UPOE UPOE +

C9400-LC-48HX

C9400 LC-48T C9400-LC-24S

C9400-LC-48S i s e
coa0o-Leasy C9400-LC-48H St Re s Gl C9400-LC-24XS

Unmatched flexibility Maximum investment protection 100G leadership in access

HCiscolLive  BRKARC-2098 * With Sup-2XL



Cisco Catalyst 9400 Series

Chassis Options

Supervisor 7 iEsiiveany
. . ., - - - - - - - - - === S
Line Cards 2 5 8 J
\N .
10/100/100M 96 240 384
Max LC ports
by speed 1/2/5/10G 96 240 384
1/10G SFP 96 240 384
10G SFP 8 (SUP1) _ 4 (SUP2)
Max SUP ports 25G SFP 2 (SUP1-XL) — 4 (SUP2)
by speed 40G QSFP 2 (SUP1-XL) _ 4 (SUP2)
100G QSFP 4 (SUP2)
S S S S ——— \
BW per LC slot / 80/240/240/480G 80/120/240/480G 80/80/240/480G
(SUP1/1XL/2/2XL) A o T —— I —— " ——— — L I ———— ————— ’
Dimensions (W/b/H) W:17.5n-/D:16.25" /H: 6RU  W:17.5" /D:16.25" /H: 1T0RU | W:17.5" /D:16.25" / H: 13RU
Power Supply 4 PS (N+1 and N+N) 8 PS (N+1 and N+N) 8 PS (N+1 and N+N)
PoE per slot 4800W
COO"ng Side to Side (Front to Back for PS)

cisco M- #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Catalyst 9400 Supervisor Modules

Supported on all Chassis Types

e e e T e T T~ LT LI
o8 0% 0© ]

Supervice Moduls

Note: Same supervisor model required in dual SUP/SSO configuration.
HCiscoLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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C9400X-SUP-2/2XL

Gen 2 supervisor modules with UADP 3.0sec

Cisco |I0S® XE
17.11.1

3x UADP 3.0sec ASICs : CPU and memory
« SUP-2XL - 480G per slot (full duplex) "8 R = e 2.4-GHz 8C Intel® Broadwell DE-NS CPU
» SUP-2 - 240G per slot (full duplex) - - * 16-GB DDR4 DRAM

RJ-45 mgm . o A
-/,l/_;,':_! L

USB3.0 Type A port ! 480- t0 960-GB M.2 drive (optional) gl == SEEEEEEEEEERESEERS

(installed inside of the supervisor)

USB Type B-Mini + RJ-45 console port QSFP28 (40/100G) uplink ports

* Custom SDM template.
- i - IPSEC NAT-T
SUP-1XL feature parity at FCS . NOAST Support on AppGi

cisco L‘V& - HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54




Architecture

Supervisor

Forwarding features Control plane

embedded CPUs container
HA communication
] ]
Passive backplane
Up to 480G bandwidth per slot
[] [] []
Line card Line card Line card
- SwbASC - SwbASC - SwbAsC
@ @ E BB @

cisco L‘V& ./ HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



Sup 2 / 2XL Uplinks - Dual Supervisors

Active Disabled

cisco W - HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Sup-1/Sup-1XL/Sup-1XL-Y Uplink - Dual Sup Disabled

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



New Line Cards for Sup2/2XL - Gen 2 Line Cards

=== -
— —_
T “w v v Te ‘v

- 0601006

n.v. B

—

cisco M/ Note: Same Supervisor model required in dual SUP/SSO configuration.

HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



Introducing 25G & 40G/100G Line Cards on C9400X

C9400-LC-12QC

_______________________________________________________________________________________
\\\\\

8x 40G ports 4x 40/100G ports

C9400-LC-24XY

R |

_______________

___________________________________________

4x 10G ports 20x 10/25G ports

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Bandwidth Boost with Gen2 Supervisors

. Cisco C9400X Cisco C9400X
Cisco C9400 SUP 1/1XL SUP?2 SUPOXL

C9404R C9407R C9410R C9404R/C9407R/C9410R C9404R/C9407R/C9410R

[l e sy
C9400-LC-48HX UPOEs i i
| NotSupported i
C9400-LC-48XS Fiber i |
1 1
N 1
C9400-LC-48UX UPOE i 80/240 | 80/120 80 240 240 I
| .
C9400-LC-24XS Fiper [} 80/ 240 80/ 120 80 240 240 i
1 L)
C9400-LC-48HN upoE+ | 80/120 | 80/ 120 80 240 240 j

Bandwidth in Gbps Bold indicates Line Rate

3x Bandwidth Uplift for Gen1 LCs (80G -> 240G) on 10 Slot Chassis w/ SUP2XL

2x Bandwidth Uplift for Gen1 LCs (120G -> 240G) on 7 Slot Chassis w/ SUP2XL

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Concurrent 60W/90W POE Port Density with C9400-LC-48HX

With 3200W Power Supply in Combined Mode(Fully loaded PSUs):

weesza macsoa sasses mummm
e |

Total
Ports

UPOE +
90W

UPOE
60W

96 ports

96 ports
(Fully loaded chassis)

96 ports
(Fully loaded chassis)

240 ports
226 ports 224 ports
(Up to 4 fully loaded LCs + 34 (Up to 4 fully loaded LCs + 32
Ports) Ports)
240 ports 336 ports
(Fully loaded chassis) (Up to 7 fully loaded LCs)

HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst 9400X - Custom SDM Templates

SDM templates and scale numbers

Feature (ACL) TCAM Forwarding (FIB) Hash 10S-XE 17.11.1 .
ST Access (defaul) Step-Size
Double width fields ensures IPv4 Unicast routes (LPM & Host, IPv4/Pvé) X 64K-256K 112K 16K
and IPv6 have the same scale MAC address entries N 32K-128K 64K 16K
L2 and L3 Multicast can have a total | L2 Multicast groups X 0-32K 16K 16K
of 48K FIB Resources L3 Multicast routes (Pv4/IPv6) N 0-32K 16K 16K
q C -
Space for Some features can be Flexible Ingress %; e 2K 22
disabled completely by setting scale NetFlow Egress X 0-64K 0 32K
K to 0 j SGT, MPLS X 0-64K total 32K SGT, 16K MPLS 32K
/ ACL ingress and egress are split : \ Security ACL Ingress X 4K-27K 10K 2K
between two cores Egress X 4K-27K 16K 2K
Ingress X 1K-2K 1K 1K
Due to space reserved for IPSec SA NetFlow ACL X
table, max ACL on core 1 is 25K Egress 4 TK-2K 1K 1K
LISP P 1K-2K 2K 1K
Maximum Security ACL size PBR/NAT (per direction) P 1K, 2K-16K 2K 2K
possible is 25 + 27 = 52K Tunnels (Termination) P 1K-3K 1K 1K
All features need dedicated space. SPAN ISEs SIS Not Customizable
0 setting is not allowed Egress 0.5K Not Customizable
CPP 0.5K Not Customizable
IPsec 1K Not Customizable
MACsec SPD 0.25K Not Customizable

CISCOW‘/ ~ TotalACLResources -54K

x Customizable Resources HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



Catalyst 9400 Deployment Flexibility

C9400X enables dense 10G SFP+ aggregation and multigigabit access use cases

i -
\' T——l""

‘——= C9600/C9500H | ——=
. (SVL) ‘ ;

40/100G 40/100G 40/100G
Dense 10G Agg Collapsed Agg

Dense (Up to 384 ports) 10G SFP+ Agg (48XS)

Mixed SFP+, SFP, RJ45 LCs
Collapsed Agg

Dense mGig

Access

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Expanding IPsec Capabilities to Modular C9400X

s Catalyst 9300X
O —— | Enoypon | Authentication
AES-128/256-GCM GMAC

Tunnel Mode
ESP Encapsulation
Internet Key Exchange Version 2 (IKEv2)

100G L3 Encryption

C Static virtual tunnel interface )C Multicast Routing )
( IPv4/IPv6 )C NAT Traversal** )
C OSPF/BGP )C L3 segmentation over IPsec )

( Policy Based Routing )C L2 segmentation over IPsec )

@ s e /ssasas )

* C9400X support with 17.11

100G L3 Encryption

HSEC License required for IPsec

HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



StackWise Virtual architecture

Key concepts

Switch 2

Switch 1

Defines two Cisco Catalyst switches

StackWise® Virtual domain

D
P |

® that are participating together as a
virtual switching system (SVL)

“““ SW-2

Cisco® Catalyst® switch
that operates
as the active control plane
for the SVL

T
\N/

StackWise Virtual link

Special 10G/40G port channel joins
two Cisco Catalyst switches, allowing
them to operate as a single
logical device

HCiscolLive  BRKARC-2098

Hot standby
control plane

Active data plane

Cisco Catalyst switch that
operates as the hot
standby control plane for
StackWise Virtual

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

65



Software U@grades with ISSU

Dual supervisors (Required)

Catalyst® 9400 Series
. .
* Uplinks on both Active and

: 1 Standby supervisors are
pplinks forwarding traffic
\ S Active supervisor « Convergence takes less
SSO C than 200 ms during the
T ome switchover
Standby supervisor

§ Line card

cisco M- HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Power Redundancy

/

Combined
(default)

Load sharing on all PSs Load sharing on functional PSs

AN

"
-

Redundant

Load sharing on active PSs Standby PS becomes active
\ Standby PS in output disabled System enters alarm state /

Failed PS [ Active ] [ Standby ]
cisco M -/ HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 67




Power redundancy: N+1 and N+N

» Default active is PS1 through 4, and standby is oI T C e A G S G S S e
PSS1TWOUQh 8 N+N Redundant N+N (N is active, N is standby)
» Standby power slots are configurable N+1 Redundant N+N (N is active, 1 is standby)

SW (config) #power redundancy-mode redundant N+1 ?
<1-8> standby slot in N+N mode
SWR (config) #

° Pefamt active is PS1 thrOUgh 7: and Standby SW (config) #power redundancy-mode redundant ?
is PS8 N+N Redundant N+N (N is active, N is standby)
« Standby power slot is configurable N+1 Redundant N+N (N is active, 1 is standby)

SW (config) fpower redundancy-mode redundant N+1 ?
<1-8> standby slot in N+1 mode
SWR (config) #

[ Active ] [Standby]

cisco M N #Ciscolive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco Catalyst Access Switching Positioning

Secure, resilient campus _ Simple branch

@ Border + Control plane

___ —

=== —_— et sinRR R A o
Catalyst® 9400 Catalyst 9300 Catalyst 9300X models Catalyst 9300L models e = Edge
Branch-in-a-Box Fabric-in-a-Box - .
@ @ @ @ No router External router Catalyst 9200 Series
SD-Access SIDEEeS @ @ @ @
extended nodes SD-Access SD-Access
Choose Catalyst 9400 Series or Catalyst 9300 Series Choose: A) Catalyst 9300 Series fixed uplink Consider Catalyst 9200 Series
modular uplink models (C9300X and C9300) models models (C9300L models) with external router (C9200 and C9200L models)
« Designed for security, mobility, IoT, and cloud * Full security with visibility _ + Extend automation and policy
High availability, ETA, application hosting * High availability, ETA, application hosting - Limited VRFs
B) Catalyst 9300X models for complete

branch solution
+ IPsec, firewall, additional app hosting

69
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|OS-XE
Software &
Innovations
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Cisco IOS XE - A Modern Operating System

Cisco I0S XE

10 =
I0S Control Plane CAF / IOX C: E isco |0S subsystems
esiliency and High Availability
e I
sub—lscjitems

E Cisco 10S XE database

Programmability and Open models

Management Interfaces

Module Drivers

I0X + Docker containers

Cisco and 3rd-party App hosting

Q
:
0O
7\-*
Q
B

I
: |
\ I
\ I
\ I
\ I
\ I
\ I
\ I
\ I
\ I
\ I
I

I
I
: Common Infrastructure & HA [
I
: |
\ I
\ I
\ I
\ I
\ I
\ I
\ I
\ I
\ I
I
: Kernel i
I

I

Protected Memory

Open, Model Driven & Secure Operating System

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Open I0S-XE

Open I0S XE

h

g

I0Sd

EHosted Apps

Common
Infrastructure /

Kernel

-

Provisioning
Automation

DevOps Toolkit

~N

Model Driven
Pro%re.\m_m.a.blllty

=)

—
\ ---H-.

Model Driven
Telemetry

NN
S ¥4 Y

Catalyst 9k Family - 9300/9400/9500/9600

#Ciscolive

-

[Open 10S XE Lite\

I0Sd

DevOps Toolkit

~N

\S 2/

i ! Provisioning Model Driven
_ Automation Pro%\mmability
Common Infrastructure / ==
HA/Drivers P EEN

e
] |
\ EEmEmE
Kernel '@

Model Driven
Telemetry

A
S ¥4 Y

Catalyst 9200/9200CX

BRKARC-2098
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Software Maintenance Upgrade

SMU is a package that can be installed on a system to provide a fix or a
security resolution to a released image.

Patching can also be performed using Cisco DNAC

C9300-Access.cisco.com (172.26.192.131) Image Update
Date Duratio mi 2 Status: @ Suc Activated cat9k_ioghfe. 17.03.04.SPA b
* Hot Patching - does not require explicit * Bundle SMU - One single SMU fiI(@ o . . -
. . . .. . . DNAC Version: Guardian 2.3.3
reload after installation to get activated. containing and applying multiple N license Level : DNA Advantage
(not traffic-affecting) SMU fixes on the backend.
@ sSMuD
O sw
* Cold Patching - requires a system reload * Independent SMU - One single SMU
after installation to get activated. file tailored to address a specific bug PR
(traffic-affecting). The 9200 family or vulnerability. '
supports only this.  rwori —

Self-sufficient
and reliant bug
fix solution for
PSIRT, CFD & IFD

cisco L‘V&- HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 73

EMR Releases with
371 SMU files
available

Reduces time
and scope of
testing

Hot Patching




Graceful Insertion and Removal (GIR)

Hardware
replacement

Protocol

exchange
Layer 3 'S'O'SS'EFGP'
Layer 2
Shutdown
Shutdown

cisco L‘V& . #CiscoLive BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



Sustainable Smart Buildings with Catalyst 9000

Cisco DNAC Future CAERES § _ _— cIsco

of SPACES
o : e o WorkSpaces @ New
@ | | ‘ | - = Energy Utilization

s, Trends &

Monitor Load eh Cat3K's f (
‘ o

S === IOT-GW A
Power Telemetry m == : PP

LEED, Platinum &

u MazeMap x§.M ho servicenow BASKING

» ., EnOcean A\ Haltian
(fP))Pointr [LETH Q Laird 5
o . v\ mhtlighting

-—
cisco M - HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 75



Cisco innovations in Power over Ethernet (PoE)
Deliver a robust low-voltage infrastructure

Fast power negotiation without » Uninterrupted PoE power during Bypasses Cisco I0S® control
Link Layer Discovery Protocol control plane reboot plane boot
(LLDP) * Restores power to Powered

+ Physical layer negotiation Device (PD) within 30 seconds
< 1 second of power resumption

I -« I

(=

cisco L‘V& -/ HCiscolLive  BRKARC-2098 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



Time Sensitive Networks with Catalyst 9k

~
4 @
CHPO
8 ) ) )
cisco L‘V&./ #CiscolLive

BRKARC-2098

Precision Time Protocol
Hardware Timestamping

Transparent / Boundary Clock

Industry Standard - IEEE 1588v2

< 100ns Accuracy
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End-to-End Encryption with MACsec & IPsec
© stewCod

[ \
| YoulTID :
I f]DmceSGS I
l o [ E—————| 100G IPsec ,-.
1 78 Arore o)! bandwidth
(=3 [ 2);
' — /
______ T_______/
100G IPsec
bandwidth

Branch

[LE -
EDGE| Mid-Size

Campus

______I______I._______l

DoEE T CORE/EDGE L------
CoRE  : &= == ' MACsec

| 10/25/40/100G

60/90 Watt devices
.
£ IR

Ccisco y &/ * Limited Availability
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Comprehensive Automation Lifecyle with Catalyst
9000

GOAL:
Get device/s into an operational state

GOAL:
Apply configuration to the device

Provisioning Automation Tools: Day O

PXE
TP Install

Tools:

YANG Config Data Models
Programmable Interfaces
Python Scripting

PnP
Python Scripting Day 1

Configure
&
Operate GOAL:
Add dynamic services, optimize

behavior and trouble shooting

GOAL:
Continuously upgrade network,
incrementally and safely

Tools:

YANG Operational Data Models
Telemetry

App Hosting

Tools:

Patching
Config / Replace
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End to End Catalyst 9000 for Traditional Campus Networks

Catalyst 9500/9600 Catalyst 9500/9600 Catalyst 9500/9600

Fixed & Modular Form Factors Fixed & Modular Form Fixed & Modular Form

| [l

< ||
...... Core/ Core/
...... Distribution Distribution

Distribution

Catalyst 9400/9500

Fixed & Modular Form Factors

|E
|“-m

=

— —
- - - - - Access Access
M ~ ~ = ) =
BB = =
Catalyst 9200/9300/9400 Catalyst 9200/9300/9400 Catalyst 9200/9300/9400
Fixed & Modular Form Factors Fixed & Modular Form Factors xe odular Form Factors
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End to End Catalyst 9000 for Fabric Based Networks

Core Catalyst 9500/9600 Core/Spine

VXLAN Overlay VXLAN Overlay

Access/Leaf
Catalyst 9300/9400/9500/9600

SDA LISP FABRIC BGP EVPN FABRIC
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Your |IT operation mode, your way

Flexibility, choice, and simplicity

Catalyst Switches
SAME HARDWARE

Manage it your way

Running 10S-XE

\

y

A

y

Running |IOS-XE

Full suite of capabilities
Advanced switching features

Physical
Appliance

Virtual
Appliance

Convert to Meraki OS

Operational Simplicity
Rapid Onboarding

Cloud
Management

Meraki
Cloud
Monitoring

@ Catalyst 9300-M

om m mm Em Em o o o oy,

Introducing

#Ciscolive



Catalyst 9000X - Expanding industry leadership

Adding the “X factor” to the industry’s leading switching family

480G/slot, IPsec,
_ 100G uplinks
Distributed access IPsec, 1T stacking,

with SD-Access edge 100G uplinks,
node, ZTP, FNF, enhanced app hosting .
256-bit MACsec

S SRS S v

- i LLE Catalyst

ol EE 9400X models Catalyst
Catalyst

Catalyst® 9300X models . 9000

9200CX Series Catalyst switching BRKARC = 2099

Catalyst
CatalysF 9300 Series
9200 Series "

9400 Series

platform 2:30 = 3:30

= |
£

Cisco Open
ASIC Cisco
10S® XE

Catalyst Catalyst Catalyst
2960-X/XR 3650/3850 4500-E Series

© ccessswithing
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Catalyst Leadership in Enterprise

A Platform based Approach

Catalyst Center and Meraki Dashboard

(
28M Network Devices Managed

~

@ 50% Y/Y 19MAPs | 6M Switches | 2.5M Routers | 830M Clients

13M

Devices on
Catalyst Center

\—.

15.3M

Devices on
Meraki Dashboard

J

Catalyst 9000 Family

history

100,000+ Customers, Millions of Switches

&« Catalyst 9K continues to be the fastest
ramping product in the company's

- Chuck Robbins, CEO Cisco Systems

cisco Ld{a/./

Secure Networking

Common
Policy

Secure Equipment

Access

SD-Access

(LISP & EVPN)

High-speed
Encryption

Networks

Digital Experience

Campus Automation

Al Endpoint
Analytics

ThousandEyes
Digital Experience

Al Ops & Assurance

. New Feature

. Enhanced

Operational Simplicity

Cloud Managed
Catalyst

Infrastructure
as a Code

S3 & CloudWatch

Integration

Visibility, Control
& Rollback

Cisco Validated Profiles
CVP

#Ciscolive

BRKARC-2098

il . i
il MAN(HY
T
[— o]
Industry Industry
Validated Reports Certifications

Cisco Modeling
Labs
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Complete Your Session Evaluations

,é/ Complete a minimum of 4 session surveys and the Overall Event Survey to be
- entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.

P, Earn 100 points per survey completed and compete on the Cisco Live
——  Challenge leaderboard.

% Level up and earn exclusive prizes!

:@/\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

Continue

- Attend the interactive education

yOU I educatiOﬂ with DevNet, Capture the Flag,
: and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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