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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCOL-3431

Enter your personal notes here
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Agenda

• High-Level Architecture

• Reviewing Webex Suite Meeting Platform

• Logging

• Troubleshooting

Joining a meeting

• Delayed join times

• Failures connecting

In-meeting experience

• Media disconnects

• Peripherals 

• Audio and video quality

Control Hub Monitoring

• Troubleshooting
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What is Not Covered
…and where to find the content

Webex 
Administration

Webex Suite
Meeting Platform

Webex 
Video Mesh

BRKCOL-2077
Abdul Rahman

Get Ready for the Webex Suite Meeting Platform

BRKCOL-2750
Richard Murphy

Understand call flows and new features to 
successfully utilize the Video Mesh Solution

BRKCOL-3117
Paul Stojanovski

Troubleshooting Webex Authentication 
and Provisioning
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By the end of the session,
we’ll reach the top of this mountain
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Cisco Webex Meetings Architecture

Webex
iOS / Android

App

Webex
iPad OS

App

Webex App
Windows / Mac

Webex
WebRTC

Thin Client

Webex Room System
or standards-based SIP endpoint

PSTN Caller

PSTN

Video Mesh

CUCM

Exp-C Exp-E

Webex-registered 
Device

Meeting

Enterprise

Media

Cascade

Webex
App

Windows / Mac
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Cisco Webex Cloud
* For illustrative purposes

Signaling 
Service

Media 
Service

Media 
Switching

Media 
Switching

Media 
Service

Media 
Orchestrator

Messaging 
Services

Load Balancers

Web Services

Load Balancers

Webex Edge Connect

Audio 
Bridge

PSTN

Customer IdP
Customer Directory

Webex Edge 
Audio
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Webex Global Cloud

Webex services are distributed across the globe for 
capacity, availability, and ensuring a high-quality experience. 

BRKCOL-3431 9
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Webex Status - status.webex.com
Can view Incident History and Scheduled Maintenance windows / upgrades 

BRKCOL-3431 10
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Mapping Webex site to upgrades (maintenance)

1. Log in to Control Hub

2. Go to Services, and under 
Meeting, select Sites.

3. Choose the Webex site you 
want to know the cluster 
information for, and Settings

4. Under Site Info, select Site 
Information.

1. Visit the Webex Status Page

2. Click Maintenance 

3. From the calendar view find 
your cluster and select it

1. Visit the Webex Help Center

2. Click Help by Product

3. Click What’s new in Webex 
Meetings

OR

1. Click the release notes URL 
from the Status Page

Determine Webex cluster 13 Check upgrade schedule Review release notes

BRKCOL-3431 11
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Journey to a Unified Webex client experience

Webex 
App

Webex Full Featured 
Meetings

Webex Suite 
Meeting Platform

December 8th, 2015 

March 15th, 2007

2023
April 18th, 2018

December 8th, 2020

2022
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Webex Suite Meeting Platform (WSMP)

BRKCOL-3431 14
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WSMP Ready or Not?

• After site transition you’ll no longer 
see Webex Meetings as your Client

• You will begin to only see Webex App

TROUBLESHOOTING

BRKCOL-3431 15
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Important Troubleshooting Differences

WSMP MC Meetings

Default media port UDP/5004 UDP/9000

Settings Webex App database Registry 

Meeting module 
required

No Yes

BRKCOL-3431 16
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Webex Suite Meeting Platform logging 
differences

• Full-featured 
Meetings App 
contained a meetings 
folder with .wbt files 

• .wbt log files will no 
longer be used with 
the Webex Suite 
Meeting Platform

• Primary logging file 
will be current_log.txt

BRKCOL-3431 18
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Log location:
\Users\UserName\AppData\Local\CiscoSpark

• accessories
• media
• uclogin
• current_log.txt

Log location:
/Users/UserName/Library/Logs/SparkMacDesktop/

• accessories
• media
• uclogin
• current_log.txt

Webex App Logging

Primary app logging file

BRKCOL-3431 19
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6

On-demand log collection

1

3

4

5

7

End user

Webex App
Windows / Mac

Requires page refresh
No log collection status indicator
Supports up to 30 days of logs

2

ned.stark@thestoj.com
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Troubleshooting
Joining a meeting

1. Delayed meeting join
2. Failures connecting
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Delayed “Meeting Join” trail stops

BRKCOL-3431 22
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Paths to the Meeting

• Meeting join can start by:

1. Entering an 11 digit
meeting ID on Webex site

2. Clicking a link in an email

3. Launching the Webex App

Meeting Links / Meeting ID

1

2

3
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Software determination

• You will get prompted to join the 
Meeting from your Webex App if 
it’s already installed

• There is an option to install client or 
“Join from your browser”

Note: Experience slightly different depending on browser

Has user installed the Webex App?

You will be redirected to the 
Webex App if it’s already opened

• Mobile users should install the
Webex App from the Apple App 
Store or Google Play Store

• Using the Webex Meetings mobile app will produce the 
following error

BRKCOL-3431 24
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Software download

• Can be download from

• Webex site

• Webex.com (https://www.webex.com/downloads.html)

• With few exceptions, all sites should be using 
the Webex app, not Webex Meetings Desktop 
App. 

Has user installed the Webex App?

BEFORE CLIENT MIGRATION AFTER CLIENT MIGRATION 

BRKCOL-3431 25
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Control Hub – Webex app builds

• Automatic updates will be managed on a 
monthly release schedule

• Custom schedules can allow deferrals

• Latest

• Monthly update: up to 4 weeks for deferral 

• Slow (only available by request)

• Quarterly update: up to 12 weeks for deferral

• Partners can control customer orgs from 
managing software. 
• If settings aren’t available, check with Partner

Organizational Settings > Software updates for Webex

BRKCOL-3431 26
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Delayed “Meeting Join” trail stops

BRKCOL-3431 27
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Video Mesh

Meeting

Establishing media reachability

Enterprise

BRKCOL-3431 28
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Media Server Selection

• When Webex App starts, it performs STUN connectivity checks to its 
list of media servers to determine server with lowest latency

• Checks occur on UDP ports 5004 and 9000, TCP 5004, and TLS 443

BRKCOL-3431 29
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Media Server Selection

• Navigate to Help > Diagnostics 
in Webex App

• Number of reachable media 
servers is shown

• Click on “View details” to see 
list of servers

BRKCOL-3431 30
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Media Server Selection

• Navigate to Help > Diagnostics 
in Webex App

• Number of reachable media 
servers is shown

• Click on “View details” to see 
list of servers

• Copy the JSON text

• Use a JSON formatter to make 
it easier to read

BRKCOL-3431 31
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Media Server Selection
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Media Server Check – Regions

Region Code Region

lhr Europe

ams Europe

jfk United States East

iad United States East

sfo United States West

nrt Asia Pacific

sin Asia Pacific

syd Australia

BRKCOL-3431 33
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Establishing media connectivity

media/current_log.txt

2023-04-21T19:28:18.142Z <Info> [0xf8c] WME:0 :[MediaSession] CTraceServer::StartTrace, 

traceInfoList={"clusterClasses":{"hybridMedia":["8ad51c16-13ad-43e8-a390-2f653ff28e99.bb091f20-93ad-420c-8d2a-

07b6289ef299.*"],"ocpCloud":["wsjcm.wsjcm.*","wnrtm.wnrtm.*","wamsm.wamsm.*","wjfkm.wjfkm.*","wfram.wfram.*","wdfwm.wdfwm.*"]},"clusters":{"8ad5

1c16-13ad-43e8-a390-2f653ff28e99.bb091f20-93ad-420c-8d2a-

07b6289ef299.*":{"tcp":["stun:192.168.1.75:5004"],"udp":["stun:192.168.1.75:5004"]},"wamsm.wamsm.*":{"tcp":["stun:170.72.40.208:5004","stun:170.

72.41.185:5004"],"udp":["stun:170.72.40.208:5004","stun:170.72.40.208:9000","stun:170.72.41.185:5004","stun:170.72.41.185:9000"],"xtls":["stun:e

xternal-media96.public.wamsm-a-2.prod.infra.webex.com:443","stun:external-media6.public.wamsm-a-

3.prod.infra.webex.com:443"]},"wdfwm.wdfwm.*":{"tcp":["stun:170.72.133.0:5004","stun:23.89.10.78:5004"],"udp":["stun:170.72.133.0:5004","stun:17

0.72.133.0:9000","stun:23.89.10.78:5004","stun:23.89.10.78:9000

2023-04-21T19:28:24.093Z <Debug> [0x24b8] WMETraceServerSink.cpp:22 WMETraceServerSink::OnTraceServerResult:OnTraceServerResult: 0 Result: 

{"8ad51c16-13ad-43e8-a390-2f653ff28e99.bb091f20-93ad-420c-8d2a-

07b6289ef299.*":{"clusterUsability":{"usable":"false"},"tcp":{"reachable":"false"},"udp":{"reachable":"false"},"wsjcm.wsjcm.*":{"clusterUsabilit

y":{"usable":"true"},"tcp":{"clientMediaIPs":["64.99.212.60"],"latencyInMilliseconds":"128","reachable":"true"},"udp":{"clientMediaIPs":["64.99.

212.60"],"latencyInMilliseconds":"63","reachable":"true"},"xtls":{"clientMediaIPs":["64.99.212.60"],"latencyInMilliseconds":"119","reachable":"t

rue"}}}
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Recapping the Journey to Join

JMT 
Phase 1!

JMT 
Phase 2!

Help article

35

https://help.webex.com/en-us/article/ni3wlvw/Advanced-diagnostics-and-troubleshooting-in-Control-Hub#id_92084
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Looking under the Join/Start button

1. Determining server destinations

2. Negotiating media

3. Establishing media connectivity (through STUN) 

BRKCOL-3431 36
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Troubleshooting Meeting Join Times
Troubleshooting > Meetings & Calls
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Troubleshooting Meeting Join Times
Troubleshooting > Meetings & Calls
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Drilling into Join meeting delay

= less than 10 seconds 

= between 10 and 20 seconds

= over 20 seconds

• Network impairments such as jitter and delay (weak Wi-Fi connection)

• VPN or Proxy configurations introduce delay or sub-optimal routing

• Antivirus or Anti-Malware software scanning

• Desktop management software

• Meeting module software download time (for Full-Featured Meetings)

COMMON
ISSUES

BRKCOL-3431 39
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1. Delayed meeting join
2. Failures connecting
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Common Join Meeting Failures

1. Invalid meeting link

2. Network-related issue (proxy, firewall, etc)

3. Site or meeting configured to block non-attendees from joining

• Possibly only configured for Personal Room Meetings

4. Host role removed after scheduling

5. Another meeting is in progress

6. Site configuration is restricting access to other Webex sites

1

2

3

4

5

6

Hidden Slide
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Invalid meeting link

• Indicates a meeting has been cancelled or meeting link has been modified

• Check to ensure no extra characters have been added to the meeting link because 
of email forwarding mistakes or a copy and paste.

• If email link doesn’t work, try entering meeting ID manually

• Webex Chat Assistant can auto-generate a meeting link for a user

BROWSER
WEBEX APP

1
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Network induced error conditions

• Webex App will first attempt to resolve DNS and 
connect to our media orchestrator

• Client attempts to use UDP port 5004 or 9000 to 
connect media using STUN packets

• Fallback will attempt TCP 5004 or TLS using 443

Webex App
Windows / Mac

2

INTERNET
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Network induced error conditions2

Unable to create WebSocket to 
Webex

Exam time, match the correct answer!

Unable to connect to Webex 
media services

Unable to resolve Webex site 
name

Webex App errors

Possible causes

BRKCOL-3431 44
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{

"id": "Failed to create HTTP request",

"uri": "https://ciscolivecx-converged.webex.com",

"method": "POST",

"action": "/wbxappapi/v1/meetingInfo",

"defaultUrl": "https://ciscolivecx-converged.webex.com",

"currentUrl": "https://ciscolivecx-converged.webex.com",

"retryable": true,

"trackingId": "CLIENT_0a9a3f58-e0bd-4bf3-b5f3-9d43966d1a1d",

"cancellationId": "f2fc56f4-4add-4acb-a875-eaa08f25c677",

"requestRetryCount": 0,

"clientRetryCount": 4,

"visitedUrls": [

"https://ciscolivecx-converged.webex.com",

]

}

“exception":"WinHttpSendRequest: 12007: The server name or address could not be resolved}

DNS failure

Webex App
Windows / Mac
current_log.txt

Network induced error conditions2
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2023-05-10T20:15:03.602Z <Debug> [0x6510] CallingInterstitialPageViewModel.cpp:577 

commonHead::viewModels::CallingInterstitialPageViewModel::joinMeeting:Attempting to join call

2023-05-10T20:15:03.602Z <Debug> [0x6510] TelephonyService.cpp:1190 

TelephonyService::createJoinRequest:callId:7c2bedc7-bf8f-4dde-ad6f-9850aae7dc3e, 

mediaType:[Audio|Video|Share|ShareAudio], isSipCall:0

2023-05-10T20:15:03.605Z <Info> [0x92b8] MercuryNetworkConnection.cpp:178 

network::MercuryNetworkConnection::connectToMercury: [#1/MainConnection/#11/Connection]: Begin 

Connect....

2023-05-10T20:15:03.607Z <Warn> [0x92b8] MercuryNetworkConnection.cpp:208 

network::MercuryNetworkConnection::connectToMercury::<lambda_19>::operator (): 

[#1/MainConnection/#11/Connection]: Websocket exception during connect: 

websocketpp.transport.asio:3, reason: set_fail_handler: 3: Underlying Transport Error. 

HttpStatusCode: 0

2023-05-10T20:15:03.607Z <Warn> [0x8be0] BaseMercuryConnectionManager.cpp:1439 

network::BaseMercuryConnectionManager::_onFailedToCreateConnection: [#1/MainConnection]: 

Failed to create Mercury connection, error code: 3, explanation: set_fail_handler: 3: 

Underlying Transport Error, did cert pinning fail: 0. HttpStatus: 0

WebSocket timeout

Network induced error conditions2

Webex App
Windows / Mac
current_log.txt

46



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

2023-05-10T21:57:41.873Z <Debug> [0x1240] TelephonyService.cpp:6748 

TelephonyService::mediaConnectionStateChanged:ConnectionState: IceFailure

2023-05-10T21:57:41.873Z <Error> [0x1240] TelephonyService.cpp:6785 

TelephonyService::mediaConnectionStateChanged:Failed to connect call, reason = 

ConnectionState::IceFailure. CallId = [e14e92ff-db97-4ffe-9558-651017e163af] 

LocusId = [10c67938-5756-37a9-a73c-94ad016cc200]

2023-05-10T21:57:41.873Z <Debug> [0x1240] TelephonyService.cpp:7841 

TelephonyService::onMediaError:fatal: 1, notifyFailure: 1, failureReason: 

IceFailure, requestType: 1

2023-05-10T21:57:41.880Z <Error> [0x1240] TelephonyService.cpp:7930 

TelephonyService::onMediaError:Notifying UI of call failure due to media error

Media connection failure

Network induced error conditions2

Webex App
Windows / Mac
current_log.txt
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Remediation resources

Network induced error conditions2

Network Requirements for Webex Services

BRKCOL-3431 48
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Host restricted meeting to only invited guests

• Scheduled meetings allow for 
an Auto admit behavior

• Hosts can choose to restrict 
the meeting to only invited 
participants

Webex App
Windows / Mac

Don’t worry,
I’ll forward you the invite

4
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Meeting Join Issue: Host role removed
• Webex App will produce an error when joining a 

meeting where the host account was removed

• Host accounts are allocated/restored in Control 
Hub under Management > Users

• If the host is no longer with the organization, you 
can Reassign the host account in Control Hub

5

BRKCOL-3431 50
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General Start or Join Issue Consideration

• Close all open web browsers, open a new browser, and try to 
start/join the meeting again.

• Try Incognito / Private Mode in the browser

• If you are still not able to start/join the meeting, clear cache and 
cookies in your web browser

• Windows: Download CiscoWebexMeetingsRemoveTool.exe and 
then re-download client. (Only applies to Webex Full-featured 
Meetings)

Clearing Browser Cache / Cookies

BRKCOL-3431 51
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Start or Join issues

• Windows: Run CiscoWebexMeetingsRemoveTool.exe available here:
https://collaborationhelp.cisco.com/en-us/article/WBX000026378/Meeting-Services-Removal-
Tool

• Delete C:\Users\<username>\AppData\Local\Webex if it exists

• Delete C:\Users\<username>\AppData\Roaming\Webex if it exists

Clearing old Meeting module software

BRKCOL-3431 53
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Start or Join issues

• Mac: delete contents of ~/Library/Application Support/WebEx Folder

• If that doesn’t help, uninstall/reinstall Webex App

Clearing old Meeting module software

❯ ls -asl

total 0

0 drwxr-xr-x   11 pgiralt staff   352 Feb  2 23:56 .

0 drwx------+ 218 pgiralt staff  6976 Feb  7 15:30 ..

0 drwxr-xr-x@   5 pgiralt staff   160 May 29  2022 64_500

0 drwxr-xr-x@   4 pgiralt staff   128 Feb  2 23:26 Add-ons

0 drwxr-xr-x@   6 pgiralt staff   192 Apr 19  2022 T33_64EC_42.4.4.7

0 drwxr-xr-x@   6 pgiralt staff   192 May 19  2022 T33_64EC_42.5.3.9

0 drwxr-xr-x    6 pgiralt staff   192 Jun 11  2022 T33_64UMC_42.6.3.10

0 drwxr-xr-x    6 pgiralt staff   192 Feb  7 14:47 T33_64UMC_43.1.5.1

0 drwxr-xr-x    6 pgiralt staff   192 Feb  2 03:59 T33_64UMC_43.2.1.18

0 drwxr-xr-x    6 pgiralt staff   192 Feb  7 09:34 T33_64UMC_43.2.2.1

0 drwxr-xr-x    5 pgiralt staff   160 Feb  2 23:26 T33_64UMC_43.3.0.144
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Join meeting fails to connect audio or video
Webex Meetings Full Featured Meetings only

When attempting to Join a meeting you may encounter an error 
indicating 

This issue is observed when the Webex meetings plug-in attempts 
to connect to http://crl.quovadisglobal.com/hydrantidsslcag3.crl and the 
domain is blocked

BRKCOL-3431 55
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Webex Chat Assistant

• Helps end-users and administrators solve 
common Webex issues

• Login

• Meeting Join

• Audio / Video

https://help.webex.com/contact

BRKCOL-3431 57
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Webex Chat Assistant

• Chat assistant has intelligence to 
detect valid meetings

https://help.webex.com/contact

BRKCOL-3431 58
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Webex Chat Assistant

• Chat assistance has intelligence 
around the Webex Suite Meeting 
Platform

https://help.webex.com/contact

BRKCOL-3431 59

https://help.webex.com/contact


Troubleshooting
In-meeting 
experience
1. Media disconnects
2. Peripherals (video camera, microphone)
3. Audio/video quality
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Common Meeting Disconnect Reasons

1. Meeting disconnect after 30-40 minutes

2. Host or co-host ended the meeting accidently

3. Network timeout

4. Complete packet loss on the media stream

5. On premise devices failing 15-minute SIP re-invite

1

2

3

4

5

Hidden Slide
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The End user perception mystery

I’m in a meeting and it 
suddenly ended. Help 
as I’m worried it will 

happen again

WHAT

Real-life Webex support cases

HOW

Next slide

Meeting is ending 
every 30 to 40 

minutes
Why did my 
meeting end 

unexpectedly?

Why am I getting a 
notification that my 
meeting will end in 

5 minutes?

1

BRKCOL-3431 62



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Webex admin experience No observed Abnormal disconnects 

Leave reasons do not point to any 
suspicious disconnect reason

1

Troubleshooting > Meetings & Calls

BRKCOL-3431
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2023-05-08T14:09:17.996Z <Debug> [0x4280] 

NotificationSoundManager.cpp:337 

commonHead::viewModels::NotificationSoundManager::proce

ssCallParticipantsChanged:isUserType: 1, 

shouldHideInRoster: 0, isResourceRoom: 0, 

reason: CALL_MAX_DURATION

Webex end-user experience
13:29:16 GMT

Host joins the meeting

14:04:17 GMT

Meeting Disconnect Notification

14:09:17 GMT

Webex App disconnect

2023-05-08T14:04:17.402Z <Debug> [0x4280] CallViewModel.cpp:2390 

commonHead::viewModels::CallViewModel::onCallEvent: callId: efba9aa9-76c2-477e-aaf6-1f1fd38443c9, 

conversationId: 00000000-0000-0000-0000-000000000000, eventType: CallMaxDurationWarning

2023-05-08T14:04:17.412Z <Debug> [0x4280] CallViewModel.cpp:9109 

commonHead::viewModels::CallViewModel::processCallMaxDurationWarning:Meeting max duration warning, 

remaining time: 5

1
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Meeting disconnect cause: Basic Meetings

• Enterprise customers can assign Basic Meetings licenses

• Basic Meetings licenses are limited to 40 minutes

Note: If you have an end users associated to a Free Webex subscription, they will have a similar 
experience. Free Webex URLs will be formatted as meet<N>.webex.com. Follow the user claim process 
to add these users to your Enterprise Webex organization.

Management > Users > Select User > Edit License 
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Determining Disconnect Cause

Control Hub Troubleshooting provides you the visibility into the reason a 
meeting ended

Indicates the participant transitioned 
from the lobby to the meeting

2
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Network timeout disconnects

• The Webex App designed to prompt end-users when network connection is lost
2023-05-08T19:20:26.681Z <Debug> [0x676707][]CallingHealthCheckerViewModel.cpp:332 checkNetworkCongestion:Network Lost

2023-05-08T19:20:26.681Z <Debug> [0x676707][]CallingHealthCheckerViewModel.cpp:416 fireInfoChangedNotification:Fire notification to show bandwidth indicator

Occurs after ~ 10-15 seconds

3

BRKCOL-3431 67



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Network timeout disconnects

• The Webex App designed to prompt end-users when network connection is lost
2023-05-08T19:20:26.681Z <Debug> [0x676707][]CallingHealthCheckerViewModel.cpp:332 checkNetworkCongestion:Network Lost

2023-05-08T19:20:26.681Z <Debug> [0x676707][]CallingHealthCheckerViewModel.cpp:416 fireInfoChangedNotification:Fire notification to show bandwidth indicator

• The Webex App will continue to retry connection until disconnecting

Occurs after ~ 10-15 seconds Occurs after ~ 3 minutes

3
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1. Review Control Hub Troubleshooting data 

2. Attempt to isolate the issue to a user, site, 
network segment, etc. 

3. Common causes include: 

• Loss of Wi-Fi connection

• VPN connection terminated

• Transient network failure

• ISP outages

Network timeout disconnects3
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No Audio – Can’t hear or can’t be heard

• Computer audio: Do you have correct speaker and microphone selected?

Are you connected to the meeting with audio? If so, by what mechanism?

Use the Test
buttons and adjust 
volume levels

Check volume levels

Consider 
disabling if users 
report volume 
being too low
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No Audio – Can’t hear or can’t be heard

• Check user’s microphone and speaker settings in Control Hub

• Avoid using Built-in laptop mic and speaker

• Leverage a high-quality Cisco Headset (700 series / 980)

Are you connected to the meeting with audio? If so, by what mechanism?

Troubleshooting > Meetings & Calls
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No Audio – Can’t hear or can’t be heard

• PSTN Audio – is the call connected to 
PSTN?

• Check speaker / handset / headset 
settings on PSTN phone

• Is PSTN phone muted, double-muted? 

• Check volume settings on PSTN phone

Are you connected to the meeting with audio? If so, by what mechanism?

No longer 
shows join 

method
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No Audio – Can’t hear or can’t be heard

• PSTN dial in/out shows up as a separate participant in Control Hub

Are you connected to the meeting with audio? If so, by what mechanism?
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No Audio – Can’t hear or can’t be heard

• If others cannot hear you, are you muted?

Indicates User
Is Muted• But… I wasn’t on mute

• Yes, you were!
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No Audio – Can’t hear or can’t be heard

• Error appears when the Webex app is unable to get audio from the 
microphone for 10 seconds. 

• The Webex app will attempt to restart the microphone to recover

• Any failure to the system 
API when restarting the 
microphone could cause 
the Webex app to crash
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No Video

• Is Video Muted?

• Is correct camera selected?
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No Video

• Audio and Video device changes during a meeting are logged in 
Control Hub troubleshooting

Troubleshooting > Meetings & Calls
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No Video

• Video may be intentionally disabled if Webex App detects poor 
network conditions or high CPU on PC. 
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No Video – Webcam does not appear
• Is webcam connected and detected by the OS? 

• Check Device Manager for presence
of a camera and ensure it shows it is
working properly 

(NOTE: “This device is working properly.” does not necessarily mean the 
device is “actually” working properly)

• Can other applications use the camera? 

• Camera app in Windows

• Mac Photo Booth app

• Are other applications using the camera?
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Windows: Checking for other Apps using Camera

1. Open Device Manager

2. Right-click devices and choose Properties

3. Select the Details tab

4. Select “Physical Device Object Name” 
then copy the Value

5. Open Task Manager -> Performance (Task 
Manager) -> Click Open Resource Monitor 
link

6. Click the CPU tab then copy and paste the 
Device value into the Associated Handles
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No Audio or Video on Web Client

• Does the browser have access to the Camera and Microphone?
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No Audio or Video on Web Client

• Does the browser have access to the Camera and Microphone?

Change from Block to Allow or Ask
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Video restricted in meeting

• When scheduling a meeting a host can 
choose to disable Video for all participants

Attempting to start video while in-
meeting will produce this error

Schedule meeting > Advanced Options > Meeting options
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Restrict Video to only Presenter

• As a host you can enforce video for only a 
single presenter

• To achieve this, follow these customizations:
1. Enable the Stack Layout
2. Move the presenter to Stage
3. Sync my stage for everyone  

RESULT

All attendees will now see only the 
presenter's video

Video from any other presenter will 
not be visible

1

2

3
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Understanding Media Streams

• Network Bandwidth requirements are dependent 
on both sender and receiver layouts

• Webex Cloud largely switches audio and video 
streams as-needed to fulfill requests from clients
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Webex Meeting Layouts & Media Streams

A
AudioA

A Joins from a Laptop

Grid
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Webex Meeting Layouts & Media Streams

A

B
A

Audio

Video 1 x 360p

Video - 720p

1 x Audio

Audio

1 x Audio

Video - 360p

Video - 720p

A B

B Joins from a Laptop

Grid

Stack
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C

Webex Meeting Layouts & Media Streams

A

B

C

A

A B

B

Audio

Video 2 x 360p

Video - 720p

2 x Audio

Video - 360p

Audio

Video 1 x 90p

2 x Audio

Video - 360p

Video - 720p

Audio

Video 2 x 360p

Video - 360p

2 x Audio

Video - 90p

C

A B

C

C Joins from a Mobile Device

Grid Grid (max 2 x 2)

Stack
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A

Webex Meeting Layouts & Media Streams

A

B

C

C

A B

B

Audio

Video 2 x 360p

Video - 360p

2 x Audio

Video - 90p

Audio

Video 1 x 90p

2 x Audio

Video - 360p

Video - 720p

Audio

Video 2 x 360p

Video - 720p

2 x Audio

Video - 360p

C

A B

C

C Becomes 
Loudest Speaker

Grid Grid (max 2 x 2)

Stack
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Webex Meeting Layouts & Media Streams

A

B

C

D
A A

A B

Audio

Video 3 x 360p

Video - 720p

Video - 360p

Audio

Video 2 x 90p

3 x Audio

Video - 360p

Video - 720p

Audio

Video 3 x 360p

Video - 360p

Video - 90p

Audio

Video - 360p

3 x Audio

Video - 90p

Video -720p

A B

DC DC

D Joins from a Room Device

Grid Grid (max 2 x 2)

Stack Focus

C B D

A Becomes 
Loudest Speaker

3 x Audio 3 x Audio
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C

Webex Meeting Layouts & Media Streams

A

B

C

D
A A

A B

B C D E

C D

D E F G H

F G H I

J K L M

N O P A

Audio

Video 15 x 180p

Video - 720p

Video - 360p

Audio

Video 5 x 90p

Video - 360p

Video - 720p

Video - 180p

Audio

Video 3 x 360p

Video - 180p

Video - 90p

Audio

Video - 360p

3 x Audio

Video - 180p

Video - 90p

Video -720p

Grid Grid (max 2 x 2)

Stack Focus

3 x Audio

3 x Audio
3 x Audio
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C

Webex Meeting Layouts & Media Streams

A

B

C

D
A A

A B

B C D E

C D

D E F G H

F G H I

J K L M

N O P A

Audio

Video 15 x 180p

Video - 720p

Video - 360p

Audio

Video 5 x 90p

Video - 360p

Video - 720p

Video - 180p

Audio

Video 3 x 360p

Video - 180p

3 x Audio

Video - 90p

Audio

Video - 360p

3 x Audio

Video - 180p

Video - 90p

Video -720p

Chicago

Dallas

Grid Grid (max 2 x 2)

Stack Focus

3 x Audio

3 x Audio
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C

Webex Meeting Layouts & Media Streams

A

B

C

D
A A

A B

B C D E

D E F G H

F G H I

J K L M

N O P Video 15 x 180p

Video - 720p

3 x Audio

Video - 360p

Audio

Video 5 x 90p

Video - 360p

Video - 720p

Video - 180p

Audio

Video 3 x 360p

Video - 180p

Video - 90p

Audio

Video - 360p

3 x Audio

Video - 180p

Video - 90p

Video -720p

Chicago

Dallas

Grid Grid (max 2 x 2)

Stack Focus

TCP Socket

A C D

Audio
3 x Audio

3 x Audio
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Forward Error Correction (FEC) and Re-Transmit (RTX)

1 2 3 4 5 6 7 8 9 10 11Video RTP

FEC F1 F2 F3 F4

1 3 4 6 7 10 11Video RTP

FEC F1 F3 F4

1 2 3 4 5 6 7 8 9 10 11Video RTP

Transmitted

Received

After FEC

8
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Forward Error Correction (FEC) and Re-Transmit (RTX)

Webex 
Client

Webex 
Cloud

X

Loss detected 

Retransmit

L
a
te

n
c
y
 B

u
d
g
e
t

{
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Bandwidth Consumption

• These values are approximate maximum bitrates

• Average bitrates will generally be lower

Bandwidth Requirements for Webex Meetings

Source 720p 360p 180p 90p Opus Audio

Approximate 
Bandwidth (kbps)

1800 650 220 100 100
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Dealing with Poor Media Quality
Does this media stream look familiar?

Who knows how to 
effectively troubleshoot 

that meeting?

🤷‍♂️🤷‍♀️

Who’s been in a meeting 
with a person having 
these challenges?

🙋‍♂️ 🙋‍♀️
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Challenges across the landscape

Webex App
Windows / Mac

Webex App
Windows / Mac

Webex App
Windows / Mac

Webex App
Windows / Mac

Webex App
Windows / Mac

Webex App
iOS / Android

RouterSwitch

TLS/443

US Home Office

US Enterprise Office

UK Enterprise Office

RouterSwitch

UDP/5004
Low bandwidth Router

Cellular 
Network

Poor SNR level

Other concerns: Low bandwidth or Bufferbloat
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Webex Web Proxy Media Flows

1. Try UDP port 5004 (or 9000 as 
fallback)

2. Then TCP port 443 (HTTPS, 
likely to be via a Web Proxy)

• Proxies are not suitable for real 
time traffic and might be 
overloaded by the additional 
Webex traffic.

Outbound UDP / TCP 
Ports 5004 / 9000

End User
Device

Proxy

Firewall

Internet

Fallback to
HTTPS

Customer
Premises
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Webex Traffic Flows

• Normally all VPN traffic is 
tunneled to corporate 
network – “full tunnel mode” 

• DST allows you to send pre-
defined traffic directly through 
Internet 

• Lower latency and better 
regional media server 
selection

Dynamic Split Tunneling (DST)​

documents required IP addresses and domains

Without Split 
Tunnel

With Split 
Tunnel

Webex Traffic

VPN Traffic

Internet

Internet

Network Requirements for Webex Services
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• Available on all Webex platforms

• Accessible by:

• Launching the Health Checker

• Clicking        > Statistics

• Includes the following diagnostic data

• Media server information

• Media statistics

• Computer performance details

Webex Meeting Statistics
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Media Diagnostics

CONNECTION DETAILS

AUDIO

VIDEO
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Performance Diagnostics

• Helps identify local client/PC issues

• Provides CPU and Memory usage for:

1. Overall Webex App 

2. Webex Main Process

3. Webex Media Process

4. Webex Share Process

5. Overall System

(CPU based on single core)

(based on all cores)
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Webex App raw media stats
2023-05-05T19:27:23.985Z <Debug> [0x53759d][]c:493 logStats:

sendResolution: 640 x 360 
sendScreenShareResolution: 0 x 0 
sendFrameRate: 21 fps 
sendFrameRate_ScreenShare: 0 fps 
sendBitRate_Video: 750 kbps 
sendBitRate_ScreenShare: 0 kbps 

sendLossRatio_Video: 73 % 
sendLossRatio_ScreenShare: 0 % 
sendRTT_Video: 110 ms
sendRTT_ScreenShare: 0 ms
sendJitter_Video: 19 ms
sendJitter_ScreenShare: 0 ms
sendTransport_Video: UDP 
sendTransport_ScreenShare: UDP
sendAudioCodec: Opus 
sendShareAudioCodec: Opus 
sendShareCodec: Unknown 
sendBitRate_Audio: 0 kbps 
sendBitRate_ShareAudio: 0 kbps 

sendLossRatio_Audio: 82 % 
sendLossRatio_ShareAudio: 0 % 
sendRTT_Audio: 110 ms
sendRTT_ShareAudio: 0 ms
sendJitter_Audio: 17 ms
sendJitter_ShareAudio: 0 ms
sendTransport_Audio: UDP 
sendTransport_ShareAudio: UDP

receiveResolution: 320 x 180 

receiveScreenShareResolution: 0 x 0

receiveFrameRate: 16 fps 

receiveFrameRate_ScreenShare: 0 fps

receiveBitRate_Video: 182 kbps 

receiveBitRate_ScreenShare: 0 kbps

receiveLossRatio_Video: 0 % 
receiveLossRatio_ScreenShare: 0 %

receiveJitter_Video: 23 ms

receiveJitter_ScreenShare: 0 ms

receiveAudioCodec: Opus 

receiveShareAudioCodec: Unknown

receiveShareCodec: Unknown

receiveLossRatio_Audio: 0 % 
receiveLossRatio_ShareAudio: 0 %

receiveBitRate_Audio: 1 kbps 

receiveBitRate_ShareAudio: 0 kbps

receiveJitter_Audio: 22 ms

receiveJitter_ShareAudio: 0 ms

localVideoDowngrade: None

remoteVideoDowngrade: None

packetsSent_Audio: 2570 

packetsReceived_Audio: 7522

packetsSent_ShareAudio: 0 

packetsReceived_ShareAudio: 0

packetsSent_Video: 39173 

packetsReceived_Video: 

102670

packetsSent_Screen: 115385 

packetsReceived_Screen: 0

Printed to the 
current_log ~ every 
10 seconds
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Resolving Network-related Media Problems
• Enable QoS if possible

• Ensure UDP ports 5004 and 9000 are permitted

• Check Media is not being sent over TLS/443 or TCP/5004

• Enable split tunnel if using VPN

• Check WiFi Connectivity

• If possible, use Ethernet (at least to rule out WiFi)

• Check for routers with large buffers (dslreports.com speed test)

• Use ThousandEyes Enterprise or Endpoint Agents 

• Check CPU utilization

• You may need to increase Internet service speeds for optimal experience

• Leverage Control Hub Monitoring (Troubleshooting, Reporting, and Analytics)!
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Poor Audio / Video Quality – Full-featured Meetings

• Launch Health Checker 
from Webex Meetings 
Client

• Overall, Audio, and Video 
tabs

Help > Health Checker > Audio and Video Statistics…
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Poor Audio / Video Quality – Full-featured Meetings

• Indicates TCP or UDP w/ 
Source Port

• Latency / Packet Loss / 
Jitter

Help > Health Checker > Audio and Video Statistics…
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Poor Audio / Video Quality – Full-featured Meetings

• Indicates TCP or UDP w/ 
Source Port

• Video Codec

• Latency / Packet Loss / 
Jitter

• Current Video Resolutions 
(RX and TX)

Help > Health Checker > Audio and Video Statistics…
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Reporting

• Meetings > Quality reporting allows you to take a proactive approach to diagnose issues 
end-users may never report

• Meetings Attendees 

• Provides network impairment (loss, jitter, delay) impacts for end users in a meeting

• Meetings High CPU

• Provides insight into users that had 90% CPU usage for 25% of their video minutes
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Analytics
Join Meeting Time

• Join meeting time analytics allow 
you to proactively monitor Join 
meeting time data

• You can determine the average 
join meeting time for a given day, 
week, or month

• By drilling into individual 
participants, you can see who 
specifically is dragging up join 
meeting delay averages
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Analyzing the reported issue

You have received the following report from an end-user

Problem Description: 

Ned Stark – (ned.stark@thestoj.com) has reported that the Webex audio and 
video quality was intermittently degraded during an executive meeting on May 
30th, 2024 at 6:00am PT. He has described the audio as garbled and the video 
quality as bad

Meeting number: 25323822622
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Leveraging Control Hub Meetings Troubleshooting

Participant details can give 
you additional insights

Review for poor latency 
or packet loss 
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Leveraging Control Hub Meetings Troubleshooting

Review for poor latency 
or packet loss 

Participant details can give 
you additional insights
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Leveraging Control Hub Meetings Troubleshooting
Determining Directionality

Represents change events such as 
Network, Camera, etc
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Leveraging Control Hub Meetings Troubleshooting
A user with a poor-quality 
indicator (red) line doesn’t 
mean they are the source of 
the issue

The Audio/Video 
measurement lines highlight 
the user’s experience during 
that meeting

Assessing any red herring

Multiple users experiencing 
End-to-End packet loss at 
the same time could indicate 
an issue with one participant 
exhibiting Sending loss
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Leveraging Control Hub Meetings Troubleshooting
Identifying Layout Impacts to Resolution and Bitrate

Sender

Requester
Changes Layout to a Stack view

As the Active Speaker the 
participant begins sending a 720P 
resolution stream
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Leveraging Control Hub Meetings Troubleshooting
Identifying CPU usage spikes

Several local factors can result in high 
CPU or memory usage:

• Anti-virus or Anti-malware scanning

• Desktop management software

• Resource heavy applications

• (ex: video editing software)

• CPU or memory leaks in applications
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• Due to a constrained network link media bit rate is adjusted from 
2659kbps to 22kbps.

• Network congestion can attribute to a reduced Media Bitrate

• Ensure Webex App traffic has proper QoS markings, and your 
network has been designed to support QoS

Leveraging Control Hub Meetings Troubleshooting
Bandwidth constraint environments

Bandwidth Management, Preferred Architecture
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Understanding Control Hub Troubleshooting
Media directionality

Sending: Participant's Webex app to the Webex media node.

Webex App
Windows / Mac

Receiving: Webex media node to the participant's Webex app.

End to End: Measures the far end participant’s loss and jitter, via Webex, to the local participant. This is 
captured after packet recovery. (aggregate of all streams | 20% + 0% + 0% = 6.6% loss E2E) 

Webex App
Windows / Mac

Webex App
Windows / Mac

INTERNET

INTERNET

INTERNET

20% loss

INTERNET

L
o
c
a
l
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Advanced troubleshooting access

• Gives an Administrator the ability to join 
a Live Meeting

• Cannot be granted to yourself (requires 
another administrator) 
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Recapping our session

High-Level Architecture

Transitioning to a Webex Suite 
Meeting Platform

Logging

Troubleshooting

Joining a meeting

• Delayed join times

• Failures connecting

In-meeting experience

• Media disconnects

• Peripherals 

• Audio and video quality

Control Hub Monitoring

• Troubleshooting

You made it to the top!
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me via Webex App: 
eembling@cisco.com
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http://www.ciscolive.com/on-demand


Thank you

#CiscoLive


