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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.
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• Server operations

• Global Management - Intersight

• Integrated Management Controller

• Zero Trust Example: FlexPod

• Summary
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Trustworthy Systems

Cisco UCS compute products are
designed/tested to Cisco’s rigorous
security framework, using the latest
technologies for prevention. It is part
of our Culture and Philosophy

Cisco 

Security

Culture

PSIRT 
Advisories

Security 
Training

Product 
Security 
Baseline

Threat 
Modeling

Open Source 
Registration

Supply Chain 
Management

BRKCOM-2030 4



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive BRKCOM-2030

Never assume trust, always verify, and enforce least 
privilege access

Establish and enforce trust on platforms. Implement 
device and protocol hardening

Reduce the attack surface using segmentation and 
control traffic flow between segments

Complete visibility of processes, devices, and 
workloads. You can’t control what you can’t see

Quickly detect, block and respond to threats. Verify
data integrity and implement data loss prevention 

Provide an automated, flexible, standardized, and 
layered approach to security

Converged 
Infrastructure 
Security

Zero Trust Framework Goals

Platform resilience

Segmentation and control

Visibility and monitoring

Threat Protection and Response
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Server Operations
• The mechanics of secure servers: 

secure card boot (VIC), secure 
system boot, administration, 
monitoring

Application Operations
• You must be able to guarantee the 

application can operate securely.  
Secure Enclave, TME, etc.

Data Ingest and Integrity
• Encrypted communication and storage.
• Ensure data is “valid” and from the 

right source for AI.

The Pillars of UCS Security
CSDL
• The Cisco Software Development 

Lifecycle.  A Cisco internal 
dedicated process for platform 
development.

Supply Chain
• The supply chain for components 

and overall products must verifiably 
be secured.

Certifications
• Federal and international 

certifications to meet organizational 
standards.

BRKCOM-2030 6
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Cisco UCS Security
Design to Operations – Protections at Every Level – Eliminate the Weak Links 

BRKCOM-2030

Cisco UCS 
strategic 
approach 
to security

Cisco’s security approach 
begins in the design stage

At the system level, 
UCS builds in: 

• Multi-stage secure access 
and authentication

• Granular role-based policies 
and authentication

• Multi-factor authentication 
and encryption 

• Cisco InfoSec adherence

• BIOS policies

Rigorous supply chain 
certification, evaluation, 
auditing ensures authentic, 
secure componentry

The server itself contains:

• Chassis intrusion detection

• Fused security keys

• Immutable, multi-layered
hardware roots of trust

• Intel Boot Guard — enhanced 
trust via Intel PCH

• AMD PSB (Platform Secure 
Boot)

8
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• ASIG – Advanced Security Initiative Group
White hat engineers focused on offensive security – Internal pen testing

• GCC - Global Cloud Compliance
Implements the Cloud Controls Framework (CCF) towards accelerating product 
certifications for maximum market access

• PSIRT – Product Security Incident Response Team
Manages the receipt, investigation, and public reporting of security vulnerability 
information that is related to Cisco products and networks

• SVIC – Security Visibility & Incident Command
Provides visibility into security and compliance, performs incident response, and 
drives root cause analysis to improve Cisco’s security posture.​

• VCS – Value Chain Security Trust Office
Drives Cisco’s supply chain security and anti-counterfeiting technology

Cisco Security and Trust Organization (S&TO)
Driving Security Processes and Technologies Deep into UCS Products

BRKCOM-2030 10
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Certification

Federal and International

Common Criteria

SOC 2 Type 2 & SOC 3

FIPS

IPv6

ISO 27001

CNSA

12
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Compliance

Industry and Environmenal

Protocols (e.g. KMIP)

NIST

Post Quantum

Environmentals (Lot 9)

S&TO

13
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Intersight Compliance/Certifications

The Intersight infrastructure is co-located in tier-
1, SAS70 type II / SSAE16 certified datacenters  

Intersight meets or exceeds InfoSec’s 
requirements for a wide range of Security 
Certifications including the following:

• ISO 27001:2013 and ISO 27017:2015

• SOC 2 Type 2, SOC 3

• FIPS 140-2
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Consortiums

Membership and Influence

Post Quantum Cryptography Alliance 

Confidential Computing

TAPA

C-TPAT

15
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UCS System Security Innovations

Securing Internal Endpoints Secure Management Models 

Intersight Security Advisories
Template, Policy, & Profile

Configuration

Ongoing Trust Between BMC & Components 
Endpoint Authentication and Attestation
SPDM – Security Protocol and Data Model
MCTP over PCIe VDM Communications

Proactive alerting of security advisories
CVE IDs, devices impacted, and severity
Drilldown for comprehensive information

Flexible per customer’s security requirements
OnPrem - Fully Air-Gapped, Hybrid Connected, Cloud
CIMC / UCS Manager, Intersight – SaaS/CVA/PVA

Security through physical and logical abstraction
Associating repeatable secure baselines to target systems
Centralized add/change/delete reducing audit footprint

BRKCOM-2030 17
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Single Sign-on (SSO)

Multi-factor Authentication (MFA)
Users and managed endpoints

Granular Role-based
Access Control (RBAC)

User Access and Authentication
Assignment of authorizations

Intel Boot Guard

AMD Platform
Secure Boot

Anti-Tampering

Physical protection, firmware, and booting

Anti-Counterfeit

System Lockout
Policy based enforcement

Drift Prevention

Node/chassis intrusion detection

Service profile statelessnessSystem Erase

BIOS recovery and 
redundancy

System wide auditing and alerts

Cisco Approach to Protecting the System

Intersight Security Advisories

Secure &
Authenticate

System 
Components

Enforce &
Identify

Restore &
Mitigate

• NIST 800-88 
Sanitize

• FIPS 140-2 SW 
Compliance

Compliance

Compliance

• NIST SP800-147b 
(FW and BIOS)

• S&TO
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Secure Boot Starts from Protected Code

Cisco “HW Root of Trust”

Cisco IMC secure boot is handled via HW Root of
Trust. Immutable keys are embedded in write-
protected devices on every UCS server.
Additionally, system BIOS secure boot is also
encoded at manufacturing, and Cisco resolves
both Firmware and BIOS via HW Root of Trust
measures. Cisco also employs anti-counterfeit
measures to ensure the physical hardware is
authentic and signed by Cisco.

BRKCOM-2030 19
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Secure Boot

• Secured by public keys stored 

in the write-protected 

hardware root of trust

• Ensures only a trusted OS 

image, including drivers, is 

booted by verifying signatures 

• Supports attestation of secure 

boot via TPM 2.0

BRKCOM-2030 20
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Cisco System-Level Security Innovations
Fifth Generation VIC

BRKCOM-2030

Secure Boot modular LAN on Motherboard (mLOM) 

adapters for UCS C-Series rackmount servers and UCS X-

Series modular system.

Uses a trust anchor module (TAM) in hardware to protect 

against tampering through the bootloader code.

Checks digitally signed images to verify that only genuine, 

unmodified code boots on a Cisco device.

VIC15237
UCSC-M-V5D200GV2
Ports and Speeds

2x 40/100/200G
Supported Servers

C-Series M6 and M7
Replaces

VIC 15238

VIC15230
UCSX-ML-

V5D200GV2
Ports and Speeds

2x 100G
Supported Servers

X-Series M6 and M7
Replaces

VIC 15231

VIC15427
UCSC-M-V5Q50GV2
Ports and Speeds

4x 10/25/50G
Supported Servers

C-Series M6 and M7
Replaces

VIC 15428
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Confidential Computing – Securing the Application

BRKCOM-2030 22

• Applications process data

• Encrypted Data at rest is decryption in memory - exposed to threats

• Data is also exposed to root user compromises

• Confidential computing fixes this issue by using a trusted execution environment (TEE).

• Secure coprocessor inside a CPU

• Embedded encryption keys are used to secure the TEE

• When the application tells the TEE to decrypt it, the data is released for processing.

• It is invisible to everything and everyone else. This includes the cloud provider, other computer resources, 

hypervisors, virtual machines, and even the operating system.

• Intel and AMD offer different technologies and approaches to achieve confidential 
computing secure enclaves within their respective processor architectures.

• Intel's technologies (SGX, TDX, and TME)

• AMD’s technologies (SEV and SME)

http://www.lynxnetworks.co.uk/images/uploaded/cisco_hologram.3773649.jpg
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Secure Storage and Delivery

• FIPS qualified encryption 
All communication

• Self-Encrypting Drive 
SED

BRKCOM-2030 23
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Secure Storage and Delivery

• SED Keys 

BRKCOM-2030 24
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All configs deployed in Profiles composed of Policies

Policies = Security Rules

Policies enforce configuration 
settings on endpoints

Cannot change without explicit 
authorization

BRKCOM-2030 25
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Server-Based Security Summary
• Anti-Tampering with HW anchored 

root of trust

• Cisco IMC: built-in secure boot

• BIOS: Intel Boot Guard/AMD PSB

• OS: UEFI secure boot

• Anti-counterfeit with cryptographic 
anchored identity

• Cisco IMC: S&TO enhanced TPM 
with secure supply chain tracking

• TEE – Trusted Execution Environment

• Intel SGX/TDX

• Intel TME

• AMD SEV

• AMD SME

• FIPS qualified communication

• SEDs

• Profiles & Policies

BRKCOM-2030 26
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UCS Intersight
Cloud Security

BRKCOM-2030

Unified 
Management

Programmability

SaaS

Enhanced Support 
Experience

Continuous 
Optimization

Continuous 
Observability

28
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Intersight Layered Security

BRKCOM-2030

• Industry Standard protocols (e.g., HTTPS)

• Encryption of all data during transport

• Management/Production network separation

• No production network data flows to or from Intersight

• Identify, Authenticate, and Authorize

• During claim process and all subsequent transfers

Device drives all management tasks 
(No device inbound connections) Stand-Alone

UCS C-Series
HyperFlex

HTTPS/TLS
Intersight and device in sync
with latest security updates

Intersight

UCS Manager

29

Secure Management Models 

Flexible per customer’s security requirements
OnPrem - Fully Air-Gapped, Hybrid Connected, Cloud
CIMC / UCS Manager, Intersight – SaaS/CVA/PVA
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Device Connector: Overview

BRKCOM-2030

A very light and autonomous 
piece of software allowing:

• Communication with the Intersight 

portal, wherever the portal is.

• Capability of inserting tasks / calls 

against the infrastructure (UCS 

Manager, Cisco IMC Software, 

HyperFlex, UCS Director) via the 

pluggable / extensible framework

Key Features

• Bundled with Firmware

• Embedded Product Feature

• Secure Communications

• Self Updated

• Autonomous Check-In

30
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Service Communication

Device Connector imbedded natively 
in Cisco software/hardware

Secure encrypted 
connectivity via HTTPS/TLS 
on port 443

Local commmunication 
happens through device 

REST API

Note: Intersight Appliance can also act as Intersight Assist

Intersight Assist

via Device Connector via Intersight Assist

Device Connector runs on the Assist and 
serves as a proxy for communication to 

3rd party components

via Public APIs

Intersight communicates directly to 
other 3rd party SaaS/Cloud platforms 

via public APIs

VMware
NetApp Pure

Connection to Intersight is 
initated by the device, not 

from outside

31
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HTTPS (port 443) or 
proxy

Outbound Initiated 
Only (from Device)

HTTPS (port 443) or 
proxy

Intersight Device Connector and Browser Connectivity

1. Operations/
Administration

Off Premises

1. Account 
Setup/Creation

2. Device Claiming

3. Operations/
Administration

Customer Premises

Fabric Interconnect Device 
Connector

C-series (IMC) Device Connector

HX Device Connector

Cloud Portal

User Access

• Cisco.com used to create 
accounts
• Becomes the “root” user
• Invite other Cisco.com or SSO 

users

Device Access

• DNS required - must resolve
svc.ucs-connect.com

• Intersight always provides CA 
signed x509 certificate

• Two Factor Authentication for 
device claim
• Device Serial Number
• Device Claim Code 

Device Traffic

Certificate Authority (CA) 
Signed Certificate 

User Browser Traffic

Certificate Authority (CA) 
Signed Certificate 

TLS v1.2 (or higher)

BRKCOM-2030 32
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Intersight Identity Providers and SSO

BRKCOM-2030

SSO allows using corporate credentials 
instead of Cisco ID

Multi-Factor Authentication on Cisco ID users

Identity Providers (IdPs)
• Cisco SSO or SAML 2.0 with Intersight SaaS

• LDAP/AD or SAML 2.0 with Intersight Virtual 
Appliance

33
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Intersight Role-Based Access Control

BRKCOM-2030

Resource Groups

• Collection of managed resources (targets)

Organizations

• Enables multi-tenancy by placing devices into logical 
separated resource groups

Roles and Privileges

• System defined or user defined roles

• Roles are tied to sets of privileges to perform 
operations specific to a role

• Privileges can be based on areas of responsibility

• UCS Domain, Virtualization, Storage, Network

Video Demo: Cisco Intersight Organizations and Role-Based Access Control - YouTube

34
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Setting up Roles and Privileges 

BRKCOM-2030

System->Settings->Roles
• System Defined Roles created by default in every account
• User Defined Roles can be created
• Multiple system defined roles can be assigned in a single user defined)
• Only Account Administrators and User Access Administrators can create 

User Defined Roles

35
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All configs deployed in Profiles composed of Policies

Policies = Security Rules

Policies enforce configuration 
settings on endpoints

Cannot change without explicit 
authorization

BRKCOM-2030 36
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Intersight Security Advisories (CVEs)

BRKCOM-2030

• Intersight displays devices 
impacted by Cisco Security 
Advisories

• Advisories available in the 
menu bar of the UI

• CVE IDs and links for more 
information are provided

• User can acknowledge (hide) 
and un-acknowledge 
Advisories

37
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Cisco Integrated Management Console (CIMC)

• Cisco UCS Servers 
in stand-alone 
mode are managed 
using the 
baseboard 
management 
console

• The Cisco UCS C-
Series Rack-Mount 
Server ships with 
the Cisco 
IMC firmware.

BRKCOM-2030 39
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Cisco Validated Design

Solution Example: 
Zero Trust Framework for FlexPod
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Zero Trust CI building blocks

Modular
Repeatable, validated building blocks

Flexible
Pick and choose products and technologies

Expandable
Increase scale or add components as needed

Hypervisor

Cisco UCS Servers

Cisco Nexus/MDS

Partner Storage

Segmentation

Visibility

Threat Protection

Goals

Implementation

BRKCOM-2030 42



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Hypervisor

Cisco UCS Servers

Cisco Nexus / MDS

Partner Storage

Bare 
Metal

How did we deliver a Secure FlexPod? 

Core FlexPod

• Device Hardening
• Secure Protocols
• Data classification, 

compliance and 
governance

• FPolicy
• Storage Virtual Machines
• Blue XP Classifications

Segmentation: VRFs, 
VLANs, ACLs

Cisco Secure 
Firewall Threat 
Defense (FTD)

Cisco Secure 
Network Analytics 

(Stealthwatch)

Cisco Secure 
Workload 
(Tetration)

Cisco XDR with 
NetApp Ransomware 

integration

Segmentation Threat ProtectionVisibility

Support

Hybrid Cloud Ready 

Scalability

Improved 
Performance
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Segmentation: Multi-tenant Infra.

Network

• Virtual Routing and 
Forwarding

• Firewall and Threat defense

• Intrusion Prevention

• Access Control List

• VLAN Segmentation

• RBAC

Compute

• UCS Organizations

• Policy based 
configurations

• VLAN Segmentation

• vNIC separation

• RBAC

• Secure boot and TPM

Storage

• Storage Virtual Machines 
VLAN Segregation

• IP Spaces

• Snapshots, replication 

• Autonomous Ransomware 
Protection

Virtualization

• vSphere Port Groups

• Distributed switching

• VLAN Segregation

• VM Security

• RBAC

BRKCOM-2030 44
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Visibility: Secure Network Analytics

FW
Router Switch

Hypervisor

Flow Data

Flow 
Collector 
(virtual)

Management 
Console (virtual)

BRKCOM-2030 45
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Threat mitigation: Secure Workload

Cisco Secure Workload (Tetration) establishes a 
micro-perimeter around the workloads by
• Automatically generated micro-segmentation 

policies through analysis of application 
communication

• Consistent policy enforcement through 
distributed control of native host firewalls and 
infrastructure (network, firewalls etc.)

• Common vulnerability detection with dynamic 
mitigation and threat-based quarantine

• Known software vulnerability reporting 
(software-based approach)

Web VM 
with agent

App VM 
with agent

DB VM 
with agent

Cisco 
Secure 

Workload 
(SaaS)

Host FW

Agent
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Recovery: Ransomware Protection

Automatically block 

known malicious file 

types

NetApp ONTAP FPolicy

Prevent data destruction 

with immutable and 

indelible snapshots

ONTAP Tamper-Proof 

Snapshots

Secure data access, 

end-to-end

ONTAP End-to-End Encryption

Block rogue admins and 

malicious users

ONTAP Multi-Admin Verify

PROTECT

Automatically detect and 

respond to file system 

anomalies that may 

signal a ransomware 

attack

ONTAP Autonomous 

Ransomware 

Protection

DETECT RECOVER

Restore data in minutes 

from secure snapshots

ONTAP SnapRestore for Storage

Application recovery using a 

SnapCenter plugins

Custom 
Applications

Available with ONTAP ONE 

BRKCOM-2030 47
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Automated Operations

VMware vSphere 

Cisco UCS 

Cisco Network

NetApp ONTAP

Initial Setup

Combination of Ansible playbooks and 
manual steps to verify and deploy the 
infrastructure

Security Enablement

Ansible playbooks enable security best 
practices at each layer (hypervisor, 
compute, network and storage)

Tenant Onboarding

Ansible playbooks deploy the tenant 
blueprint on the all the devices when 
onboarding a new tenant/app tier. 

Global Routing

Tenant 
VRF

FW

S
V
M

Web

IPS

V
M

IP Space
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Design Goal

• Secure, Zero Trust FlexPod: Prevent, Detect 
and Mitigate

• Stop known attacks from infecting data but be 
ready to identify and mitigate threats

Technologies utilized

• Cisco Secure Firewall Threat Defense, Secure 
Network Analytics, Secure Workload, NetFlow, 
Advanced Malware Protection, Intrusion 
Prevention System

• NetApp Snapshot, SnapRestore, SnapCenter, 
SnapLock, FPolicy, Autonomous Ransomware 
Protection

Recap

TR: FlexPod 

ransomware protection 

& recovery

CVD: Zero Trust 

Framework for 

FlexPod Design Guide

TR: FlexPod Security 

Hardening

References

CVD: Zero Trust 

Framework for FlexPod 

Deployment Guide

BRKCOM-2030 49
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Platform 

Supply chain integrity

In-house development of critical software

Security over wire | SPDM

Secure internal communications/

Firmware Integrity | Run-time integrity 

Audits, Alerts and Authenticity

Physical Protection, Multi-chip protection, PCB 
protection

Leadership in providing end-to-end secure infrastructure

PortfolioSolutions
Choose infrastructure that addresses end to end security
From deep within the hardware to the end-pointsSecurity 

CISCO 
COMPUTE 
SECURITY 
OVERVIEW

https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-manager/compute-security-overview-wp.html
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Proactive and Reactive Remediation

Compliance / Regulations

Education, Communication, 
Coordination

Features / Functionality

Vendor Management

Cisco Unified 
Computing 

System
Intersight

UCS Manager
Integrated Mgmt Controller

Cisco UCS Security Team – Many Facets
Bringing it all together

Technology updates and 

deprecation

Feature submission

Requirement definition
Design and usability

Tracking and research
Cisco Product Security Baseline (PSB)

Project management
Domain definition

Test bed acquisition and delivery

Technology reviews
Feature requests, design, usability, 
integration

Customer vulnerability reports
Industry disclosures

Cisco Product Security Incident Response 
Team (PSIRT)

UCS Quality Assurance 

White papers
Mailer queries 
RFP responses

Presentations
Multi-team coordination 

Documentation
Standards bodies

BRKCOM-2030 52
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Complete Your Session Evaluations

53BRKCOM-2030

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Be a part of the Intersight user community and 
find out more about new Intersight virtual 
meetups coming soon!

Join Cisco experts and 
your industry peers in 
the Intersight User 
Group on LinkedIn

54BRKCOM-2030



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: akapacin@cisco.com

55BRKCOM-2030
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